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Onchain 
    



      
Shared Ethereum/blockchain library providing read and write capabilities.
Uses cartouche as the sole Ethereum dependency for RPC calls, ABI encoding,
transaction signing, and cryptographic operations.
Discovery
Use Onchain.describe/0 for a module overview, Onchain.describe/1 for
function listings, and Onchain.describe/2 for full function details.

      


      
        Summary


  
    Functions
  


    
      
        __descripex_modules__()

      


        Return the list of modules registered with this library.



    


    
      
        describe()

      


        Return a Level 1 overview of all modules in this library.



    


    
      
        describe(mod_or_short)

      


        Return Level 2 function list for a module (by full atom, or short name as string or atom).



    


    
      
        describe(mod_or_short, func_name)

      


        Return Level 3 function detail (or nil if not found).



    





      


      
        Functions


        


  
    
      
    
    
      __descripex_modules__()



        
          
        

    

  


  

      

          @spec __descripex_modules__() :: [module()]


      


Return the list of modules registered with this library.

  



  
    
      
    
    
      describe()



        
          
        

    

  


  

      

          @spec describe() :: [map()]


      


Return a Level 1 overview of all modules in this library.

  



  
    
      
    
    
      describe(mod_or_short)



        
          
        

    

  


  

      

          @spec describe(module() | atom() | String.t()) :: [map()]


      


Return Level 2 function list for a module (by full atom, or short name as string or atom).

  



  
    
      
    
    
      describe(mod_or_short, func_name)



        
          
        

    

  


  

      

          @spec describe(module() | atom() | String.t(), atom()) :: map() | nil


      


Return Level 3 function detail (or nil if not found).

  


        

      


  

    
Onchain.AA 
    



      
ERC-4337 Account Abstraction: UserOperation construction, hashing, signing,
and bundler JSON-RPC.
Supports both EntryPoint versions, whose wire formats differ:
	v0.6 (0x5FF137D4b0FDCD49DcA30c7CF57E578a026d2789) — the original
UserOperation with separate callGasLimit/verificationGasLimit and
maxFeePerGas/maxPriorityFeePerGas words, plus initCode and
paymasterAndData byte fields.
	v0.7 (0x0000000071727De22E5E9d8BAf0edAc6f37da032) — the
PackedUserOperation: accountGasLimits = verificationGasLimit (high 128) ‖ callGasLimit (low 128) and gasFees = maxPriorityFeePerGas (high 128) ‖ maxFeePerGas (low 128), with initCode/paymasterAndData derived from the
unpacked factory*/paymaster* fields. The JSON-RPC representation sent to
bundlers stays unpacked (separate factory, factoryData,
paymasterVerificationGasLimit, etc.).

The version is selected per call via the :version option (:v0_6 | :v0_7,
default :v0_7).
userOpHash
Both versions hash as
keccak256(abi.encode(keccak256(packed), entryPoint, chainId)), where packed
is the version-specific abi.encode of the op (variable-length byte fields
hashed with keccak first). This matches EntryPoint.getUserOpHash. Verified
against reference vectors in test/onchain/aa_test.exs (cross-checked with
viem's getUserOperationHash test vectors).
Signing
sign_user_operation/5 signs the userOpHash and returns the op with its
:signature populated. Two schemes:
	:eip191 (default) — ECDSA over keccak256("\x19Ethereum Signed Message:\n32" ‖ userOpHash), matching the canonical eth-infinitism
SimpleAccount (userOpHash.toEthSignedMessageHash()).
	:raw — ECDSA over the raw 32-byte userOpHash (accounts that recover
directly without the EIP-191 envelope).

The signature is r ‖ s ‖ v with v ∈ {27, 28}. Accounts with bespoke
signature schemes (Safe, multisig, passkey) should call user_op_hash/4 and
build the signature themselves.
Bundler RPC
send_user_operation/3, estimate_user_operation_gas/3,
get_user_operation_by_hash/2, get_user_operation_receipt/2, and
supported_entry_points/1 wrap the standard bundler methods. The bundler URL
is passed via :bundler_url (or :rpc_url); results are returned raw
(decoded JSON) since shapes are bundler-defined.
Functions
	Function	Purpose
	entry_point/1	Canonical EntryPoint address for a version
	new/1	Build + validate a UserOperation from fields
	user_op_hash/4	Compute the EntryPoint userOpHash
	sign_user_operation/5	Sign a UserOperation, return it with :signature
	to_rpc_params/2	Serialize a UserOperation to bundler JSON-RPC params
	send_user_operation/3	eth_sendUserOperation → userOpHash
	estimate_user_operation_gas/3	eth_estimateUserOperationGas → gas map
	get_user_operation_by_hash/2	eth_getUserOperationByHash
	get_user_operation_receipt/2	eth_getUserOperationReceipt
	supported_entry_points/1	eth_supportedEntryPoints → addresses

API Functions
	Function	Arity	Description	Param Kinds
	supported_entry_points	1	List EntryPoint addresses the bundler supports (eth_supportedEntryPoints).	opts: value
	get_user_operation_receipt	2	Fetch a UserOperation receipt (eth_getUserOperationReceipt).	user_op_hash: value, opts: value
	get_user_operation_by_hash	2	Look up a UserOperation by its hash (eth_getUserOperationByHash).	user_op_hash: value, opts: value
	estimate_user_operation_gas	3	Estimate gas for a UserOperation (eth_estimateUserOperationGas).	user_op: value, entry_point: value, opts: value
	send_user_operation	3	Submit a UserOperation to a bundler (eth_sendUserOperation).	user_op: value, entry_point: value, opts: value
	to_rpc_params	2	Serialize a UserOperation to bundler JSON-RPC params.	user_op: value, opts: value
	sign_user_operation	5	Sign a UserOperation and return it with :signature populated.	user_op: value, private_key: value, entry_point: value, chain_id: value, opts: value
	user_op_hash	4	Compute the EntryPoint userOpHash for a UserOperation.	user_op: value, entry_point: value, chain_id: value, opts: value
	new	1	Build and validate a UserOperation from a map or keyword of fields.	fields: value
	entry_point	1	Canonical EntryPoint contract address for a version.	version: value


      


      
        Summary


  
    Functions
  


    
      
        entry_point(atom)

      


        Canonical EntryPoint contract address for a version.



    


    
      
        estimate_user_operation_gas(user_op, entry_point, opts \\ [])

      


        Estimate gas for a UserOperation (eth_estimateUserOperationGas).



    


    
      
        get_user_operation_by_hash(user_op_hash, opts \\ [])

      


        Look up a UserOperation by its hash (eth_getUserOperationByHash).



    


    
      
        get_user_operation_receipt(user_op_hash, opts \\ [])

      


        Fetch a UserOperation receipt (eth_getUserOperationReceipt).



    


    
      
        new(fields)

      


        Build and validate a UserOperation from a map or keyword of fields.



    


    
      
        send_user_operation(user_op, entry_point, opts \\ [])

      


        Submit a UserOperation to a bundler (eth_sendUserOperation).



    


    
      
        sign_user_operation(user_op, private_key, entry_point, chain_id, opts \\ [])

      


        Sign a UserOperation and return it with :signature populated.



    


    
      
        supported_entry_points(opts \\ [])

      


        List EntryPoint addresses the bundler supports (eth_supportedEntryPoints).



    


    
      
        to_rpc_params(user_op, opts \\ [])

      


        Serialize a UserOperation to bundler JSON-RPC params.



    


    
      
        user_op_hash(user_op, entry_point, chain_id, opts \\ [])

      


        Compute the EntryPoint userOpHash for a UserOperation.



    





      


      
        Functions


        


  
    
      
    
    
      entry_point(atom)



        
          
        

    

  


  

      

          @spec entry_point(:v0_6 | :v0_7) :: String.t()


      


Canonical EntryPoint contract address for a version.
Parameters
	version - EntryPoint version: :v0_6 or :v0_7 (value)

Returns
0x-prefixed checksummed EntryPoint address (string)
# descripex:contract
%{
  params: %{
    version: %{description: "EntryPoint version: :v0_6 or :v0_7", kind: :value}
  },
  returns: %{
    type: :string,
    description: "0x-prefixed checksummed EntryPoint address"
  }
}

  



    

  
    
      
    
    
      estimate_user_operation_gas(user_op, entry_point, opts \\ [])



        
          
        

    

  


  

      

          @spec estimate_user_operation_gas(
  Onchain.AA.UserOperation.t(),
  String.t() | binary(),
  keyword()
) ::
  {:ok, term()} | {:error, term()}


      


Estimate gas for a UserOperation (eth_estimateUserOperationGas).
Parameters
	user_op - %Onchain.AA.UserOperation{} struct (signature may be a dummy) (value)
	entry_point - EntryPoint address the bundler should use (value)
	opts - Options: :version (default :v0_7), :bundler_url (or :rpc_url), :timeout (default: [], value)

Returns
Gas estimate map (e.g. preVerificationGas, verificationGasLimit, callGasLimit) with bundler-defined hex values ({:ok, map} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :version (default :v0_7), :bundler_url (or :rpc_url), :timeout",
      kind: :value
    },
    entry_point: %{
      description: "EntryPoint address the bundler should use",
      kind: :value
    },
    user_op: %{
      description: "%Onchain.AA.UserOperation{} struct (signature may be a dummy)",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, map} | {:error, term}",
    description: "Gas estimate map (e.g. preVerificationGas, verificationGasLimit, callGasLimit) with bundler-defined hex values"
  }
}

  



    

  
    
      
    
    
      get_user_operation_by_hash(user_op_hash, opts \\ [])



        
          
        

    

  


  

      

          @spec get_user_operation_by_hash(
  String.t(),
  keyword()
) :: {:ok, term()} | {:error, term()}


      


Look up a UserOperation by its hash (eth_getUserOperationByHash).
Parameters
	user_op_hash - 0x-prefixed 32-byte userOpHash (value)
	opts - Options: :bundler_url (or :rpc_url), :timeout (default: [], value)

Returns
UserOperation + inclusion info map, or nil if the bundler has not seen it ({:ok, map | nil} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :bundler_url (or :rpc_url), :timeout",
      kind: :value
    },
    user_op_hash: %{description: "0x-prefixed 32-byte userOpHash", kind: :value}
  },
  returns: %{
    type: "{:ok, map | nil} | {:error, term}",
    description: "UserOperation + inclusion info map, or nil if the bundler has not seen it"
  }
}

  



    

  
    
      
    
    
      get_user_operation_receipt(user_op_hash, opts \\ [])



        
          
        

    

  


  

      

          @spec get_user_operation_receipt(
  String.t(),
  keyword()
) :: {:ok, term()} | {:error, term()}


      


Fetch a UserOperation receipt (eth_getUserOperationReceipt).
Parameters
	user_op_hash - 0x-prefixed 32-byte userOpHash (value)
	opts - Options: :bundler_url (or :rpc_url), :timeout (default: [], value)

Returns
Receipt map (success, actualGasUsed, logs, receipt, …), or nil if not yet mined ({:ok, map | nil} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :bundler_url (or :rpc_url), :timeout",
      kind: :value
    },
    user_op_hash: %{description: "0x-prefixed 32-byte userOpHash", kind: :value}
  },
  returns: %{
    type: "{:ok, map | nil} | {:error, term}",
    description: "Receipt map (success, actualGasUsed, logs, receipt, …), or nil if not yet mined"
  }
}

  



  
    
      
    
    
      new(fields)



        
          
        

    

  


  

      

          @spec new(map() | keyword()) :: {:ok, Onchain.AA.UserOperation.t()} | {:error, term()}


      


Build and validate a UserOperation from a map or keyword of fields.
Parameters
	fields - Map/keyword of UserOperation fields. Required: :sender (address). Numeric fields (:nonce, :call_gas_limit, :verification_gas_limit, :pre_verification_gas, :max_fee_per_gas, :max_priority_fee_per_gas) default to 0. Byte fields (:init_code, :call_data, :paymaster_and_data, :signature) default to "0x". v0.7 unpacked fields :factory, :factory_data, :paymaster, :paymaster_verification_gas_limit, :paymaster_post_op_gas_limit, :paymaster_data default to nil. (value)

Returns
Validated UserOperation struct, or a validation error ({:ok, %Onchain.AA.UserOperation{}} | {:error, term})
# descripex:contract
%{
  params: %{
    fields: %{
      description: "Map/keyword of UserOperation fields. Required: :sender (address). Numeric fields (:nonce, :call_gas_limit, :verification_gas_limit, :pre_verification_gas, :max_fee_per_gas, :max_priority_fee_per_gas) default to 0. Byte fields (:init_code, :call_data, :paymaster_and_data, :signature) default to \"0x\". v0.7 unpacked fields :factory, :factory_data, :paymaster, :paymaster_verification_gas_limit, :paymaster_post_op_gas_limit, :paymaster_data default to nil.",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, %Onchain.AA.UserOperation{}} | {:error, term}",
    description: "Validated UserOperation struct, or a validation error"
  }
}

  



    

  
    
      
    
    
      send_user_operation(user_op, entry_point, opts \\ [])



        
          
        

    

  


  

      

          @spec send_user_operation(
  Onchain.AA.UserOperation.t(),
  String.t() | binary(),
  keyword()
) ::
  {:ok, term()} | {:error, term()}


      


Submit a UserOperation to a bundler (eth_sendUserOperation).
Parameters
	user_op - Signed %Onchain.AA.UserOperation{} struct (value)
	entry_point - EntryPoint address the bundler should use (value)
	opts - Options: :version (default :v0_7), :bundler_url (or :rpc_url), :timeout (default: [], value)

Returns
0x-prefixed userOpHash returned by the bundler ({:ok, String.t()} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :version (default :v0_7), :bundler_url (or :rpc_url), :timeout",
      kind: :value
    },
    entry_point: %{
      description: "EntryPoint address the bundler should use",
      kind: :value
    },
    user_op: %{
      description: "Signed %Onchain.AA.UserOperation{} struct",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term}",
    description: "0x-prefixed userOpHash returned by the bundler"
  }
}

  



    

  
    
      
    
    
      sign_user_operation(user_op, private_key, entry_point, chain_id, opts \\ [])



        
          
        

    

  


  

      

          @spec sign_user_operation(
  Onchain.AA.UserOperation.t(),
  binary(),
  String.t() | binary(),
  pos_integer(),
  keyword()
) :: {:ok, Onchain.AA.UserOperation.t()} | {:error, term()}


      


Sign a UserOperation and return it with :signature populated.
Parameters
	user_op - %Onchain.AA.UserOperation{} struct (value)
	private_key - 32-byte binary or hex private key (with or without 0x) (value)
	entry_point - EntryPoint address (hex string or 20-byte binary) (value)
	chain_id - Chain ID integer (value)
	opts - Options: :version (:v0_6 | :v0_7, default :v0_7), :scheme (:eip191 default, or :raw to sign the userOpHash directly) (default: [], value)


Returns
UserOperation with :signature set to a 65-byte r‖s‖v hex string ({:ok, %Onchain.AA.UserOperation{}} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :version (:v0_6 | :v0_7, default :v0_7), :scheme (:eip191 default, or :raw to sign the userOpHash directly)",
      kind: :value
    },
    private_key: %{
      description: "32-byte binary or hex private key (with or without 0x)",
      kind: :value
    },
    entry_point: %{
      description: "EntryPoint address (hex string or 20-byte binary)",
      kind: :value
    },
    chain_id: %{description: "Chain ID integer", kind: :value},
    user_op: %{description: "%Onchain.AA.UserOperation{} struct", kind: :value}
  },
  returns: %{
    type: "{:ok, %Onchain.AA.UserOperation{}} | {:error, term}",
    description: "UserOperation with :signature set to a 65-byte r‖s‖v hex string"
  }
}

  



    

  
    
      
    
    
      supported_entry_points(opts \\ [])



        
          
        

    

  


  

      

          @spec supported_entry_points(keyword()) :: {:ok, term()} | {:error, term()}


      


List EntryPoint addresses the bundler supports (eth_supportedEntryPoints).
Parameters
	opts - Options: :bundler_url (or :rpc_url), :timeout (default: [], value)

Returns
List of 0x-prefixed EntryPoint addresses ({:ok, [String.t()]} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :bundler_url (or :rpc_url), :timeout",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, [String.t()]} | {:error, term}",
    description: "List of 0x-prefixed EntryPoint addresses"
  }
}

  



    

  
    
      
    
    
      to_rpc_params(user_op, opts \\ [])



        
          
        

    

  


  

      

          @spec to_rpc_params(
  Onchain.AA.UserOperation.t(),
  keyword()
) :: {:ok, map()} | {:error, term()}


      


Serialize a UserOperation to bundler JSON-RPC params.
Parameters
	user_op - %Onchain.AA.UserOperation{} struct (value)
	opts - Options: :version (:v0_6 | :v0_7, default :v0_7) (default: [], value)


Returns
JSON-RPC UserOperation object with string keys and 0x-quantity numeric fields. v0.7 includes factory/paymaster fields only when set. ({:ok, map} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :version (:v0_6 | :v0_7, default :v0_7)",
      kind: :value
    },
    user_op: %{description: "%Onchain.AA.UserOperation{} struct", kind: :value}
  },
  returns: %{
    type: "{:ok, map} | {:error, term}",
    description: "JSON-RPC UserOperation object with string keys and 0x-quantity numeric fields. v0.7 includes factory/paymaster fields only when set."
  }
}

  



    

  
    
      
    
    
      user_op_hash(user_op, entry_point, chain_id, opts \\ [])



        
          
        

    

  


  

      

          @spec user_op_hash(
  Onchain.AA.UserOperation.t(),
  String.t() | binary(),
  pos_integer(),
  keyword()
) ::
  {:ok, String.t()} | {:error, term()}


      


Compute the EntryPoint userOpHash for a UserOperation.
Parameters
	user_op - %Onchain.AA.UserOperation{} struct (value)
	entry_point - EntryPoint address (hex string or 20-byte binary) (value)
	chain_id - Chain ID integer (1 = mainnet, 11155111 = Sepolia) (value)
	opts - Options: :version (:v0_6 | :v0_7, default :v0_7) (default: [], value)


Returns
0x-prefixed 32-byte userOpHash ({:ok, String.t()} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :version (:v0_6 | :v0_7, default :v0_7)",
      kind: :value
    },
    entry_point: %{
      description: "EntryPoint address (hex string or 20-byte binary)",
      kind: :value
    },
    chain_id: %{
      description: "Chain ID integer (1 = mainnet, 11155111 = Sepolia)",
      kind: :value
    },
    user_op: %{description: "%Onchain.AA.UserOperation{} struct", kind: :value}
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term}",
    description: "0x-prefixed 32-byte userOpHash",
    example: "0x1903d62bb5dc75af6fed866aa46d8e80063d9e288aa7f2caad0ff1fcae22e40d"
  }
}

  


        

      


  

    
Onchain.AA.UserOperation 
    



      
ERC-4337 UserOperation struct (unpacked representation).
Holds the fields a consumer reasons about, independent of EntryPoint version.
Numeric fields (nonce, gas limits, fees) are stored as non-negative
integers; byte-array fields (sender, call_data, …) as 0x-prefixed hex
strings.
Version-specific fields
The struct carries the union of v0.6 and v0.7 fields. Which ones are used
depends on the EntryPoint version passed to Onchain.AA functions:
	v0.6 uses init_code and paymaster_and_data directly.
	v0.7 derives initCode = factory ++ factory_data and
paymasterAndData = paymaster ++ paymaster_verification_gas_limit (16 bytes) ++ paymaster_post_op_gas_limit (16 bytes) ++ paymaster_data from the
unpacked factory*/paymaster* fields when they are set. If factory is
nil, init_code is used verbatim; if paymaster is nil,
paymaster_and_data is used verbatim. This lets a v0.7 op be expressed
either way.

Build instances with Onchain.AA.new/1, which applies defaults and validates.
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        t()
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          @type t() :: %Onchain.AA.UserOperation{
  call_data: String.t(),
  call_gas_limit: non_neg_integer(),
  factory: String.t() | nil,
  factory_data: String.t() | nil,
  init_code: String.t(),
  max_fee_per_gas: non_neg_integer(),
  max_priority_fee_per_gas: non_neg_integer(),
  nonce: non_neg_integer(),
  paymaster: String.t() | nil,
  paymaster_and_data: String.t(),
  paymaster_data: String.t() | nil,
  paymaster_post_op_gas_limit: non_neg_integer() | nil,
  paymaster_verification_gas_limit: non_neg_integer() | nil,
  pre_verification_gas: non_neg_integer(),
  sender: String.t(),
  signature: String.t(),
  verification_gas_limit: non_neg_integer()
}


      



  


        

      


  

    
Onchain.ABI 
    



      
ABI encoding/decoding for Ethereum contract calls.
Wraps the hieroglyph ABI library (transitively pulled in by cartouche) with 0x-prefixed hex string
handling and consistent error tuples. Consumers work with hex strings from
RPC; this module bridges the gap.
Type Signatures
decode_response/2 (and its alias decode_types/2) expects tuple type
syntax for return values — the type list MUST be wrapped in parentheses,
e.g. "(uint256)" or "(uint256,bool)". Bare comma-separated types
("uint256,bool") raise an unhelpful upstream error and are not accepted.
This is the standard pattern for decoding eth_call responses — NOT
function signatures with names.
Use decode_response/2 when the input is an eth_call reply; use
decode_types/2 when the input is arbitrary ABI-encoded bytes
(mempool calldata, custom payloads). They behave identically.
Decode functions accept an optional trailing keyword forwarded unchanged to
hieroglyph (ABI.decode/3, ABI.decode_call/3, ABI.decode_error/3).
strict: true rejects non-canonical payloads; decode_structs: true returns
a named-field map. The default (no opts / strict: false) stays permissive.
Error Format
	Encode errors: {:error, {:encode_error, reason}}
	Decode errors: {:error, {:decode_error, reason}}

Where reason is either:
	A string from the upstream exception message
	A tuple like {:invalid_hex, hex_data} preserving the original hex error
	{:strict_violation, detail} when strict: true rejected a non-canonical
payload (non-zero high padding on bool/uint/int, trailing bytes after the
declared payload, or a string/bytes length prefix that exceeds the available
data). Bang variants raise.

Functions
	Function	Purpose
	encode_call/2	Function signature + params → hex calldata
	encode_call!/2	Same, raises on error
	decode_response/3	Type signature + hex data → decoded values (optional decode opts)
	decode_response!/3	Same, raises on error
	decode_types/3	Alias of decode_response/3 for non-RPC callers
	decode_types!/3	Alias of decode_response!/3, raises on error
	decode_call/3	Selector-prefixed calldata → decoded function args (forwards opts)
	decode_call!/3	Same, raises on error
	decode_error/3	Solidity 0.8.4+ custom-error revert data → %{error, args} (optional decode opts)
	decode_error!/3	Same, raises on error

API Functions
	Function	Arity	Description	Param Kinds
	decode_error!	3	Decode custom-error revert data. Raises on error.	hex_revert_data: value, error_definitions: value, opts: value
	decode_error	3	Decode Solidity 0.8.4+ custom-error revert data against a list of candidate error signatures.	hex_revert_data: value, error_definitions: value, opts: value
	decode_call!	3	Decode selector-prefixed calldata. Raises on error.	signature_or_selector: value, hex_calldata: value, opts: value
	decode_call	3	Decode selector-prefixed calldata to function args.	signature_or_selector: value, hex_calldata: value, opts: value
	decode_types!	3	Decode arbitrary ABI-encoded hex data. Alias of decode_response!/3.	type_signature: value, hex_data: value, opts: value
	decode_types	3	Decode arbitrary ABI-encoded hex data. Alias of decode_response/3.	type_signature: value, hex_data: value, opts: value
	decode_response!	3	Decode hex-encoded ABI response data to Elixir values. Raises on error.	type_signature: value, hex_data: value, opts: value
	decode_response	3	Decode hex-encoded ABI response data to Elixir values.	type_signature: value, hex_data: value, opts: value
	encode_call!	2	Encode a function call to 0x-prefixed hex calldata. Raises on error.	signature: value, params: value
	encode_call	2	Encode a function call to 0x-prefixed hex calldata.	signature: value, params: value


      


      
        Summary


  
    Functions
  


    
      
        decode_call(signature_or_selector, hex_calldata, opts \\ [])

      


        Decode selector-prefixed calldata to function args.



    


    
      
        decode_call!(signature_or_selector, hex_calldata, opts \\ [])

      


        Decode selector-prefixed calldata. Raises on error.



    


    
      
        decode_error(hex_revert_data, error_definitions, opts \\ [])

      


        Decode Solidity 0.8.4+ custom-error revert data against a list of candidate error signatures.



    


    
      
        decode_error!(hex_revert_data, error_definitions, opts \\ [])

      


        Decode custom-error revert data. Raises on error.



    


    
      
        decode_response(type_signature, hex_data, opts \\ [])

      


        Decode hex-encoded ABI response data to Elixir values.



    


    
      
        decode_response!(type_signature, hex_data, opts \\ [])

      


        Decode hex-encoded ABI response data to Elixir values. Raises on error.



    


    
      
        decode_types(type_signature, hex_data, opts \\ [])

      


        Decode arbitrary ABI-encoded hex data. Alias of decode_response/3.



    


    
      
        decode_types!(type_signature, hex_data, opts \\ [])

      


        Decode arbitrary ABI-encoded hex data. Alias of decode_response!/3.



    


    
      
        encode_call(signature, params)

      


        Encode a function call to 0x-prefixed hex calldata.



    


    
      
        encode_call!(signature, params)

      


        Encode a function call to 0x-prefixed hex calldata. Raises on error.



    





      


      
        Functions


        


    

  
    
      
    
    
      decode_call(signature_or_selector, hex_calldata, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_call(String.t() | ABI.FunctionSelector.t(), String.t(), keyword()) ::
  {:ok, list() | map()} | {:error, {:decode_error, term()}}


      


Decode selector-prefixed calldata to function args.
Parameters
	signature_or_selector - Function signature like "transfer(address,uint256)" OR a hieroglyph FunctionSelector struct. The 4-byte selector of the signature must match the first 4 bytes of calldata. (value)
	hex_calldata - 0x-prefixed hex string of selector-prefixed ABI-encoded calldata (value)
	opts - Forwarded to hieroglyph's ABI.decode_call/3. Pass decode_structs: true for a named-field map instead of a positional list. Pass strict: true to reject non-canonical payloads ({:error, {:decode_error, {:strict_violation, detail}}}). (default: [], value)

Returns
List of args (or map when decode_structs: true). Error reasons: :calldata_too_short, :selector_mismatch, :no_function_name, {:invalid_hex, _}, {:strict_violation, detail}, or upstream exception message string. ({:ok, list | map} | {:error, {:decode_error, reason}})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Forwarded to hieroglyph's `ABI.decode_call/3`. Pass `decode_structs: true` for a named-field map instead of a positional list. Pass `strict: true` to reject non-canonical payloads (`{:error, {:decode_error, {:strict_violation, detail}}}`).",
      kind: :value
    },
    signature_or_selector: %{
      description: "Function signature like \"transfer(address,uint256)\" OR a hieroglyph FunctionSelector struct. The 4-byte selector of the signature must match the first 4 bytes of calldata.",
      kind: :value
    },
    hex_calldata: %{
      description: "0x-prefixed hex string of selector-prefixed ABI-encoded calldata",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, list | map} | {:error, {:decode_error, reason}}",
    description: "List of args (or map when `decode_structs: true`). Error reasons: `:calldata_too_short`, `:selector_mismatch`, `:no_function_name`, `{:invalid_hex, _}`, `{:strict_violation, detail}`, or upstream exception message string."
  }
}

  



    

  
    
      
    
    
      decode_call!(signature_or_selector, hex_calldata, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_call!(String.t() | ABI.FunctionSelector.t(), String.t(), keyword()) ::
  list() | map()


      


Decode selector-prefixed calldata. Raises on error.
Parameters
	signature_or_selector - Function signature string or hieroglyph FunctionSelector struct (value)
	hex_calldata - 0x-prefixed hex string of selector-prefixed calldata (value)
	opts - Forwarded to hieroglyph's ABI.decode_call/3 (e.g. decode_structs: true, strict: true) (default: [], value)

Returns
List of decoded args (or map when decode_structs: true) (list | map)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Forwarded to hieroglyph's `ABI.decode_call/3` (e.g. `decode_structs: true`, `strict: true`)",
      kind: :value
    },
    signature_or_selector: %{
      description: "Function signature string or hieroglyph FunctionSelector struct",
      kind: :value
    },
    hex_calldata: %{
      description: "0x-prefixed hex string of selector-prefixed calldata",
      kind: :value
    }
  },
  returns: %{
    type: "list | map",
    description: "List of decoded args (or map when `decode_structs: true`)"
  }
}

  



    

  
    
      
    
    
      decode_error(hex_revert_data, error_definitions, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_error(String.t(), [String.t() | ABI.FunctionSelector.t()], keyword()) ::
  {:ok, %{error: String.t() | nil, args: list() | map()}}
  | {:error, {:decode_error, term()}}


      


Decode Solidity 0.8.4+ custom-error revert data against a list of candidate error signatures.
Parameters
	hex_revert_data - 0x-prefixed hex string of revert data (4-byte error selector + ABI-encoded args) (value)
	error_definitions - List of candidate error signatures like ["InsufficientBalance(uint256,uint256)", "Unauthorized()"] (or hieroglyph FunctionSelector structs). The first one whose 4-byte selector matches the prefix of hex_revert_data decodes the args. (value)
	opts - Forwarded to hieroglyph's ABI.decode_error/3. Pass strict: true to reject non-canonical payloads ({:error, {:decode_error, {:strict_violation, detail}}}). (default: [], value)

Returns
Map with the matched error name (or nil) and decoded args. Error reasons: :calldata_too_short, :no_match, {:invalid_hex, _}, {:strict_violation, detail}, or upstream exception message string. ({:ok, %{error: name, args: list}} | {:error, {:decode_error, reason}})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Forwarded to hieroglyph's `ABI.decode_error/3`. Pass `strict: true` to reject non-canonical payloads (`{:error, {:decode_error, {:strict_violation, detail}}}`).",
      kind: :value
    },
    error_definitions: %{
      description: "List of candidate error signatures like [\"InsufficientBalance(uint256,uint256)\", \"Unauthorized()\"] (or hieroglyph FunctionSelector structs). The first one whose 4-byte selector matches the prefix of `hex_revert_data` decodes the args.",
      kind: :value
    },
    hex_revert_data: %{
      description: "0x-prefixed hex string of revert data (4-byte error selector + ABI-encoded args)",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, %{error: name, args: list}} | {:error, {:decode_error, reason}}",
    description: "Map with the matched error name (or `nil`) and decoded args. Error reasons: `:calldata_too_short`, `:no_match`, `{:invalid_hex, _}`, `{:strict_violation, detail}`, or upstream exception message string."
  }
}

  



    

  
    
      
    
    
      decode_error!(hex_revert_data, error_definitions, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_error!(String.t(), [String.t() | ABI.FunctionSelector.t()], keyword()) ::
  %{
    error: String.t() | nil,
    args: list() | map()
  }


      


Decode custom-error revert data. Raises on error.
Parameters
	hex_revert_data - 0x-prefixed hex string of revert data (value)
	error_definitions - List of candidate error signatures or FunctionSelector structs (value)
	opts - Forwarded to hieroglyph's ABI.decode_error/3 (e.g. strict: true) (default: [], value)

Returns
Map with the matched error name and decoded args (%{error: name, args: list})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Forwarded to hieroglyph's `ABI.decode_error/3` (e.g. `strict: true`)",
      kind: :value
    },
    error_definitions: %{
      description: "List of candidate error signatures or FunctionSelector structs",
      kind: :value
    },
    hex_revert_data: %{
      description: "0x-prefixed hex string of revert data",
      kind: :value
    }
  },
  returns: %{
    type: "%{error: name, args: list}",
    description: "Map with the matched error name and decoded args"
  }
}

  



    

  
    
      
    
    
      decode_response(type_signature, hex_data, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_response(String.t(), String.t(), keyword()) ::
  {:ok, list() | map()} | {:error, {:decode_error, term()}}


      


Decode hex-encoded ABI response data to Elixir values.
Parameters
	type_signature - Tuple type signature wrapped in parentheses, e.g. "(uint256)" or "(uint256,bool)". Bare comma-separated types like "uint256,bool" are NOT accepted and raise an unhelpful upstream error. (value)
	hex_data - 0x-prefixed hex string of ABI-encoded data (value)
	opts - Forwarded to hieroglyph's ABI.decode/3. Pass strict: true to reject non-canonical padding, trailing bytes, and over-long dynamic length prefixes ({:error, {:decode_error, {:strict_violation, detail}}}). Pass decode_structs: true for a named-field map instead of a positional list. (default: [], value)

Returns
List of decoded values (or map when decode_structs: true). reason may be {:strict_violation, detail} when strict: true. ({:ok, list | map} | {:error, {:decode_error, reason}})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Forwarded to hieroglyph's `ABI.decode/3`. Pass `strict: true` to reject non-canonical padding, trailing bytes, and over-long dynamic length prefixes (`{:error, {:decode_error, {:strict_violation, detail}}}`). Pass `decode_structs: true` for a named-field map instead of a positional list.",
      kind: :value
    },
    type_signature: %{
      description: "Tuple type signature wrapped in parentheses, e.g. \"(uint256)\" or \"(uint256,bool)\". Bare comma-separated types like \"uint256,bool\" are NOT accepted and raise an unhelpful upstream error.",
      kind: :value
    },
    hex_data: %{
      description: "0x-prefixed hex string of ABI-encoded data",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, list | map} | {:error, {:decode_error, reason}}",
    description: "List of decoded values (or map when `decode_structs: true`). `reason` may be `{:strict_violation, detail}` when `strict: true`."
  }
}

  



    

  
    
      
    
    
      decode_response!(type_signature, hex_data, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_response!(String.t(), String.t(), keyword()) :: list() | map()


      


Decode hex-encoded ABI response data to Elixir values. Raises on error.
Parameters
	type_signature - Tuple type signature wrapped in parentheses, e.g. "(uint256)" or "(uint256,bool)". Bare comma-separated types are NOT accepted. (value)
	hex_data - 0x-prefixed hex string of ABI-encoded data (value)
	opts - Forwarded to hieroglyph's ABI.decode/3 (e.g. strict: true) (default: [], value)

Returns
List of decoded values (or map when decode_structs: true) (union)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Forwarded to hieroglyph's `ABI.decode/3` (e.g. `strict: true`)",
      kind: :value
    },
    type_signature: %{
      description: "Tuple type signature wrapped in parentheses, e.g. \"(uint256)\" or \"(uint256,bool)\". Bare comma-separated types are NOT accepted.",
      kind: :value
    },
    hex_data: %{
      description: "0x-prefixed hex string of ABI-encoded data",
      kind: :value
    }
  },
  returns: %{
    type: :union,
    description: "List of decoded values (or map when `decode_structs: true`)"
  }
}

  



    

  
    
      
    
    
      decode_types(type_signature, hex_data, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_types(String.t(), String.t(), keyword()) ::
  {:ok, list() | map()} | {:error, {:decode_error, term()}}


      


Decode arbitrary ABI-encoded hex data. Alias of decode_response/3.
Parameters
	type_signature - Tuple type signature wrapped in parentheses, e.g. "(uint256)" or "(uint256,bool)". Bare comma-separated types are NOT accepted. (value)
	hex_data - 0x-prefixed hex string of ABI-encoded data (value)
	opts - Forwarded to decode_response/3 (e.g. strict: true) (default: [], value)

Returns
List of decoded values. Identical to decode_response/3 — use this name when the input isn't an RPC response (mempool calldata, custom ABI payloads). ({:ok, list | map} | {:error, {:decode_error, reason}})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Forwarded to decode_response/3 (e.g. `strict: true`)",
      kind: :value
    },
    type_signature: %{
      description: "Tuple type signature wrapped in parentheses, e.g. \"(uint256)\" or \"(uint256,bool)\". Bare comma-separated types are NOT accepted.",
      kind: :value
    },
    hex_data: %{
      description: "0x-prefixed hex string of ABI-encoded data",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, list | map} | {:error, {:decode_error, reason}}",
    description: "List of decoded values. Identical to decode_response/3 — use this name when the input isn't an RPC response (mempool calldata, custom ABI payloads)."
  }
}

  



    

  
    
      
    
    
      decode_types!(type_signature, hex_data, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_types!(String.t(), String.t(), keyword()) :: list() | map()


      


Decode arbitrary ABI-encoded hex data. Alias of decode_response!/3.
Parameters
	type_signature - Tuple type signature wrapped in parentheses, e.g. "(uint256)" or "(uint256,bool)". Bare comma-separated types are NOT accepted. (value)
	hex_data - 0x-prefixed hex string of ABI-encoded data (value)
	opts - Forwarded to decode_response!/3 (e.g. strict: true) (default: [], value)

Returns
List of decoded values (or map when decode_structs: true) (union)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Forwarded to decode_response!/3 (e.g. `strict: true`)",
      kind: :value
    },
    type_signature: %{
      description: "Tuple type signature wrapped in parentheses, e.g. \"(uint256)\" or \"(uint256,bool)\". Bare comma-separated types are NOT accepted.",
      kind: :value
    },
    hex_data: %{
      description: "0x-prefixed hex string of ABI-encoded data",
      kind: :value
    }
  },
  returns: %{
    type: :union,
    description: "List of decoded values (or map when `decode_structs: true`)"
  }
}

  



  
    
      
    
    
      encode_call(signature, params)



        
          
        

    

  


  

      

          @spec encode_call(String.t(), list()) ::
  {:ok, String.t()} | {:error, {:encode_error, term()}}


      


Encode a function call to 0x-prefixed hex calldata.
Parameters
	signature - Function signature, e.g. "balanceOf(address)" (value)
	params - List of parameter values matching the signature (value)

Returns
0x-prefixed hex-encoded calldata ({:ok, hex_string} | {:error, {:encode_error, reason}})
# descripex:contract
%{
  params: %{
    signature: %{
      description: "Function signature, e.g. \"balanceOf(address)\"",
      kind: :value
    },
    params: %{
      description: "List of parameter values matching the signature",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, hex_string} | {:error, {:encode_error, reason}}",
    description: "0x-prefixed hex-encoded calldata",
    example: "0x70a08231..."
  }
}

  



  
    
      
    
    
      encode_call!(signature, params)



        
          
        

    

  


  

      

          @spec encode_call!(String.t(), list()) :: String.t()


      


Encode a function call to 0x-prefixed hex calldata. Raises on error.
Parameters
	signature - Function signature, e.g. "balanceOf(address)" (value)
	params - List of parameter values matching the signature (value)

Returns
0x-prefixed hex-encoded calldata (string)
# descripex:contract
%{
  params: %{
    signature: %{
      description: "Function signature, e.g. \"balanceOf(address)\"",
      kind: :value
    },
    params: %{
      description: "List of parameter values matching the signature",
      kind: :value
    }
  },
  returns: %{type: :string, description: "0x-prefixed hex-encoded calldata"}
}

  


        

      


  

    
Onchain.Address 
    



      
Ethereum address validation, checksumming, and comparison.
Curated 7-function API wrapping Cartouche.Hex with flexible input handling
(hex strings or 20-byte binaries) and normalized error tuples.
Error Format
All failable functions return {:error, {:invalid_address, input}} where input
is the original value that failed validation. Bang variants raise Cartouche.Hex.InvalidHex.
Functions
	Function	Purpose
	validate/1	Any input → 20-byte binary
	valid?/1	Check if input is a valid address
	checksum/1	EIP-55 checksummed hex string
	checksum!/1	EIP-55 checksummed hex string (raises)
	normalize/1	Lowercase 0x-prefixed hex string
	equal?/2	Compare two addresses (any format)
	zero?/1	Check if address is the zero address

API Functions
	Function	Arity	Description	Param Kinds
	zero?	1	Check if an address is the zero address (0x0000...0000).	input: value
	equal?	2	Compare two addresses for equality, regardless of format.	a: value, b: value
	normalize	1	Return a lowercase 0x-prefixed hex string for an address.	input: value
	checksum!	1	Return the EIP-55 checksummed hex string. Raises on invalid input.	input: value
	checksum	1	Return the EIP-55 checksummed hex string for an address.	input: value
	valid?	1	Check whether the input is a valid Ethereum address.	input: value
	validate	1	Validate and normalize an address to a 20-byte binary.	input: value


      


      
        Summary


  
    Functions
  


    
      
        checksum(input)

      


        Return the EIP-55 checksummed hex string for an address.



    


    
      
        checksum!(input)

      


        Return the EIP-55 checksummed hex string. Raises on invalid input.



    


    
      
        equal?(a, b)

      


        Compare two addresses for equality, regardless of format.



    


    
      
        normalize(input)

      


        Return a lowercase 0x-prefixed hex string for an address.



    


    
      
        valid?(input)

      


        Check whether the input is a valid Ethereum address.



    


    
      
        validate(input)

      


        Validate and normalize an address to a 20-byte binary.



    


    
      
        zero?(input)

      


        Check if an address is the zero address (0x0000...0000).



    





      


      
        Functions


        


  
    
      
    
    
      checksum(input)



        
          
        

    

  


  

      

          @spec checksum(term()) :: {:ok, String.t()} | {:error, {:invalid_address, term()}}


      


Return the EIP-55 checksummed hex string for an address.
Parameters
	input - Hex string (with or without 0x) or 20-byte binary (value)

Returns
EIP-55 checksummed address ({:ok, String.t()} | {:error, {:invalid_address, input}})
# descripex:contract
%{
  params: %{
    input: %{
      description: "Hex string (with or without 0x) or 20-byte binary",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, {:invalid_address, input}}",
    description: "EIP-55 checksummed address",
    example: "0x5aAeb6053F3E94C9b9A09f33669435E7Ef1BeAed"
  }
}

  



  
    
      
    
    
      checksum!(input)



        
          
        

    

  


  

      

          @spec checksum!(term()) :: String.t()


      


Return the EIP-55 checksummed hex string. Raises on invalid input.
Parameters
	input - Hex string (with or without 0x) or 20-byte binary (value)

Returns
EIP-55 checksummed address (string)
# descripex:contract
%{
  params: %{
    input: %{
      description: "Hex string (with or without 0x) or 20-byte binary",
      kind: :value
    }
  },
  returns: %{
    type: :string,
    description: "EIP-55 checksummed address",
    example: "0x5aAeb6053F3E94C9b9A09f33669435E7Ef1BeAed"
  }
}

  



  
    
      
    
    
      equal?(a, b)



        
          
        

    

  


  

      

          @spec equal?(term(), term()) :: boolean()


      


Compare two addresses for equality, regardless of format.
Parameters
	a - First address (hex string or 20-byte binary) (value)
	b - Second address (hex string or 20-byte binary) (value)

Returns
true if both resolve to the same 20-byte address (boolean)
# descripex:contract
%{
  params: %{
    b: %{
      description: "Second address (hex string or 20-byte binary)",
      kind: :value
    },
    a: %{
      description: "First address (hex string or 20-byte binary)",
      kind: :value
    }
  },
  returns: %{
    type: :boolean,
    description: "true if both resolve to the same 20-byte address"
  }
}

  



  
    
      
    
    
      normalize(input)



        
          
        

    

  


  

      

          @spec normalize(term()) :: {:ok, String.t()} | {:error, {:invalid_address, term()}}


      


Return a lowercase 0x-prefixed hex string for an address.
Parameters
	input - Hex string (with or without 0x) or 20-byte binary (value)

Returns
Lowercase hex address ({:ok, String.t()} | {:error, {:invalid_address, input}})
# descripex:contract
%{
  params: %{
    input: %{
      description: "Hex string (with or without 0x) or 20-byte binary",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, {:invalid_address, input}}",
    description: "Lowercase hex address",
    example: "0x5aaeb6053f3e94c9b9a09f33669435e7ef1beaed"
  }
}

  



  
    
      
    
    
      valid?(input)



        
          
        

    

  


  

      

          @spec valid?(term()) :: boolean()


      


Check whether the input is a valid Ethereum address.
Parameters
	input - Value to check (value)

Returns
true if valid 20-byte address (boolean)
# descripex:contract
%{
  params: %{input: %{description: "Value to check", kind: :value}},
  returns: %{type: :boolean, description: "true if valid 20-byte address"}
}

  



  
    
      
    
    
      validate(input)



        
          
        

    

  


  

      

          @spec validate(term()) :: {:ok, <<_::160>>} | {:error, {:invalid_address, term()}}


      


Validate and normalize an address to a 20-byte binary.
Parameters
	input - Hex string (with or without 0x) or 20-byte binary (value)

Returns
Validated 20-byte binary address ({:ok, <<20 bytes>>} | {:error, {:invalid_address, input}})
# descripex:contract
%{
  params: %{
    input: %{
      description: "Hex string (with or without 0x) or 20-byte binary",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, <<20 bytes>>} | {:error, {:invalid_address, input}}",
    description: "Validated 20-byte binary address"
  }
}

  



  
    
      
    
    
      zero?(input)



        
          
        

    

  


  

      

          @spec zero?(term()) :: boolean()


      


Check if an address is the zero address (0x0000...0000).
Parameters
	input - Hex string or 20-byte binary (value)

Returns
true if the zero address (boolean)
# descripex:contract
%{
  params: %{input: %{description: "Hex string or 20-byte binary", kind: :value}},
  returns: %{type: :boolean, description: "true if the zero address"}
}

  


        

      


  

    
Onchain.Block 
    



      
Ethereum block fetching and timestamp-based block search.
Provides parsed block data (native integers instead of hex strings) and a
binary search algorithm for finding the block closest to a target timestamp.
Functions
	Function	Purpose
	get_by_number/2	Fetch and parse a block by number or tag
	get_by_number!/2	Same, raises on error
	find_by_timestamp/2	Binary search for block ≤ target timestamp
	find_by_timestamp!/2	Same, raises on error

Return Shape
All functions return a plain map with native types:
%{number: 20_000_000, timestamp: 1_717_281_407, hash: "0xd24f..."}
Algorithm
find_by_timestamp/2 performs a binary search between a floor and ceiling
block. It fetches the midpoint block, compares its timestamp to the target,
and recurses into the appropriate half. Returns the highest block with
timestamp <= target. Ported from blockwatch's BlockFromTimestamp.
API Functions
	Function	Arity	Description	Param Kinds
	find_by_timestamp!	2	Binary search for block ≤ target timestamp. Raises on error.	target_timestamp: value, opts: value
	find_by_timestamp	2	Binary search for the highest block with timestamp ≤ target.	target_timestamp: value, opts: value
	get_by_number!	2	Fetch and parse a block by number or tag. Raises on error.	block_id: value, opts: value
	get_by_number	2	Fetch and parse a block by number or tag.	block_id: value, opts: value


      


      
        Summary


  
    Functions
  


    
      
        find_by_timestamp(target_timestamp, opts \\ [])

      


        Binary search for the highest block with timestamp ≤ target.



    


    
      
        find_by_timestamp!(target_timestamp, opts \\ [])

      


        Binary search for block ≤ target timestamp. Raises on error.



    


    
      
        get_by_number(block_id, opts \\ [])

      


        Fetch and parse a block by number or tag.



    


    
      
        get_by_number!(block_id, opts \\ [])

      


        Fetch and parse a block by number or tag. Raises on error.



    





      


      
        Functions


        


    

  
    
      
    
    
      find_by_timestamp(target_timestamp, opts \\ [])



        
          
        

    

  


  

      

          @spec find_by_timestamp(
  non_neg_integer(),
  keyword()
) :: {:ok, map()} | {:error, term()}


      


Binary search for the highest block with timestamp ≤ target.
Parameters
	target_timestamp - Unix timestamp (seconds) to search for (value)
	opts - Options: :rpc_url, :timeout, :floor (block number integer), :ceil (block number integer) (default: [], value)

Returns
Block with highest timestamp ≤ target ({:ok, map} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :floor (block number integer), :ceil (block number integer)",
      kind: :value
    },
    target_timestamp: %{
      description: "Unix timestamp (seconds) to search for",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, map} | {:error, term}",
    description: "Block with highest timestamp ≤ target",
    example: "%{number: 20_000_000, timestamp: 1_717_281_407, hash: \"0xd24f...\"}"
  }
}

  



    

  
    
      
    
    
      find_by_timestamp!(target_timestamp, opts \\ [])



        
          
        

    

  


  

      

          @spec find_by_timestamp!(
  non_neg_integer(),
  keyword()
) :: map()


      


Binary search for block ≤ target timestamp. Raises on error.
Parameters
	target_timestamp - Unix timestamp (seconds) (value)
	opts - Options: :rpc_url, :timeout, :floor, :ceil (default: [], value)

Returns
Parsed block map (map)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :floor, :ceil",
      kind: :value
    },
    target_timestamp: %{description: "Unix timestamp (seconds)", kind: :value}
  },
  returns: %{type: :map, description: "Parsed block map"}
}

  



    

  
    
      
    
    
      get_by_number(block_id, opts \\ [])



        
          
        

    

  


  

      

          @spec get_by_number(
  integer() | String.t(),
  keyword()
) :: {:ok, map()} | {:error, term()}


      


Fetch and parse a block by number or tag.
Parameters
	block_id - Block number (integer) or tag string ("latest", "finalized", etc.) (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Parsed block with native types ({:ok, map} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    block_id: %{
      description: "Block number (integer) or tag string (\"latest\", \"finalized\", etc.)",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, map} | {:error, term}",
    description: "Parsed block with native types",
    example: "%{number: 20_000_000, timestamp: 1_717_281_407, hash: \"0xd24f...\"}"
  }
}

  



    

  
    
      
    
    
      get_by_number!(block_id, opts \\ [])



        
          
        

    

  


  

      

          @spec get_by_number!(
  integer() | String.t(),
  keyword()
) :: map()


      


Fetch and parse a block by number or tag. Raises on error.
Parameters
	block_id - Block number (integer) or tag string (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Parsed block map (map)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    block_id: %{
      description: "Block number (integer) or tag string",
      kind: :value
    }
  },
  returns: %{type: :map, description: "Parsed block map"}
}

  


        

      


  

    
Onchain.Contract 
    



      
Generic contract call: ABI encode → eth_call → ABI decode in one function.
Eliminates the 3-step with chain every consumer writes for contract reads.
Takes a contract address, function signature, params, and return type — returns
decoded values.
Error Format
Errors pass through from the underlying module that failed:
	Source	Error Shape
	Onchain.Address.validate/1	{:error, {:invalid_address, input}}
	Onchain.ABI.encode_call/2	{:error, {:encode_error, reason}}
	Onchain.RPC.eth_call/3	{:error, {:rpc_error, map}} — on execution revert, map may include :data (0x hex) and :revert (bytes) for Onchain.ABI.decode_error/3
	Onchain.ABI.decode_response/3	{:error, {:decode_error, reason}} — including {:strict_violation, detail} when opts contains strict: true

Functions
	Function	Purpose
	call/5	Generic contract read → decoded values list
	call!/5	Same, raises on error

API Functions
	Function	Arity	Description	Param Kinds
	call!	5	Execute a read-only contract call. Raises on error.	address: value, signature: value, params: value, return_type: value, opts: value
	call	5	Execute a read-only contract call: encode → eth_call → decode.	address: value, signature: value, params: value, return_type: value, opts: value


      


      
        Summary


  
    Functions
  


    
      
        call(address, signature, params, return_type, opts \\ [])

      


        Execute a read-only contract call: encode → eth_call → decode.



    


    
      
        call!(address, signature, params, return_type, opts \\ [])

      


        Execute a read-only contract call. Raises on error.



    





      


      
        Functions


        


    

  
    
      
    
    
      call(address, signature, params, return_type, opts \\ [])



        
          
        

    

  


  

      

          @spec call(String.t() | binary(), String.t(), list(), String.t(), keyword()) ::
  {:ok, list() | map()} | {:error, term()}


      


Execute a read-only contract call: encode → eth_call → decode.
Parameters
	address - Contract address as 0x hex string or 20-byte binary (value)
	signature - Function signature, e.g. "balanceOf(address)" (value)
	params - List of parameter values matching the signature (value)
	return_type - Tuple type signature for decoding, e.g. "(uint256)" or "(uint256,bool)" (value)
	opts - RPC options (:rpc_url, :timeout, :block) plus decode opts forwarded to Onchain.ABI.decode_response/3 (strict: true, decode_structs: true) (default: [], value)

Returns
List of decoded return values from the contract call ({:ok, [decoded_values]} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "RPC options (:rpc_url, :timeout, :block) plus decode opts forwarded to Onchain.ABI.decode_response/3 (`strict: true`, `decode_structs: true`)",
      kind: :value
    },
    address: %{
      description: "Contract address as 0x hex string or 20-byte binary",
      kind: :value
    },
    signature: %{
      description: "Function signature, e.g. \"balanceOf(address)\"",
      kind: :value
    },
    params: %{
      description: "List of parameter values matching the signature",
      kind: :value
    },
    return_type: %{
      description: "Tuple type signature for decoding, e.g. \"(uint256)\" or \"(uint256,bool)\"",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, [decoded_values]} | {:error, term()}",
    description: "List of decoded return values from the contract call",
    example: "{:ok, [1000000]}"
  }
}

  



    

  
    
      
    
    
      call!(address, signature, params, return_type, opts \\ [])



        
          
        

    

  


  

      

          @spec call!(String.t() | binary(), String.t(), list(), String.t(), keyword()) ::
  list() | map()


      


Execute a read-only contract call. Raises on error.
Parameters
	address - Contract address as 0x hex string or 20-byte binary (value)
	signature - Function signature, e.g. "balanceOf(address)" (value)
	params - List of parameter values matching the signature (value)
	return_type - Tuple type signature for decoding, e.g. "(uint256)" (value)
	opts - RPC options (:rpc_url, :timeout, :block) plus decode opts forwarded to Onchain.ABI.decode_response/3 (strict: true, decode_structs: true) (default: [], value)

Returns
List of decoded return values from the contract call ([decoded_values])
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "RPC options (:rpc_url, :timeout, :block) plus decode opts forwarded to Onchain.ABI.decode_response/3 (`strict: true`, `decode_structs: true`)",
      kind: :value
    },
    address: %{
      description: "Contract address as 0x hex string or 20-byte binary",
      kind: :value
    },
    signature: %{
      description: "Function signature, e.g. \"balanceOf(address)\"",
      kind: :value
    },
    params: %{
      description: "List of parameter values matching the signature",
      kind: :value
    },
    return_type: %{
      description: "Tuple type signature for decoding, e.g. \"(uint256)\"",
      kind: :value
    }
  },
  returns: %{
    type: "[decoded_values]",
    description: "List of decoded return values from the contract call"
  }
}

  


        

      


  

    
Onchain.DEX.Router 
    



      
Optimal DEX swap-path routing across liquidity pools (Uniswap v2/v3-style).
Given an input token, output token, amount, and a candidate pool set, returns
the path that maximizes output — direct or multi-hop.
Approach: pure-Elixir analytic routing + on-chain v3 quoting (chosen)
The task scoped three candidate approaches, all of which were rejected:
	Approach	Rejected because
	(a) Rust routing libs via onchain_evm	onchain_evm depends on onchain. Routing here would invert the dependency graph, and onchain's charter is pure Elixir, no native deps.
	(b) Elixir + revm local simulation	revm is a Rust NIF (lives in onchain_evm). Same dependency inversion + native-dep violation.
	(c) QuickBEAM + Uniswap v3 SDK	QuickBEAM is a Zig NIF (lives in onchain_js). Same inversion; also ships a full JS runtime to quote a swap.

All three pull a native dependency onchain cannot take and invert the
dependency graph (onchain_evm/onchain_js build on top of onchain). The
chosen fourth approach keeps routing in the pure-Elixir layer where it belongs:
	Uniswap v2-style pools — output computed analytically from reserves with
the canonical constant-product formula (amount_out_v2/4). Pure, fast,
unit-testable, no RPC.
	Uniswap v3-style pools — output obtained from the on-chain QuoterV2
contract via eth_call (quoteExactInputSingle), which simulates tick
crossings exactly. An eth_call read is squarely onchain's wheelhouse and
avoids a fragile single-tick approximation that would silently mis-rank
large trades.

Path enumeration is a pure graph walk over the pool set (tokens as nodes, pools
as edges); for a fixed token path the per-hop output-maximizing pool is chosen
greedily, which is globally optimal because each pool's output is monotonic in
its input.
Limitations
	No split routing. A single best path is returned; the amount is not split
across pools (production aggregators do — out of scope for this prototype).
	v3 hops require opts[:rpc_url] (and reach the mainnet QuoterV2 by default;
override with opts[:quoter]). v2 hops need no RPC.

Sources
	Uniswap v2 getAmountOut: Uniswap/v2-periphery UniswapV2Library.sol.
	QuoterV2 0x61fFE014bA17989E743c5F6cB21bF9697530B21e and
quoteExactInputSingle ABI: Uniswap/v3-periphery IQuoterV2.sol,
Uniswap Ethereum deployments docs.

Functions
	Function	Purpose
	route/5	Optimal path for a token pair across a candidate pool set
	quote_pool/4	Output of a single pool hop (v2 analytic / v3 on-chain quote)
	amount_out_v2/4	Pure constant-product output for one v2 hop

API Functions
	Function	Arity	Description	Param Kinds
	amount_out_v2	4	Constant-product (Uniswap v2) output for one hop. Pure math.	amount_in: value, reserve_in: value, reserve_out: value, fee_bps: value
	quote_pool	4	Quote the output of a single pool hop for a given input token.	pool: value, token_in: value, amount_in: value, opts: value
	route	5	Find the output-maximizing swap path across a candidate pool set.	token_in: value, token_out: value, amount_in: value, pools: value, opts: value


      


      
        Summary


  
    Functions
  


    
      
        amount_out_v2(amount_in, reserve_in, reserve_out, fee_bps)

      


        Constant-product output for a single Uniswap v2-style hop.



    


    
      
        quote_pool(pool, token_in, amount_in, opts \\ [])

      


        Quote the output of a single pool hop for a given input token.



    


    
      
        route(token_in, token_out, amount_in, pools, opts \\ [])

      


        Find the output-maximizing swap path across a candidate pool set.



    





      


      
        Functions


        


  
    
      
    
    
      amount_out_v2(amount_in, reserve_in, reserve_out, fee_bps)



        
          
        

    

  


  

      

          @spec amount_out_v2(integer(), integer(), integer(), non_neg_integer()) ::
  {:ok, non_neg_integer()} | {:error, term()}


      


Constant-product output for a single Uniswap v2-style hop.
Implements the canonical getAmountOut:
amount_out = (amount_in * f * reserve_out) / (reserve_in * 10000 + amount_in * f)
where f = 10000 - fee_bps. Source: UniswapV2Library.sol (997/1000 = 0.3%).
Examples
iex> Onchain.DEX.Router.amount_out_v2(100, 1000, 1000, 30)
{:ok, 90}

iex> Onchain.DEX.Router.amount_out_v2(0, 1000, 1000, 30)
{:error, :insufficient_input_amount}

iex> Onchain.DEX.Router.amount_out_v2(100, 0, 1000, 30)
{:error, :insufficient_liquidity}

  



    

  
    
      
    
    
      quote_pool(pool, token_in, amount_in, opts \\ [])



        
          
        

    

  


  

      

          @spec quote_pool(
  Onchain.DEX.Router.Pool.t(),
  String.t() | binary(),
  non_neg_integer(),
  keyword()
) ::
  {:ok, non_neg_integer()} | {:error, term()}


      


Quote the output of a single pool hop for a given input token.
Parameters
	pool - %Onchain.DEX.Router.Pool{} to quote against (value)
	token_in - Input token of this hop (0x hex or 20-byte binary) (value)
	amount_in - Raw input amount (integer) (value)
	opts - Options: :rpc_url (v3), :quoter, :timeout, :block (default: [], value)

Returns
Raw output amount of the swap through this pool ({:ok, non_neg_integer()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url (v3), :quoter, :timeout, :block",
      kind: :value
    },
    pool: %{
      description: "%Onchain.DEX.Router.Pool{} to quote against",
      kind: :value
    },
    amount_in: %{description: "Raw input amount (integer)", kind: :value},
    token_in: %{
      description: "Input token of this hop (0x hex or 20-byte binary)",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, non_neg_integer()} | {:error, term()}",
    description: "Raw output amount of the swap through this pool",
    example: "90"
  }
}

  



    

  
    
      
    
    
      route(token_in, token_out, amount_in, pools, opts \\ [])



        
          
        

    

  


  

      

          @spec route(
  String.t() | binary(),
  String.t() | binary(),
  non_neg_integer(),
  [Onchain.DEX.Router.Pool.t()],
  keyword()
) :: {:ok, Onchain.DEX.Router.Route.t()} | {:error, term()}


      


Find the output-maximizing swap path across a candidate pool set.
Parameters
	token_in - Input token address (0x hex or 20-byte binary) (value)
	token_out - Output token address (0x hex or 20-byte binary) (value)
	amount_in - Raw input amount (integer, token base units) (value)
	pools - List of %Onchain.DEX.Router.Pool{} candidates to route through (value)
	opts - Options: :rpc_url (v3 hops), :quoter, :max_hops (default 3), :timeout, :block (default: [], value)

Returns
Optimal route with path, per-hop pools, and output amount ({:ok, %Onchain.DEX.Router.Route{}} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url (v3 hops), :quoter, :max_hops (default 3), :timeout, :block",
      kind: :value
    },
    pools: %{
      description: "List of %Onchain.DEX.Router.Pool{} candidates to route through",
      kind: :value
    },
    amount_in: %{
      description: "Raw input amount (integer, token base units)",
      kind: :value
    },
    token_in: %{
      description: "Input token address (0x hex or 20-byte binary)",
      kind: :value
    },
    token_out: %{
      description: "Output token address (0x hex or 20-byte binary)",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, %Onchain.DEX.Router.Route{}} | {:error, term()}",
    description: "Optimal route with path, per-hop pools, and output amount",
    example: "{:ok, %Onchain.DEX.Router.Route{amount_out: 90}}"
  }
}

  


        

      


  

    
Onchain.DEX.Router.Pool 
    



      
A single DEX liquidity pool descriptor consumed by Onchain.DEX.Router.
Two protocols are supported:
	:uniswap_v2 — constant-product pools. Output is computed analytically in
pure Elixir from :reserve0/:reserve1 (no RPC needed for the math). Fetch
reserves once via getReserves() and populate the struct.
	:uniswap_v3 — concentrated-liquidity pools. Output is obtained from the
on-chain QuoterV2 contract via eth_call (exact tick-crossing simulation);
:reserve0/:reserve1 are ignored.

:fee_bps is the pool fee in true basis points (30 = 0.30%). For v3 it is
converted to the uint24 fee tier the quoter expects (fee_bps * 100, so
30 bps → 3000).
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          @type t() :: %Onchain.DEX.Router.Pool{
  address: String.t() | binary(),
  fee_bps: non_neg_integer(),
  protocol: :uniswap_v2 | :uniswap_v3,
  reserve0: non_neg_integer() | nil,
  reserve1: non_neg_integer() | nil,
  token0: String.t() | binary(),
  token1: String.t() | binary()
}


      



  


        

      


  

    
Onchain.DEX.Router.Route 
    



      
The result of an Onchain.DEX.Router.route/5 query: the output-maximizing
path through a candidate pool set.
	:path — token addresses (normalized lowercase hex) from input to output.
	:pools — pool addresses (normalized lowercase hex), one per hop.
	:amount_in / :amount_out — raw integer amounts (caller normalizes with
Onchain.Decimal).
	:hops — number of pool hops (length(pools)).
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          @type t() :: %Onchain.DEX.Router.Route{
  amount_in: non_neg_integer(),
  amount_out: non_neg_integer(),
  hops: non_neg_integer(),
  path: [String.t()],
  pools: [String.t()]
}


      



  


        

      


  

    
Onchain.Decimal 
    



      
Decimal precision helpers for Ethereum token amounts.
Ethereum stores token amounts as raw integers with a separate decimal count
(18 for ETH, 6 for USDC, 8 for WBTC). This module converts between raw
integers and Decimal.t() values.
All functions are pure math with guards — they cannot fail with valid input
types, so there are no error tuples or bang variants.
Functions
	Function	Purpose
	to_decimal/2	Raw integer + decimal places → Decimal.t()
	div_pow10/2	Value / 10^n → Decimal.t() (general math op)
	to_basis_points/1	Decimal ratio → integer basis points

API Functions
	Function	Arity	Description	Param Kinds
	to_basis_points	1	Convert a decimal ratio to integer basis points (truncated toward zero).	ratio: value
	div_pow10	2	Divide a value by 10^n. General-purpose power-of-10 division.	value: value, n: value
	to_decimal	2	Convert a raw token integer to a Decimal with the given decimal places.	value: value, decimals: value


      


      
        Summary


  
    Functions
  


    
      
        div_pow10(value, n)

      


        Divide a value by 10^n. General-purpose power-of-10 division.



    


    
      
        to_basis_points(ratio)

      


        Convert a decimal ratio to integer basis points (truncated toward zero).



    


    
      
        to_decimal(value, decimals)

      


        Convert a raw token integer to a Decimal with the given decimal places.
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      div_pow10(value, n)



        
          
        

    

  


  

      

          @spec div_pow10(integer() | Decimal.t(), non_neg_integer()) :: Decimal.t()


      


Divide a value by 10^n. General-purpose power-of-10 division.
Parameters
	value - Integer or Decimal value to divide (value)
	n - Power of 10 to divide by (value)

Returns
Result of value / 10^n (Decimal.t())
# descripex:contract
%{
  params: %{
    value: %{description: "Integer or Decimal value to divide", kind: :value},
    n: %{description: "Power of 10 to divide by", kind: :value}
  },
  returns: %{type: "Decimal.t()", description: "Result of value / 10^n"}
}

  



  
    
      
    
    
      to_basis_points(ratio)



        
          
        

    

  


  

      

          @spec to_basis_points(Decimal.t()) :: integer()


      


Convert a decimal ratio to integer basis points (truncated toward zero).
Parameters
	ratio - Decimal ratio (e.g. Decimal.new("0.005") for 50 basis points) (value)

Returns
Basis points as integer (1 bp = 0.0001) (integer)
# descripex:contract
%{
  params: %{
    ratio: %{
      description: "Decimal ratio (e.g. Decimal.new(\"0.005\") for 50 basis points)",
      kind: :value
    }
  },
  returns: %{
    type: :integer,
    description: "Basis points as integer (1 bp = 0.0001)",
    example: "50 for a 0.5% rate"
  }
}

  



  
    
      
    
    
      to_decimal(value, decimals)



        
          
        

    

  


  

      

          @spec to_decimal(integer(), non_neg_integer()) :: Decimal.t()


      


Convert a raw token integer to a Decimal with the given decimal places.
Parameters
	value - Raw integer token amount (e.g. wei for ETH) (value)
	decimals - Number of decimal places for the token (18 for ETH, 6 for USDC, 8 for WBTC) (value)

Returns
Human-readable token amount (Decimal.t())
# descripex:contract
%{
  params: %{
    decimals: %{
      description: "Number of decimal places for the token (18 for ETH, 6 for USDC, 8 for WBTC)",
      kind: :value
    },
    value: %{
      description: "Raw integer token amount (e.g. wei for ETH)",
      kind: :value
    }
  },
  returns: %{
    type: "Decimal.t()",
    description: "Human-readable token amount",
    example: "Decimal.new(\"1.5\") for 1.5 ETH"
  }
}

  


        

      


  

    
Onchain.ENS 
    



      
ENS (Ethereum Name Service) resolution and namehash computation.
Does
	Compute EIP-137 namehash for ENS names (namehash/1)
	Normalize names via UTS-46 / ENSIP-15 before hashing (case-fold, NFC, strip trailing dot)
	Validate name structure (reject empty labels, disallowed code points)
	Forward resolution: ENS name → ETH address (resolve/2)
	Multi-coin address resolution via addr(bytes32,uint256) (address/3, ENSIP-9/11)
	ENSIP-10 wildcard resolution + EIP-3668 CCIP-Read off-chain lookups (address/3)
	Reverse resolution: ETH address → ENS name (reverse/2)
	Text record queries (text/3), contenthash, ABI, pubkey retrieval
	Look up resolver contracts (resolver/2)
	UTS-46 / ENSIP-15 name normalization before namehash (normalize/1)
	DNS wire-format name encoding (dns_encode/1, ENSIP-10)
	Configurable registry address via :registry opt

Does Not
	ENS name registration or management (write operations)
	Caching — consumers manage their own cache
	The ENSIP-15 security filters (confusable / script-mixing / NSM checks) —
normalize/1 applies the deterministic Unicode steps (NFC, case-fold,
ignored/disallowed code points) but not the data-table-driven confusable
detection. See the internal Onchain.ENS.Normalize module for the scope boundary.

Functions
	Function	Purpose
	namehash/1	ENS name -> 32-byte EIP-137 node hash (normalized first)
	namehash!/1	Same, raises on error
	normalize/1	Apply UTS-46 / ENSIP-15 normalization to a name
	normalize!/1	Same, raises on error
	dns_encode/1	ENS name -> DNS wire format (ENSIP-10)
	dns_encode!/1	Same, raises on error
	evm_coin_type/1	EVM chain id -> ENSIP-11 coin type
	resolver/2	ENS name -> resolver contract address
	resolver!/2	Same, raises on error
	resolve/2	ENS name -> ETH address (forward resolution)
	resolve!/2	Same, raises on error
	address/3	ENS name + coin type -> raw address bytes (multi-coin, wildcard + CCIP)
	address!/3	Same, raises on error
	reverse/2	ETH address -> ENS name (reverse resolution)
	reverse!/2	Same, raises on error
	text/3	Retrieve a text record (avatar, url, etc.)
	text!/3	Same, raises on error
	contenthash/2	Retrieve the contenthash record
	contenthash!/2	Same, raises on error
	pubkey/2	Retrieve the ECDSA public key
	pubkey!/2	Same, raises on error
	abi/3	Retrieve ABI data (ENSIP-7)
	abi!/3	Same, raises on error

API Functions
	Function	Arity	Description	Param Kinds
	abi!	3	Retrieve ABI data. Raises on error.	name: value, content_types: value, opts: value
	abi	3	Retrieve ABI data from an ENS name's resolver (ENSIP-7).	name: value, content_types: value, opts: value
	pubkey!	2	Retrieve the ECDSA public key. Raises on error.	name: value, opts: value
	pubkey	2	Retrieve the ECDSA public key from an ENS name's resolver.	name: value, opts: value
	contenthash!	2	Retrieve the contenthash record. Raises on error.	name: value, opts: value
	contenthash	2	Retrieve the contenthash record from an ENS name's resolver.	name: value, opts: value
	text!	3	Retrieve a text record. Raises on error.	name: value, key: value, opts: value
	text	3	Retrieve a text record from an ENS name's resolver.	name: value, key: value, opts: value
	reverse!	2	Reverse-resolve an ETH address to an ENS name. Raises on error.	address: value, opts: value
	reverse	2	Reverse-resolve an ETH address to an ENS name.	address: value, opts: value
	address!	3	Resolve an ENS name to a chain-specific address. Raises on error.	name: value, coin_type: value, opts: value
	address	3	Resolve an ENS name to a chain-specific address (ENSIP-9 multi-coin).	name: value, coin_type: value, opts: value
	resolve!	2	Resolve an ENS name to an ETH address. Raises on error.	name: value, opts: value
	resolve	2	Resolve an ENS name to an ETH address (forward resolution).	name: value, opts: value
	resolver!	2	Look up the resolver contract address. Raises on error.	name: value, opts: value
	resolver	2	Look up the resolver contract address for an ENS name.	name: value, opts: value
	evm_coin_type	1	Derive an ENSIP-11 coin type from an EVM chain id.	chain_id: value
	dns_encode!	1	Encode an ENS name to DNS wire format. Raises on error.	name: value
	dns_encode	1	Encode an ENS name to DNS wire format (ENSIP-10).	name: value
	normalize!	1	Apply UTS-46 / ENSIP-15 normalization. Raises on error.	name: value
	normalize	1	Apply UTS-46 / ENSIP-15 normalization to an ENS name.	name: value
	namehash!	1	Compute the EIP-137 namehash. Raises on error.	name: value
	namehash	1	Compute the EIP-137 namehash for an ENS name.	name: value


      


      
        Summary


  
    Functions
  


    
      
        abi(name, content_types, opts \\ [])

      


        Retrieve ABI data from an ENS name's resolver (ENSIP-7).



    


    
      
        abi!(name, content_types, opts \\ [])

      


        Retrieve ABI data. Raises on error.



    


    
      
        address(name, coin_type \\ 60, opts \\ [])

      


        Resolve an ENS name to a chain-specific address (ENSIP-9 addr(bytes32,uint256)).



    


    
      
        address!(name, coin_type \\ 60, opts \\ [])

      


        Resolve an ENS name to a chain-specific address. Raises on error.



    


    
      
        contenthash(name, opts \\ [])

      


        Retrieve the contenthash record from an ENS name's resolver.



    


    
      
        contenthash!(name, opts \\ [])

      


        Retrieve the contenthash record. Raises on error.



    


    
      
        dns_encode(name)

      


        Encode an ENS name to DNS wire format (ENSIP-10).



    


    
      
        dns_encode!(name)

      


        Encode an ENS name to DNS wire format. Raises on error.



    


    
      
        evm_coin_type(chain_id)

      


        Derive an ENSIP-11 coin type from an EVM chain id.



    


    
      
        namehash(name)

      


        Compute the EIP-137 namehash for an ENS name.



    


    
      
        namehash!(name)

      


        Compute the EIP-137 namehash. Raises on error.



    


    
      
        normalize(name)

      


        Apply UTS-46 / ENSIP-15 normalization to an ENS name.



    


    
      
        normalize!(name)

      


        Apply UTS-46 / ENSIP-15 normalization. Raises on error.



    


    
      
        pubkey(name, opts \\ [])

      


        Retrieve the ECDSA public key from an ENS name's resolver.



    


    
      
        pubkey!(name, opts \\ [])

      


        Retrieve the ECDSA public key. Raises on error.



    


    
      
        resolve(name, opts \\ [])

      


        Resolve an ENS name to an ETH address (forward resolution).



    


    
      
        resolve!(name, opts \\ [])

      


        Resolve an ENS name to an ETH address. Raises on error.



    


    
      
        resolver(name, opts \\ [])

      


        Look up the resolver contract address for an ENS name.



    


    
      
        resolver!(name, opts \\ [])

      


        Look up the resolver contract address. Raises on error.



    


    
      
        reverse(address, opts \\ [])

      


        Reverse-resolve an ETH address to an ENS name.



    


    
      
        reverse!(address, opts \\ [])

      


        Reverse-resolve an ETH address to an ENS name. Raises on error.



    


    
      
        text(name, key, opts \\ [])

      


        Retrieve a text record from an ENS name's resolver.



    


    
      
        text!(name, key, opts \\ [])

      


        Retrieve a text record. Raises on error.



    





      


      
        Functions


        


    

  
    
      
    
    
      abi(name, content_types, opts \\ [])



        
          
        

    

  


  

      

          @spec abi(String.t(), non_neg_integer(), keyword()) ::
  {:ok, {non_neg_integer(), binary()}} | {:error, term()}


      


Retrieve ABI data from an ENS name's resolver (ENSIP-7).
Parameters
	name - ENS name (e.g., "vitalik.eth") (value)
	content_types - Bitmask of content types: 1=JSON, 2=zlib, 4=CBOR, 8=URI (value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
Tuple of {content_type, abi_data} ({:ok, {non_neg_integer(), binary()}} | {:error, term()})
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name (e.g., \"vitalik.eth\")", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    },
    content_types: %{
      description: "Bitmask of content types: 1=JSON, 2=zlib, 4=CBOR, 8=URI",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, {non_neg_integer(), binary()}} | {:error, term()}",
    description: "Tuple of {content_type, abi_data}"
  }
}

  



    

  
    
      
    
    
      abi!(name, content_types, opts \\ [])



        
          
        

    

  


  

      

          @spec abi!(String.t(), non_neg_integer(), keyword()) :: {non_neg_integer(), binary()}


      


Retrieve ABI data. Raises on error.
Parameters
	name - ENS name (e.g., "vitalik.eth") (value)
	content_types - Bitmask of content types: 1=JSON, 2=zlib, 4=CBOR, 8=URI (value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
Tuple of {content_type, abi_data} ({non_neg_integer(), binary()})
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name (e.g., \"vitalik.eth\")", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    },
    content_types: %{
      description: "Bitmask of content types: 1=JSON, 2=zlib, 4=CBOR, 8=URI",
      kind: :value
    }
  },
  returns: %{
    type: "{non_neg_integer(), binary()}",
    description: "Tuple of {content_type, abi_data}"
  }
}

  



    

    

  
    
      
    
    
      address(name, coin_type \\ 60, opts \\ [])



        
          
        

    

  


  

      

          @spec address(String.t(), non_neg_integer(), keyword()) ::
  {:ok, binary()} | {:error, term()}


      


Resolve an ENS name to a chain-specific address (ENSIP-9 addr(bytes32,uint256)).
Unlike resolve/2 (which returns an EIP-55 checksummed string for Ethereum
mainnet only), this returns the raw address bytes for any SLIP-44 / ENSIP-11
coin type. Resolution goes through the ENSIP-10 extended-resolver path when the
resolver supports it (interface 0x9061b923), which transparently handles
wildcard subdomains and EIP-3668 CCIP-Read off-chain lookups.

  



    

    

  
    
      
    
    
      address!(name, coin_type \\ 60, opts \\ [])



        
          
        

    

  


  

      

          @spec address!(String.t(), non_neg_integer(), keyword()) :: binary()


      


Resolve an ENS name to a chain-specific address. Raises on error.
Parameters
	name - ENS name (e.g., "vitalik.eth") (value)
	coin_type - SLIP-44 / ENSIP-11 coin type (default 60 = ETH) (default: 60, value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
Raw address bytes for the coin type (binary())
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name (e.g., \"vitalik.eth\")", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    },
    coin_type: %{
      default: 60,
      description: "SLIP-44 / ENSIP-11 coin type (default 60 = ETH)",
      kind: :value
    }
  },
  returns: %{
    type: "binary()",
    description: "Raw address bytes for the coin type"
  }
}

  



    

  
    
      
    
    
      contenthash(name, opts \\ [])



        
          
        

    

  


  

      

          @spec contenthash(
  String.t(),
  keyword()
) :: {:ok, binary()} | {:error, term()}


      


Retrieve the contenthash record from an ENS name's resolver.
Parameters
	name - ENS name (e.g., "vitalik.eth") (value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
Raw contenthash bytes (ENSIP-7 encoded) ({:ok, binary()} | {:error, term()})
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name (e.g., \"vitalik.eth\")", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, binary()} | {:error, term()}",
    description: "Raw contenthash bytes (ENSIP-7 encoded)"
  }
}

  



    

  
    
      
    
    
      contenthash!(name, opts \\ [])



        
          
        

    

  


  

      

          @spec contenthash!(
  String.t(),
  keyword()
) :: binary()


      


Retrieve the contenthash record. Raises on error.
Parameters
	name - ENS name (e.g., "vitalik.eth") (value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
Raw contenthash bytes (binary())
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name (e.g., \"vitalik.eth\")", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    }
  },
  returns: %{type: "binary()", description: "Raw contenthash bytes"}
}

  



  
    
      
    
    
      dns_encode(name)



        
          
        

    

  


  

      

          @spec dns_encode(String.t()) :: {:ok, binary()} | {:error, term()}


      


Encode an ENS name to DNS wire format (ENSIP-10).
Parameters
	name - ENS name, e.g. "foo.eth" (value)

Returns
Length-prefixed labels with a null terminator, e.g. "foo.eth" -> <<3, "foo", 3, "eth", 0>>. The name is normalized first. ({:ok, binary()} | {:error, term()})
# descripex:contract
%{
  params: %{name: %{description: "ENS name, e.g. \"foo.eth\"", kind: :value}},
  returns: %{
    type: "{:ok, binary()} | {:error, term()}",
    description: "Length-prefixed labels with a null terminator, e.g. \"foo.eth\" -> <<3, \"foo\", 3, \"eth\", 0>>. The name is normalized first."
  }
}

  



  
    
      
    
    
      dns_encode!(name)



        
          
        

    

  


  

      

          @spec dns_encode!(String.t()) :: binary()


      


Encode an ENS name to DNS wire format. Raises on error.
Parameters
	name - ENS name to encode (value)

Returns
DNS wire-format encoded name (binary())
# descripex:contract
%{
  params: %{name: %{description: "ENS name to encode", kind: :value}},
  returns: %{type: "binary()", description: "DNS wire-format encoded name"}
}

  



  
    
      
    
    
      evm_coin_type(chain_id)



        
          
        

    

  


  

      

          @spec evm_coin_type(pos_integer()) :: pos_integer()


      


Derive an ENSIP-11 coin type from an EVM chain id.
Parameters
	chain_id - EVM chain id, e.g. 1 (mainnet), 10 (Optimism), 8453 (Base) (value)

Returns
ENSIP-11 coin type = 0x80000000 | chain_id. Pass this to address/3 to resolve an L2 address. Note Ethereum mainnet's canonical coin type is the SLIP-44 value 60, not the ENSIP-11 form. (pos_integer())
# descripex:contract
%{
  params: %{
    chain_id: %{
      description: "EVM chain id, e.g. 1 (mainnet), 10 (Optimism), 8453 (Base)",
      kind: :value
    }
  },
  returns: %{
    type: "pos_integer()",
    description: "ENSIP-11 coin type = 0x80000000 | chain_id. Pass this to address/3 to resolve an L2 address. Note Ethereum mainnet's canonical coin type is the SLIP-44 value 60, not the ENSIP-11 form."
  }
}

  



  
    
      
    
    
      namehash(name)



        
          
        

    

  


  

      

          @spec namehash(String.t()) :: {:ok, binary()} | {:error, {:invalid_name, term()}}


      


Compute the EIP-137 namehash for an ENS name.
Parameters
	name - ENS name, e.g. "vitalik.eth" (value)

Returns
32-byte keccak256 node hash per EIP-137 ({:ok, <<_::256>>} | {:error, term})
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name, e.g. \"vitalik.eth\"", kind: :value}
  },
  returns: %{
    type: "{:ok, <<_::256>>} | {:error, term}",
    description: "32-byte keccak256 node hash per EIP-137"
  }
}

  



  
    
      
    
    
      namehash!(name)



        
          
        

    

  


  

      

          @spec namehash!(String.t()) :: binary()


      


Compute the EIP-137 namehash. Raises on error.
Parameters
	name - ENS name, e.g. "vitalik.eth" (value)

Returns
32-byte keccak256 node hash (<<_::256>>)
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name, e.g. \"vitalik.eth\"", kind: :value}
  },
  returns: %{type: "<<_::256>>", description: "32-byte keccak256 node hash"}
}

  



  
    
      
    
    
      normalize(name)



        
          
        

    

  


  

      

          @spec normalize(String.t()) :: {:ok, String.t()} | {:error, {:invalid_name, term()}}


      


Apply UTS-46 / ENSIP-15 normalization to an ENS name.
Parameters
	name - ENS name, e.g. "VITALIK.eth" or "café.eth" (value)

Returns
Normalized name (case-folded, NFC, ignored code points stripped). See Onchain.ENS.Normalize for the scope boundary — the ENSIP-15 confusable/script-mixing filters are NOT applied. ({:ok, String.t()} | {:error, {:invalid_name, term()}})
# descripex:contract
%{
  params: %{
    name: %{
      description: "ENS name, e.g. \"VITALIK.eth\" or \"café.eth\"",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, {:invalid_name, term()}}",
    description: "Normalized name (case-folded, NFC, ignored code points stripped). See Onchain.ENS.Normalize for the scope boundary — the ENSIP-15 confusable/script-mixing filters are NOT applied."
  }
}

  



  
    
      
    
    
      normalize!(name)



        
          
        

    

  


  

      

          @spec normalize!(String.t()) :: String.t()


      


Apply UTS-46 / ENSIP-15 normalization. Raises on error.
Parameters
	name - ENS name to normalize (value)

Returns
Normalized name (String.t())
# descripex:contract
%{
  params: %{name: %{description: "ENS name to normalize", kind: :value}},
  returns: %{type: "String.t()", description: "Normalized name"}
}

  



    

  
    
      
    
    
      pubkey(name, opts \\ [])



        
          
        

    

  


  

      

          @spec pubkey(
  String.t(),
  keyword()
) :: {:ok, {binary(), binary()}} | {:error, term()}


      


Retrieve the ECDSA public key from an ENS name's resolver.
Parameters
	name - ENS name (e.g., "vitalik.eth") (value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
Tuple of {x, y} 32-byte coordinates ({:ok, {binary(), binary()}} | {:error, term()})
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name (e.g., \"vitalik.eth\")", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, {binary(), binary()}} | {:error, term()}",
    description: "Tuple of {x, y} 32-byte coordinates"
  }
}

  



    

  
    
      
    
    
      pubkey!(name, opts \\ [])



        
          
        

    

  


  

      

          @spec pubkey!(
  String.t(),
  keyword()
) :: {binary(), binary()}


      


Retrieve the ECDSA public key. Raises on error.
Parameters
	name - ENS name (e.g., "vitalik.eth") (value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
Tuple of {x, y} 32-byte coordinates ({binary(), binary()})
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name (e.g., \"vitalik.eth\")", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    }
  },
  returns: %{
    type: "{binary(), binary()}",
    description: "Tuple of {x, y} 32-byte coordinates"
  }
}

  



    

  
    
      
    
    
      resolve(name, opts \\ [])



        
          
        

    

  


  

      

          @spec resolve(
  String.t(),
  keyword()
) :: {:ok, String.t()} | {:error, term()}


      


Resolve an ENS name to an ETH address (forward resolution).
Parameters
	name - ENS name (e.g., "vitalik.eth") (value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
EIP-55 checksummed ETH address ({:ok, String.t()} | {:error, term()})
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name (e.g., \"vitalik.eth\")", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term()}",
    description: "EIP-55 checksummed ETH address"
  }
}

  



    

  
    
      
    
    
      resolve!(name, opts \\ [])



        
          
        

    

  


  

      

          @spec resolve!(
  String.t(),
  keyword()
) :: String.t()


      


Resolve an ENS name to an ETH address. Raises on error.
Parameters
	name - ENS name (e.g., "vitalik.eth") (value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
EIP-55 checksummed ETH address (String.t())
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name (e.g., \"vitalik.eth\")", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    }
  },
  returns: %{type: "String.t()", description: "EIP-55 checksummed ETH address"}
}

  



    

  
    
      
    
    
      resolver(name, opts \\ [])



        
          
        

    

  


  

      

          @spec resolver(
  String.t(),
  keyword()
) :: {:ok, String.t()} | {:error, term()}


      


Look up the resolver contract address for an ENS name.
Parameters
	name - ENS name (e.g., "vitalik.eth") (value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
EIP-55 checksummed resolver address ({:ok, String.t()} | {:error, term()})
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name (e.g., \"vitalik.eth\")", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term()}",
    description: "EIP-55 checksummed resolver address"
  }
}

  



    

  
    
      
    
    
      resolver!(name, opts \\ [])



        
          
        

    

  


  

      

          @spec resolver!(
  String.t(),
  keyword()
) :: String.t()


      


Look up the resolver contract address. Raises on error.
Parameters
	name - ENS name (e.g., "vitalik.eth") (value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
EIP-55 checksummed resolver address (String.t())
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name (e.g., \"vitalik.eth\")", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    }
  },
  returns: %{
    type: "String.t()",
    description: "EIP-55 checksummed resolver address"
  }
}

  



    

  
    
      
    
    
      reverse(address, opts \\ [])



        
          
        

    

  


  

      

          @spec reverse(
  String.t() | binary(),
  keyword()
) :: {:ok, String.t()} | {:error, term()}


      


Reverse-resolve an ETH address to an ENS name.
Parameters
	address - ETH address as 0x hex string or 20-byte binary (value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
ENS name (e.g., "vitalik.eth") ({:ok, String.t()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    },
    address: %{
      description: "ETH address as 0x hex string or 20-byte binary",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term()}",
    description: "ENS name (e.g., \"vitalik.eth\")"
  }
}

  



    

  
    
      
    
    
      reverse!(address, opts \\ [])



        
          
        

    

  


  

      

          @spec reverse!(
  String.t() | binary(),
  keyword()
) :: String.t()


      


Reverse-resolve an ETH address to an ENS name. Raises on error.
Parameters
	address - ETH address as 0x hex string or 20-byte binary (value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
ENS name (e.g., "vitalik.eth") (String.t())
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    },
    address: %{
      description: "ETH address as 0x hex string or 20-byte binary",
      kind: :value
    }
  },
  returns: %{
    type: "String.t()",
    description: "ENS name (e.g., \"vitalik.eth\")"
  }
}

  



    

  
    
      
    
    
      text(name, key, opts \\ [])



        
          
        

    

  


  

      

          @spec text(String.t(), String.t(), keyword()) :: {:ok, String.t()} | {:error, term()}


      


Retrieve a text record from an ENS name's resolver.
Parameters
	name - ENS name (e.g., "vitalik.eth") (value)
	key - Text record key (e.g., "avatar", "url", "com.twitter") (value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
Text record value ({:ok, String.t()} | {:error, term()})
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name (e.g., \"vitalik.eth\")", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    },
    key: %{
      description: "Text record key (e.g., \"avatar\", \"url\", \"com.twitter\")",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term()}",
    description: "Text record value"
  }
}

  



    

  
    
      
    
    
      text!(name, key, opts \\ [])



        
          
        

    

  


  

      

          @spec text!(String.t(), String.t(), keyword()) :: String.t()


      


Retrieve a text record. Raises on error.
Parameters
	name - ENS name (e.g., "vitalik.eth") (value)
	key - Text record key (e.g., "avatar", "url", "com.twitter") (value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
Text record value (String.t())
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name (e.g., \"vitalik.eth\")", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    },
    key: %{
      description: "Text record key (e.g., \"avatar\", \"url\", \"com.twitter\")",
      kind: :value
    }
  },
  returns: %{type: "String.t()", description: "Text record value"}
}

  


        

      


  

    
Onchain.ERC1155 
    



      
ERC-1155 (Multi Token) read operations.
Thin wrappers around Onchain.Contract.call/5 for standard ERC-1155 queries.
ERC-1155 is semi-fungible: the same token ID can have multiple owners with
different balances.
Error Format
Errors pass through from underlying modules:
	Source	Error Shape
	Onchain.Address.validate/1	{:error, {:invalid_address, input}}
	Onchain.Contract.call/5	{:error, {:encode_error, ...}}, {:error, {:rpc_error, ...}}, {:error, {:decode_error, ...}}

Functions
	Function	Purpose
	balance_of/4	Balance of a specific token ID for an owner
	balance_of!/4	Same, raises on error
	balance_of_batch/4	Batch balance query for multiple owner/token pairs
	balance_of_batch!/4	Same, raises on error
	uri/3	Metadata URI for a token ID
	uri!/3	Same, raises on error
	approved_for_all?/4	Whether an operator is approved for all tokens
	approved_for_all!/4	Same, raises on error

API Functions
	Function	Arity	Description	Param Kinds
	approved_for_all!	4	Check if an operator is approved for all tokens. Raises on error.	contract: value, owner: value, operator: value, opts: value
	approved_for_all?	4	Check if an operator is approved for all tokens of an owner.	contract: value, owner: value, operator: value, opts: value
	uri!	3	Get the metadata URI for a token ID. Raises on error.	contract: value, token_id: value, opts: value
	uri	3	Get the metadata URI for a token ID.	contract: value, token_id: value, opts: value
	balance_of_batch!	4	Batch query balances. Raises on error.	contract: value, owners: value, token_ids: value, opts: value
	balance_of_batch	4	Batch query balances for multiple owner/token ID pairs.	contract: value, owners: value, token_ids: value, opts: value
	balance_of!	4	Get the balance of a specific token ID for an owner. Raises on error.	contract: value, owner: value, token_id: value, opts: value
	balance_of	4	Get the balance of a specific token ID for an owner.	contract: value, owner: value, token_id: value, opts: value


      


      
        Summary


  
    Functions
  


    
      
        approved_for_all!(contract, owner, operator, opts \\ [])

      


        Check if an operator is approved for all tokens. Raises on error.



    


    
      
        approved_for_all?(contract, owner, operator, opts \\ [])

      


        Check if an operator is approved for all tokens of an owner.



    


    
      
        balance_of(contract, owner, token_id, opts \\ [])

      


        Get the balance of a specific token ID for an owner.



    


    
      
        balance_of!(contract, owner, token_id, opts \\ [])

      


        Get the balance of a specific token ID for an owner. Raises on error.



    


    
      
        balance_of_batch(contract, owners, token_ids, opts \\ [])

      


        Batch query balances for multiple owner/token ID pairs.



    


    
      
        balance_of_batch!(contract, owners, token_ids, opts \\ [])

      


        Batch query balances. Raises on error.



    


    
      
        uri(contract, token_id, opts \\ [])

      


        Get the metadata URI for a token ID.



    


    
      
        uri!(contract, token_id, opts \\ [])

      


        Get the metadata URI for a token ID. Raises on error.



    





      


      
        Functions


        


    

  
    
      
    
    
      approved_for_all!(contract, owner, operator, opts \\ [])



        
          
        

    

  


  

      

          @spec approved_for_all!(
  String.t() | binary(),
  String.t() | binary(),
  String.t() | binary(),
  keyword()
) :: boolean()


      


Check if an operator is approved for all tokens. Raises on error.
Parameters
	contract - ERC-1155 contract address (value)
	owner - Token owner address (value)
	operator - Operator address to check (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Whether the operator is approved for all tokens (boolean)
# descripex:contract
%{
  params: %{
    owner: %{description: "Token owner address", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    operator: %{description: "Operator address to check", kind: :value},
    contract: %{description: "ERC-1155 contract address", kind: :value}
  },
  returns: %{
    type: :boolean,
    description: "Whether the operator is approved for all tokens"
  }
}

  



    

  
    
      
    
    
      approved_for_all?(contract, owner, operator, opts \\ [])



        
          
        

    

  


  

      

          @spec approved_for_all?(
  String.t() | binary(),
  String.t() | binary(),
  String.t() | binary(),
  keyword()
) :: {:ok, boolean()} | {:error, term()}


      


Check if an operator is approved for all tokens of an owner.
Parameters
	contract - ERC-1155 contract address (value)
	owner - Token owner address (value)
	operator - Operator address to check (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Whether the operator is approved for all tokens ({:ok, boolean()} | {:error, term()})
# descripex:contract
%{
  params: %{
    owner: %{description: "Token owner address", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    operator: %{description: "Operator address to check", kind: :value},
    contract: %{description: "ERC-1155 contract address", kind: :value}
  },
  returns: %{
    type: "{:ok, boolean()} | {:error, term()}",
    description: "Whether the operator is approved for all tokens",
    example: "false"
  }
}

  



    

  
    
      
    
    
      balance_of(contract, owner, token_id, opts \\ [])



        
          
        

    

  


  

      

          @spec balance_of(
  String.t() | binary(),
  String.t() | binary(),
  non_neg_integer(),
  keyword()
) ::
  {:ok, non_neg_integer()} | {:error, term()}


      


Get the balance of a specific token ID for an owner.
Parameters
	contract - ERC-1155 contract address (value)
	owner - Address to check balance for (value)
	token_id - Token ID (non-negative integer) (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Balance of the token ID for the owner ({:ok, non_neg_integer()} | {:error, term()})
# descripex:contract
%{
  params: %{
    owner: %{description: "Address to check balance for", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-1155 contract address", kind: :value},
    token_id: %{description: "Token ID (non-negative integer)", kind: :value}
  },
  returns: %{
    type: "{:ok, non_neg_integer()} | {:error, term()}",
    description: "Balance of the token ID for the owner",
    example: "10"
  }
}

  



    

  
    
      
    
    
      balance_of!(contract, owner, token_id, opts \\ [])



        
          
        

    

  


  

      

          @spec balance_of!(
  String.t() | binary(),
  String.t() | binary(),
  non_neg_integer(),
  keyword()
) ::
  non_neg_integer()


      


Get the balance of a specific token ID for an owner. Raises on error.
Parameters
	contract - ERC-1155 contract address (value)
	owner - Address to check balance for (value)
	token_id - Token ID (non-negative integer) (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Balance of the token ID (non_neg_integer)
# descripex:contract
%{
  params: %{
    owner: %{description: "Address to check balance for", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-1155 contract address", kind: :value},
    token_id: %{description: "Token ID (non-negative integer)", kind: :value}
  },
  returns: %{type: :non_neg_integer, description: "Balance of the token ID"}
}

  



    

  
    
      
    
    
      balance_of_batch(contract, owners, token_ids, opts \\ [])



        
          
        

    

  


  

      

          @spec balance_of_batch(
  String.t() | binary(),
  [String.t() | binary()],
  [non_neg_integer()],
  keyword()
) ::
  {:ok, [non_neg_integer()]} | {:error, term()}


      


Batch query balances for multiple owner/token ID pairs.
Parameters
	contract - ERC-1155 contract address (value)
	owners - List of owner addresses (must match token_ids length) (value)
	token_ids - List of token IDs (must match owners length) (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
List of balances corresponding to each owner/token_id pair ({:ok, [non_neg_integer()]} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-1155 contract address", kind: :value},
    owners: %{
      description: "List of owner addresses (must match token_ids length)",
      kind: :value
    },
    token_ids: %{
      description: "List of token IDs (must match owners length)",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, [non_neg_integer()]} | {:error, term()}",
    description: "List of balances corresponding to each owner/token_id pair",
    example: "[10, 0, 5]"
  }
}

  



    

  
    
      
    
    
      balance_of_batch!(contract, owners, token_ids, opts \\ [])



        
          
        

    

  


  

      

          @spec balance_of_batch!(
  String.t() | binary(),
  [String.t() | binary()],
  [non_neg_integer()],
  keyword()
) ::
  [non_neg_integer()]


      


Batch query balances. Raises on error.
Parameters
	contract - ERC-1155 contract address (value)
	owners - List of owner addresses (must match token_ids length) (value)
	token_ids - List of token IDs (must match owners length) (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
List of balances ([non_neg_integer()])
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-1155 contract address", kind: :value},
    owners: %{
      description: "List of owner addresses (must match token_ids length)",
      kind: :value
    },
    token_ids: %{
      description: "List of token IDs (must match owners length)",
      kind: :value
    }
  },
  returns: %{type: "[non_neg_integer()]", description: "List of balances"}
}

  



    

  
    
      
    
    
      uri(contract, token_id, opts \\ [])



        
          
        

    

  


  

      

          @spec uri(String.t() | binary(), non_neg_integer(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      


Get the metadata URI for a token ID.
Parameters
	contract - ERC-1155 contract address (value)
	token_id - Token ID (non-negative integer) (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Token metadata URI (may contain {id} placeholder per ERC-1155 spec) ({:ok, String.t()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-1155 contract address", kind: :value},
    token_id: %{description: "Token ID (non-negative integer)", kind: :value}
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term()}",
    description: "Token metadata URI (may contain {id} placeholder per ERC-1155 spec)",
    example: "\"https://token-cdn-domain/{id}.json\""
  }
}

  



    

  
    
      
    
    
      uri!(contract, token_id, opts \\ [])



        
          
        

    

  


  

      

          @spec uri!(String.t() | binary(), non_neg_integer(), keyword()) :: String.t()


      


Get the metadata URI for a token ID. Raises on error.
Parameters
	contract - ERC-1155 contract address (value)
	token_id - Token ID (non-negative integer) (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Token metadata URI (string)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-1155 contract address", kind: :value},
    token_id: %{description: "Token ID (non-negative integer)", kind: :value}
  },
  returns: %{type: :string, description: "Token metadata URI"}
}

  


        

      


  

    
Onchain.ERC20 
    



      
ERC-20 token operations.
Read operations are thin wrappers around Onchain.Contract.call/5.
Write operations delegate to Onchain.Signer.send_transaction/3.
Returns raw integer values for balances — consumers use
Onchain.Decimal.to_decimal/2 with the result of decimals/2 to normalize.
Error Format
Errors pass through from underlying modules:
	Source	Error Shape
	Onchain.Address.validate/1	{:error, {:invalid_address, input}}
	Onchain.Contract.call/5	{:error, {:encode_error, ...}}, {:error, {:rpc_error, ...}}, {:error, {:decode_error, ...}}
	Onchain.ABI.encode_call/2	{:error, {:encode_error, ...}}
	Onchain.Signer.send_transaction/3	{:error, {:missing_option, ...}}, {:error, {:sign_error, ...}}, etc.

Functions
	Function	Purpose
	balance_of/3	Token balance for a holder (raw integer)
	balance_of!/3	Same, raises on error
	allowance/4	Approved spending amount (raw integer)
	allowance!/4	Same, raises on error
	decimals/2	Token decimal places
	decimals!/2	Same, raises on error
	symbol/2	Token ticker symbol
	symbol!/2	Same, raises on error
	approve/4	Approve spender to transfer tokens (returns tx hash)
	approve!/4	Same, raises on error
	transfer/4	Transfer tokens to recipient (returns tx hash)
	transfer!/4	Same, raises on error

API Functions
	Function	Arity	Description	Param Kinds
	transfer!	4	Transfer tokens to a recipient. Raises on error.	token: value, to: value, amount: value, opts: value
	transfer	4	Transfer tokens to a recipient.	token: value, to: value, amount: value, opts: value
	approve!	4	Approve a spender to transfer tokens on your behalf. Raises on error.	token: value, spender: value, amount: value, opts: value
	approve	4	Approve a spender to transfer tokens on your behalf.	token: value, spender: value, amount: value, opts: value
	total_supply!	2	Get the total supply of a token. Raises on error.	token: value, opts: value
	total_supply	2	Get the total supply of a token.	token: value, opts: value
	symbol!	2	Get the ticker symbol of a token. Raises on error.	token: value, opts: value
	symbol	2	Get the ticker symbol of a token.	token: value, opts: value
	decimals!	2	Get the number of decimal places for a token. Raises on error.	token: value, opts: value
	decimals	2	Get the number of decimal places for a token.	token: value, opts: value
	allowance!	4	Get the approved spending amount. Raises on error.	token: value, owner: value, spender: value, opts: value
	allowance	4	Get the amount an owner has approved a spender to transfer.	token: value, owner: value, spender: value, opts: value
	balance_of!	3	Get the token balance of an address. Raises on error.	token: value, holder: value, opts: value
	balance_of	3	Get the token balance of an address.	token: value, holder: value, opts: value


      


      
        Summary


  
    Functions
  


    
      
        allowance(token, owner, spender, opts \\ [])

      


        Get the amount an owner has approved a spender to transfer.



    


    
      
        allowance!(token, owner, spender, opts \\ [])

      


        Get the approved spending amount. Raises on error.



    


    
      
        approve(token, spender, amount, opts)

      


        Approve a spender to transfer tokens on your behalf.



    


    
      
        approve!(token, spender, amount, opts)

      


        Approve a spender to transfer tokens on your behalf. Raises on error.



    


    
      
        balance_of(token, holder, opts \\ [])

      


        Get the token balance of an address.



    


    
      
        balance_of!(token, holder, opts \\ [])

      


        Get the token balance of an address. Raises on error.



    


    
      
        decimals(token, opts \\ [])

      


        Get the number of decimal places for a token.



    


    
      
        decimals!(token, opts \\ [])

      


        Get the number of decimal places for a token. Raises on error.



    


    
      
        symbol(token, opts \\ [])

      


        Get the ticker symbol of a token.



    


    
      
        symbol!(token, opts \\ [])

      


        Get the ticker symbol of a token. Raises on error.



    


    
      
        total_supply(token, opts \\ [])

      


        Get the total supply of a token.



    


    
      
        total_supply!(token, opts \\ [])

      


        Get the total supply of a token. Raises on error.



    


    
      
        transfer(token, to, amount, opts)

      


        Transfer tokens to a recipient.



    


    
      
        transfer!(token, to, amount, opts)

      


        Transfer tokens to a recipient. Raises on error.



    





      


      
        Functions


        


    

  
    
      
    
    
      allowance(token, owner, spender, opts \\ [])



        
          
        

    

  


  

      

          @spec allowance(
  String.t() | binary(),
  String.t() | binary(),
  String.t() | binary(),
  keyword()
) ::
  {:ok, non_neg_integer()} | {:error, term()}


      


Get the amount an owner has approved a spender to transfer.
Parameters
	token - ERC-20 token contract address (value)
	owner - Token owner address (value)
	spender - Approved spender address (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Approved spending amount as raw integer ({:ok, non_neg_integer()} | {:error, term()})
# descripex:contract
%{
  params: %{
    owner: %{description: "Token owner address", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    token: %{description: "ERC-20 token contract address", kind: :value},
    spender: %{description: "Approved spender address", kind: :value}
  },
  returns: %{
    type: "{:ok, non_neg_integer()} | {:error, term()}",
    description: "Approved spending amount as raw integer",
    example: "0"
  }
}

  



    

  
    
      
    
    
      allowance!(token, owner, spender, opts \\ [])



        
          
        

    

  


  

      

          @spec allowance!(
  String.t() | binary(),
  String.t() | binary(),
  String.t() | binary(),
  keyword()
) ::
  non_neg_integer()


      


Get the approved spending amount. Raises on error.
Parameters
	token - ERC-20 token contract address (value)
	owner - Token owner address (value)
	spender - Approved spender address (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Approved spending amount (non_neg_integer)
# descripex:contract
%{
  params: %{
    owner: %{description: "Token owner address", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    token: %{description: "ERC-20 token contract address", kind: :value},
    spender: %{description: "Approved spender address", kind: :value}
  },
  returns: %{type: :non_neg_integer, description: "Approved spending amount"}
}

  



  
    
      
    
    
      approve(token, spender, amount, opts)



        
          
        

    

  


  

      

          @spec approve(
  String.t() | binary(),
  String.t() | binary(),
  non_neg_integer(),
  keyword()
) ::
  {:ok, String.t()} | {:error, term()}


      


Approve a spender to transfer tokens on your behalf.
Parameters
	token - ERC-20 token contract address (value)
	spender - Address to approve for spending (value)
	amount - Amount to approve (raw integer, not decimal-adjusted) (value)
	opts - Required: :private_key, :nonce, :chain_id, :rpc_url. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas (value)

Returns
Transaction hash hex string ({:ok, String.t()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      description: "Required: :private_key, :nonce, :chain_id, :rpc_url. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas",
      kind: :value
    },
    token: %{description: "ERC-20 token contract address", kind: :value},
    amount: %{
      description: "Amount to approve (raw integer, not decimal-adjusted)",
      kind: :value
    },
    spender: %{description: "Address to approve for spending", kind: :value}
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term()}",
    description: "Transaction hash hex string"
  }
}

  



  
    
      
    
    
      approve!(token, spender, amount, opts)



        
          
        

    

  


  

      

          @spec approve!(
  String.t() | binary(),
  String.t() | binary(),
  non_neg_integer(),
  keyword()
) :: String.t()


      


Approve a spender to transfer tokens on your behalf. Raises on error.
Parameters
	token - ERC-20 token contract address (value)
	spender - Address to approve for spending (value)
	amount - Amount to approve (raw integer, not decimal-adjusted) (value)
	opts - Required: :private_key, :nonce, :chain_id, :rpc_url. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas (value)

Returns
Transaction hash hex string (string)
# descripex:contract
%{
  params: %{
    opts: %{
      description: "Required: :private_key, :nonce, :chain_id, :rpc_url. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas",
      kind: :value
    },
    token: %{description: "ERC-20 token contract address", kind: :value},
    amount: %{
      description: "Amount to approve (raw integer, not decimal-adjusted)",
      kind: :value
    },
    spender: %{description: "Address to approve for spending", kind: :value}
  },
  returns: %{type: :string, description: "Transaction hash hex string"}
}

  



    

  
    
      
    
    
      balance_of(token, holder, opts \\ [])



        
          
        

    

  


  

      

          @spec balance_of(String.t() | binary(), String.t() | binary(), keyword()) ::
  {:ok, non_neg_integer()} | {:error, term()}


      


Get the token balance of an address.
Parameters
	token - ERC-20 token contract address (value)
	holder - Address to check balance for (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Raw token balance (use decimals/2 + Onchain.Decimal.to_decimal/2 to normalize) ({:ok, non_neg_integer()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    token: %{description: "ERC-20 token contract address", kind: :value},
    holder: %{description: "Address to check balance for", kind: :value}
  },
  returns: %{
    type: "{:ok, non_neg_integer()} | {:error, term()}",
    description: "Raw token balance (use decimals/2 + Onchain.Decimal.to_decimal/2 to normalize)",
    example: "1000000"
  }
}

  



    

  
    
      
    
    
      balance_of!(token, holder, opts \\ [])



        
          
        

    

  


  

      

          @spec balance_of!(String.t() | binary(), String.t() | binary(), keyword()) ::
  non_neg_integer()


      


Get the token balance of an address. Raises on error.
Parameters
	token - ERC-20 token contract address (value)
	holder - Address to check balance for (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Raw token balance (non_neg_integer)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    token: %{description: "ERC-20 token contract address", kind: :value},
    holder: %{description: "Address to check balance for", kind: :value}
  },
  returns: %{type: :non_neg_integer, description: "Raw token balance"}
}

  



    

  
    
      
    
    
      decimals(token, opts \\ [])



        
          
        

    

  


  

      

          @spec decimals(
  String.t() | binary(),
  keyword()
) :: {:ok, non_neg_integer()} | {:error, term()}


      


Get the number of decimal places for a token.
Parameters
	token - ERC-20 token contract address (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Token decimal places (e.g. 6 for USDC, 18 for DAI) ({:ok, non_neg_integer()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    token: %{description: "ERC-20 token contract address", kind: :value}
  },
  returns: %{
    type: "{:ok, non_neg_integer()} | {:error, term()}",
    description: "Token decimal places (e.g. 6 for USDC, 18 for DAI)",
    example: "6"
  }
}

  



    

  
    
      
    
    
      decimals!(token, opts \\ [])



        
          
        

    

  


  

      

          @spec decimals!(
  String.t() | binary(),
  keyword()
) :: non_neg_integer()


      


Get the number of decimal places for a token. Raises on error.
Parameters
	token - ERC-20 token contract address (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Token decimal places (non_neg_integer)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    token: %{description: "ERC-20 token contract address", kind: :value}
  },
  returns: %{type: :non_neg_integer, description: "Token decimal places"}
}

  



    

  
    
      
    
    
      symbol(token, opts \\ [])



        
          
        

    

  


  

      

          @spec symbol(
  String.t() | binary(),
  keyword()
) :: {:ok, String.t()} | {:error, term()}


      


Get the ticker symbol of a token.
Parameters
	token - ERC-20 token contract address (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Token symbol string ({:ok, String.t()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    token: %{description: "ERC-20 token contract address", kind: :value}
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term()}",
    description: "Token symbol string",
    example: "\"USDC\""
  }
}

  



    

  
    
      
    
    
      symbol!(token, opts \\ [])



        
          
        

    

  


  

      

          @spec symbol!(
  String.t() | binary(),
  keyword()
) :: String.t()


      


Get the ticker symbol of a token. Raises on error.
Parameters
	token - ERC-20 token contract address (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Token symbol string (string)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    token: %{description: "ERC-20 token contract address", kind: :value}
  },
  returns: %{type: :string, description: "Token symbol string"}
}

  



    

  
    
      
    
    
      total_supply(token, opts \\ [])



        
          
        

    

  


  

      

          @spec total_supply(
  String.t() | binary(),
  keyword()
) :: {:ok, non_neg_integer()} | {:error, term()}


      


Get the total supply of a token.
Parameters
	token - ERC-20 token contract address (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Raw total supply (use decimals/2 + Onchain.Decimal.to_decimal/2 to normalize) ({:ok, non_neg_integer()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    token: %{description: "ERC-20 token contract address", kind: :value}
  },
  returns: %{
    type: "{:ok, non_neg_integer()} | {:error, term()}",
    description: "Raw total supply (use decimals/2 + Onchain.Decimal.to_decimal/2 to normalize)",
    example: "1000000000000"
  }
}

  



    

  
    
      
    
    
      total_supply!(token, opts \\ [])



        
          
        

    

  


  

      

          @spec total_supply!(
  String.t() | binary(),
  keyword()
) :: non_neg_integer()


      


Get the total supply of a token. Raises on error.
Parameters
	token - ERC-20 token contract address (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Raw total supply (non_neg_integer)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    token: %{description: "ERC-20 token contract address", kind: :value}
  },
  returns: %{type: :non_neg_integer, description: "Raw total supply"}
}

  



  
    
      
    
    
      transfer(token, to, amount, opts)



        
          
        

    

  


  

      

          @spec transfer(
  String.t() | binary(),
  String.t() | binary(),
  non_neg_integer(),
  keyword()
) ::
  {:ok, String.t()} | {:error, term()}


      


Transfer tokens to a recipient.
Parameters
	token - ERC-20 token contract address (value)
	to - Recipient address (value)
	amount - Amount to transfer (raw integer, not decimal-adjusted) (value)
	opts - Required: :private_key, :nonce, :chain_id, :rpc_url. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas (value)

Returns
Transaction hash hex string ({:ok, String.t()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      description: "Required: :private_key, :nonce, :chain_id, :rpc_url. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas",
      kind: :value
    },
    token: %{description: "ERC-20 token contract address", kind: :value},
    to: %{description: "Recipient address", kind: :value},
    amount: %{
      description: "Amount to transfer (raw integer, not decimal-adjusted)",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term()}",
    description: "Transaction hash hex string"
  }
}

  



  
    
      
    
    
      transfer!(token, to, amount, opts)



        
          
        

    

  


  

      

          @spec transfer!(
  String.t() | binary(),
  String.t() | binary(),
  non_neg_integer(),
  keyword()
) ::
  String.t()


      


Transfer tokens to a recipient. Raises on error.
Parameters
	token - ERC-20 token contract address (value)
	to - Recipient address (value)
	amount - Amount to transfer (raw integer, not decimal-adjusted) (value)
	opts - Required: :private_key, :nonce, :chain_id, :rpc_url. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas (value)

Returns
Transaction hash hex string (string)
# descripex:contract
%{
  params: %{
    opts: %{
      description: "Required: :private_key, :nonce, :chain_id, :rpc_url. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas",
      kind: :value
    },
    token: %{description: "ERC-20 token contract address", kind: :value},
    to: %{description: "Recipient address", kind: :value},
    amount: %{
      description: "Amount to transfer (raw integer, not decimal-adjusted)",
      kind: :value
    }
  },
  returns: %{type: :string, description: "Transaction hash hex string"}
}

  


        

      


  

    
Onchain.ERC721 
    



      
ERC-721 (NFT) read operations.
Thin wrappers around Onchain.Contract.call/5 for standard ERC-721 queries.
Returns checksummed hex addresses for owner_of/3 and get_approved/3.
Error Format
Errors pass through from underlying modules:
	Source	Error Shape
	Onchain.Address.validate/1	{:error, {:invalid_address, input}}
	Onchain.Contract.call/5	{:error, {:encode_error, ...}}, {:error, {:rpc_error, ...}}, {:error, {:decode_error, ...}}

Functions
	Function	Purpose
	balance_of/3	Number of NFTs owned by an address
	balance_of!/3	Same, raises on error
	owner_of/3	Owner address of a specific token ID
	owner_of!/3	Same, raises on error
	token_uri/3	Metadata URI for a token ID
	token_uri!/3	Same, raises on error
	name/2	Collection name
	name!/2	Same, raises on error
	symbol/2	Collection symbol
	symbol!/2	Same, raises on error
	get_approved/3	Approved operator for a token ID
	get_approved!/3	Same, raises on error
	approved_for_all?/4	Whether an operator is approved for all tokens
	approved_for_all!/4	Same, raises on error

API Functions
	Function	Arity	Description	Param Kinds
	approved_for_all!	4	Check if an operator is approved for all tokens. Raises on error.	contract: value, owner: value, operator: value, opts: value
	approved_for_all?	4	Check if an operator is approved for all tokens of an owner.	contract: value, owner: value, operator: value, opts: value
	get_approved!	3	Get the approved address for a specific token ID. Raises on error.	contract: value, token_id: value, opts: value
	get_approved	3	Get the approved address for a specific token ID.	contract: value, token_id: value, opts: value
	symbol!	2	Get the collection symbol. Raises on error.	contract: value, opts: value
	symbol	2	Get the collection symbol.	contract: value, opts: value
	name!	2	Get the collection name. Raises on error.	contract: value, opts: value
	name	2	Get the collection name.	contract: value, opts: value
	token_uri!	3	Get the metadata URI for a token ID. Raises on error.	contract: value, token_id: value, opts: value
	token_uri	3	Get the metadata URI for a token ID.	contract: value, token_id: value, opts: value
	owner_of!	3	Get the owner of a specific token ID. Raises on error.	contract: value, token_id: value, opts: value
	owner_of	3	Get the owner of a specific token ID.	contract: value, token_id: value, opts: value
	balance_of!	3	Get the number of NFTs owned by an address. Raises on error.	contract: value, owner: value, opts: value
	balance_of	3	Get the number of NFTs owned by an address.	contract: value, owner: value, opts: value


      


      
        Summary


  
    Functions
  


    
      
        approved_for_all!(contract, owner, operator, opts \\ [])

      


        Check if an operator is approved for all tokens. Raises on error.



    


    
      
        approved_for_all?(contract, owner, operator, opts \\ [])

      


        Check if an operator is approved for all tokens of an owner.



    


    
      
        balance_of(contract, owner, opts \\ [])

      


        Get the number of NFTs owned by an address.



    


    
      
        balance_of!(contract, owner, opts \\ [])

      


        Get the number of NFTs owned by an address. Raises on error.



    


    
      
        get_approved(contract, token_id, opts \\ [])

      


        Get the approved address for a specific token ID.



    


    
      
        get_approved!(contract, token_id, opts \\ [])

      


        Get the approved address for a specific token ID. Raises on error.



    


    
      
        name(contract, opts \\ [])

      


        Get the collection name.



    


    
      
        name!(contract, opts \\ [])

      


        Get the collection name. Raises on error.



    


    
      
        owner_of(contract, token_id, opts \\ [])

      


        Get the owner of a specific token ID.



    


    
      
        owner_of!(contract, token_id, opts \\ [])

      


        Get the owner of a specific token ID. Raises on error.



    


    
      
        symbol(contract, opts \\ [])

      


        Get the collection symbol.



    


    
      
        symbol!(contract, opts \\ [])

      


        Get the collection symbol. Raises on error.



    


    
      
        token_uri(contract, token_id, opts \\ [])

      


        Get the metadata URI for a token ID.



    


    
      
        token_uri!(contract, token_id, opts \\ [])

      


        Get the metadata URI for a token ID. Raises on error.



    





      


      
        Functions


        


    

  
    
      
    
    
      approved_for_all!(contract, owner, operator, opts \\ [])



        
          
        

    

  


  

      

          @spec approved_for_all!(
  String.t() | binary(),
  String.t() | binary(),
  String.t() | binary(),
  keyword()
) :: boolean()


      


Check if an operator is approved for all tokens. Raises on error.
Parameters
	contract - ERC-721 contract address (value)
	owner - Token owner address (value)
	operator - Operator address to check (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Whether the operator is approved for all tokens (boolean)
# descripex:contract
%{
  params: %{
    owner: %{description: "Token owner address", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    operator: %{description: "Operator address to check", kind: :value},
    contract: %{description: "ERC-721 contract address", kind: :value}
  },
  returns: %{
    type: :boolean,
    description: "Whether the operator is approved for all tokens"
  }
}

  



    

  
    
      
    
    
      approved_for_all?(contract, owner, operator, opts \\ [])



        
          
        

    

  


  

      

          @spec approved_for_all?(
  String.t() | binary(),
  String.t() | binary(),
  String.t() | binary(),
  keyword()
) :: {:ok, boolean()} | {:error, term()}


      


Check if an operator is approved for all tokens of an owner.
Parameters
	contract - ERC-721 contract address (value)
	owner - Token owner address (value)
	operator - Operator address to check (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Whether the operator is approved for all tokens ({:ok, boolean()} | {:error, term()})
# descripex:contract
%{
  params: %{
    owner: %{description: "Token owner address", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    operator: %{description: "Operator address to check", kind: :value},
    contract: %{description: "ERC-721 contract address", kind: :value}
  },
  returns: %{
    type: "{:ok, boolean()} | {:error, term()}",
    description: "Whether the operator is approved for all tokens",
    example: "false"
  }
}

  



    

  
    
      
    
    
      balance_of(contract, owner, opts \\ [])



        
          
        

    

  


  

      

          @spec balance_of(String.t() | binary(), String.t() | binary(), keyword()) ::
  {:ok, non_neg_integer()} | {:error, term()}


      


Get the number of NFTs owned by an address.
Parameters
	contract - ERC-721 contract address (value)
	owner - Address to check balance for (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Number of NFTs owned ({:ok, non_neg_integer()} | {:error, term()})
# descripex:contract
%{
  params: %{
    owner: %{description: "Address to check balance for", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-721 contract address", kind: :value}
  },
  returns: %{
    type: "{:ok, non_neg_integer()} | {:error, term()}",
    description: "Number of NFTs owned",
    example: "3"
  }
}

  



    

  
    
      
    
    
      balance_of!(contract, owner, opts \\ [])



        
          
        

    

  


  

      

          @spec balance_of!(String.t() | binary(), String.t() | binary(), keyword()) ::
  non_neg_integer()


      


Get the number of NFTs owned by an address. Raises on error.
Parameters
	contract - ERC-721 contract address (value)
	owner - Address to check balance for (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Number of NFTs owned (non_neg_integer)
# descripex:contract
%{
  params: %{
    owner: %{description: "Address to check balance for", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-721 contract address", kind: :value}
  },
  returns: %{type: :non_neg_integer, description: "Number of NFTs owned"}
}

  



    

  
    
      
    
    
      get_approved(contract, token_id, opts \\ [])



        
          
        

    

  


  

      

          @spec get_approved(String.t() | binary(), non_neg_integer(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      


Get the approved address for a specific token ID.
Parameters
	contract - ERC-721 contract address (value)
	token_id - Token ID (non-negative integer) (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Approved address as EIP-55 checksummed hex string (zero address if none) ({:ok, String.t()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-721 contract address", kind: :value},
    token_id: %{description: "Token ID (non-negative integer)", kind: :value}
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term()}",
    description: "Approved address as EIP-55 checksummed hex string (zero address if none)",
    example: "\"0x0000000000000000000000000000000000000000\""
  }
}

  



    

  
    
      
    
    
      get_approved!(contract, token_id, opts \\ [])



        
          
        

    

  


  

      

          @spec get_approved!(String.t() | binary(), non_neg_integer(), keyword()) :: String.t()


      


Get the approved address for a specific token ID. Raises on error.
Parameters
	contract - ERC-721 contract address (value)
	token_id - Token ID (non-negative integer) (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Approved address as EIP-55 checksummed hex string (string)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-721 contract address", kind: :value},
    token_id: %{description: "Token ID (non-negative integer)", kind: :value}
  },
  returns: %{
    type: :string,
    description: "Approved address as EIP-55 checksummed hex string"
  }
}

  



    

  
    
      
    
    
      name(contract, opts \\ [])



        
          
        

    

  


  

      

          @spec name(
  String.t() | binary(),
  keyword()
) :: {:ok, String.t()} | {:error, term()}


      


Get the collection name.
Parameters
	contract - ERC-721 contract address (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Collection name ({:ok, String.t()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-721 contract address", kind: :value}
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term()}",
    description: "Collection name",
    example: "\"BoredApeYachtClub\""
  }
}

  



    

  
    
      
    
    
      name!(contract, opts \\ [])



        
          
        

    

  


  

      

          @spec name!(
  String.t() | binary(),
  keyword()
) :: String.t()


      


Get the collection name. Raises on error.
Parameters
	contract - ERC-721 contract address (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Collection name (string)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-721 contract address", kind: :value}
  },
  returns: %{type: :string, description: "Collection name"}
}

  



    

  
    
      
    
    
      owner_of(contract, token_id, opts \\ [])



        
          
        

    

  


  

      

          @spec owner_of(String.t() | binary(), non_neg_integer(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      


Get the owner of a specific token ID.
Parameters
	contract - ERC-721 contract address (value)
	token_id - Token ID (non-negative integer) (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Owner address as EIP-55 checksummed hex string ({:ok, String.t()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-721 contract address", kind: :value},
    token_id: %{description: "Token ID (non-negative integer)", kind: :value}
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term()}",
    description: "Owner address as EIP-55 checksummed hex string",
    example: "\"0x5aAeb6053F3E94C9b9A09f33669435E7Ef1BeAed\""
  }
}

  



    

  
    
      
    
    
      owner_of!(contract, token_id, opts \\ [])



        
          
        

    

  


  

      

          @spec owner_of!(String.t() | binary(), non_neg_integer(), keyword()) :: String.t()


      


Get the owner of a specific token ID. Raises on error.
Parameters
	contract - ERC-721 contract address (value)
	token_id - Token ID (non-negative integer) (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Owner address as EIP-55 checksummed hex string (string)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-721 contract address", kind: :value},
    token_id: %{description: "Token ID (non-negative integer)", kind: :value}
  },
  returns: %{
    type: :string,
    description: "Owner address as EIP-55 checksummed hex string"
  }
}

  



    

  
    
      
    
    
      symbol(contract, opts \\ [])



        
          
        

    

  


  

      

          @spec symbol(
  String.t() | binary(),
  keyword()
) :: {:ok, String.t()} | {:error, term()}


      


Get the collection symbol.
Parameters
	contract - ERC-721 contract address (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Collection symbol ({:ok, String.t()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-721 contract address", kind: :value}
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term()}",
    description: "Collection symbol",
    example: "\"BAYC\""
  }
}

  



    

  
    
      
    
    
      symbol!(contract, opts \\ [])



        
          
        

    

  


  

      

          @spec symbol!(
  String.t() | binary(),
  keyword()
) :: String.t()


      


Get the collection symbol. Raises on error.
Parameters
	contract - ERC-721 contract address (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Collection symbol (string)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-721 contract address", kind: :value}
  },
  returns: %{type: :string, description: "Collection symbol"}
}

  



    

  
    
      
    
    
      token_uri(contract, token_id, opts \\ [])



        
          
        

    

  


  

      

          @spec token_uri(String.t() | binary(), non_neg_integer(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      


Get the metadata URI for a token ID.
Parameters
	contract - ERC-721 contract address (value)
	token_id - Token ID (non-negative integer) (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Token metadata URI ({:ok, String.t()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-721 contract address", kind: :value},
    token_id: %{description: "Token ID (non-negative integer)", kind: :value}
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term()}",
    description: "Token metadata URI",
    example: "\"ipfs://QmeSjSinHpPnmXmspMjwiXyN6zS4E9zccariGR3jxcaWtq/1\""
  }
}

  



    

  
    
      
    
    
      token_uri!(contract, token_id, opts \\ [])



        
          
        

    

  


  

      

          @spec token_uri!(String.t() | binary(), non_neg_integer(), keyword()) :: String.t()


      


Get the metadata URI for a token ID. Raises on error.
Parameters
	contract - ERC-721 contract address (value)
	token_id - Token ID (non-negative integer) (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Token metadata URI (string)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-721 contract address", kind: :value},
    token_id: %{description: "Token ID (non-negative integer)", kind: :value}
  },
  returns: %{type: :string, description: "Token metadata URI"}
}

  


        

      


  

    
Onchain.ERC7730 
    



      
ERC-7730 clear-signing descriptors:
load a descriptor, bind it to a signing request, and render human-readable
display fields.
ERC-7730 standardizes a JSON descriptor that binds calldata, EIP-712 typed
messages, and ERC-4337 UserOperations to display rules, so a wallet can show
what a transaction does instead of opaque hex. This module is the entry
point over three internal pieces:
	Onchain.ERC7730.Descriptor — parse + structurally validate the JSON.
	Onchain.ERC7730.Binding — resolve which display format applies and decode
the bound data (chain id + address + selector, or EIP-712 domain + type).
	Onchain.ERC7730.Formatter — apply per-field format rules.

Usage
{:ok, descriptor} = Onchain.ERC7730.load(json_string)

{:ok, fields} =
  Onchain.ERC7730.format(
    descriptor,
    {:calldata, token_address, 1, calldata_hex},
    tokens: %{"0x...usdc" => %{decimals: 6, symbol: "USDC"}}
  )

# fields => [%{label: "To", value: "0x...", formatted_value: "0x...", raw: <<...>>}, ...]
Scope (Task 74, first pass)
	In: caller-provided descriptors; contract/calldata, EIP-712, and
UserOp binding; the common formatters (raw, amount, tokenAmount,
addressName, date, duration, unit, enum).
	Out: fetching curated descriptors from the Ledger registry / IPFS / CDN;
includes / external $ref resolution; on-chain proxy/addressMatcher
resolution; calldata (embedded sub-call) and nftName formatters (they
fall back to raw rendering).

Token decimals/symbol for tokenAmount resolve from opts[:tokens], the
descriptor's metadata.token, or a live opts[:rpc_url] lookup — see
Onchain.ERC7730.Formatter.
API Functions
	Function	Arity	Description	Param Kinds
	format!	3	Bind a descriptor to a signing request and render its display fields. Raises on error.	descriptor: value, request: exchange_data, opts: value
	format	3	Bind a descriptor to a signing request and render its display fields.	descriptor: value, request: exchange_data, opts: value
	load	1	Load and validate an ERC-7730 descriptor from a JSON string, file path, or decoded map.	source: exchange_data


      


      
        Summary


  
    Functions
  


    
      
        format(descriptor, request, opts \\ [])

      


        Bind a descriptor to a signing request and render its display fields.



    


    
      
        format!(descriptor, request, opts \\ [])

      


        Bind a descriptor to a signing request and render its display fields. Raises on error.



    


    
      
        load(source)

      


        Load and validate an ERC-7730 descriptor from a JSON string, file path, or decoded map.
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      format(descriptor, request, opts \\ [])



        
          
        

    

  


  

      

          @spec format(
  Onchain.ERC7730.Descriptor.t(),
  Onchain.ERC7730.Binding.request(),
  keyword()
) ::
  {:ok, [Onchain.ERC7730.Formatter.result()]} | {:error, {atom(), term()}}


      


Bind a descriptor to a signing request and render its display fields.
Parameters
	descriptor - Parsed %Onchain.ERC7730.Descriptor{} from load/1 (value)
	request - {:calldata, address, chain_id, hex_data} | {:eip712, payload} | {:user_op, address, chain_id, user_op} (exchange_data)

	opts - Rendering opts: :tokens, :rpc_url, :native_symbol, :native_decimals, :names, :value, :from (default: [], value)

Returns
Ordered list of rendered visible fields, or a binding/format error tuple ({:ok, [%{label, value, formatted_value, raw}]} | {:error, {tag, reason}})
# descripex:contract
%{
  params: %{
    request: %{
      description: "{:calldata, address, chain_id, hex_data} | {:eip712, payload} | {:user_op, address, chain_id, user_op}",
      kind: :exchange_data
    },
    opts: %{
      default: [],
      description: "Rendering opts: :tokens, :rpc_url, :native_symbol, :native_decimals, :names, :value, :from",
      kind: :value
    },
    descriptor: %{
      description: "Parsed %Onchain.ERC7730.Descriptor{} from load/1",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, [%{label, value, formatted_value, raw}]} | {:error, {tag, reason}}",
    description: "Ordered list of rendered visible fields, or a binding/format error tuple"
  }
}

  



    

  
    
      
    
    
      format!(descriptor, request, opts \\ [])



        
          
        

    

  


  

      

          @spec format!(
  Onchain.ERC7730.Descriptor.t(),
  Onchain.ERC7730.Binding.request(),
  keyword()
) :: [
  Onchain.ERC7730.Formatter.result()
]


      


Bind a descriptor to a signing request and render its display fields. Raises on error.
Parameters
	descriptor - Parsed %Onchain.ERC7730.Descriptor{} from load/1 (value)
	request - Same request shapes as format/2 (exchange_data)
	opts - Same rendering opts as format/2 (default: [], value)

Returns
Ordered list of rendered visible fields ([%{label, value, formatted_value, raw}])
# descripex:contract
%{
  params: %{
    request: %{
      description: "Same request shapes as format/2",
      kind: :exchange_data
    },
    opts: %{
      default: [],
      description: "Same rendering opts as format/2",
      kind: :value
    },
    descriptor: %{
      description: "Parsed %Onchain.ERC7730.Descriptor{} from load/1",
      kind: :value
    }
  },
  returns: %{
    type: "[%{label, value, formatted_value, raw}]",
    description: "Ordered list of rendered visible fields"
  }
}
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          @spec load(String.t() | map()) ::
  {:ok, Onchain.ERC7730.Descriptor.t()} | {:error, {atom(), term()}}


      


Load and validate an ERC-7730 descriptor from a JSON string, file path, or decoded map.
Parameters
	source - A JSON string, a filesystem path to a .json descriptor, or an already-decoded JSON map (exchange_data)

Returns
Parsed descriptor, or an error: {:invalidjson, }, {:file_error, posix}, or a structural tag from Descriptor.parse/1 ({:ok, Descriptor.t()} | {:error, {tag, reason}})
# descripex:contract
%{
  params: %{
    source: %{
      description: "A JSON string, a filesystem path to a .json descriptor, or an already-decoded JSON map",
      kind: :exchange_data
    }
  },
  returns: %{
    type: "{:ok, Descriptor.t()} | {:error, {tag, reason}}",
    description: "Parsed descriptor, or an error: {:invalid_json, _}, {:file_error, posix}, or a structural tag from Descriptor.parse/1"
  }
}

  


        

      


  

    
Onchain.ERC7730.Binding 
    



      
Binding evaluator for ERC-7730 descriptors.
Given a parsed descriptor and a concrete signing request — calldata, an
EIP-712 typed message, or an ERC-4337 UserOperation — resolve/3 decides
which display format applies and decodes the bound data into a name →
value map ready for the display-rule engine.
Binding rules
	Request	Match on
	{:calldata, address, chain_id, hex_data}	contract deployment {chain_id, address} + 4-byte selector
	{:eip712, payload}	EIP-712 domain fields + primaryType
	{:user_op, address, chain_id, user_op}	unwraps callData, then binds as calldata

Proxy detection
Reference implementations (Ledger's python-erc7730, Uniswap's descriptors)
bind by matching the transaction's target against the deployments list, and
delegate proxy/implementation resolution to an optional addressMatcher URI.
Resolving a matcher (or an EIP-1967 implementation slot behind a proxy)
requires on-chain reads and is registry/runtime-side — out of scope here. This
evaluator binds against the literal deployments list; when a descriptor
carries an addressMatcher and no deployment matches, the error reason notes
that an unresolved matcher was present.
The resolution result is a map consumed by Onchain.ERC7730.Formatter:
%{
  format: format(),            # the matched display format
  signature: %ABI.FunctionSelector{} | nil,
  message: %{name => value},   # decoded bound data (path "#." root)
  types: %{name => abi_type},  # ABI type per message field
  envelope: %{to: _, value: _, from: _}  # transaction envelope (path "@." root)
}
API Functions
	Function	Arity	Description	Param Kinds
	resolve	3	Resolve which display format applies to a signing request and decode the bound data.	descriptor: value, request: value, opts: value
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        resolve(descriptor, request, opts \\ [])

      


        Resolve which display format applies to a signing request and decode the bound data.
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          @type request() ::
  {:calldata, String.t() | binary(), non_neg_integer(), String.t()}
  | {:eip712, map()}
  | {:user_op, String.t() | binary(), non_neg_integer(), map()}
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          @type resolution() :: %{
  format: Onchain.ERC7730.Descriptor.format(),
  signature: ABI.FunctionSelector.t() | nil,
  message: %{optional(String.t()) => term()},
  types: %{optional(String.t()) => term()},
  envelope: map()
}
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      resolve(descriptor, request, opts \\ [])



        
          
        

    

  


  

      

          @spec resolve(Onchain.ERC7730.Descriptor.t(), request(), keyword()) ::
  {:ok, resolution()} | {:error, {atom(), term()}}


      


Resolve which display format applies to a signing request and decode the bound data.
Parameters
	descriptor - Parsed %Onchain.ERC7730.Descriptor{} (value)
	request - {:calldata, address, chain_id, hex_data} | {:eip712, payload} | {:user_op, address, chain_id, user_op} (value)

	opts - Envelope overrides for the @. root: :value (native value), :from (sender) (default: [], value)

Returns
Resolution map (format/signature/message/types/envelope). Errors: :context_mismatch, :no_deployment_match, :no_format_match, :decode_error, :invalid_request, :missing_calldata ({:ok, resolution} | {:error, {tag, reason}})
# descripex:contract
%{
  params: %{
    request: %{
      description: "{:calldata, address, chain_id, hex_data} | {:eip712, payload} | {:user_op, address, chain_id, user_op}",
      kind: :value
    },
    opts: %{
      default: [],
      description: "Envelope overrides for the @. root: :value (native value), :from (sender)",
      kind: :value
    },
    descriptor: %{
      description: "Parsed %Onchain.ERC7730.Descriptor{}",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, resolution} | {:error, {tag, reason}}",
    description: "Resolution map (format/signature/message/types/envelope). Errors: :context_mismatch, :no_deployment_match, :no_format_match, :decode_error, :invalid_request, :missing_calldata"
  }
}

  


        

      


  

    
Onchain.ERC7730.Descriptor 
    



      
Parsed, validated representation of an ERC-7730
clear-signing descriptor.
An ERC-7730 descriptor is a JSON document with three top-level sections:
	context — the binding constraints: either a contract (deployments + ABI)
or an eip712 (domain + typed-data schemas) context.
	metadata — owner, constants, enums, and optional token info.
	display — formats keyed by function signature (contract) or primary type
(EIP-712), each carrying an ordered list of display fields.

parse/1 turns the decoded JSON map into a t/0 struct, validating the
structural rules. The original decoded JSON is retained in :raw so that
$.-rooted paths (e.g. $.metadata.constants.tokenAddress) resolve against
the document.
Scope
This first pass keeps the structure faithful to the spec but does not resolve
includes / $ref-to-external-document references — descriptors are expected
to be self-contained (the registry-side resolution of shared ercs/* includes
is out of scope, per Task 74).
API Functions
	Function	Arity	Description	Param Kinds
	parse	1	Parse and structurally validate a decoded ERC-7730 JSON map.	raw: value
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        Parse and structurally validate a decoded ERC-7730 JSON map.
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          @type context() ::
  {:contract,
   %{
     deployments: [deployment()],
     abi: term() | nil,
     address_matcher: String.t() | nil
   }}
  | {:eip712,
     %{
       deployments: [deployment()],
       domain: map() | nil,
       domain_separator: String.t() | nil,
       schemas: term() | nil
     }}


      



  



  
    
      
    
    
      deployment()



        
          
        

    

  


  

      

          @type deployment() :: %{chain_id: non_neg_integer(), address: <<_::160>>}
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          @type field() :: %{
  path: String.t() | nil,
  value: term(),
  label: String.t() | nil,
  format: atom(),
  params: map(),
  visible: boolean()
}


      



  



  
    
      
    
    
      format()



        
          
        

    

  


  

      

          @type format() :: %{intent: String.t() | map() | nil, fields: [field()]}
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          @type t() :: %Onchain.ERC7730.Descriptor{
  context: context(),
  display: %{formats: %{optional(String.t()) => format()}},
  metadata: map(),
  raw: map()
}
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          @spec parse(map()) :: {:ok, t()} | {:error, {atom(), term()}}


      


Parse and structurally validate a decoded ERC-7730 JSON map.
Parameters
	raw - Decoded JSON map (string keys) of an ERC-7730 descriptor (value)

Returns
Validated descriptor struct, or an error: :missing_context, :invalid_context, :no_deployments, :invalid_address, :missing_display, :invalid_field ({:ok, t()} | {:error, {tag, reason}})
# descripex:contract
%{
  params: %{
    raw: %{
      description: "Decoded JSON map (string keys) of an ERC-7730 descriptor",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, t()} | {:error, {tag, reason}}",
    description: "Validated descriptor struct, or an error: :missing_context, :invalid_context, :no_deployments, :invalid_address, :missing_display, :invalid_field"
  }
}

  


        

      


  

    
Onchain.ERC7730.Formatter 
    



      
Display-rule engine for ERC-7730 descriptors.
Applies a single field's format rule to the value resolved at its path,
producing a %{label, value, formatted_value, raw} map:
	raw — the canonical decoded value (address as a 20-byte binary, numbers as
integers, booleans, byte strings).
	value — a JSON-friendly normalization of raw (address as an EIP-55
checksummed hex string, bytes as 0x-hex; numbers/booleans/strings as-is).
	formatted_value — the human-readable string per the field's format rule.

Path resolution
	Prefix	Root
	#.name (or bare name)	decoded message / calldata params
	@.to / @.value / @.from	transaction envelope
	$.a.b.c	the descriptor document (constants, metadata, enums)

Supported formats (first pass)
raw, amount (native currency), tokenAmount, addressName, date,
duration, unit, enum. calldata (embedded calls) and nftName (needs an
on-chain name lookup) are deferred and fall back to raw rendering.
Token metadata resolution
tokenAmount needs a token's decimals/symbol. Resolution order:
	opts[:tokens] — caller map %{lowercase_hex => %{decimals:, symbol:}}.
	metadata.token in the descriptor (for single-token EIP-712 descriptors).
	opts[:rpc_url] — live Onchain.ERC20.decimals/2 + symbol/2 lookup.
	Otherwise the raw integer is shown unscaled.

API Functions
	Function	Arity	Description	Param Kinds
	format_field	4	Apply a descriptor field's format rule to its resolved value.	field: value, resolution: value, descriptor: value, opts: value
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        Apply a descriptor field's format rule to its resolved value.
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          @type result() :: %{
  label: String.t() | nil,
  value: term(),
  formatted_value: String.t(),
  raw: term()
}
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      format_field(field, resolution, descriptor, opts \\ [])



        
          
        

    

  


  

      

          @spec format_field(
  Onchain.ERC7730.Descriptor.field(),
  map(),
  Onchain.ERC7730.Descriptor.t(),
  keyword()
) ::
  {:ok, result()} | {:error, {atom(), term()}}


      


Apply a descriptor field's format rule to its resolved value.
Parameters
	field - A parsed display field (see Onchain.ERC7730.Descriptor) (value)
	resolution - Binding resolution (%{message, types, envelope}) from Onchain.ERC7730.Binding (value)
	descriptor - Parsed %Onchain.ERC7730.Descriptor{} (for $. paths) (value)
	opts - Resolution opts: :tokens, :rpc_url, :native_symbol, :native_decimals, :names (default: [], value)

Returns
Rendered field, or {:error, {:unresolved_path, path}} for a missing visible field ({:ok, %{label, value, formatted_value, raw}} | {:error, {tag, reason}})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Resolution opts: :tokens, :rpc_url, :native_symbol, :native_decimals, :names",
      kind: :value
    },
    field: %{
      description: "A parsed display field (see Onchain.ERC7730.Descriptor)",
      kind: :value
    },
    descriptor: %{
      description: "Parsed %Onchain.ERC7730.Descriptor{} (for $. paths)",
      kind: :value
    },
    resolution: %{
      description: "Binding resolution (%{message, types, envelope}) from Onchain.ERC7730.Binding",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, %{label, value, formatted_value, raw}} | {:error, {tag, reason}}",
    description: "Rendered field, or {:error, {:unresolved_path, path}} for a missing visible field"
  }
}

  


        

      


  

    
Onchain.Fees 
    



      
EIP-1559 fee suggestion math over Cartouche.FeeHistory.t().
Pure functions — no RPC, no I/O. Pair with Onchain.RPC.fee_history/2 to
fetch the input struct.
Algorithm
Given a fee history with base_fee_per_gas (block_count + 1 entries — the
array is oldest-to-newest with the projected next-block fee at the LAST index
per the eth_feeHistory spec) and reward (block_count rows × N percentile
columns), suggest_fees/2:
	Reads base_fee = List.last(history.base_fee_per_gas) — the next-block fee.
	For each block, picks the priority fee at :percentile_index (default 0).
	Takes the median of those per-block priority fees as max_priority.
	Computes max_fee = ceil(base_fee × buffer) + max_priority.

Buffer default
The default :buffer is 1.2 for parity with cartouche's v2_gas_parameters.
EIP-1559's reference recommendation is 2.0 for ~12-block headroom; pass
buffer: 2.0 for the conservative default. Lower values risk transactions
getting stuck in a rising-fee market.
Functions
	Function	Purpose
	suggest_fees/2	Compute {base_fee, max_priority, max_fee} recommendation
	suggest_fees!/2	Same, raises on error

Error Format
	{:error, :no_base_fee_data} — history.base_fee_per_gas is nil or empty,
so there is no next-block fee to project from.
	{:error, {:invalid_base_fee, value}} — the last base_fee_per_gas entry is
not a number.
	{:error, :no_reward_data} — history.reward is nil or empty (caller
passed empty reward_percentiles to eth_feeHistory), or a row is not a list.
	{:error, {:percentile_index_out_of_range, idx, width}} — requested column
doesn't exist in the reward rows. width is the narrowest row's length.
	{:error, {:invalid_buffer, value}} — buffer is not a positive number.

API Functions
	Function	Arity	Description	Param Kinds
	suggest_fees!	2	Compute EIP-1559 fee recommendation. Raises on error.	history: value, opts: value
	suggest_fees	2	Compute EIP-1559 fee recommendation from a Cartouche.FeeHistory struct.	history: value, opts: value
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        Compute EIP-1559 fee recommendation from a Cartouche.FeeHistory struct.
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        Compute EIP-1559 fee recommendation. Raises on error.
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          @spec suggest_fees(
  Cartouche.FeeHistory.t(),
  keyword()
) ::
  {:ok, {non_neg_integer(), non_neg_integer(), non_neg_integer()}}
  | {:error, term()}


      


Compute EIP-1559 fee recommendation from a Cartouche.FeeHistory struct.
Parameters
	history - Cartouche.FeeHistory.t() — typically from Onchain.RPC.fee_history/2 (value)
	opts - Options: :percentile_index (default 0 — column in history.reward), :buffer (default 1.2 — base-fee multiplier for max_fee headroom) (default: [], value)

Returns
Tuple of {base_fee, max_priority, max_fee} in wei ({:ok, {non_neg_integer, non_neg_integer, non_neg_integer}} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :percentile_index (default 0 — column in history.reward), :buffer (default 1.2 — base-fee multiplier for max_fee headroom)",
      kind: :value
    },
    history: %{
      description: "Cartouche.FeeHistory.t() — typically from Onchain.RPC.fee_history/2",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, {non_neg_integer, non_neg_integer, non_neg_integer}} | {:error, term}",
    description: "Tuple of {base_fee, max_priority, max_fee} in wei"
  }
}
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          @spec suggest_fees!(
  Cartouche.FeeHistory.t(),
  keyword()
) :: {non_neg_integer(), non_neg_integer(), non_neg_integer()}


      


Compute EIP-1559 fee recommendation. Raises on error.
Parameters
	history - Cartouche.FeeHistory.t() (value)
	opts - Options: :percentile_index, :buffer (default: [], value)

Returns
Tuple of {base_fee, max_priority, max_fee} in wei ({non_neg_integer, non_neg_integer, non_neg_integer})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :percentile_index, :buffer",
      kind: :value
    },
    history: %{description: "Cartouche.FeeHistory.t()", kind: :value}
  },
  returns: %{
    type: "{non_neg_integer, non_neg_integer, non_neg_integer}",
    description: "Tuple of {base_fee, max_priority, max_fee} in wei"
  }
}

  


        

      


  

    
Onchain.Hex 
    



      
Hex encoding/decoding for Ethereum data.
Curated 7-function API delegating to Cartouche.Hex with normalized error tuples
and descripex self-description. All hex strings use the 0x prefix convention.
Error Format
All failable functions return {:error, {:invalid_hex, input}} where input
is the original value that failed to decode. Bang variants raise
Cartouche.Hex.InvalidHex.
Functions
	Function	Purpose
	decode/1	Hex string → binary
	decode!/1	Hex string → binary (raises)
	encode/1	Binary → hex string
	to_integer/1	Hex string → integer
	to_integer!/1	Hex string → integer (raises)
	from_integer/1	Integer → compact hex string
	valid?/1	Check if string is valid hex

API Functions
	Function	Arity	Description	Param Kinds
	valid?	1	Check whether a string is valid hex (with or without 0x prefix).	input: value
	from_integer	1	Encode a non-negative integer as a compact 0x-prefixed hex string.	n: value
	to_integer!	1	Decode a hex string to a non-negative integer. Raises on invalid input.	hex_string: value
	to_integer	1	Decode a hex string to a non-negative integer.	hex_string: value
	encode	1	Encode raw binary to a 0x-prefixed lowercase hex string.	binary: value
	decode!	1	Decode a hex string to raw binary. Raises on invalid input.	hex_string: value
	decode	1	Decode a hex string to raw binary.	hex_string: value
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        Decode a hex string to raw binary.



    


    
      
        decode!(hex_string)

      


        Decode a hex string to raw binary. Raises on invalid input.



    


    
      
        encode(binary)

      


        Encode raw binary to a 0x-prefixed lowercase hex string.



    


    
      
        from_integer(n)

      


        Encode a non-negative integer as a compact 0x-prefixed hex string.



    


    
      
        to_integer(hex_string)

      


        Decode a hex string to a non-negative integer.



    


    
      
        to_integer!(hex_string)

      


        Decode a hex string to a non-negative integer. Raises on invalid input.
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        Check whether a string is valid hex (with or without 0x prefix).
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          @spec decode(String.t()) :: {:ok, binary()} | {:error, {:invalid_hex, String.t()}}


      


Decode a hex string to raw binary.
Parameters
	hex_string - Hex string with or without 0x prefix (value)

Returns
Decoded binary bytes ({:ok, binary} | {:error, {:invalid_hex, input}})
# descripex:contract
%{
  params: %{
    hex_string: %{
      description: "Hex string with or without 0x prefix",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, binary} | {:error, {:invalid_hex, input}}",
    description: "Decoded binary bytes"
  }
}

  



  
    
      
    
    
      decode!(hex_string)



        
          
        

    

  


  

      

          @spec decode!(String.t()) :: binary()


      


Decode a hex string to raw binary. Raises on invalid input.
Parameters
	hex_string - Hex string with or without 0x prefix (value)

Returns
Decoded binary bytes (binary)
# descripex:contract
%{
  params: %{
    hex_string: %{
      description: "Hex string with or without 0x prefix",
      kind: :value
    }
  },
  returns: %{type: :binary, description: "Decoded binary bytes"}
}
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          @spec encode(binary()) :: String.t()


      


Encode raw binary to a 0x-prefixed lowercase hex string.
Parameters
	binary - Raw binary bytes to encode (value)

Returns
0x-prefixed lowercase hex string (string)
# descripex:contract
%{
  params: %{binary: %{description: "Raw binary bytes to encode", kind: :value}},
  returns: %{
    type: :string,
    description: "0x-prefixed lowercase hex string",
    example: "0xaabb"
  }
}
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          @spec from_integer(non_neg_integer()) :: String.t()


      


Encode a non-negative integer as a compact 0x-prefixed hex string.
Parameters
	n - Non-negative integer to encode (value)

Returns
Compact lowercase hex string (no leading zeros) (string)
# descripex:contract
%{
  params: %{n: %{description: "Non-negative integer to encode", kind: :value}},
  returns: %{
    type: :string,
    description: "Compact lowercase hex string (no leading zeros)",
    example: "0xff"
  }
}
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          @spec to_integer(String.t()) ::
  {:ok, non_neg_integer()} | {:error, {:invalid_hex, String.t()}}


      


Decode a hex string to a non-negative integer.
Parameters
	hex_string - Hex string with or without 0x prefix (value)

Returns
Big-endian decoded integer ({:ok, non_neg_integer} | {:error, {:invalid_hex, input}})
# descripex:contract
%{
  params: %{
    hex_string: %{
      description: "Hex string with or without 0x prefix",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, non_neg_integer} | {:error, {:invalid_hex, input}}",
    description: "Big-endian decoded integer"
  }
}

  



  
    
      
    
    
      to_integer!(hex_string)



        
          
        

    

  


  

      

          @spec to_integer!(String.t()) :: non_neg_integer()


      


Decode a hex string to a non-negative integer. Raises on invalid input.
Parameters
	hex_string - Hex string with or without 0x prefix (value)

Returns
Big-endian decoded integer (non_neg_integer)
# descripex:contract
%{
  params: %{
    hex_string: %{
      description: "Hex string with or without 0x prefix",
      kind: :value
    }
  },
  returns: %{type: :non_neg_integer, description: "Big-endian decoded integer"}
}

  



  
    
      
    
    
      valid?(input)



        
          
        

    

  


  

      

          @spec valid?(term()) :: boolean()


      


Check whether a string is valid hex (with or without 0x prefix).
Parameters
	input - Value to check (value)

Returns
true if valid hex string with at least one hex digit (boolean)
# descripex:contract
%{
  params: %{input: %{description: "Value to check", kind: :value}},
  returns: %{
    type: :boolean,
    description: "true if valid hex string with at least one hex digit"
  }
}

  


        

      


  

    
Onchain.Log 
    



      
Event log parsing for Ethereum contract events.
Computes event topic hashes from signatures and decodes raw log data
against event signatures with indexed parameter markers.
Limitations
	Tuple-typed params (e.g. (uint256,address)) are not supported in event signatures.
The comma-based parser cannot distinguish tuple-internal commas from param separators.
	Indexed dynamic types (string, bytes, arrays) return the raw keccak256 topic hash
since the original value is not recoverable from the log.

Error Format
	Invalid signature: {:error, {:invalid_signature, input}}
	Topic mismatch: {:error, {:decode_error, {:topic_mismatch, [expected: ..., got: ...]}}}
	Decode errors: {:error, {:decode_error, reason}}
	Strict decode: {:error, {:decode_error, {:strict_violation, detail}}} when
strict: true rejected a non-canonical payload. Bang variants raise.

Security — signature is a trust boundary
Each parameter name in a signature is interned with String.to_atom/1 so the
decoded map can use atom keys. The signature argument MUST be developer-controlled
(a compile-time constant or value you author), never attacker-influenced input
(request body, config supplied by a third party). Atoms are not garbage-collected, so
routing untrusted signatures here is an atom-table-exhaustion (DoS) vector.
As a defence-in-depth bound — not a substitute for the contract above — decode_event/3
rejects signatures with more than 32 params and rejects any segment that is not a
bounded identifier-shaped token before interning it ({:error, {:invalid_signature, _}}).
This caps the per-call surface; it does not stop an attacker looping distinct valid
names across many calls. The only structural fix is string-keyed output, a breaking
change deliberately not taken here.
Functions
	Function	Purpose
	event_topic/1	Event signature → keccak256 topic hash
	event_topic!/1	Same, raises on error
	decode_event/3	Raw log + signature → decoded param map (optional decode opts)
	decode_event!/3	Same, raises on error

API Functions
	Function	Arity	Description	Param Kinds
	decode_event!	3	Decode a raw log map. Raises on error.	log: value, signature: value, opts: value
	decode_event	3	Decode a raw log map against an event signature with indexed markers.	log: value, signature: value, opts: value
	event_topic!	1	Compute the keccak256 topic hash. Raises on error.	signature: value
	event_topic	1	Compute the keccak256 topic hash for an event signature.	signature: value


      


      
        Summary


  
    Functions
  


    
      
        decode_event(log, signature, opts \\ [])

      


        Decode a raw log map against an event signature with indexed markers.



    


    
      
        decode_event!(log, signature, opts \\ [])

      


        Decode a raw log map. Raises on error.



    


    
      
        event_topic(signature)

      


        Compute the keccak256 topic hash for an event signature.



    


    
      
        event_topic!(signature)

      


        Compute the keccak256 topic hash. Raises on error.



    





      


      
        Functions


        


    

  
    
      
    
    
      decode_event(log, signature, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_event(map(), String.t(), keyword()) :: {:ok, map()} | {:error, term()}


      


Decode a raw log map against an event signature with indexed markers.
Parameters
	log - Raw log map with :topics (list of hex strings) and :data (hex string) keys (value)
	signature - Event signature with indexed markers, e.g. "Transfer(address indexed from, address indexed to, uint256 value)". MUST be developer-controlled — param names are interned as atoms; untrusted signatures are an atom-table DoS vector (see module "Security"). (value)
	opts - Forwarded to Onchain.ABI.decode_response/3 and hieroglyph's indexed-value decode. Pass strict: true to reject non-canonical payloads ({:error, {:decode_error, {:strict_violation, detail}}}). (default: [], value)

Returns
Map with atom keys for each decoded parameter ({:ok, map} | {:error, term})
# descripex:contract
%{
  params: %{
    log: %{
      description: "Raw log map with :topics (list of hex strings) and :data (hex string) keys",
      kind: :value
    },
    opts: %{
      default: [],
      description: "Forwarded to Onchain.ABI.decode_response/3 and hieroglyph's indexed-value decode. Pass `strict: true` to reject non-canonical payloads (`{:error, {:decode_error, {:strict_violation, detail}}}`).",
      kind: :value
    },
    signature: %{
      description: "Event signature with indexed markers, e.g. \"Transfer(address indexed from, address indexed to, uint256 value)\". MUST be developer-controlled — param names are interned as atoms; untrusted signatures are an atom-table DoS vector (see module \"Security\").",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, map} | {:error, term}",
    description: "Map with atom keys for each decoded parameter",
    example: "%{from: \"0xAb5...\", to: \"0xCd9...\", value: 1000000}"
  }
}

  



    

  
    
      
    
    
      decode_event!(log, signature, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_event!(map(), String.t(), keyword()) :: map()


      


Decode a raw log map. Raises on error.
Parameters
	log - Raw log map with :topics and :data keys (value)
	signature - Event signature with indexed markers. MUST be developer-controlled — param names are interned as atoms; untrusted signatures are an atom-table DoS vector (see module "Security" and decode_event/3). (value)
	opts - Forwarded to decode_event/3 (e.g. strict: true) (default: [], value)

Returns
Map with atom keys for each decoded parameter (map)
# descripex:contract
%{
  params: %{
    log: %{description: "Raw log map with :topics and :data keys", kind: :value},
    opts: %{
      default: [],
      description: "Forwarded to decode_event/3 (e.g. `strict: true`)",
      kind: :value
    },
    signature: %{
      description: "Event signature with indexed markers. MUST be developer-controlled — param names are interned as atoms; untrusted signatures are an atom-table DoS vector (see module \"Security\" and decode_event/3).",
      kind: :value
    }
  },
  returns: %{
    type: :map,
    description: "Map with atom keys for each decoded parameter"
  }
}

  



  
    
      
    
    
      event_topic(signature)



        
          
        

    

  


  

      

          @spec event_topic(String.t()) :: {:ok, String.t()} | {:error, term()}


      


Compute the keccak256 topic hash for an event signature.
Parameters
	signature - Event signature without param names, e.g. "Transfer(address,address,uint256)" (value)

Returns
0x-prefixed 32-byte keccak256 hash ({:ok, hex_string} | {:error, term})
# descripex:contract
%{
  params: %{
    signature: %{
      description: "Event signature without param names, e.g. \"Transfer(address,address,uint256)\"",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, hex_string} | {:error, term}",
    description: "0x-prefixed 32-byte keccak256 hash",
    example: "0xddf252ad1be2c89b69c2b068fc378daa952ba7f163c4a11628f55a4df523b3ef"
  }
}

  



  
    
      
    
    
      event_topic!(signature)



        
          
        

    

  


  

      

          @spec event_topic!(String.t()) :: String.t()


      


Compute the keccak256 topic hash. Raises on error.
Parameters
	signature - Event signature string (value)

Returns
0x-prefixed 32-byte keccak256 hash (string)
# descripex:contract
%{
  params: %{signature: %{description: "Event signature string", kind: :value}},
  returns: %{type: :string, description: "0x-prefixed 32-byte keccak256 hash"}
}

  


        

      


  

    
Onchain.MEV 
    



      
MEV protection via private transaction submission to Flashbots-style relays.
Routes signed transactions (or atomic bundles) to a private relay endpoint
instead of the public mempool, preventing front-running and sandwiching of
DEX trades. The request envelope follows the Flashbots Auction JSON-RPC API
(eth_sendPrivateTransaction, eth_sendBundle) — see
https://docs.flashbots.net/flashbots-auction/advanced/rpc-endpoint.
Endpoint and auth are caller-supplied
Unlike Onchain.RPC, there is no fallback to the configured public node.
Silently leaking a would-be-private transaction to the public RPC defeats the
entire purpose, so the relay URL is a required :endpoint option — omitting it
returns {:error, :missing_endpoint} rather than broadcasting.
Relay authentication (Flashbots requires an X-Flashbots-Signature: <addr>:<sig>
header signed with an arbitrary secp256k1 reputation key) is not computed
here. The caller passes whatever headers the relay needs via :headers, e.g.
Onchain.MEV.send_bundle(txs,
  endpoint: "https://relay.flashbots.net",
  block_number: 19_000_000,
  headers: [{"X-Flashbots-Signature", "0xabc...:0xsig..."}]
)
Functions
	Function	Purpose
	send_private_transaction/2	Submit one signed tx privately → tx hash
	send_bundle/2	Submit an atomic bundle of signed txs → bundle response

Options
	:endpoint — relay URL (required, no default)
	:headers — extra request headers for relay auth (e.g. X-Flashbots-Signature)
	:timeout — request timeout in ms (default 30_000)
	:max_block_number — (private tx) highest block the tx may be included in
	:preferences — (private tx) MEV-Share preferences map, passed through verbatim
	:block_number — (bundle) target block (required for bundles)
	:min_timestamp / :max_timestamp — (bundle) validity window in unix seconds
	:reverting_tx_hashes — (bundle) tx hashes allowed to revert

Error Format
	Missing relay URL: {:error, :missing_endpoint}
	Invalid relay URL: {:error, {:invalid_endpoint, input}}
	Invalid signed tx hex: {:error, {:invalid_data, input}}
	Empty bundle: {:error, :empty_bundle}
	Non-list bundle: {:error, {:invalid_bundle, input}}
	Bundle missing target block: {:error, :missing_block_number}
	Invalid block value: {:error, {:invalid_block, input}}
	Relay / transport errors: {:error, {:rpc_error, map}} — the map always has a
:message key; relay-level JSON-RPC rejections also carry :code.

API Functions
	Function	Arity	Description	Param Kinds
	send_bundle	2	Submit an atomic bundle of signed transactions via a Flashbots-style relay.	raw_txs: exchange_data, opts: value
	send_private_transaction	2	Submit a signed transaction privately via a Flashbots-style relay.	raw_tx: exchange_data, opts: value


      


      
        Summary


  
    Functions
  


    
      
        send_bundle(raw_txs, opts \\ [])

      


        Submit an atomic bundle of signed transactions to a private relay (eth_sendBundle).



    


    
      
        send_private_transaction(raw_tx, opts \\ [])

      


        Submit a single signed transaction to a private relay (eth_sendPrivateTransaction).



    





      


      
        Functions


        


    

  
    
      
    
    
      send_bundle(raw_txs, opts \\ [])



        
          
        

    

  


  

      

          @spec send_bundle(
  [String.t()],
  keyword()
) :: {:ok, term()} | {:error, term()}


      


Submit an atomic bundle of signed transactions to a private relay (eth_sendBundle).
Requires both :endpoint (relay URL) and :block_number (target block); the
bundle is only valid for that block. See the module docs for the full option list.

  



    

  
    
      
    
    
      send_private_transaction(raw_tx, opts \\ [])



        
          
        

    

  


  

      

          @spec send_private_transaction(
  String.t(),
  keyword()
) :: {:ok, String.t()} | {:error, term()}


      


Submit a single signed transaction to a private relay (eth_sendPrivateTransaction).
Requires the :endpoint option (the relay URL); see the module docs for the
full option list and why there is no public-node fallback.

  


        

      


  

    
Onchain.Multicall 
    



      
Multicall3 batched contract reads.
Batches N arbitrary contract calls into a single RPC round-trip using the
Multicall3 contract (0xcA11bde05977b3631167028862bE2a173976CA11), deployed
identically on every EVM chain.
Functions
	Function	Purpose
	aggregate3/2	Low-level: raw calldata tuples → raw results
	aggregate3!/2	Same, raises on error
	call_many/2	High-level: signature-based calls → decoded results
	call_many!/2	Same, raises on error

Error Format
	Input validation: {:error, {:invalid_address, input}}
	RPC/ABI errors pass through from Contract.call/5
	Individual call failures in call_many: {:error, raw_hex} per failed call

API Functions
	Function	Arity	Description	Param Kinds
	call_many!	2	Batch contract calls with encoding/decoding. Raises on error.	calls: value, opts: value
	call_many	2	Batch contract calls with automatic ABI encoding/decoding.	calls: value, opts: value
	aggregate3!	2	Batch raw contract calls. Raises on error.	calls: value, opts: value
	aggregate3	2	Batch raw contract calls via Multicall3 aggregate3.	calls: value, opts: value


      


      
        Summary


  
    Functions
  


    
      
        aggregate3(calls, opts \\ [])

      


        Batch raw contract calls via Multicall3 aggregate3.



    


    
      
        aggregate3!(calls, opts \\ [])

      


        Batch raw contract calls. Raises on error.



    


    
      
        call_many(calls, opts \\ [])

      


        Batch contract calls with automatic ABI encoding/decoding.



    


    
      
        call_many!(calls, opts \\ [])

      


        Batch contract calls with encoding/decoding. Raises on error.



    





      


      
        Functions


        


    

  
    
      
    
    
      aggregate3(calls, opts \\ [])



        
          
        

    

  


  

      

          @spec aggregate3(
  [{String.t(), boolean(), String.t()}],
  keyword()
) :: {:ok, [{boolean(), binary()}]} | {:error, term()}


      


Batch raw contract calls via Multicall3 aggregate3.
Parameters
	calls - List of {address_hex, allow_failure_bool, calldata_hex} tuples (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
List of {success, return_data} tuples ({:ok, [{boolean(), binary()}]} | {:error, term()})
# descripex:contract
%{
  params: %{
    calls: %{
      description: "List of {address_hex, allow_failure_bool, calldata_hex} tuples",
      kind: :value
    },
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, [{boolean(), binary()}]} | {:error, term()}",
    description: "List of {success, return_data} tuples"
  }
}

  



    

  
    
      
    
    
      aggregate3!(calls, opts \\ [])



        
          
        

    

  


  

      

          @spec aggregate3!(
  [{String.t(), boolean(), String.t()}],
  keyword()
) :: [{boolean(), binary()}]


      


Batch raw contract calls. Raises on error.
Parameters
	calls - List of {address, allow_failure, calldata} tuples (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
List of {success, return_data} ([{boolean(), binary()}])
# descripex:contract
%{
  params: %{
    calls: %{
      description: "List of {address, allow_failure, calldata} tuples",
      kind: :value
    },
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    }
  },
  returns: %{
    type: "[{boolean(), binary()}]",
    description: "List of {success, return_data}"
  }
}

  



    

  
    
      
    
    
      call_many(calls, opts \\ [])



        
          
        

    

  


  

      

          @spec call_many(
  [{String.t() | binary(), String.t(), list(), String.t()}],
  keyword()
) :: {:ok, ok: list(), error: String.t()} | {:error, term()}


      


Batch contract calls with automatic ABI encoding/decoding.
Parameters
	calls - List of (address, signature, params, return_type) tuples (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
List where each result is {:ok, decoded_values} or {:error, return_data_hex} ({:ok, [result]} | {:error, term()})
# descripex:contract
%{
  params: %{
    calls: %{
      description: "List of (address, signature, params, return_type) tuples",
      kind: :value
    },
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, [result]} | {:error, term()}",
    description: "List where each result is {:ok, decoded_values} or {:error, return_data_hex}"
  }
}

  



    

  
    
      
    
    
      call_many!(calls, opts \\ [])



        
          
        

    

  


  

      

          @spec call_many!(
  [{String.t() | binary(), String.t(), list(), String.t()}],
  keyword()
) :: [ok: list(), error: String.t()]


      


Batch contract calls with encoding/decoding. Raises on error.
Parameters
	calls - List of {address, signature, params, return_type} tuples (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
List of {:ok, values} or {:error, data} ([result])
# descripex:contract
%{
  params: %{
    calls: %{
      description: "List of {address, signature, params, return_type} tuples",
      kind: :value
    },
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    }
  },
  returns: %{
    type: "[result]",
    description: "List of {:ok, values} or {:error, data}"
  }
}

  


        

      


  

    
Onchain.RPC 
    



      
Ethereum JSON-RPC wrapper using cartouche's RPC client.
Provides a curated API for common Ethereum RPC methods with consistent
error tuples and option handling. All functions accept :rpc_url,
:timeout, and :block options. Single RPC calls also accept an opt-in
:retry policy. Omit :retry to preserve the underlying
Cartouche.RPC.send_rpc/3 single-attempt behavior. Pass
retry: [max_retries: 2, backoff_ms: 100] to retry RPC/network errors before
returning the final normalized error.
Telemetry
Every single-call RPC (do_rpc/3, all named wrappers, and call/3) plus
batch/2 is wrapped in :telemetry.span/3 under the event prefix
[:onchain, :rpc, :request] — emitting :start, :stop, and :exception
events. Start metadata is %{method: method}; stop metadata is
%{method: method, status: :ok} on success or
%{method: method, status: :error, error: reason} on a returned error tuple
(method is "batch" for batch/2). Attach a handler to measure latency or
count failures per method.
Error Format
	Address validation: {:error, {:invalid_address, input}}
	Data validation: {:error, {:invalid_data, input}}
	Block validation: {:error, {:invalid_block, input}}
	Block hash validation: {:error, {:invalid_block_hash, input}}
	Tx hash validation: {:error, {:invalid_tx_hash, input}} (must be 32 bytes)
	Transaction index validation: {:error, {:invalid_transaction_index, input}}
	RPC/network errors: {:error, {:rpc_error, map}}
	Method the node does not implement: {:error, {:method_not_found, map}}
	Namespace disabled on the provider plan: {:error, {:namespace_unavailable, map}}
	Node could not complete the request: {:error, {:unavailable, map}}

For RPC errors, the map always has at least a :message key. JSON-RPC error
responses from the node include :code; network/transport errors are wrapped
with inspect/1 as the message.
Node-capability refusals
A weaker node than this repo's archive endpoint routinely refuses a call for
one of three reasons: the method is not implemented, the provider has disabled
that namespace on the current plan, or the node cannot complete the request
(historical state pruned, method the gateway does not route, transient
overload). Classification runs once on the shared do_rpc/3 result path and
again on batch/2's decode path (both item-level and top-level batch errors),
so a codegen'd wrapper, a hand-written wrapper, call/3 and a batched call
apply the same rules to the same wire response.
The classifier is uniform; the provider's wire response is not. Verified live
on Alchemy mainnet 2026-08-25: historical eth_feeHistory at block 20_000_000
answers -32001 "Unable to complete request at this time." as a single call
(classified {:unavailable, map}), but the byte-identical request inside a
JSON-RPC array batch answers -32000 "Internal error" — alone or alongside a
healthy call — which stays {:rpc_error, map}. That is not a gap in the
classifier: -32000 "Internal error" is indistinguishable from a genuine
internal failure, and tagging it would invent a distinction the node does not
make. Batching can therefore downgrade a classifiable refusal to an
unclassifiable one; when a caller needs the capability signal, issue that
probe as a single call. Unrecognized codes keep {:error, {:rpc_error, map}}
unchanged — the classifier names distinguishable cases, it does not guess.
Each classified map retains the observed :code and :message (and :data
when the node sent it). Branch on the tag; inspect the map when you need the
wire detail.
	{:error, {:method_not_found, map}} — this node does not implement the
method. The reliable standard signal is JSON-RPC -32601 ("Method not
found"). Hosted providers often misuse -32600 ("Invalid Request") instead:
Alchemy mainnet answers -32600 "Unsupported method: <method> on ETH_MAINNET"
and -32600 "eth_baseFee is not available on the ETH_MAINNET...". Those
two message shapes are pinned from live responses; a bare -32600 without
them still passes through as {:rpc_error, map}, because other nodes use
that code for genuinely malformed requests. Callers should pick a portable
construction (see base_fee/1) or a different method.

	{:error, {:namespace_unavailable, map}} — the method exists but this
provider plan has disabled the namespace. Observed on Alchemy mainnet as
-32600 "<method> is not available on the Free tier - upgrade to Pay As You Go, or Enterprise for access." for trace_* and debug_*. Callers
should use a plan that serves the namespace, or avoid it.

	{:error, {:unavailable, map}} — the node refused to complete a request it
otherwise accepts. Observed on Alchemy mainnet as HTTP 503 / -32001
"Unable to complete request at this time." for eth_feeHistory at block
20_000_000, while eth_feeHistory at "latest" succeeds on the same URL.
The identical wire error is also returned for some unimplemented methods
(erigon_getHeaderByNumber), so this is not a unique pruned-history
signal — treat it as "this node cannot serve this request". Callers that
need historical state should retry against an archive endpoint.


Codes the classifier does not name, including -32602 ("Invalid params" —
also what reth answers for eth_getStorageValues with empty params, which is
indistinguishable from a genuine bad-params error), reach the caller as
{:error, {:rpc_error, map}} exactly as before.
Revert errors (code: 3)
When eth_call reverts, the node returns a JSON-RPC error with code: 3. The
inner map is widened with extra fields populated by cartouche
(see Cartouche.RPC.rpc_error/0) plus :data mirrored by Onchain
(enriched internally by the Onchain.RPC.Helpers module):
	:revert — the raw revert-data binary (present on code: 3 when the node
returned a data field; absent if the node omitted it). Use this for
selector inspection or pass to ABI libraries that accept binaries.
	:data — the same payload as a lowercase 0x-prefixed hex string. Mirrored
from :revert whenever the latter is set so callers can pipe it straight
into Onchain.ABI.decode_error/2 (which expects 0x hex, not raw bytes).
	:error_abi — the matching custom-error signature String.t() from the
:errors opt (e.g. "InsufficientBalance(uint256,uint256)"). Only present
when the caller passed errors: AND the revert payload's selector matches
one of those signatures (or a Solidity 0.8.x Panic variant — those decode
to a human-readable string like "arithmetic error: overflow or underflow").
	:error_params — the decoded argument list for :error_abi (e.g.
[1_000, 500] for InsufficientBalance(1000, 500)). Empty list [] for
nullary errors. Same population rule as :error_abi.

Pattern matches:
# Revert without :errors opt — decode out-of-band via the hex :data mirror
{:error, {:rpc_error, %{code: 3, data: hex_data}}} = result
{:ok, %{error: signature, args: args}} =
  Onchain.ABI.decode_error(hex_data, ["InsufficientBalance(uint256,uint256)"])

# Revert with matching :errors opt — already decoded inline
{:error,
 {:rpc_error,
  %{code: 3, error_abi: "InsufficientBalance(uint256,uint256)", error_params: [1000, 500]}}} =
  result
Existing {:error, {:rpc_error, %{code:, message:}}} matches still work — the
revert fields are additive on the inner map.
Functions
	Function	Purpose
	eth_call/3	Read-only contract call → raw hex response
	eth_call!/3	Same, raises on error
	eth_send_raw_transaction/2	Broadcast signed tx → tx hash
	eth_send_raw_transaction!/2	Same, raises on error
	get_balance/2	Account ETH balance in wei
	get_balance!/2	Same, raises on error
	block_number/1	Current block height
	block_number!/1	Same, raises on error
	syncing/1	Node sync status (false or sync-status map)
	syncing!/1	Same, raises on error
	get_block_by_number/2	Fetch block by number or tag → atom-keyed decoded map (same conventions as get_transaction_by_hash)
	get_block_by_number!/2	Same, raises on error
	get_block_receipts/2	Fetch every receipt in a block → parsed receipt maps
	get_block_receipts!/2	Same, raises on error
	get_block_transaction_count_by_hash/2	Transaction count for a block hash
	get_block_transaction_count_by_hash!/2	Same, raises on error
	get_block_transaction_count_by_number/2	Transaction count for a block number or tag
	get_block_transaction_count_by_number!/2	Same, raises on error
	get_transaction_by_block_hash_and_index/3	Fetch one transaction by block hash and position
	get_transaction_by_block_hash_and_index!/3	Same, raises on error
	get_transaction_by_block_number_and_index/3	Fetch one transaction by block number/tag and position
	get_transaction_by_block_number_and_index!/3	Same, raises on error
	get_block_access_list/2	Fetch an EIP-7928 block access list
	get_block_access_list!/2	Same, raises on error
	chain_id/1	Network chain ID
	chain_id!/1	Same, raises on error
	eth_get_logs/2	Fetch event logs by filter
	eth_get_logs!/2	Same, raises on error
	get_transaction_receipt/2	Transaction receipt by hash
	get_transaction_receipt!/2	Same, raises on error
	get_transaction_count/2	Account nonce (tx count)
	get_transaction_count!/2	Same, raises on error
	eth_get_code/2	Contract bytecode (or "0x" for EOAs)
	eth_get_code!/2	Same, raises on error
	get_transaction_by_hash/2	Full transaction details by hash
	get_transaction_by_hash!/2	Same, raises on error
	call/3	Generic JSON-RPC passthrough — any method, raw result
	call!/3	Same, raises on error
	batch/2	Generic JSON-RPC array batch — one HTTP round-trip for many raw calls
	fee_history/2	EIP-1559 fee history (eth_feeHistory) → Cartouche.FeeHistory.t()
	fee_history!/2	Same, raises on error
	get_proof/3	Account + storage Merkle proofs (eth_getProof)
	get_proof!/3	Same, raises on error

API Functions
	Function	Arity	Description	Param Kinds
	blob_base_fee!	1	Get the current base fee per blob gas. Raises on error.	opts: value
	blob_base_fee	1	Get the current base fee per blob gas (eth_blobBaseFee).	opts: value
	base_fee!	1	Get the base fee per gas for the next block. Raises on error.	opts: value
	base_fee	1	Get the EIP-1559 base fee per gas for the next block.	opts: value
	get_proof!	3	Fetch Merkle proof for an account and storage slots. Raises on error.	address: value, storage_keys: value, opts: value
	get_proof	3	Fetch Merkle proof for an account and storage slots (eth_getProof).	address: value, storage_keys: value, opts: value
	fee_history!	2	Fetch fee history. Raises on error.	block_count: value, opts: value
	fee_history	2	Fetch base-fee history and per-block priority-fee percentiles (eth_feeHistory).	block_count: value, opts: value
	batch	2	Generic JSON-RPC array batch — invoke many methods in one HTTP request.	requests: value, opts: value
	call!	3	Generic JSON-RPC passthrough. Raises on error.	method: value, params: value, opts: value
	call	3	Generic JSON-RPC passthrough — invoke any method not covered by a named wrapper.	method: value, params: value, opts: value
	eth_get_logs!	2	Fetch event logs matching a filter. Raises on error.	filter: value, opts: value
	eth_get_logs	2	Fetch event logs matching a filter (eth_getLogs).	filter: value, opts: value
	get_transaction_by_hash!	2	Get full transaction details by hash. Raises on error.	tx_hash: value, opts: value
	get_transaction_by_hash	2	Get full transaction details by hash (eth_getTransactionByHash).	tx_hash: value, opts: value
	eth_get_code!	2	Fetch contract bytecode at an address. Raises on error.	address: value, opts: value
	eth_get_code	2	Fetch contract bytecode at an address (eth_getCode).	address: value, opts: value
	get_transaction_count!	2	Get the transaction count (nonce) of an address. Raises on error.	address: value, opts: value
	get_transaction_count	2	Get the transaction count (nonce) of an address.	address: value, opts: value
	get_transaction_receipt!	2	Get a transaction receipt by hash. Raises on error.	tx_hash: value, opts: value
	get_transaction_receipt	2	Get a transaction receipt by hash (eth_getTransactionReceipt).	tx_hash: value, opts: value
	chain_id!	1	Get the network chain ID. Raises on error.	opts: value
	chain_id	1	Get the network chain ID.	opts: value
	get_block_access_list!	2	Fetch an EIP-7928 block access list. Raises on error.	block: value, opts: value
	get_block_access_list	2	Fetch an EIP-7928 block access list (eth_getBlockAccessList).	block: value, opts: value
	get_transaction_by_block_number_and_index!	3	Fetch a transaction by block number/tag and position. Raises on error.	block: value, transaction_index: value, opts: value
	get_transaction_by_block_number_and_index	3	Fetch a transaction by block number/tag and position (eth_getTransactionByBlockNumberAndIndex).	block: value, transaction_index: value, opts: value
	get_transaction_by_block_hash_and_index!	3	Fetch a transaction by block hash and position. Raises on error.	block_hash: value, transaction_index: value, opts: value
	get_transaction_by_block_hash_and_index	3	Fetch a transaction by block hash and position (eth_getTransactionByBlockHashAndIndex).	block_hash: value, transaction_index: value, opts: value
	get_block_transaction_count_by_number!	2	Get a block's transaction count by number or tag. Raises on error.	block: value, opts: value
	get_block_transaction_count_by_number	2	Get a block's transaction count by number or tag (eth_getBlockTransactionCountByNumber).	block: value, opts: value
	get_block_transaction_count_by_hash!	2	Get a block's transaction count by hash. Raises on error.	block_hash: value, opts: value
	get_block_transaction_count_by_hash	2	Get a block's transaction count by hash (eth_getBlockTransactionCountByHash).	block_hash: value, opts: value
	get_block_receipts!	2	Fetch every receipt in a block. Raises on error.	block: value, opts: value
	get_block_receipts	2	Fetch every receipt in a block (eth_getBlockReceipts).	block: value, opts: value
	get_block_by_number!	2	Fetch a block by number or tag. Raises on error.	block_id: value, opts: value
	get_block_by_number	2	Fetch a block by number or tag (eth_getBlockByNumber).	block_id: value, opts: value
	syncing!	1	Get the node's sync status. Raises on error.	opts: value
	syncing	1	Get the node's sync status (eth_syncing).	opts: value
	block_number!	1	Get the current block height. Raises on error.	opts: value
	block_number	1	Get the current block height.	opts: value
	get_balance!	2	Get the ETH balance of an address in wei. Raises on error.	address: value, opts: value
	get_balance	2	Get the ETH balance of an address in wei.	address: value, opts: value
	eth_send_raw_transaction!	2	Broadcast a signed transaction. Raises on error.	data: value, opts: value
	eth_send_raw_transaction	2	Broadcast a signed transaction.	data: value, opts: value
	eth_estimate_gas!	2	Estimate the gas a transaction would consume. Raises on error.	tx_params: value, opts: value
	eth_estimate_gas	2	Estimate the gas a transaction would consume.	tx_params: value, opts: value
	eth_call!	3	Execute a read-only contract call. Raises on error.	address: value, data: value, opts: value
	eth_call	3	Execute a read-only contract call (eth_call).	address: value, data: value, opts: value


      


      
        Summary


  
    Functions
  


    
      
        base_fee(opts \\ [])

      


        Get the EIP-1559 base fee per gas for the next block.



    


    
      
        base_fee!(opts \\ [])

      


        Get the base fee per gas for the next block. Raises on error.



    


    
      
        batch(requests, opts \\ [])

      


        Invoke many raw JSON-RPC calls in one HTTP request.



    


    
      
        blob_base_fee(opts \\ [])

      


        Get the current base fee per blob gas (eth_blobBaseFee).



    


    
      
        blob_base_fee!(opts \\ [])

      


        Get the current base fee per blob gas. Raises on error.



    


    
      
        block_number(opts \\ [])

      


        Get the current block height.



    


    
      
        block_number!(opts \\ [])

      


        Get the current block height. Raises on error.



    


    
      
        call(method, params, opts \\ [])

      


        Generic JSON-RPC passthrough — invoke any method not covered by a named wrapper.



    


    
      
        call!(method, params, opts \\ [])

      


        Generic JSON-RPC passthrough. Raises on error.



    


    
      
        chain_id(opts \\ [])

      


        Get the network chain ID.



    


    
      
        chain_id!(opts \\ [])

      


        Get the network chain ID. Raises on error.



    


    
      
        eth_call(address, data, opts \\ [])

      


        Execute a read-only contract call (eth_call).



    


    
      
        eth_call!(address, data, opts \\ [])

      


        Execute a read-only contract call. Raises on error.



    


    
      
        eth_estimate_gas(tx_params, opts \\ [])

      


        Estimate the gas a transaction would consume.



    


    
      
        eth_estimate_gas!(tx_params, opts \\ [])

      


        Estimate the gas a transaction would consume. Raises on error.



    


    
      
        eth_get_code(address, opts \\ [])

      


        Fetch contract bytecode at an address (eth_getCode).



    


    
      
        eth_get_code!(address, opts \\ [])

      


        Fetch contract bytecode at an address. Raises on error.



    


    
      
        eth_get_logs(filter, opts \\ [])

      


        Fetch event logs matching a filter (eth_getLogs).



    


    
      
        eth_get_logs!(filter, opts \\ [])

      


        Fetch event logs matching a filter. Raises on error.



    


    
      
        eth_send_raw_transaction(data, opts \\ [])

      


        Broadcast a signed transaction.



    


    
      
        eth_send_raw_transaction!(data, opts \\ [])

      


        Broadcast a signed transaction. Raises on error.



    


    
      
        fee_history(block_count, opts \\ [])

      


        Fetch base-fee history and per-block priority-fee percentiles (eth_feeHistory).



    


    
      
        fee_history!(block_count, opts \\ [])

      


        Fetch fee history. Raises on error.



    


    
      
        get_balance(address, opts \\ [])

      


        Get the ETH balance of an address in wei.



    


    
      
        get_balance!(address, opts \\ [])

      


        Get the ETH balance of an address in wei. Raises on error.



    


    
      
        get_block_access_list(block, opts \\ [])

      


        Fetch an EIP-7928 block access list (eth_getBlockAccessList).



    


    
      
        get_block_access_list!(block, opts \\ [])

      


        Fetch an EIP-7928 block access list. Raises on error.



    


    
      
        get_block_by_number(block_id, opts \\ [])

      


        Fetch a block by number or tag (eth_getBlockByNumber).



    


    
      
        get_block_by_number!(block_id, opts \\ [])

      


        Fetch a block by number or tag. Raises on error.



    


    
      
        get_block_receipts(block, opts \\ [])

      


        Fetch every receipt in a block (eth_getBlockReceipts).



    


    
      
        get_block_receipts!(block, opts \\ [])

      


        Fetch every receipt in a block. Raises on error.



    


    
      
        get_block_transaction_count_by_hash(block_hash, opts \\ [])

      


        Get a block's transaction count by hash (eth_getBlockTransactionCountByHash).



    


    
      
        get_block_transaction_count_by_hash!(block_hash, opts \\ [])

      


        Get a block's transaction count by hash. Raises on error.



    


    
      
        get_block_transaction_count_by_number(block, opts \\ [])

      


        Get a block's transaction count by number or tag (eth_getBlockTransactionCountByNumber).



    


    
      
        get_block_transaction_count_by_number!(block, opts \\ [])

      


        Get a block's transaction count by number or tag. Raises on error.



    


    
      
        get_proof(address, storage_keys, opts \\ [])

      


        Fetch Merkle proof for an account and storage slots (eth_getProof).



    


    
      
        get_proof!(address, storage_keys, opts \\ [])

      


        Fetch Merkle proof for an account and storage slots. Raises on error.



    


    
      
        get_transaction_by_block_hash_and_index(block_hash, transaction_index, opts \\ [])

      


        Fetch a transaction by block hash and position (eth_getTransactionByBlockHashAndIndex).



    


    
      
        get_transaction_by_block_hash_and_index!(block_hash, transaction_index, opts \\ [])

      


        Fetch a transaction by block hash and position. Raises on error.



    


    
      
        get_transaction_by_block_number_and_index(block, transaction_index, opts \\ [])

      


        Fetch a transaction by block number/tag and position (eth_getTransactionByBlockNumberAndIndex).



    


    
      
        get_transaction_by_block_number_and_index!(block, transaction_index, opts \\ [])

      


        Fetch a transaction by block number/tag and position. Raises on error.



    


    
      
        get_transaction_by_hash(tx_hash, opts \\ [])

      


        Get full transaction details by hash (eth_getTransactionByHash).



    


    
      
        get_transaction_by_hash!(tx_hash, opts \\ [])

      


        Get full transaction details by hash. Raises on error.



    


    
      
        get_transaction_count(address, opts \\ [])

      


        Get the transaction count (nonce) of an address.



    


    
      
        get_transaction_count!(address, opts \\ [])

      


        Get the transaction count (nonce) of an address. Raises on error.



    


    
      
        get_transaction_receipt(tx_hash, opts \\ [])

      


        Get a transaction receipt by hash (eth_getTransactionReceipt).



    


    
      
        get_transaction_receipt!(tx_hash, opts \\ [])

      


        Get a transaction receipt by hash. Raises on error.



    


    
      
        syncing(opts \\ [])

      


        Get the node's sync status (eth_syncing).



    


    
      
        syncing!(opts \\ [])

      


        Get the node's sync status. Raises on error.



    





      


      
        Functions


        


    

  
    
      
    
    
      base_fee(opts \\ [])



        
          
        

    

  


  

      

          @spec base_fee(keyword()) :: {:ok, non_neg_integer() | nil} | {:error, term()}


      


Get the EIP-1559 base fee per gas for the next block.
Parameters
	opts - Options: :block (default "pending" — the next block's base fee; pass "latest" for the most recent mined block), :rpc_url, :timeout (default: [], value)

Returns
Base fee per gas in wei, or nil for a pre-EIP-1559 block. Read from the block header, so it works on any EIP-1559 node rather than only those implementing Erigon's eth_baseFee. ({:ok, non_neg_integer | nil} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :block (default \"pending\" — the next block's base fee; pass \"latest\" for the most recent mined block), :rpc_url, :timeout",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, non_neg_integer | nil} | {:error, term}",
    description: "Base fee per gas in wei, or nil for a pre-EIP-1559 block. Read from the block header, so it works on any EIP-1559 node rather than only those implementing Erigon's eth_baseFee.",
    example: "71_739_926"
  }
}

  



    

  
    
      
    
    
      base_fee!(opts \\ [])



        
          
        

    

  


  

      

          @spec base_fee!(keyword()) :: non_neg_integer() | nil


      


Get the base fee per gas for the next block. Raises on error.
Parameters
	opts - Options: :block, :rpc_url, :timeout (default: [], value)

Returns
Base fee per gas in wei (non_neg_integer | nil)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :block, :rpc_url, :timeout",
      kind: :value
    }
  },
  returns: %{
    type: "non_neg_integer | nil",
    description: "Base fee per gas in wei"
  }
}

  



    

  
    
      
    
    
      batch(requests, opts \\ [])



        
          
        

    

  


  

      

          @spec batch(
  [{String.t(), [term()]}],
  keyword()
) :: {:ok, [term()]} | {:error, term()}


      


Invoke many raw JSON-RPC calls in one HTTP request.
Each request is a {method, params} tuple. Results are returned in request
order even when the node returns the JSON-RPC response array out of order.

  



    

  
    
      
    
    
      blob_base_fee(opts \\ [])



        
          
        

    

  


  

      

          @spec blob_base_fee(keyword()) :: {:ok, non_neg_integer()} | {:error, term()}


      


Get the current base fee per blob gas (eth_blobBaseFee).
Parameters
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
EIP-4844 base fee per blob gas in wei ({:ok, non_neg_integer} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, non_neg_integer} | {:error, term}",
    description: "EIP-4844 base fee per blob gas in wei",
    example: "3_936_408"
  }
}

  



    

  
    
      
    
    
      blob_base_fee!(opts \\ [])



        
          
        

    

  


  

      

          @spec blob_base_fee!(keyword()) :: non_neg_integer()


      


Get the current base fee per blob gas. Raises on error.
Parameters
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Base fee per blob gas in wei (non_neg_integer)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    }
  },
  returns: %{
    type: :non_neg_integer,
    description: "Base fee per blob gas in wei"
  }
}

  



    

  
    
      
    
    
      block_number(opts \\ [])



        
          
        

    

  


  

      

          @spec block_number(keyword()) :: {:ok, non_neg_integer()} | {:error, term()}


      


Get the current block height.
Parameters
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Current block number ({:ok, non_neg_integer} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, non_neg_integer} | {:error, term}",
    description: "Current block number"
  }
}

  



    

  
    
      
    
    
      block_number!(opts \\ [])



        
          
        

    

  


  

      

          @spec block_number!(keyword()) :: non_neg_integer()


      


Get the current block height. Raises on error.
Parameters
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Current block number (non_neg_integer)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    }
  },
  returns: %{type: :non_neg_integer, description: "Current block number"}
}

  



    

  
    
      
    
    
      call(method, params, opts \\ [])



        
          
        

    

  


  

      

          @spec call(String.t(), [term()], keyword()) :: {:ok, term()} | {:error, term()}


      


Generic JSON-RPC passthrough — invoke any method not covered by a named wrapper.
Parameters
	method - JSON-RPC method name, e.g. "eth_getStorageAt", "debug_traceTransaction", "trace_call", "eth_feeHistory" (value)
	params - List of params for the method, in the order the JSON-RPC spec requires (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Raw decoded JSON result (no further decoding — caller knows what they asked for) or wrapped error tuple ({:ok, term} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    params: %{
      description: "List of params for the method, in the order the JSON-RPC spec requires",
      kind: :value
    },
    method: %{
      description: "JSON-RPC method name, e.g. \"eth_getStorageAt\", \"debug_traceTransaction\", \"trace_call\", \"eth_feeHistory\"",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, term} | {:error, term}",
    description: "Raw decoded JSON result (no further decoding — caller knows what they asked for) or wrapped error tuple"
  }
}

  



    

  
    
      
    
    
      call!(method, params, opts \\ [])



        
          
        

    

  


  

      

          @spec call!(String.t(), [term()], keyword()) :: term()


      


Generic JSON-RPC passthrough. Raises on error.
Parameters
	method - JSON-RPC method name (value)
	params - List of params for the method (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Raw decoded JSON result (term)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    params: %{description: "List of params for the method", kind: :value},
    method: %{description: "JSON-RPC method name", kind: :value}
  },
  returns: %{type: :term, description: "Raw decoded JSON result"}
}

  



    

  
    
      
    
    
      chain_id(opts \\ [])



        
          
        

    

  


  

      

          @spec chain_id(keyword()) :: {:ok, non_neg_integer()} | {:error, term()}


      


Get the network chain ID.
Parameters
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Chain ID (1 = mainnet, 11155111 = sepolia, etc.) ({:ok, non_neg_integer} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, non_neg_integer} | {:error, term}",
    description: "Chain ID (1 = mainnet, 11155111 = sepolia, etc.)"
  }
}

  



    

  
    
      
    
    
      chain_id!(opts \\ [])



        
          
        

    

  


  

      

          @spec chain_id!(keyword()) :: non_neg_integer()


      


Get the network chain ID. Raises on error.
Parameters
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Chain ID integer (non_neg_integer)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    }
  },
  returns: %{type: :non_neg_integer, description: "Chain ID integer"}
}

  



    

  
    
      
    
    
      eth_call(address, data, opts \\ [])



        
          
        

    

  


  

      

          @spec eth_call(String.t() | binary(), String.t(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      


Execute a read-only contract call (eth_call).
Options
	:rpc_url — node URL (overrides Application.get_env(:cartouche, :ethereum_node))
	:timeout — request timeout in ms (default 30_000)
	:block — block number / tag / 0x hex (default "latest")
	:errors — list of Solidity custom-error signatures, e.g.
["InsufficientBalance(uint256,uint256)", "Unauthorized()"]. When the call
reverts with matching revert data, the error map carries decoded
:error_abi + :error_params alongside the raw :revert binary and its
hex mirror :data.

Revert handling
On code: 3 reverts the inner map widens — see the module's "Error Format"
section. Quick pattern-match shape:
case Onchain.RPC.eth_call(token, calldata, errors: ["InsufficientBalance(uint256,uint256)"]) do
  {:ok, hex_result} ->
    # Decode hex_result with Onchain.ABI.decode_response/2
    :ok

  {:error, {:rpc_error, %{code: 3, error_abi: "InsufficientBalance(uint256,uint256)", error_params: [requested, available]}}} ->
    {:insufficient, requested, available}

  {:error, {:rpc_error, %{code: 3, data: hex_data}}} ->
    # Custom error not in :errors list (or :errors omitted) — fall back
    # to the hex-mirrored revert payload and decode out-of-band.
    # `Onchain.ABI.decode_error/2` expects 0x hex, which is exactly :data.
    Onchain.ABI.decode_error(hex_data, ["MyError(uint256)"])

  {:error, {:rpc_error, %{message: msg}}} ->
    {:rpc, msg}
end

  



    

  
    
      
    
    
      eth_call!(address, data, opts \\ [])



        
          
        

    

  


  

      

          @spec eth_call!(String.t() | binary(), String.t(), keyword()) :: String.t()


      


Execute a read-only contract call. Raises on error.
Parameters
	address - Contract address as 0x hex string or 20-byte binary (value)
	data - 0x-prefixed hex-encoded calldata (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Raw 0x-prefixed hex response (string)
# descripex:contract
%{
  params: %{
    data: %{description: "0x-prefixed hex-encoded calldata", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    address: %{
      description: "Contract address as 0x hex string or 20-byte binary",
      kind: :value
    }
  },
  returns: %{type: :string, description: "Raw 0x-prefixed hex response"}
}

  



    

  
    
      
    
    
      eth_estimate_gas(tx_params, opts \\ [])



        
          
        

    

  


  

      

          @spec eth_estimate_gas(
  map(),
  keyword()
) :: {:ok, non_neg_integer()} | {:error, term()}


      


Estimate the gas a transaction would consume.
Parameters
	tx_params - Transaction-params map with atom keys. Recognized: :from, :to, :data, :value, :gas, :gas_price, :max_fee_per_gas, :max_priority_fee_per_gas, :access_list. Absent keys are omitted from the call object. (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Estimated gas units as an integer ({:ok, non_neg_integer()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    tx_params: %{
      description: "Transaction-params map with atom keys. Recognized: :from, :to, :data, :value, :gas, :gas_price, :max_fee_per_gas, :max_priority_fee_per_gas, :access_list. Absent keys are omitted from the call object.",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, non_neg_integer()} | {:error, term()}",
    description: "Estimated gas units as an integer"
  }
}

  



    

  
    
      
    
    
      eth_estimate_gas!(tx_params, opts \\ [])



        
          
        

    

  


  

      

          @spec eth_estimate_gas!(
  map(),
  keyword()
) :: non_neg_integer()


      


Estimate the gas a transaction would consume. Raises on error.
Parameters
	tx_params - Transaction-params map with atom keys (see eth_estimate_gas/2) (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Estimated gas units (integer)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    tx_params: %{
      description: "Transaction-params map with atom keys (see eth_estimate_gas/2)",
      kind: :value
    }
  },
  returns: %{type: :integer, description: "Estimated gas units"}
}

  



    

  
    
      
    
    
      eth_get_code(address, opts \\ [])



        
          
        

    

  


  

      

          @spec eth_get_code(
  String.t() | binary(),
  keyword()
) :: {:ok, String.t()} | {:error, term()}


      


Fetch contract bytecode at an address (eth_getCode).
Parameters
	address - Account address as 0x hex string or 20-byte binary (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
0x-prefixed bytecode hex string, or "0x" for EOA addresses ({:ok, hex_string} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    address: %{
      description: "Account address as 0x hex string or 20-byte binary",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, hex_string} | {:error, term}",
    description: "0x-prefixed bytecode hex string, or \"0x\" for EOA addresses",
    example: "\"0x\" for EOAs, \"0x6080604052...\" for contracts"
  }
}

  



    

  
    
      
    
    
      eth_get_code!(address, opts \\ [])



        
          
        

    

  


  

      

          @spec eth_get_code!(
  String.t() | binary(),
  keyword()
) :: String.t()


      


Fetch contract bytecode at an address. Raises on error.
Parameters
	address - Account address as 0x hex string or 20-byte binary (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
0x-prefixed bytecode hex string (string)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    address: %{
      description: "Account address as 0x hex string or 20-byte binary",
      kind: :value
    }
  },
  returns: %{type: :string, description: "0x-prefixed bytecode hex string"}
}

  



    

  
    
      
    
    
      eth_get_logs(filter, opts \\ [])



        
          
        

    

  


  

      

          @spec eth_get_logs(
  map(),
  keyword()
) :: {:ok, [map()]} | {:error, term()}


      


Fetch event logs matching a filter (eth_getLogs).
Parameters
	filter - Filter map. Atom keys: :address (hex string), :topics (list), :from_block (integer or tag), :to_block (integer or tag), :block_hash (32-byte hex). Canonical JSON-RPC camelCase string keys ("fromBlock", "toBlock", "address", "topics", "blockHash") are accepted as aliases. If both an atom key and its camelCase alias are present, the atom key wins (the alias value is silently dropped). :block_hash is mutually exclusive with :from_block / :to_block per EIP-1474. Unknown keys return {:error, {:invalid_filter_key, key}}. (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
List of log maps with keys: address, topics, data, block_number, transaction_hash, log_index, transaction_index, removed. Errors: {:invalid_filter_key, key} for unknown filter keys; {:invalid_filter, {field, value}} for bad values; {:invalid_filter, {:block_hash_mutually_exclusive, present}} when :block_hash is combined with :from_block / :to_block. ({:ok, [log_map]} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    filter: %{
      description: "Filter map. Atom keys: :address (hex string), :topics (list), :from_block (integer or tag), :to_block (integer or tag), :block_hash (32-byte hex). Canonical JSON-RPC camelCase string keys (\"fromBlock\", \"toBlock\", \"address\", \"topics\", \"blockHash\") are accepted as aliases. If both an atom key and its camelCase alias are present, the atom key wins (the alias value is silently dropped). :block_hash is mutually exclusive with :from_block / :to_block per EIP-1474. Unknown keys return {:error, {:invalid_filter_key, key}}.",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, [log_map]} | {:error, term}",
    description: "List of log maps with keys: address, topics, data, block_number, transaction_hash, log_index, transaction_index, removed. Errors: {:invalid_filter_key, key} for unknown filter keys; {:invalid_filter, {field, value}} for bad values; {:invalid_filter, {:block_hash_mutually_exclusive, present}} when :block_hash is combined with :from_block / :to_block."
  }
}

  



    

  
    
      
    
    
      eth_get_logs!(filter, opts \\ [])



        
          
        

    

  


  

      

          @spec eth_get_logs!(
  map(),
  keyword()
) :: [map()]


      


Fetch event logs matching a filter. Raises on error.
Parameters
	filter - Filter map (see eth_get_logs/2) (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
List of parsed log maps ([log_map])
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    filter: %{description: "Filter map (see eth_get_logs/2)", kind: :value}
  },
  returns: %{type: "[log_map]", description: "List of parsed log maps"}
}

  



    

  
    
      
    
    
      eth_send_raw_transaction(data, opts \\ [])



        
          
        

    

  


  

      

          @spec eth_send_raw_transaction(
  String.t(),
  keyword()
) :: {:ok, String.t()} | {:error, term()}


      


Broadcast a signed transaction.
Parameters
	data - 0x-prefixed hex-encoded signed transaction (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Transaction hash as 0x hex string ({:ok, tx_hash} | {:error, term})
# descripex:contract
%{
  params: %{
    data: %{
      description: "0x-prefixed hex-encoded signed transaction",
      kind: :value
    },
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, tx_hash} | {:error, term}",
    description: "Transaction hash as 0x hex string",
    example: "0xabc123..."
  }
}

  



    

  
    
      
    
    
      eth_send_raw_transaction!(data, opts \\ [])



        
          
        

    

  


  

      

          @spec eth_send_raw_transaction!(
  String.t(),
  keyword()
) :: String.t()


      


Broadcast a signed transaction. Raises on error.
Parameters
	data - 0x-prefixed hex-encoded signed transaction (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Transaction hash as 0x hex string (string)
# descripex:contract
%{
  params: %{
    data: %{
      description: "0x-prefixed hex-encoded signed transaction",
      kind: :value
    },
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    }
  },
  returns: %{type: :string, description: "Transaction hash as 0x hex string"}
}

  



    

  
    
      
    
    
      fee_history(block_count, opts \\ [])



        
          
        

    

  


  

      

          @spec fee_history(
  pos_integer(),
  keyword()
) :: {:ok, Cartouche.FeeHistory.t()} | {:error, term()}


      


Fetch base-fee history and per-block priority-fee percentiles (eth_feeHistory).
Parameters
	block_count - Number of recent blocks to query, 1..1024 (EIP-1474 cap) (value)
	opts - Options: :newest_block (default "latest"), :reward_percentiles (default [50] — list of ints 0..100, monotonically non-decreasing), :rpc_url, :timeout (default: [], value)

Returns
Deserialized fee history struct: oldest_block, base_fee_per_gas (block_count + 1 entries), gas_used_ratio, reward (block_count rows × length(reward_percentiles) cols) ({:ok, Cartouche.FeeHistory.t()} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :newest_block (default \"latest\"), :reward_percentiles (default [50] — list of ints 0..100, monotonically non-decreasing), :rpc_url, :timeout",
      kind: :value
    },
    block_count: %{
      description: "Number of recent blocks to query, 1..1024 (EIP-1474 cap)",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, Cartouche.FeeHistory.t()} | {:error, term}",
    description: "Deserialized fee history struct: oldest_block, base_fee_per_gas (block_count + 1 entries), gas_used_ratio, reward (block_count rows × length(reward_percentiles) cols)"
  }
}

  



    

  
    
      
    
    
      fee_history!(block_count, opts \\ [])



        
          
        

    

  


  

      

          @spec fee_history!(
  pos_integer(),
  keyword()
) :: Cartouche.FeeHistory.t()


      


Fetch fee history. Raises on error.
Parameters
	block_count - Number of recent blocks to query, 1..1024 (value)
	opts - Options: :newest_block, :reward_percentiles, :rpc_url, :timeout (default: [], value)

Returns
Deserialized fee history struct (Cartouche.FeeHistory.t())
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :newest_block, :reward_percentiles, :rpc_url, :timeout",
      kind: :value
    },
    block_count: %{
      description: "Number of recent blocks to query, 1..1024",
      kind: :value
    }
  },
  returns: %{
    type: "Cartouche.FeeHistory.t()",
    description: "Deserialized fee history struct"
  }
}

  



    

  
    
      
    
    
      get_balance(address, opts \\ [])



        
          
        

    

  


  

      

          @spec get_balance(
  String.t() | binary(),
  keyword()
) :: {:ok, non_neg_integer()} | {:error, term()}


      


Get the ETH balance of an address in wei.
Parameters
	address - Account address as 0x hex string or 20-byte binary (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Balance in wei ({:ok, non_neg_integer} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    address: %{
      description: "Account address as 0x hex string or 20-byte binary",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, non_neg_integer} | {:error, term}",
    description: "Balance in wei"
  }
}

  



    

  
    
      
    
    
      get_balance!(address, opts \\ [])



        
          
        

    

  


  

      

          @spec get_balance!(
  String.t() | binary(),
  keyword()
) :: non_neg_integer()


      


Get the ETH balance of an address in wei. Raises on error.
Parameters
	address - Account address as 0x hex string or 20-byte binary (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Balance in wei (non_neg_integer)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    address: %{
      description: "Account address as 0x hex string or 20-byte binary",
      kind: :value
    }
  },
  returns: %{type: :non_neg_integer, description: "Balance in wei"}
}

  



    

  
    
      
    
    
      get_block_access_list(block, opts \\ [])



        
          
        

    

  


  

      

          @spec get_block_access_list(
  integer() | String.t(),
  keyword()
) :: {:ok, [map()] | nil} | {:error, term()}


      


Fetch an EIP-7928 block access list (eth_getBlockAccessList).
Parameters
	block - Block number, tag, or 0x-prefixed 32-byte block hash (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Raw camelCase EIP-7928 account-access entries, or nil when unavailable ({:ok, [map] | nil} | {:error, term})
# descripex:contract
%{
  params: %{
    block: %{
      description: "Block number, tag, or 0x-prefixed 32-byte block hash",
      kind: :value
    },
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, [map] | nil} | {:error, term}",
    description: "Raw camelCase EIP-7928 account-access entries, or nil when unavailable"
  }
}

  



    

  
    
      
    
    
      get_block_access_list!(block, opts \\ [])



        
          
        

    

  


  

      

          @spec get_block_access_list!(
  integer() | String.t(),
  keyword()
) :: [map()] | nil


      


Fetch an EIP-7928 block access list. Raises on error.
Parameters
	block - Block number, tag, or 0x-prefixed 32-byte block hash (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Raw camelCase account-access entries or nil ([map] | nil)
# descripex:contract
%{
  params: %{
    block: %{
      description: "Block number, tag, or 0x-prefixed 32-byte block hash",
      kind: :value
    },
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    }
  },
  returns: %{
    type: "[map] | nil",
    description: "Raw camelCase account-access entries or nil"
  }
}

  



    

  
    
      
    
    
      get_block_by_number(block_id, opts \\ [])



        
          
        

    

  


  

      

          @spec get_block_by_number(
  integer() | String.t(),
  keyword()
) :: {:ok, map() | nil} | {:error, term()}


      


Fetch a block by number or tag (eth_getBlockByNumber).
Parameters
	block_id - Block number (integer) or tag string ("latest", "finalized", "pending", "earliest", "safe", or "0x..." hex) (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Decoded block map (atom keys): quantities as integers, miner checksummed, blooms/hashes/roots/extra_data as 0x hex; transactions are tx hashes or decoded maps if full txs requested ({:ok, map | nil} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    block_id: %{
      description: "Block number (integer) or tag string (\"latest\", \"finalized\", \"pending\", \"earliest\", \"safe\", or \"0x...\" hex)",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, map | nil} | {:error, term}",
    description: "Decoded block map (atom keys): quantities as integers, miner checksummed, blooms/hashes/roots/extra_data as 0x hex; transactions are tx hashes or decoded maps if full txs requested",
    example: "%{number: 20_000_000, timestamp: 1_717_281_407, hash: \"0x...\", transactions: [\"0x...\", ...]}"
  }
}

  



    

  
    
      
    
    
      get_block_by_number!(block_id, opts \\ [])



        
          
        

    

  


  

      

          @spec get_block_by_number!(
  integer() | String.t(),
  keyword()
) :: map() | nil


      


Fetch a block by number or tag. Raises on error.
Parameters
	block_id - Block number (integer) or tag string (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Decoded atom-keyed block map (map | nil)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    block_id: %{
      description: "Block number (integer) or tag string",
      kind: :value
    }
  },
  returns: %{type: "map | nil", description: "Decoded atom-keyed block map"}
}

  



    

  
    
      
    
    
      get_block_receipts(block, opts \\ [])



        
          
        

    

  


  

      

          @spec get_block_receipts(
  integer() | String.t(),
  keyword()
) :: {:ok, [map()] | nil} | {:error, term()}


      


Fetch every receipt in a block (eth_getBlockReceipts).
Parameters
	block - Block number, tag, or 0x-prefixed 32-byte block hash (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Parsed receipt maps matching get_transaction_receipt/2, or nil when the block is unknown ({:ok, [map] | nil} | {:error, term})
# descripex:contract
%{
  params: %{
    block: %{
      description: "Block number, tag, or 0x-prefixed 32-byte block hash",
      kind: :value
    },
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, [map] | nil} | {:error, term}",
    description: "Parsed receipt maps matching get_transaction_receipt/2, or nil when the block is unknown"
  }
}

  



    

  
    
      
    
    
      get_block_receipts!(block, opts \\ [])



        
          
        

    

  


  

      

          @spec get_block_receipts!(
  integer() | String.t(),
  keyword()
) :: [map()] | nil


      


Fetch every receipt in a block. Raises on error.
Parameters
	block - Block number, tag, or 0x-prefixed 32-byte block hash (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Parsed receipt maps or nil ([map] | nil)
# descripex:contract
%{
  params: %{
    block: %{
      description: "Block number, tag, or 0x-prefixed 32-byte block hash",
      kind: :value
    },
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    }
  },
  returns: %{type: "[map] | nil", description: "Parsed receipt maps or nil"}
}

  



    

  
    
      
    
    
      get_block_transaction_count_by_hash(block_hash, opts \\ [])



        
          
        

    

  


  

      

          @spec get_block_transaction_count_by_hash(
  String.t(),
  keyword()
) :: {:ok, non_neg_integer() | nil} | {:error, term()}


      


Get a block's transaction count by hash (eth_getBlockTransactionCountByHash).
Parameters
	block_hash - 0x-prefixed 32-byte block hash (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Transaction count, or nil when the block is unknown ({:ok, non_neg_integer | nil} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    block_hash: %{description: "0x-prefixed 32-byte block hash", kind: :value}
  },
  returns: %{
    type: "{:ok, non_neg_integer | nil} | {:error, term}",
    description: "Transaction count, or nil when the block is unknown"
  }
}

  



    

  
    
      
    
    
      get_block_transaction_count_by_hash!(block_hash, opts \\ [])



        
          
        

    

  


  

      

          @spec get_block_transaction_count_by_hash!(
  String.t(),
  keyword()
) :: non_neg_integer() | nil


      


Get a block's transaction count by hash. Raises on error.
Parameters
	block_hash - 0x-prefixed 32-byte block hash (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Transaction count or nil (non_neg_integer | nil)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    block_hash: %{description: "0x-prefixed 32-byte block hash", kind: :value}
  },
  returns: %{
    type: "non_neg_integer | nil",
    description: "Transaction count or nil"
  }
}

  



    

  
    
      
    
    
      get_block_transaction_count_by_number(block, opts \\ [])



        
          
        

    

  


  

      

          @spec get_block_transaction_count_by_number(
  integer() | String.t(),
  keyword()
) :: {:ok, non_neg_integer() | nil} | {:error, term()}


      


Get a block's transaction count by number or tag (eth_getBlockTransactionCountByNumber).
Parameters
	block - Block number, tag, or 0x-prefixed quantity (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Transaction count, or nil when the block is unknown ({:ok, non_neg_integer | nil} | {:error, term})
# descripex:contract
%{
  params: %{
    block: %{
      description: "Block number, tag, or 0x-prefixed quantity",
      kind: :value
    },
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, non_neg_integer | nil} | {:error, term}",
    description: "Transaction count, or nil when the block is unknown"
  }
}

  



    

  
    
      
    
    
      get_block_transaction_count_by_number!(block, opts \\ [])



        
          
        

    

  


  

      

          @spec get_block_transaction_count_by_number!(
  integer() | String.t(),
  keyword()
) :: non_neg_integer() | nil


      


Get a block's transaction count by number or tag. Raises on error.
Parameters
	block - Block number, tag, or 0x-prefixed quantity (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Transaction count or nil (non_neg_integer | nil)
# descripex:contract
%{
  params: %{
    block: %{
      description: "Block number, tag, or 0x-prefixed quantity",
      kind: :value
    },
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    }
  },
  returns: %{
    type: "non_neg_integer | nil",
    description: "Transaction count or nil"
  }
}

  



    

  
    
      
    
    
      get_proof(address, storage_keys, opts \\ [])



        
          
        

    

  


  

      

          @spec get_proof(String.t() | binary(), [String.t()], keyword()) ::
  {:ok, map()} | {:error, term()}


      


Fetch Merkle proof for an account and storage slots (eth_getProof).
Parameters
	address - Account address as 0x hex string or 20-byte binary (value)
	storage_keys - List of 0x-prefixed 32-byte hex storage slot keys (may be empty for account-only proofs) (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Atom-keyed proof map: address (checksummed), balance (integer wei), nonce (integer), code_hash (0x hex), storage_hash (0x hex), account_proof ([0x hex]), storage_proof ([%{key, value, proof}]) ({:ok, map} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    address: %{
      description: "Account address as 0x hex string or 20-byte binary",
      kind: :value
    },
    storage_keys: %{
      description: "List of 0x-prefixed 32-byte hex storage slot keys (may be empty for account-only proofs)",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, map} | {:error, term}",
    description: "Atom-keyed proof map: address (checksummed), balance (integer wei), nonce (integer), code_hash (0x hex), storage_hash (0x hex), account_proof ([0x hex]), storage_proof ([%{key, value, proof}])"
  }
}

  



    

  
    
      
    
    
      get_proof!(address, storage_keys, opts \\ [])



        
          
        

    

  


  

      

          @spec get_proof!(String.t() | binary(), [String.t()], keyword()) :: map()


      


Fetch Merkle proof for an account and storage slots. Raises on error.
Parameters
	address - Account address as 0x hex string or 20-byte binary (value)
	storage_keys - List of 0x-prefixed 32-byte hex storage slot keys (may be empty for account-only proofs) (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Atom-keyed proof map (see get_proof/3) (map)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    address: %{
      description: "Account address as 0x hex string or 20-byte binary",
      kind: :value
    },
    storage_keys: %{
      description: "List of 0x-prefixed 32-byte hex storage slot keys (may be empty for account-only proofs)",
      kind: :value
    }
  },
  returns: %{type: "map", description: "Atom-keyed proof map (see get_proof/3)"}
}

  



    

  
    
      
    
    
      get_transaction_by_block_hash_and_index(block_hash, transaction_index, opts \\ [])



        
          
        

    

  


  

      

          @spec get_transaction_by_block_hash_and_index(
  String.t(),
  non_neg_integer() | String.t(),
  keyword()
) ::
  {:ok, map() | nil} | {:error, term()}


      


Fetch a transaction by block hash and position (eth_getTransactionByBlockHashAndIndex).
Parameters
	block_hash - 0x-prefixed 32-byte block hash (value)
	transaction_index - Zero-based non-negative integer or 0x quantity (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Parsed transaction map, or nil when the block or index is unknown ({:ok, map | nil} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    block_hash: %{description: "0x-prefixed 32-byte block hash", kind: :value},
    transaction_index: %{
      description: "Zero-based non-negative integer or 0x quantity",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, map | nil} | {:error, term}",
    description: "Parsed transaction map, or nil when the block or index is unknown"
  }
}

  



    

  
    
      
    
    
      get_transaction_by_block_hash_and_index!(block_hash, transaction_index, opts \\ [])



        
          
        

    

  


  

      

          @spec get_transaction_by_block_hash_and_index!(
  String.t(),
  non_neg_integer() | String.t(),
  keyword()
) :: map() | nil


      


Fetch a transaction by block hash and position. Raises on error.
Parameters
	block_hash - 0x-prefixed 32-byte block hash (value)
	transaction_index - Zero-based non-negative integer or 0x quantity (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Parsed transaction map or nil (map | nil)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    block_hash: %{description: "0x-prefixed 32-byte block hash", kind: :value},
    transaction_index: %{
      description: "Zero-based non-negative integer or 0x quantity",
      kind: :value
    }
  },
  returns: %{type: "map | nil", description: "Parsed transaction map or nil"}
}

  



    

  
    
      
    
    
      get_transaction_by_block_number_and_index(block, transaction_index, opts \\ [])



        
          
        

    

  


  

      

          @spec get_transaction_by_block_number_and_index(
  integer() | String.t(),
  non_neg_integer() | String.t(),
  keyword()
) :: {:ok, map() | nil} | {:error, term()}


      


Fetch a transaction by block number/tag and position (eth_getTransactionByBlockNumberAndIndex).
Parameters
	block - Block number, tag, or 0x-prefixed quantity (value)
	transaction_index - Zero-based non-negative integer or 0x quantity (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Parsed transaction map, or nil when the block or index is unknown ({:ok, map | nil} | {:error, term})
# descripex:contract
%{
  params: %{
    block: %{
      description: "Block number, tag, or 0x-prefixed quantity",
      kind: :value
    },
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    transaction_index: %{
      description: "Zero-based non-negative integer or 0x quantity",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, map | nil} | {:error, term}",
    description: "Parsed transaction map, or nil when the block or index is unknown"
  }
}

  



    

  
    
      
    
    
      get_transaction_by_block_number_and_index!(block, transaction_index, opts \\ [])



        
          
        

    

  


  

      

          @spec get_transaction_by_block_number_and_index!(
  integer() | String.t(),
  non_neg_integer() | String.t(),
  keyword()
) :: map() | nil


      


Fetch a transaction by block number/tag and position. Raises on error.
Parameters
	block - Block number, tag, or 0x-prefixed quantity (value)
	transaction_index - Zero-based non-negative integer or 0x quantity (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Parsed transaction map or nil (map | nil)
# descripex:contract
%{
  params: %{
    block: %{
      description: "Block number, tag, or 0x-prefixed quantity",
      kind: :value
    },
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    transaction_index: %{
      description: "Zero-based non-negative integer or 0x quantity",
      kind: :value
    }
  },
  returns: %{type: "map | nil", description: "Parsed transaction map or nil"}
}

  



    

  
    
      
    
    
      get_transaction_by_hash(tx_hash, opts \\ [])



        
          
        

    

  


  

      

          @spec get_transaction_by_hash(
  String.t(),
  keyword()
) :: {:ok, map() | nil} | {:error, term()}


      


Get full transaction details by hash (eth_getTransactionByHash).
Parameters
	tx_hash - 0x-prefixed hex transaction hash (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Parsed transaction map, or nil if the transaction is unknown ({:ok, map | nil} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    tx_hash: %{description: "0x-prefixed hex transaction hash", kind: :value}
  },
  returns: %{
    type: "{:ok, map | nil} | {:error, term}",
    description: "Parsed transaction map, or nil if the transaction is unknown"
  }
}

  



    

  
    
      
    
    
      get_transaction_by_hash!(tx_hash, opts \\ [])



        
          
        

    

  


  

      

          @spec get_transaction_by_hash!(
  String.t(),
  keyword()
) :: map() | nil


      


Get full transaction details by hash. Raises on error.
Parameters
	tx_hash - 0x-prefixed hex transaction hash (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Parsed transaction map or nil (map | nil)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    tx_hash: %{description: "0x-prefixed hex transaction hash", kind: :value}
  },
  returns: %{type: "map | nil", description: "Parsed transaction map or nil"}
}

  



    

  
    
      
    
    
      get_transaction_count(address, opts \\ [])



        
          
        

    

  


  

      

          @spec get_transaction_count(
  String.t() | binary(),
  keyword()
) :: {:ok, non_neg_integer()} | {:error, term()}


      


Get the transaction count (nonce) of an address.
Parameters
	address - Account address as 0x hex string or 20-byte binary (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Transaction count (nonce) ({:ok, non_neg_integer} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    address: %{
      description: "Account address as 0x hex string or 20-byte binary",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, non_neg_integer} | {:error, term}",
    description: "Transaction count (nonce)"
  }
}

  



    

  
    
      
    
    
      get_transaction_count!(address, opts \\ [])



        
          
        

    

  


  

      

          @spec get_transaction_count!(
  String.t() | binary(),
  keyword()
) :: non_neg_integer()


      


Get the transaction count (nonce) of an address. Raises on error.
Parameters
	address - Account address as 0x hex string or 20-byte binary (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Transaction count (nonce) (non_neg_integer)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    address: %{
      description: "Account address as 0x hex string or 20-byte binary",
      kind: :value
    }
  },
  returns: %{type: :non_neg_integer, description: "Transaction count (nonce)"}
}

  



    

  
    
      
    
    
      get_transaction_receipt(tx_hash, opts \\ [])



        
          
        

    

  


  

      

          @spec get_transaction_receipt(
  String.t(),
  keyword()
) :: {:ok, map() | nil} | {:error, term()}


      


Get a transaction receipt by hash (eth_getTransactionReceipt).
Parameters
	tx_hash - 0x-prefixed hex transaction hash (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Parsed receipt map, or nil if the transaction is pending/unknown ({:ok, map | nil} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    tx_hash: %{description: "0x-prefixed hex transaction hash", kind: :value}
  },
  returns: %{
    type: "{:ok, map | nil} | {:error, term}",
    description: "Parsed receipt map, or nil if the transaction is pending/unknown"
  }
}

  



    

  
    
      
    
    
      get_transaction_receipt!(tx_hash, opts \\ [])



        
          
        

    

  


  

      

          @spec get_transaction_receipt!(
  String.t(),
  keyword()
) :: map() | nil


      


Get a transaction receipt by hash. Raises on error.
Parameters
	tx_hash - 0x-prefixed hex transaction hash (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Parsed receipt map or nil (map | nil)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    tx_hash: %{description: "0x-prefixed hex transaction hash", kind: :value}
  },
  returns: %{type: "map | nil", description: "Parsed receipt map or nil"}
}

  



    

  
    
      
    
    
      syncing(opts \\ [])



        
          
        

    

  


  

      

          @spec syncing(keyword()) :: {:ok, false | map()} | {:error, term()}


      


Get the node's sync status (eth_syncing).
Parameters
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
false when the node is fully synced; otherwise a raw sync-status map with hex-encoded fields (startingBlock, currentBlock, highestBlock, sometimes snap-sync fields). Field shape varies by client — caller decodes. ({:ok, false | map} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, false | map} | {:error, term}",
    description: "`false` when the node is fully synced; otherwise a raw sync-status map with hex-encoded fields (`startingBlock`, `currentBlock`, `highestBlock`, sometimes snap-sync fields). Field shape varies by client — caller decodes."
  }
}

  



    

  
    
      
    
    
      syncing!(opts \\ [])



        
          
        

    

  


  

      

          @spec syncing!(keyword()) :: false | map()


      


Get the node's sync status. Raises on error.
Parameters
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
false when synced, sync-status map otherwise (false | map)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    }
  },
  returns: %{
    type: "false | map",
    description: "`false` when synced, sync-status map otherwise"
  }
}

  


        

      


  

    
Onchain.RPC.Specs 
    



      
Compile-time lookup table for the vendored Ethereum OpenRPC method specs.

      


      
        Summary


  
    Types
  


    
      
        method_spec()

      


    





  
    Functions
  


    
      
        all()

      


        Returns all vendored OpenRPC method specs keyed by JSON-RPC method name.



    


    
      
        lookup(method)

      


        Looks up a vendored OpenRPC method spec by JSON-RPC method name.



    





      


      
        Types


        


  
    
      
    
    
      method_spec()



        
          
        

    

  


  

      

          @type method_spec() :: %{params: [map()], returns: map(), description: String.t()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      all()



        
          
        

    

  


  

      

          @spec all() :: %{optional(String.t()) => method_spec()}


      


Returns all vendored OpenRPC method specs keyed by JSON-RPC method name.

  



  
    
      
    
    
      lookup(method)



        
          
        

    

  


  

      

          @spec lookup(String.t()) :: method_spec() | nil


      


Looks up a vendored OpenRPC method spec by JSON-RPC method name.

  


        

      


  

    
Onchain.Signer 
    



      
EIP-1559 transaction building, signing, encoding, and broadcasting.
Stateless pipeline — no GenServer, no application config. Private key is
always passed explicitly. Uses Cartouche.Signer.sign_direct/4 for signing
and Cartouche.Transaction.V2 for transaction construction.
Pipeline
build_transaction/3 → sign_transaction/3 → encode_transaction/1 → RPC.eth_send_raw_transaction/2
Or use send_transaction/3 for the full pipeline in one call.
Functions
	Function	Purpose
	address_from_key/1	Derive checksummed address from private key
	build_transaction/3	Build unsigned EIP-1559 transaction
	sign_transaction/3	Sign transaction with private key
	encode_transaction/1	Encode signed transaction to hex
	send_transaction/3	Full pipeline: build → sign → encode → broadcast

API Functions
	Function	Arity	Description	Param Kinds
	send_transaction!	3	Build, sign, encode, and broadcast a transaction in one call. Raises on error.	to: value, calldata: value, opts: value
	send_transaction	3	Build, sign, encode, and broadcast a transaction in one call.	to: value, calldata: value, opts: value
	encode_transaction!	1	Encode a signed transaction to 0x-prefixed hex for broadcast. Raises on error.	signed_trx: value
	encode_transaction	1	Encode a signed transaction to 0x-prefixed hex for broadcast.	signed_trx: value
	sign_transaction!	3	Sign a transaction with a private key. Raises on error.	unsigned_trx: value, private_key: value, chain_id: value
	sign_transaction	3	Sign a transaction with a private key.	unsigned_trx: value, private_key: value, chain_id: value
	build_transaction!	3	Build an unsigned EIP-1559 transaction. Raises on error.	to: value, calldata: value, opts: value
	build_transaction	3	Build an unsigned EIP-1559 transaction.	to: value, calldata: value, opts: value
	address_from_key!	1	Derive checksummed Ethereum address from a private key. Raises on error.	private_key: value
	address_from_key	1	Derive checksummed Ethereum address from a private key.	private_key: value


      


      
        Summary


  
    Functions
  


    
      
        address_from_key(private_key)

      


        Derive checksummed Ethereum address from a private key.



    


    
      
        address_from_key!(private_key)

      


        Derive checksummed Ethereum address from a private key. Raises on error.



    


    
      
        build_transaction(to, calldata, opts)

      


        Build an unsigned EIP-1559 transaction.



    


    
      
        build_transaction!(to, calldata, opts)

      


        Build an unsigned EIP-1559 transaction. Raises on error.



    


    
      
        encode_transaction(signed_trx)

      


        Encode a signed transaction to 0x-prefixed hex for broadcast.



    


    
      
        encode_transaction!(trx)

      


        Encode a signed transaction to 0x-prefixed hex for broadcast. Raises on error.



    


    
      
        send_transaction(to, calldata, opts)

      


        Build, sign, encode, and broadcast a transaction in one call.



    


    
      
        send_transaction!(to, calldata, opts)

      


        Build, sign, encode, and broadcast a transaction in one call. Raises on error.



    


    
      
        sign_transaction(unsigned_trx, private_key, chain_id)

      


        Sign a transaction with a private key.



    


    
      
        sign_transaction!(unsigned_trx, private_key, chain_id)

      


        Sign a transaction with a private key. Raises on error.



    





      


      
        Functions


        


  
    
      
    
    
      address_from_key(private_key)



        
          
        

    

  


  

      

          @spec address_from_key(binary()) ::
  {:ok, String.t()} | {:error, {:invalid_private_key, term()}}


      


Derive checksummed Ethereum address from a private key.
Parameters
	private_key - 32-byte binary or hex string (with or without 0x) (value)

Returns
EIP-55 checksummed address ({:ok, String.t()} | {:error, {:invalid_private_key, term()}})
# descripex:contract
%{
  params: %{
    private_key: %{
      description: "32-byte binary or hex string (with or without 0x)",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, {:invalid_private_key, term()}}",
    description: "EIP-55 checksummed address",
    example: "0x63Cc7c25e0cdb121aBb0fE477a6b9901889F99A7"
  }
}

  



  
    
      
    
    
      address_from_key!(private_key)



        
          
        

    

  


  

      

          @spec address_from_key!(binary()) :: String.t()


      


Derive checksummed Ethereum address from a private key. Raises on error.
Parameters
	private_key - 32-byte binary or hex string (with or without 0x) (value)

Returns
EIP-55 checksummed address (string)
# descripex:contract
%{
  params: %{
    private_key: %{
      description: "32-byte binary or hex string (with or without 0x)",
      kind: :value
    }
  },
  returns: %{type: :string, description: "EIP-55 checksummed address"}
}

  



  
    
      
    
    
      build_transaction(to, calldata, opts)



        
          
        

    

  


  

      

          @spec build_transaction(binary(), binary() | {:raw, binary()}, keyword()) ::
  {:ok, Cartouche.Transaction.V2.t()} | {:error, term()}


      


Build an unsigned EIP-1559 transaction.
Parameters
	to - Destination address (hex string or 20-byte binary) (value)
	calldata - Raw binary calldata (use Hex.decode!/1 on ABI.encode_call output), {:raw, binary} for literal bytes that start with 0x, or <<>> for plain ETH transfer (value)
	opts - Required: :nonce, :chain_id. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas, :value, :access_list. Gas params accept integers (wei) or {n, :gwei} tuples. (value)

Returns
Unsigned EIP-1559 transaction struct ({:ok, %Cartouche.Transaction.V2{}} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      description: "Required: :nonce, :chain_id. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas, :value, :access_list. Gas params accept integers (wei) or {n, :gwei} tuples.",
      kind: :value
    },
    to: %{
      description: "Destination address (hex string or 20-byte binary)",
      kind: :value
    },
    calldata: %{
      description: "Raw binary calldata (use Hex.decode!/1 on ABI.encode_call output), {:raw, binary} for literal bytes that start with 0x, or <<>> for plain ETH transfer",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, %Cartouche.Transaction.V2{}} | {:error, term()}",
    description: "Unsigned EIP-1559 transaction struct"
  }
}

  



  
    
      
    
    
      build_transaction!(to, calldata, opts)



        
          
        

    

  


  

      

          @spec build_transaction!(binary(), binary() | {:raw, binary()}, keyword()) ::
  Cartouche.Transaction.V2.t()


      


Build an unsigned EIP-1559 transaction. Raises on error.
Parameters
	to - Destination address (hex string or 20-byte binary) (value)
	calldata - Raw binary calldata (use Hex.decode!/1 on ABI.encode_call output), {:raw, binary} for literal bytes that start with 0x, or <<>> for plain ETH transfer (value)
	opts - Required: :nonce, :chain_id. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas, :value, :access_list. Gas params accept integers (wei) or {n, :gwei} tuples. (value)

Returns
Unsigned EIP-1559 transaction struct (%Cartouche.Transaction.V2{})
# descripex:contract
%{
  params: %{
    opts: %{
      description: "Required: :nonce, :chain_id. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas, :value, :access_list. Gas params accept integers (wei) or {n, :gwei} tuples.",
      kind: :value
    },
    to: %{
      description: "Destination address (hex string or 20-byte binary)",
      kind: :value
    },
    calldata: %{
      description: "Raw binary calldata (use Hex.decode!/1 on ABI.encode_call output), {:raw, binary} for literal bytes that start with 0x, or <<>> for plain ETH transfer",
      kind: :value
    }
  },
  returns: %{
    type: "%Cartouche.Transaction.V2{}",
    description: "Unsigned EIP-1559 transaction struct"
  }
}

  



  
    
      
    
    
      encode_transaction(signed_trx)



        
          
        

    

  


  

      

          @spec encode_transaction(Cartouche.Transaction.V2.t()) ::
  {:ok, String.t()} | {:error, {:encode_error, :unsigned_transaction}}


      


Encode a signed transaction to 0x-prefixed hex for broadcast.
Parameters
	signed_trx - Signed %Cartouche.Transaction.V2{} struct (value)

Returns
0x-prefixed hex string ready for eth_sendRawTransaction ({:ok, String.t()} | {:error, {:encode_error, :unsigned_transaction}})
# descripex:contract
%{
  params: %{
    signed_trx: %{
      description: "Signed %Cartouche.Transaction.V2{} struct",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, {:encode_error, :unsigned_transaction}}",
    description: "0x-prefixed hex string ready for eth_sendRawTransaction",
    example: "0x02f8..."
  }
}

  



  
    
      
    
    
      encode_transaction!(trx)



        
          
        

    

  


  

      

          @spec encode_transaction!(Cartouche.Transaction.V2.t()) :: String.t()


      


Encode a signed transaction to 0x-prefixed hex for broadcast. Raises on error.
Parameters
	signed_trx - Signed %Cartouche.Transaction.V2{} struct (value)

Returns
0x-prefixed hex string ready for broadcast (string)
# descripex:contract
%{
  params: %{
    signed_trx: %{
      description: "Signed %Cartouche.Transaction.V2{} struct",
      kind: :value
    }
  },
  returns: %{
    type: :string,
    description: "0x-prefixed hex string ready for broadcast"
  }
}

  



  
    
      
    
    
      send_transaction(to, calldata, opts)



        
          
        

    

  


  

      

          @spec send_transaction(binary(), binary() | {:raw, binary()}, keyword()) ::
  {:ok, String.t()} | {:error, term()}


      


Build, sign, encode, and broadcast a transaction in one call.
Parameters
	to - Destination address (hex string or 20-byte binary) (value)
	calldata - Raw binary calldata (use Hex.decode!/1 on ABI.encode_call output), {:raw, binary} for literal bytes that start with 0x, or <<>> for plain ETH transfer (value)
	opts - Required: :privatekey, :nonce, :chain_id, :rpc_url. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas, :value, :access_list. When :gas_limit is omitted it is auto-estimated via eth_estimateGas (1.25× headroom) from the signer's address; a failed estimate returns {:error, } rather than falling back to a default. (value)

Returns
Transaction hash hex string ({:ok, String.t()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      description: "Required: :private_key, :nonce, :chain_id, :rpc_url. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas, :value, :access_list. When :gas_limit is omitted it is auto-estimated via eth_estimateGas (1.25× headroom) from the signer's address; a failed estimate returns {:error, _} rather than falling back to a default.",
      kind: :value
    },
    to: %{
      description: "Destination address (hex string or 20-byte binary)",
      kind: :value
    },
    calldata: %{
      description: "Raw binary calldata (use Hex.decode!/1 on ABI.encode_call output), {:raw, binary} for literal bytes that start with 0x, or <<>> for plain ETH transfer",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term()}",
    description: "Transaction hash hex string"
  }
}

  



  
    
      
    
    
      send_transaction!(to, calldata, opts)



        
          
        

    

  


  

      

          @spec send_transaction!(binary(), binary() | {:raw, binary()}, keyword()) ::
  String.t()


      


Build, sign, encode, and broadcast a transaction in one call. Raises on error.
Parameters
	to - Destination address (hex string or 20-byte binary) (value)
	calldata - Raw binary calldata (use Hex.decode!/1 on ABI.encode_call output), {:raw, binary} for literal bytes that start with 0x, or <<>> for plain ETH transfer (value)
	opts - Required: :privatekey, :nonce, :chain_id, :rpc_url. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas, :value, :access_list. When :gas_limit is omitted it is auto-estimated via eth_estimateGas (1.25× headroom) from the signer's address; a failed estimate returns {:error, } rather than falling back to a default. (value)

Returns
Transaction hash hex string (string)
# descripex:contract
%{
  params: %{
    opts: %{
      description: "Required: :private_key, :nonce, :chain_id, :rpc_url. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas, :value, :access_list. When :gas_limit is omitted it is auto-estimated via eth_estimateGas (1.25× headroom) from the signer's address; a failed estimate returns {:error, _} rather than falling back to a default.",
      kind: :value
    },
    to: %{
      description: "Destination address (hex string or 20-byte binary)",
      kind: :value
    },
    calldata: %{
      description: "Raw binary calldata (use Hex.decode!/1 on ABI.encode_call output), {:raw, binary} for literal bytes that start with 0x, or <<>> for plain ETH transfer",
      kind: :value
    }
  },
  returns: %{type: :string, description: "Transaction hash hex string"}
}

  



  
    
      
    
    
      sign_transaction(unsigned_trx, private_key, chain_id)



        
          
        

    

  


  

      

          @spec sign_transaction(Cartouche.Transaction.V2.t(), binary(), pos_integer()) ::
  {:ok, Cartouche.Transaction.V2.t()}
  | {:error, {:sign_error, term()} | {:invalid_private_key, term()}}


      


Sign a transaction with a private key.
Parameters
	unsigned_trx - Unsigned %Cartouche.Transaction.V2{} struct (value)
	private_key - 32-byte binary or hex string (with or without 0x) (value)
	chain_id - Chain ID integer (1 = mainnet, 11155111 = Sepolia) (value)

Returns
Signed transaction with signature fields populated ({:ok, %Cartouche.Transaction.V2{}} | {:error, {:sign_error, term()}})
# descripex:contract
%{
  params: %{
    private_key: %{
      description: "32-byte binary or hex string (with or without 0x)",
      kind: :value
    },
    chain_id: %{
      description: "Chain ID integer (1 = mainnet, 11155111 = Sepolia)",
      kind: :value
    },
    unsigned_trx: %{
      description: "Unsigned %Cartouche.Transaction.V2{} struct",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, %Cartouche.Transaction.V2{}} | {:error, {:sign_error, term()}}",
    description: "Signed transaction with signature fields populated"
  }
}

  



  
    
      
    
    
      sign_transaction!(unsigned_trx, private_key, chain_id)



        
          
        

    

  


  

      

          @spec sign_transaction!(Cartouche.Transaction.V2.t(), binary(), pos_integer()) ::
  Cartouche.Transaction.V2.t()


      


Sign a transaction with a private key. Raises on error.
Parameters
	unsigned_trx - Unsigned %Cartouche.Transaction.V2{} struct (value)
	private_key - 32-byte binary or hex string (with or without 0x) (value)
	chain_id - Chain ID integer (1 = mainnet, 11155111 = Sepolia) (value)

Returns
Signed transaction with signature fields populated (%Cartouche.Transaction.V2{})
# descripex:contract
%{
  params: %{
    private_key: %{
      description: "32-byte binary or hex string (with or without 0x)",
      kind: :value
    },
    chain_id: %{
      description: "Chain ID integer (1 = mainnet, 11155111 = Sepolia)",
      kind: :value
    },
    unsigned_trx: %{
      description: "Unsigned %Cartouche.Transaction.V2{} struct",
      kind: :value
    }
  },
  returns: %{
    type: "%Cartouche.Transaction.V2{}",
    description: "Signed transaction with signature fields populated"
  }
}

  


        

      


  

    
Onchain.Sleuth 
    



      
Compound-style "deploy-as-call" primitive for arbitrary read-only logic
against live chain state.
Sends an eth_call with no to and creation bytecode as data. The node
executes the constructor in-memory against live state; the response is
the bytes the constructor would have deployed. The caller ABI-decodes
those bytes as the query result.
Complements Onchain.Multicall (batches existing view functions) and
onchain_evm / revm (local simulation). Use Sleuth when you need
derived or conditional logic that isn't exposed as a view function and
you want live-state execution in one RPC round-trip.
Inspired by Compound's Sleuth: https://github.com/compound-finance/sleuth
Bytecode must be supplied by the caller. Solidity source → bytecode
compilation is out of scope — use OnchainJs.Solc.compile/2
(onchain_js Task 2) or an external build step (foundry, hardhat).
Error Format
Pass-through from underlying modules:
	Source	Shape
	Onchain.Hex.decode/1 on bytecode	{:error, {:invalid_hex, _}}
	Onchain.ABI.encode_call/2 on ctor args	{:error, {:encode_error, _}}
	Onchain.RPC.call/3	{:error, {:rpc_error, _}}
	Onchain.ABI.decode_response/2	{:error, {:decode_error, _}}

Functions
	Function	Purpose
	query/5	Execute deploy-as-call → decoded values list
	query!/5	Same, raises on error

API Functions
	Function	Arity	Description	Param Kinds
	query!	5	Execute a Sleuth deploy-as-call. Raises on error.	bytecode: value, constructor_types: value, constructor_args: value, return_type: value, opts: value
	query	5	Execute a Sleuth deploy-as-call: encode ctor args, append to bytecode, eth_call, decode.	bytecode: value, constructor_types: value, constructor_args: value, return_type: value, opts: value


      


      
        Summary


  
    Functions
  


    
      
        query(bytecode, constructor_types, constructor_args, return_type, opts \\ [])

      


        Execute a Sleuth deploy-as-call: encode ctor args, append to bytecode, eth_call, decode.



    


    
      
        query!(bytecode, constructor_types, constructor_args, return_type, opts \\ [])

      


        Execute a Sleuth deploy-as-call. Raises on error.



    





      


      
        Functions


        


    

  
    
      
    
    
      query(bytecode, constructor_types, constructor_args, return_type, opts \\ [])



        
          
        

    

  


  

      

          @spec query(String.t(), String.t(), tuple(), String.t(), keyword()) ::
  {:ok, list()} | {:error, term()}


      


Execute a Sleuth deploy-as-call: encode ctor args, append to bytecode, eth_call, decode.
Parameters
	bytecode - Creation bytecode as 0x-prefixed hex string (output of solc --bin or OnchainJs.Solc.compile/2) (value)
	constructor_types - Tuple type signature for constructor args, e.g. "(uint256,address)" or "()" for none (value)
	constructor_args - Tuple of constructor argument values matching constructor_types, e.g. {42, addr_bin} or {} (value)
	return_type - Tuple type signature for decoding the returned bytes, e.g. "(uint256)" or "(uint256[])" (value)
	opts - Options: :rpc_url, :timeout, :block (integer, "latest", "finalized", ...) (default: [], value)

Returns
List of decoded return values from the constructor's returned bytes ({:ok, [decoded]} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block (integer, \"latest\", \"finalized\", ...)",
      kind: :value
    },
    return_type: %{
      description: "Tuple type signature for decoding the returned bytes, e.g. \"(uint256)\" or \"(uint256[])\"",
      kind: :value
    },
    bytecode: %{
      description: "Creation bytecode as 0x-prefixed hex string (output of `solc --bin` or `OnchainJs.Solc.compile/2`)",
      kind: :value
    },
    constructor_types: %{
      description: "Tuple type signature for constructor args, e.g. \"(uint256,address)\" or \"()\" for none",
      kind: :value
    },
    constructor_args: %{
      description: "Tuple of constructor argument values matching constructor_types, e.g. {42, addr_bin} or {}",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, [decoded]} | {:error, term()}",
    description: "List of decoded return values from the constructor's returned bytes"
  }
}

  



    

  
    
      
    
    
      query!(bytecode, constructor_types, constructor_args, return_type, opts \\ [])



        
          
        

    

  


  

      

          @spec query!(String.t(), String.t(), tuple(), String.t(), keyword()) :: list()


      


Execute a Sleuth deploy-as-call. Raises on error.
Parameters
	bytecode - Creation bytecode as 0x-prefixed hex (value)
	constructor_types - Tuple type signature, e.g. "(uint256,address)" or "()" (value)
	constructor_args - Tuple of ctor values, e.g. {42, addr_bin} or {} (value)
	return_type - Return tuple type, e.g. "(uint256[])" (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
List of decoded return values ([decoded])
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    return_type: %{
      description: "Return tuple type, e.g. \"(uint256[])\"",
      kind: :value
    },
    bytecode: %{
      description: "Creation bytecode as 0x-prefixed hex",
      kind: :value
    },
    constructor_types: %{
      description: "Tuple type signature, e.g. \"(uint256,address)\" or \"()\"",
      kind: :value
    },
    constructor_args: %{
      description: "Tuple of ctor values, e.g. {42, addr_bin} or {}",
      kind: :value
    }
  },
  returns: %{type: "[decoded]", description: "List of decoded return values"}
}

  


        

      


  

    
Onchain.Subscription 
    



      
Real-time Ethereum subscriptions via eth_subscribe over WebSocket.
Wraps zen_websocket with Ethereum-specific
subscription management. Supports three subscription types: new block headers,
pending transactions, and filtered event logs.
Does
	Connect to a WebSocket-capable Ethereum endpoint (connect/2)
	Subscribe to newHeads, newPendingTransactions, and logs (subscribe/3)
	Parse subscription notifications into normalized Elixir maps
	Deliver parsed events via handler function or process messages
	Unsubscribe and clean up resources (unsubscribe/2, close/1)

Does Not
	Persist or index events (see rexex for durable indexing)
	Convert HTTP RPC URLs to WebSocket URLs (consumer provides wss:// directly)
	Manage reconnection subscriptions (delegates reconnection to zen_websocket)

Event Delivery
Events are delivered via a handler function passed to connect/2. The default
handler sends {:subscription, event} messages to the calling process.
Event shapes:
	{:new_heads, subscription_id, head_map}
	{:pending_transactions, subscription_id, tx_hash}
	{:logs, subscription_id, log_map}
	{:parse_error, subscription_id, reason} — malformed notification; reason is a
tagged tuple from the internal parser
({:invalid_head, _} | {:invalid_tx_hash, _} | {:invalid_log, _})

Subscribe Race Buffering
The race between eth_subscribe's RPC reply (which returns the subscription_id)
and the Agent registration of that id is closed by buffering: notifications that
arrive for an unregistered subscription_id are queued only while an
eth_subscribe is in flight; unsolicited sub_ids are dropped. Per-id cap is
100 entries (oldest dropped on overflow with a Logger.warning); distinct
sub_id keys are capped at 16 (oldest key evicted on overflow). On registration,
buffered notifications are flushed FIFO through the same handler path before
subscribe/3 returns.
Cross-buffer / post-registration ordering is best-effort: a notification that
arrives between the atomic register-and-drain step and the synchronous flush is
dispatched immediately and may interleave with buffered events. Acceptable for
self-contained, independent notifications (heads, hashes, logs).
Handler exceptions during flush propagate (consistent with fire-and-forget
dispatch_event/4 semantics). Remaining buffered events for that flush are lost;
Agent state remains consistent.
Error Format
	Connection failures: {:error, {:connection_error, reason}}
	RPC errors: {:error, {:rpc_error, %{code: integer, message: string}}}
	Invalid subscription type: {:error, {:invalid_subscription_type, type}}

Functions
	Function	Purpose
	connect/2	Open WebSocket connection to Ethereum node
	connect!/2	Same, raises on error
	subscribe/3	Subscribe to a notification type
	subscribe!/3	Same, raises on error
	unsubscribe/2	Cancel a subscription by ID
	unsubscribe!/2	Same, raises on error
	close/1	Close connection and free resources

API Functions
	Function	Arity	Description	Param Kinds
	close	1	Close the WebSocket connection and free resources.	sub: value
	unsubscribe!	2	Cancel a subscription by ID. Raises on error.	sub: value, subscription_id: value
	unsubscribe	2	Cancel a subscription by ID.	sub: value, subscription_id: value
	subscribe!	3	Subscribe to an Ethereum notification type. Raises on error.	sub: value, type: value, opts: value
	subscribe	3	Subscribe to an Ethereum notification type.	sub: value, type: value, opts: value
	connect!	2	Open a WebSocket connection. Raises on error.	ws_url: value, opts: value
	connect	2	Open a WebSocket connection to an Ethereum node.	ws_url: value, opts: value
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        subscription_type()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        close(subscription)

      


        Close the WebSocket connection and free resources.



    


    
      
        connect(ws_url, opts \\ [])

      


        Open a WebSocket connection to an Ethereum node.



    


    
      
        connect!(ws_url, opts \\ [])

      


        Open a WebSocket connection. Raises on error.



    


    
      
        subscribe(sub, type, opts \\ [])

      


        Subscribe to an Ethereum notification type.



    


    
      
        subscribe!(sub, type, opts \\ [])

      


        Subscribe to an Ethereum notification type. Raises on error.



    


    
      
        unsubscribe(subscription, subscription_id)

      


        Cancel a subscription by ID.



    


    
      
        unsubscribe!(sub, subscription_id)

      


        Cancel a subscription by ID. Raises on error.



    





      


      
        Types


        


  
    
      
    
    
      event()



        
          
        

    

  


  

      

          @type event() ::
  {:new_heads, String.t(), head()}
  | {:pending_transactions, String.t(), String.t()}
  | {:logs, String.t(), log()}
  | {:parse_error, String.t(), term()}


      



  



  
    
      
    
    
      handler()



        
          
        

    

  


  

      

          @type handler() :: (event() -> any())


      



  



  
    
      
    
    
      head()



        
          
        

    

  


  

      

          @type head() :: %{
  number: non_neg_integer(),
  hash: String.t(),
  parent_hash: String.t(),
  timestamp: non_neg_integer(),
  miner: String.t(),
  gas_limit: non_neg_integer(),
  gas_used: non_neg_integer(),
  base_fee_per_gas: non_neg_integer() | nil,
  logs_bloom: String.t(),
  transactions_root: String.t(),
  state_root: String.t(),
  receipts_root: String.t()
}


      



  



  
    
      
    
    
      log()



        
          
        

    

  


  

      

          @type log() :: %{
  address: String.t(),
  topics: [String.t()],
  data: String.t(),
  block_number: non_neg_integer(),
  transaction_hash: String.t(),
  log_index: non_neg_integer(),
  transaction_index: non_neg_integer(),
  removed: boolean()
}


      



  



  
    
      
    
    
      subscription_type()



        
          
        

    

  


  

      

          @type subscription_type() :: :new_heads | :pending_transactions | {:logs, map()}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.Subscription{
  agent: pid(),
  client: ZenWebsocket.Client.t(),
  handler: handler()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      close(subscription)



        
          
        

    

  


  

      

          @spec close(t()) :: :ok


      


Close the WebSocket connection and free resources.
Parameters
	sub - Subscription handle (value)

Returns
Always returns :ok (:ok)
# descripex:contract
%{
  params: %{sub: %{description: "Subscription handle", kind: :value}},
  returns: %{type: ":ok", description: "Always returns :ok"}
}

  



    

  
    
      
    
    
      connect(ws_url, opts \\ [])



        
          
        

    

  


  

      

          @spec connect(
  String.t(),
  keyword()
) :: {:ok, t()} | {:error, term()}


      


Open a WebSocket connection to an Ethereum node.
Parameters
	ws_url - WebSocket URL (wss:// or ws://) (value)
	opts - Options: :handler (event callback fn), plus zen_websocket options (:retry_count, :retry_delay, :max_backoff) (default: [], value)

Returns
Subscription handle for subscribe/unsubscribe/close calls ({:ok, %Onchain.Subscription{}} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :handler (event callback fn), plus zen_websocket options (:retry_count, :retry_delay, :max_backoff)",
      kind: :value
    },
    ws_url: %{description: "WebSocket URL (wss:// or ws://)", kind: :value}
  },
  returns: %{
    type: "{:ok, %Onchain.Subscription{}} | {:error, term()}",
    description: "Subscription handle for subscribe/unsubscribe/close calls"
  }
}

  



    

  
    
      
    
    
      connect!(ws_url, opts \\ [])



        
          
        

    

  


  

      

          @spec connect!(
  String.t(),
  keyword()
) :: t()


      


Open a WebSocket connection. Raises on error.
Parameters
	ws_url - WebSocket URL (wss:// or ws://) (value)
	opts - Same options as connect/2 (default: [], value)

Returns
Subscription handle (%Onchain.Subscription{})
# descripex:contract
%{
  params: %{
    opts: %{default: [], description: "Same options as connect/2", kind: :value},
    ws_url: %{description: "WebSocket URL (wss:// or ws://)", kind: :value}
  },
  returns: %{
    type: "%Onchain.Subscription{}",
    description: "Subscription handle"
  }
}

  



    

  
    
      
    
    
      subscribe(sub, type, opts \\ [])



        
          
        

    

  


  

      

          @spec subscribe(t(), subscription_type(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      


Subscribe to an Ethereum notification type.
Parameters
	sub - Subscription handle from connect/2 (value)
	type - Subscription type: :new_heads, :pending_transactions, or {:logs, filter_map} (value)
	opts - Reserved for future options (default: [], value)

Returns
Subscription ID for unsubscribe ({:ok, subscription_id} | {:error, term()})
# descripex:contract
%{
  params: %{
    type: %{
      description: "Subscription type: :new_heads, :pending_transactions, or {:logs, filter_map}",
      kind: :value
    },
    opts: %{
      default: [],
      description: "Reserved for future options",
      kind: :value
    },
    sub: %{description: "Subscription handle from connect/2", kind: :value}
  },
  returns: %{
    type: "{:ok, subscription_id} | {:error, term()}",
    description: "Subscription ID for unsubscribe"
  }
}

  



    

  
    
      
    
    
      subscribe!(sub, type, opts \\ [])



        
          
        

    

  


  

      

          @spec subscribe!(t(), subscription_type(), keyword()) :: String.t()


      


Subscribe to an Ethereum notification type. Raises on error.
Parameters
	sub - Subscription handle from connect/2 (value)
	type - Same types as subscribe/3 (value)
	opts - Reserved for future options (default: [], value)

Returns
Subscription ID (String.t())
# descripex:contract
%{
  params: %{
    type: %{description: "Same types as subscribe/3", kind: :value},
    opts: %{
      default: [],
      description: "Reserved for future options",
      kind: :value
    },
    sub: %{description: "Subscription handle from connect/2", kind: :value}
  },
  returns: %{type: "String.t()", description: "Subscription ID"}
}

  



  
    
      
    
    
      unsubscribe(subscription, subscription_id)



        
          
        

    

  


  

      

          @spec unsubscribe(t(), String.t()) :: {:ok, boolean()} | {:error, term()}


      


Cancel a subscription by ID.
Parameters
	sub - Subscription handle (value)
	subscription_id - Subscription ID from subscribe/3 (value)

Returns
true if unsubscribed successfully ({:ok, boolean()} | {:error, term()})
# descripex:contract
%{
  params: %{
    sub: %{description: "Subscription handle", kind: :value},
    subscription_id: %{
      description: "Subscription ID from subscribe/3",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, boolean()} | {:error, term()}",
    description: "true if unsubscribed successfully"
  }
}

  



  
    
      
    
    
      unsubscribe!(sub, subscription_id)



        
          
        

    

  


  

      

          @spec unsubscribe!(t(), String.t()) :: boolean()


      


Cancel a subscription by ID. Raises on error.
Parameters
	sub - Subscription handle (value)
	subscription_id - Subscription ID (value)

Returns
true if unsubscribed (boolean())
# descripex:contract
%{
  params: %{
    sub: %{description: "Subscription handle", kind: :value},
    subscription_id: %{description: "Subscription ID", kind: :value}
  },
  returns: %{type: "boolean()", description: "true if unsubscribed"}
}

  


        

      


  

    
Onchain.Transfer 
    



      
Transfer event parser for ERC-20, ERC-721, and ERC-1155 token standards.
Parses raw Ethereum logs into normalized %Transfer{} structs — the "follow
the money" primitive for wallet analytics. Every token movement on Ethereum
emits a Transfer event; this module decodes all three standards.
Does
	Parse raw log maps into %Transfer{} structs (parse_log/1, parse_logs/1)
	Fetch and parse transfer logs in one call (fetch/2)
	Expose topic hashes for filter building (transfer_topics/0)

Does Not
	Index or store transfers (see rexex for durable indexing)
	Track balances over time (compose with Onchain.ERC20 for snapshots)
	Handle non-standard transfer events (custom names, non-indexed params)

Token Standard Detection
ERC-20 and ERC-721 share the same Transfer(address,address,uint256) topic hash.
Distinguished by topic count:
	3 topics [topic0, from, to] + value in data → ERC-20
	4 topics [topic0, from, to, tokenId] + empty/no data → ERC-721

ERC-1155 uses separate TransferSingle and TransferBatch signatures.
Error Format
	Non-transfer log: {:error, {:unknown_event, :not_a_transfer}}
	Decode errors: propagated from Onchain.Log.decode_event/2

Functions
	Function	Purpose
	parse_log/1	Single raw log → Transfer struct(s)
	parse_log!/1	Same, raises on error
	parse_logs/1	List of raw logs → Transfer structs (skips non-Transfer)
	parse_logs!/1	Same, raises on error
	fetch/2	eth_get_logs + parse_logs convenience
	fetch!/2	Same, raises on error
	transfer_topics/0	The 3 topic0 hashes for filter building

API Functions
	Function	Arity	Description	Param Kinds
	fetch!	2	Fetch transfer logs from chain and parse into structs. Raises on error.	filter: value, opts: value
	fetch	2	Fetch transfer logs from chain and parse into structs.	filter: value, opts: value
	parse_logs!	1	Parse a list of raw logs, skipping non-Transfer events. Raises on error.	logs: value
	parse_logs	1	Parse a list of raw logs, skipping non-Transfer events.	logs: value
	parse_log!	1	Parse a single raw log map into Transfer struct(s). Raises on error.	log: value
	parse_log	1	Parse a single raw log map into Transfer struct(s).	log: value
	transfer_topics	0	Returns the 3 topic0 hashes for ERC-20/721/1155 Transfer events.	-
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        fetch(filter, opts \\ [])

      


        Fetch transfer logs from chain and parse into structs.



    


    
      
        fetch!(filter, opts \\ [])

      


        Fetch transfer logs from chain and parse into structs. Raises on error.



    


    
      
        parse_log(log)

      


        Parse a single raw log map into Transfer struct(s).



    


    
      
        parse_log!(log)

      


        Parse a single raw log map into Transfer struct(s). Raises on error.



    


    
      
        parse_logs(logs)

      


        Parse a list of raw logs, skipping non-Transfer events.



    


    
      
        parse_logs!(logs)

      


        Parse a list of raw logs, skipping non-Transfer events. Raises on error.



    


    
      
        transfer_topics()

      


        Returns the 3 topic0 hashes for ERC-20/721/1155 Transfer events.
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          @type t() :: %Onchain.Transfer{
  amount: non_neg_integer() | nil,
  block_number: non_neg_integer(),
  from: String.t(),
  log_index: non_neg_integer(),
  operator: String.t() | nil,
  to: String.t(),
  token: String.t(),
  token_id: non_neg_integer() | nil,
  token_standard: :erc20 | :erc721 | :erc1155,
  transaction_hash: String.t()
}
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          @spec fetch(
  map(),
  keyword()
) :: {:ok, [t()]} | {:error, term()}


      


Fetch transfer logs from chain and parse into structs.
Parameters
	filter - Filter map for eth_get_logs (e.g. %{from_block: 18_000_000, to_block: 18_000_100, address: "0x..."}) (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Parsed transfer structs from matching logs ({:ok, [t()]} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    filter: %{
      description: "Filter map for eth_get_logs (e.g. %{from_block: 18_000_000, to_block: 18_000_100, address: \"0x...\"})",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, [t()]} | {:error, term}",
    description: "Parsed transfer structs from matching logs"
  }
}

  



    

  
    
      
    
    
      fetch!(filter, opts \\ [])



        
          
        

    

  


  

      

          @spec fetch!(
  map(),
  keyword()
) :: [t()]


      


Fetch transfer logs from chain and parse into structs. Raises on error.
Parameters
	filter - Filter map (see fetch/2) (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Parsed transfer structs ([t()])
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    filter: %{description: "Filter map (see fetch/2)", kind: :value}
  },
  returns: %{type: "[t()]", description: "Parsed transfer structs"}
}

  



  
    
      
    
    
      parse_log(log)



        
          
        

    

  


  

      

          @spec parse_log(map()) :: {:ok, t()} | {:ok, [t()]} | {:error, term()}


      


Parse a single raw log map into Transfer struct(s).
Parameters
	log - Raw log map with :topics, :data, :address, :block_number, :transaction_hash, :log_index (value)

Returns
Single struct for ERC-20/721/1155-Single, list for 1155-Batch ({:ok, t()} | {:ok, [t()]} | {:error, term})
# descripex:contract
%{
  params: %{
    log: %{
      description: "Raw log map with :topics, :data, :address, :block_number, :transaction_hash, :log_index",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, t()} | {:ok, [t()]} | {:error, term}",
    description: "Single struct for ERC-20/721/1155-Single, list for 1155-Batch"
  }
}

  



  
    
      
    
    
      parse_log!(log)



        
          
        

    

  


  

      

          @spec parse_log!(map()) :: t() | [t()]


      


Parse a single raw log map into Transfer struct(s). Raises on error.
Parameters
	log - Raw log map (see parse_log/1) (value)

Returns
Transfer struct(s) (t() | [t()])
# descripex:contract
%{
  params: %{log: %{description: "Raw log map (see parse_log/1)", kind: :value}},
  returns: %{type: "t() | [t()]", description: "Transfer struct(s)"}
}

  



  
    
      
    
    
      parse_logs(logs)



        
          
        

    

  


  

      

          @spec parse_logs([map()]) :: {:ok, [t()]}


      


Parse a list of raw logs, skipping non-Transfer events.
Parameters
	logs - List of raw log maps from eth_get_logs (value)

Returns
Flat list of Transfer structs (batches expanded, non-transfers skipped) ({:ok, [t()]})
# descripex:contract
%{
  params: %{
    logs: %{description: "List of raw log maps from eth_get_logs", kind: :value}
  },
  returns: %{
    type: "{:ok, [t()]}",
    description: "Flat list of Transfer structs (batches expanded, non-transfers skipped)"
  }
}

  



  
    
      
    
    
      parse_logs!(logs)



        
          
        

    

  


  

      

          @spec parse_logs!([map()]) :: [t()]


      


Parse a list of raw logs, skipping non-Transfer events. Raises on error.
Parameters
	logs - List of raw log maps (value)

Returns
Flat list of Transfer structs ([t()])
# descripex:contract
%{
  params: %{logs: %{description: "List of raw log maps", kind: :value}},
  returns: %{type: "[t()]", description: "Flat list of Transfer structs"}
}

  



  
    
      
    
    
      transfer_topics()



        
          
        

    

  


  

      

          @spec transfer_topics() :: [String.t()]


      


Returns the 3 topic0 hashes for ERC-20/721/1155 Transfer events.
Returns
List of 0x-prefixed keccak256 hashes: [Transfer, TransferSingle, TransferBatch] ([String.t()])
# descripex:contract
%{
  returns: %{
    type: "[String.t()]",
    description: "List of 0x-prefixed keccak256 hashes: [Transfer, TransferSingle, TransferBatch]"
  }
}

  


        

      


  

    
Onchain.Wallet 
    



      
Thin convenience layer for wallet-level queries.
Does
	Classify addresses as EOA or contract (classify/2)
	Fetch native ETH balance (balance/2)

Does Not
	Track token balances (see Onchain.ERC20)
	Manage keys or signing (see Onchain.Signer)
	Parse transactions or receipts (see Onchain.RPC)

Functions
	Function	Purpose
	classify/2	Determine if address is :eoa or :contract
	classify!/2	Same, raises on error
	balance/2	Native ETH balance in wei
	balance!/2	Same, raises on error

API Functions
	Function	Arity	Description	Param Kinds
	balance!	2	Get the native ETH balance of an address in wei. Raises on error.	address: value, opts: value
	balance	2	Get the native ETH balance of an address in wei.	address: value, opts: value
	classify!	2	Classify an address as EOA or contract. Raises on error.	address: value, opts: value
	classify	2	Classify an address as EOA or contract.	address: value, opts: value


      


      
        Summary


  
    Functions
  


    
      
        balance(address, opts \\ [])

      


        Get the native ETH balance of an address in wei.



    


    
      
        balance!(address, opts \\ [])

      


        Get the native ETH balance of an address in wei. Raises on error.



    


    
      
        classify(address, opts \\ [])

      


        Classify an address as EOA or contract.



    


    
      
        classify!(address, opts \\ [])

      


        Classify an address as EOA or contract. Raises on error.



    





      


      
        Functions


        


    

  
    
      
    
    
      balance(address, opts \\ [])



        
          
        

    

  


  

      

          @spec balance(
  String.t() | binary(),
  keyword()
) :: {:ok, non_neg_integer()} | {:error, term()}


      


Get the native ETH balance of an address in wei.
Parameters
	address - Account address as 0x hex string or 20-byte binary (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Balance in wei ({:ok, non_neg_integer} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    address: %{
      description: "Account address as 0x hex string or 20-byte binary",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, non_neg_integer} | {:error, term}",
    description: "Balance in wei"
  }
}

  



    

  
    
      
    
    
      balance!(address, opts \\ [])



        
          
        

    

  


  

      

          @spec balance!(
  String.t() | binary(),
  keyword()
) :: non_neg_integer()


      


Get the native ETH balance of an address in wei. Raises on error.
Parameters
	address - Account address as 0x hex string or 20-byte binary (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Balance in wei (non_neg_integer)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    address: %{
      description: "Account address as 0x hex string or 20-byte binary",
      kind: :value
    }
  },
  returns: %{type: :non_neg_integer, description: "Balance in wei"}
}

  



    

  
    
      
    
    
      classify(address, opts \\ [])



        
          
        

    

  


  

      

          @spec classify(
  String.t() | binary(),
  keyword()
) :: {:ok, :eoa | :contract} | {:error, term()}


      


Classify an address as EOA or contract.
Parameters
	address - Account address as 0x hex string or 20-byte binary (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
:eoa if no bytecode, :contract if bytecode exists ({:ok, :eoa | :contract} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    address: %{
      description: "Account address as 0x hex string or 20-byte binary",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, :eoa | :contract} | {:error, term}",
    description: ":eoa if no bytecode, :contract if bytecode exists"
  }
}

  



    

  
    
      
    
    
      classify!(address, opts \\ [])



        
          
        

    

  


  

      

          @spec classify!(
  String.t() | binary(),
  keyword()
) :: :eoa | :contract


      


Classify an address as EOA or contract. Raises on error.
Parameters
	address - Account address as 0x hex string or 20-byte binary (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Address type atom (:eoa | :contract)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    address: %{
      description: "Account address as 0x hex string or 20-byte binary",
      kind: :value
    }
  },
  returns: %{type: ":eoa | :contract", description: "Address type atom"}
}

  


        

      


  

    
mix onchain.scrape_erigon_methods 
    



      
Scrapes Erigon trace/otterscan JSON-RPC methods from vendored Go source.
Pure-Elixir: matches Go method declarations with @method_decl_regex. The
vendored Erigon API files (pinned commit) keep the receiver and method name on
the method's opening line, so a line-anchored regex extracts them
deterministically without a parser dependency.
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