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Onchain 
    



      
Shared Ethereum/blockchain library providing read and write capabilities.
Owns RPC calls, ABI encoding (Onchain.ABI), transaction signing, and
cryptographic operations.
Discovery
Use Onchain.describe/0 for a module overview, Onchain.describe/1 for
function listings, and Onchain.describe/2 for full function details.

      


      
        Summary


  
    Functions
  


    
      
        __descripex_modules__()

      


        Return the list of modules registered with this library.



    


    
      
        describe()

      


        Return a Level 1 overview of all modules in this library.



    


    
      
        describe(mod_or_short)

      


        Return Level 2 function list for a module (by full atom, or short name as string or atom).



    


    
      
        describe(mod_or_short, func_name)

      


        Return Level 3 function detail (or nil if not found).



    





      


      
        Functions


        


  
    
      
    
    
      __descripex_modules__()



        
          
        

    

  


  

      

          @spec __descripex_modules__() :: [module()]


      


Return the list of modules registered with this library.

  



  
    
      
    
    
      describe()



        
          
        

    

  


  

      

          @spec describe() :: [map()]


      


Return a Level 1 overview of all modules in this library.

  



  
    
      
    
    
      describe(mod_or_short)



        
          
        

    

  


  

      

          @spec describe(module() | atom() | String.t()) :: [map()]


      


Return Level 2 function list for a module (by full atom, or short name as string or atom).

  



  
    
      
    
    
      describe(mod_or_short, func_name)



        
          
        

    

  


  

      

          @spec describe(module() | atom() | String.t(), atom()) :: map() | nil


      


Return Level 3 function detail (or nil if not found).

  


        

      


  

    
Onchain.AA 
    



      
ERC-4337 Account Abstraction: UserOperation construction, hashing, signing,
and bundler JSON-RPC.
Supports both EntryPoint versions, whose wire formats differ:
	v0.6 (0x5FF137D4b0FDCD49DcA30c7CF57E578a026d2789) — the original
UserOperation with separate callGasLimit/verificationGasLimit and
maxFeePerGas/maxPriorityFeePerGas words, plus initCode and
paymasterAndData byte fields.
	v0.7 (0x0000000071727De22E5E9d8BAf0edAc6f37da032) — the
PackedUserOperation: accountGasLimits = verificationGasLimit (high 128) ‖ callGasLimit (low 128) and gasFees = maxPriorityFeePerGas (high 128) ‖ maxFeePerGas (low 128), with initCode/paymasterAndData derived from the
unpacked factory*/paymaster* fields. The JSON-RPC representation sent to
bundlers stays unpacked (separate factory, factoryData,
paymasterVerificationGasLimit, etc.).

The version is selected per call via the :version option (:v0_6 | :v0_7,
default :v0_7).
userOpHash
Both versions hash as
keccak256(abi.encode(keccak256(packed), entryPoint, chainId)), where packed
is the version-specific abi.encode of the op (variable-length byte fields
hashed with keccak first). This matches EntryPoint.getUserOpHash. Verified
against reference vectors in test/onchain/aa_test.exs (cross-checked with
viem's getUserOperationHash test vectors).
Signing
sign_user_operation/5 signs the userOpHash and returns the op with its
:signature populated. Two schemes:
	:eip191 (default) — ECDSA over keccak256("\x19Ethereum Signed Message:\n32" ‖ userOpHash), matching the canonical eth-infinitism
SimpleAccount (userOpHash.toEthSignedMessageHash()).
	:raw — ECDSA over the raw 32-byte userOpHash (accounts that recover
directly without the EIP-191 envelope).

The signature is r ‖ s ‖ v with v ∈ {27, 28}. Accounts with bespoke
signature schemes (Safe, multisig, passkey) should call user_op_hash/4 and
build the signature themselves.
Bundler RPC
send_user_operation/3, estimate_user_operation_gas/3,
get_user_operation_by_hash/2, get_user_operation_receipt/2, and
supported_entry_points/1 wrap the standard bundler methods. The bundler URL
is passed via :bundler_url (or :rpc_url); results are returned raw
(decoded JSON) since shapes are bundler-defined.
Functions
	Function	Purpose
	entry_point/1	Canonical EntryPoint address for a version
	new/1	Build + validate a UserOperation from fields
	user_op_hash/4	Compute the EntryPoint userOpHash
	sign_user_operation/5	Sign a UserOperation, return it with :signature
	to_rpc_params/2	Serialize a UserOperation to bundler JSON-RPC params
	send_user_operation/3	eth_sendUserOperation → userOpHash
	estimate_user_operation_gas/3	eth_estimateUserOperationGas → gas map
	get_user_operation_by_hash/2	eth_getUserOperationByHash
	get_user_operation_receipt/2	eth_getUserOperationReceipt
	supported_entry_points/1	eth_supportedEntryPoints → addresses

API Functions
	Function	Arity	Description	Param Kinds
	supported_entry_points	1	List EntryPoint addresses the bundler supports (eth_supportedEntryPoints).	opts: value
	get_user_operation_receipt	2	Fetch a UserOperation receipt (eth_getUserOperationReceipt).	user_op_hash: value, opts: value
	get_user_operation_by_hash	2	Look up a UserOperation by its hash (eth_getUserOperationByHash).	user_op_hash: value, opts: value
	estimate_user_operation_gas	3	Estimate gas for a UserOperation (eth_estimateUserOperationGas).	user_op: value, entry_point: value, opts: value
	send_user_operation	3	Submit a UserOperation to a bundler (eth_sendUserOperation).	user_op: value, entry_point: value, opts: value
	to_rpc_params	2	Serialize a UserOperation to bundler JSON-RPC params.	user_op: value, opts: value
	sign_user_operation	5	Sign a UserOperation and return it with :signature populated.	user_op: value, private_key: value, entry_point: value, chain_id: value, opts: value
	user_op_hash	4	Compute the EntryPoint userOpHash for a UserOperation.	user_op: value, entry_point: value, chain_id: value, opts: value
	new	1	Build and validate a UserOperation from a map or keyword of fields.	fields: value
	entry_point	1	Canonical EntryPoint contract address for a version.	version: value


      


      
        Summary


  
    Functions
  


    
      
        entry_point(atom)

      


        Canonical EntryPoint contract address for a version.



    


    
      
        estimate_user_operation_gas(user_op, entry_point, opts \\ [])

      


        Estimate gas for a UserOperation (eth_estimateUserOperationGas).



    


    
      
        get_user_operation_by_hash(user_op_hash, opts \\ [])

      


        Look up a UserOperation by its hash (eth_getUserOperationByHash).



    


    
      
        get_user_operation_receipt(user_op_hash, opts \\ [])

      


        Fetch a UserOperation receipt (eth_getUserOperationReceipt).



    


    
      
        new(fields)

      


        Build and validate a UserOperation from a map or keyword of fields.



    


    
      
        send_user_operation(user_op, entry_point, opts \\ [])

      


        Submit a UserOperation to a bundler (eth_sendUserOperation).



    


    
      
        sign_user_operation(user_op, private_key, entry_point, chain_id, opts \\ [])

      


        Sign a UserOperation and return it with :signature populated.



    


    
      
        supported_entry_points(opts \\ [])

      


        List EntryPoint addresses the bundler supports (eth_supportedEntryPoints).



    


    
      
        to_rpc_params(user_op, opts \\ [])

      


        Serialize a UserOperation to bundler JSON-RPC params.



    


    
      
        user_op_hash(user_op, entry_point, chain_id, opts \\ [])

      


        Compute the EntryPoint userOpHash for a UserOperation.



    





      


      
        Functions


        


  
    
      
    
    
      entry_point(atom)



        
          
        

    

  


  

      

          @spec entry_point(:v0_6 | :v0_7) :: String.t()


      


Canonical EntryPoint contract address for a version.
Parameters
	version - EntryPoint version: :v0_6 or :v0_7 (value)

Returns
0x-prefixed checksummed EntryPoint address (string)
# descripex:contract
%{
  params: %{
    version: %{description: "EntryPoint version: :v0_6 or :v0_7", kind: :value}
  },
  returns: %{
    type: :string,
    description: "0x-prefixed checksummed EntryPoint address"
  }
}

  



    

  
    
      
    
    
      estimate_user_operation_gas(user_op, entry_point, opts \\ [])



        
          
        

    

  


  

      

          @spec estimate_user_operation_gas(
  Onchain.AA.UserOperation.t(),
  String.t() | binary(),
  keyword()
) ::
  {:ok, term()} | {:error, term()}


      


Estimate gas for a UserOperation (eth_estimateUserOperationGas).
Parameters
	user_op - %Onchain.AA.UserOperation{} struct (signature may be a dummy) (value)
	entry_point - EntryPoint address the bundler should use (value)
	opts - Options: :version (default :v0_7), :bundler_url (or :rpc_url), :timeout (default: [], value)

Returns
Gas estimate map (e.g. preVerificationGas, verificationGasLimit, callGasLimit) with bundler-defined hex values ({:ok, map} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :version (default :v0_7), :bundler_url (or :rpc_url), :timeout",
      kind: :value
    },
    entry_point: %{
      description: "EntryPoint address the bundler should use",
      kind: :value
    },
    user_op: %{
      description: "%Onchain.AA.UserOperation{} struct (signature may be a dummy)",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, map} | {:error, term}",
    description: "Gas estimate map (e.g. preVerificationGas, verificationGasLimit, callGasLimit) with bundler-defined hex values"
  }
}

  



    

  
    
      
    
    
      get_user_operation_by_hash(user_op_hash, opts \\ [])



        
          
        

    

  


  

      

          @spec get_user_operation_by_hash(String.t(), keyword()) ::
  {:ok, term()} | {:error, term()}


      


Look up a UserOperation by its hash (eth_getUserOperationByHash).
Parameters
	user_op_hash - 0x-prefixed 32-byte userOpHash (value)
	opts - Options: :bundler_url (or :rpc_url), :timeout (default: [], value)

Returns
UserOperation + inclusion info map, or nil if the bundler has not seen it ({:ok, map | nil} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :bundler_url (or :rpc_url), :timeout",
      kind: :value
    },
    user_op_hash: %{description: "0x-prefixed 32-byte userOpHash", kind: :value}
  },
  returns: %{
    type: "{:ok, map | nil} | {:error, term}",
    description: "UserOperation + inclusion info map, or nil if the bundler has not seen it"
  }
}

  



    

  
    
      
    
    
      get_user_operation_receipt(user_op_hash, opts \\ [])



        
          
        

    

  


  

      

          @spec get_user_operation_receipt(String.t(), keyword()) ::
  {:ok, term()} | {:error, term()}


      


Fetch a UserOperation receipt (eth_getUserOperationReceipt).
Parameters
	user_op_hash - 0x-prefixed 32-byte userOpHash (value)
	opts - Options: :bundler_url (or :rpc_url), :timeout (default: [], value)

Returns
Receipt map (success, actualGasUsed, logs, receipt, …), or nil if not yet mined ({:ok, map | nil} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :bundler_url (or :rpc_url), :timeout",
      kind: :value
    },
    user_op_hash: %{description: "0x-prefixed 32-byte userOpHash", kind: :value}
  },
  returns: %{
    type: "{:ok, map | nil} | {:error, term}",
    description: "Receipt map (success, actualGasUsed, logs, receipt, …), or nil if not yet mined"
  }
}

  



  
    
      
    
    
      new(fields)



        
          
        

    

  


  

      

          @spec new(map() | keyword()) :: {:ok, Onchain.AA.UserOperation.t()} | {:error, term()}


      


Build and validate a UserOperation from a map or keyword of fields.
Parameters
	fields - Map/keyword of UserOperation fields. Required: :sender (address). Numeric fields (:nonce, :call_gas_limit, :verification_gas_limit, :pre_verification_gas, :max_fee_per_gas, :max_priority_fee_per_gas) default to 0. Byte fields (:init_code, :call_data, :paymaster_and_data, :signature) default to "0x". v0.7 unpacked fields :factory, :factory_data, :paymaster, :paymaster_verification_gas_limit, :paymaster_post_op_gas_limit, :paymaster_data default to nil. (value)

Returns
Validated UserOperation struct, or a validation error ({:ok, %Onchain.AA.UserOperation{}} | {:error, term})
# descripex:contract
%{
  params: %{
    fields: %{
      description: "Map/keyword of UserOperation fields. Required: :sender (address). Numeric fields (:nonce, :call_gas_limit, :verification_gas_limit, :pre_verification_gas, :max_fee_per_gas, :max_priority_fee_per_gas) default to 0. Byte fields (:init_code, :call_data, :paymaster_and_data, :signature) default to \"0x\". v0.7 unpacked fields :factory, :factory_data, :paymaster, :paymaster_verification_gas_limit, :paymaster_post_op_gas_limit, :paymaster_data default to nil.",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, %Onchain.AA.UserOperation{}} | {:error, term}",
    description: "Validated UserOperation struct, or a validation error"
  }
}

  



    

  
    
      
    
    
      send_user_operation(user_op, entry_point, opts \\ [])



        
          
        

    

  


  

      

          @spec send_user_operation(
  Onchain.AA.UserOperation.t(),
  String.t() | binary(),
  keyword()
) ::
  {:ok, term()} | {:error, term()}


      


Submit a UserOperation to a bundler (eth_sendUserOperation).
Parameters
	user_op - Signed %Onchain.AA.UserOperation{} struct (value)
	entry_point - EntryPoint address the bundler should use (value)
	opts - Options: :version (default :v0_7), :bundler_url (or :rpc_url), :timeout (default: [], value)

Returns
0x-prefixed userOpHash returned by the bundler ({:ok, String.t()} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :version (default :v0_7), :bundler_url (or :rpc_url), :timeout",
      kind: :value
    },
    entry_point: %{
      description: "EntryPoint address the bundler should use",
      kind: :value
    },
    user_op: %{
      description: "Signed %Onchain.AA.UserOperation{} struct",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term}",
    description: "0x-prefixed userOpHash returned by the bundler"
  }
}

  



    

  
    
      
    
    
      sign_user_operation(user_op, private_key, entry_point, chain_id, opts \\ [])



        
          
        

    

  


  

      

          @spec sign_user_operation(
  Onchain.AA.UserOperation.t(),
  binary(),
  String.t() | binary(),
  pos_integer(),
  keyword()
) :: {:ok, Onchain.AA.UserOperation.t()} | {:error, term()}


      


Sign a UserOperation and return it with :signature populated.
Parameters
	user_op - %Onchain.AA.UserOperation{} struct (value)
	private_key - 32-byte binary or hex private key (with or without 0x) (value)
	entry_point - EntryPoint address (hex string or 20-byte binary) (value)
	chain_id - Chain ID integer (value)
	opts - Options: :version (:v0_6 | :v0_7, default :v0_7), :scheme (:eip191 default, or :raw to sign the userOpHash directly) (default: [], value)


Returns
UserOperation with :signature set to a 65-byte r‖s‖v hex string ({:ok, %Onchain.AA.UserOperation{}} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :version (:v0_6 | :v0_7, default :v0_7), :scheme (:eip191 default, or :raw to sign the userOpHash directly)",
      kind: :value
    },
    private_key: %{
      description: "32-byte binary or hex private key (with or without 0x)",
      kind: :value
    },
    entry_point: %{
      description: "EntryPoint address (hex string or 20-byte binary)",
      kind: :value
    },
    user_op: %{description: "%Onchain.AA.UserOperation{} struct", kind: :value},
    chain_id: %{description: "Chain ID integer", kind: :value}
  },
  returns: %{
    type: "{:ok, %Onchain.AA.UserOperation{}} | {:error, term}",
    description: "UserOperation with :signature set to a 65-byte r‖s‖v hex string"
  }
}

  



    

  
    
      
    
    
      supported_entry_points(opts \\ [])



        
          
        

    

  


  

      

          @spec supported_entry_points(keyword()) :: {:ok, term()} | {:error, term()}


      


List EntryPoint addresses the bundler supports (eth_supportedEntryPoints).
Parameters
	opts - Options: :bundler_url (or :rpc_url), :timeout (default: [], value)

Returns
List of 0x-prefixed EntryPoint addresses ({:ok, [String.t()]} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :bundler_url (or :rpc_url), :timeout",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, [String.t()]} | {:error, term}",
    description: "List of 0x-prefixed EntryPoint addresses"
  }
}

  



    

  
    
      
    
    
      to_rpc_params(user_op, opts \\ [])



        
          
        

    

  


  

      

          @spec to_rpc_params(Onchain.AA.UserOperation.t(), keyword()) ::
  {:ok, map()} | {:error, term()}


      


Serialize a UserOperation to bundler JSON-RPC params.
Parameters
	user_op - %Onchain.AA.UserOperation{} struct (value)
	opts - Options: :version (:v0_6 | :v0_7, default :v0_7) (default: [], value)


Returns
JSON-RPC UserOperation object with string keys and 0x-quantity numeric fields. v0.7 includes factory/paymaster fields only when set. ({:ok, map} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :version (:v0_6 | :v0_7, default :v0_7)",
      kind: :value
    },
    user_op: %{description: "%Onchain.AA.UserOperation{} struct", kind: :value}
  },
  returns: %{
    type: "{:ok, map} | {:error, term}",
    description: "JSON-RPC UserOperation object with string keys and 0x-quantity numeric fields. v0.7 includes factory/paymaster fields only when set."
  }
}

  



    

  
    
      
    
    
      user_op_hash(user_op, entry_point, chain_id, opts \\ [])



        
          
        

    

  


  

      

          @spec user_op_hash(
  Onchain.AA.UserOperation.t(),
  String.t() | binary(),
  pos_integer(),
  keyword()
) ::
  {:ok, String.t()} | {:error, term()}


      


Compute the EntryPoint userOpHash for a UserOperation.
Parameters
	user_op - %Onchain.AA.UserOperation{} struct (value)
	entry_point - EntryPoint address (hex string or 20-byte binary) (value)
	chain_id - Chain ID integer (1 = mainnet, 11155111 = Sepolia) (value)
	opts - Options: :version (:v0_6 | :v0_7, default :v0_7) (default: [], value)


Returns
0x-prefixed 32-byte userOpHash ({:ok, String.t()} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :version (:v0_6 | :v0_7, default :v0_7)",
      kind: :value
    },
    entry_point: %{
      description: "EntryPoint address (hex string or 20-byte binary)",
      kind: :value
    },
    user_op: %{description: "%Onchain.AA.UserOperation{} struct", kind: :value},
    chain_id: %{
      description: "Chain ID integer (1 = mainnet, 11155111 = Sepolia)",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term}",
    description: "0x-prefixed 32-byte userOpHash",
    example: "0x1903d62bb5dc75af6fed866aa46d8e80063d9e288aa7f2caad0ff1fcae22e40d"
  }
}
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ERC-4337 UserOperation struct (unpacked representation).
Holds the fields a consumer reasons about, independent of EntryPoint version.
Numeric fields (nonce, gas limits, fees) are stored as non-negative
integers; byte-array fields (sender, call_data, …) as 0x-prefixed hex
strings.
Version-specific fields
The struct carries the union of v0.6 and v0.7 fields. Which ones are used
depends on the EntryPoint version passed to Onchain.AA functions:
	v0.6 uses init_code and paymaster_and_data directly.
	v0.7 derives initCode = factory ++ factory_data and
paymasterAndData = paymaster ++ paymaster_verification_gas_limit (16 bytes) ++ paymaster_post_op_gas_limit (16 bytes) ++ paymaster_data from the
unpacked factory*/paymaster* fields when they are set. If factory is
nil, init_code is used verbatim; if paymaster is nil,
paymaster_and_data is used verbatim. This lets a v0.7 op be expressed
either way.

Build instances with Onchain.AA.new/1, which applies defaults and validates.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.AA.UserOperation{
  call_data: String.t(),
  call_gas_limit: non_neg_integer(),
  factory: String.t() | nil,
  factory_data: String.t() | nil,
  init_code: String.t(),
  max_fee_per_gas: non_neg_integer(),
  max_priority_fee_per_gas: non_neg_integer(),
  nonce: non_neg_integer(),
  paymaster: String.t() | nil,
  paymaster_and_data: String.t(),
  paymaster_data: String.t() | nil,
  paymaster_post_op_gas_limit: non_neg_integer() | nil,
  paymaster_verification_gas_limit: non_neg_integer() | nil,
  pre_verification_gas: non_neg_integer(),
  sender: String.t(),
  signature: String.t(),
  verification_gas_limit: non_neg_integer()
}
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Documentation for ABI, the function interface language for Solidity.
Generally, the ABI describes how to take binary Ethereum and transform
it to or from types that Solidity understands.
Agent Discovery
Use Onchain.ABI.describe/0..2 for progressive API discovery:
Onchain.ABI.describe()                    # Level 1: all annotated modules
Onchain.ABI.describe(:abi)                # Level 2: functions in this module
Onchain.ABI.describe(:abi, :encode)       # Level 3: full contract for encode/2
A static api_manifest.json covering every public function is emitted by
mix onchain.manifest. Downstream consumers may diff that manifest across
onchain version bumps as a contract-stability check.
Hex-string callers can use encode_hex_call/2, decode_hex_call/3,
decode_hex_error/3, and decode_response/3 (also decode_types/3). These
conveniences share the binary codecs and return tagged error tuples.
API Functions
	Function	Arity	Description	Param Kinds
	decode_hex_error!	3	Decode custom-error revert data. Raises on error.	hex_revert_data: value, error_definitions: value, opts: value
	decode_hex_error	3	Decode Solidity 0.8.4+ custom-error revert data against a list of candidate error signatures.	hex_revert_data: value, error_definitions: value, opts: value
	decode_hex_call!	3	Decode selector-prefixed calldata. Raises on error.	signature_or_selector: value, hex_calldata: value, opts: value
	decode_hex_call	3	Decode selector-prefixed calldata to function args.	signature_or_selector: value, hex_calldata: value, opts: value
	decode_types!	3	Decode arbitrary ABI-encoded hex data. Alias of decode_response!/3.	type_signature: value, hex_data: value, opts: value
	decode_types	3	Decode arbitrary ABI-encoded hex data. Alias of decode_response/3.	type_signature: value, hex_data: value, opts: value
	decode_response!	3	Decode hex-encoded ABI response data to Elixir values. Raises on error.	type_signature: value, hex_data: value, opts: value
	decode_response	3	Decode hex-encoded ABI response data to Elixir values.	type_signature: value, hex_data: value, opts: value
	encode_hex_call!	2	Encode a function call to 0x-prefixed hex calldata. Raises on error.	signature: value, params: value
	encode_hex_call	2	Encode a function call to 0x-prefixed hex calldata.	signature: value, params: value
	parse_specification	1	Parses an ABI specification document into a list of Onchain.ABI.FunctionSelector structs.	doc: value
	get_abi_item	3	Finds an ABI fragment by name with optional input-type disambiguation for overloads.	abi: value, name: value, arg_types: value
	format_abi_item	1	Renders a FunctionSelector as its canonical Solidity signature string.	function_selector: value
	event_signature	1	Returns the 32-byte topic hash for an event signature.	function_signature: value
	encode_event_topics	2	Builds an eth_getLogs topic filter list from an event signature and indexed values.	function_signature: value, indexed_values: value
	decode_event	4	Decodes an event from raw log data and indexed topics.	function_signature: value, data: value, topics: value, opts: value
	encode_packed	2	Encodes values using Solidity's non-standard packed mode (abi.encodePacked).	signature_or_selector: value, values: value
	decode_error	3	Decodes selector-prefixed revert data against known custom-error definitions, plus the Solidity built-in Error(string)/Panic(uint256) errors.	revert_data: value, error_definitions: value, opts: value
	encode_error	3	Encodes args into selector-prefixed revert data for a named custom error.	signature_or_selector: value, data: value, opts: value
	decode_call	3	Decodes selector-prefixed calldata (4-byte method ID + ABI-encoded args) and verifies the selector matches.	signature_or_selector: value, calldata: value, opts: value
	decode	3	Decodes the given data based on the function or tuple signature.	function_signature: value, data: value, opts: value
	method_id	1	Returns the 4-byte function selector (method ID) for a function signature.	signature: value
	encode_constructor	2	Encodes constructor arguments for contract deployment (no selector prefix).	selector: value, data: value
	encode_call	3	Encodes args into selector-prefixed calldata for a named function.	signature_or_selector: value, data: value, opts: value
	encode	2	Encodes the given data into the function signature or tuple signature.	function_signature: value, data: value


      


      
        Summary


  
    Functions
  


    
      
        __descripex_modules__()

      


        Return the list of modules registered with this library.



    


    
      
        decode(function_signature, data, opts \\ [])

      


        Decodes the given data based on the function or tuple
signature.



    


    
      
        decode_call(signature_or_selector, calldata, opts \\ [])

      


        Decodes selector-prefixed calldata (4-byte method ID followed by ABI-encoded
args) and verifies the prefix matches the expected selector.



    


    
      
        decode_error(revert_data, error_definitions, opts \\ [])

      


        Decodes selector-prefixed revert data against a list of known custom-error
definitions.



    


    
      
        decode_event(function_signature, data, topics, opts \\ [])

      


        Decodes an event, including indexed and non-indexed data.



    


    
      
        decode_hex_call(signature_or_selector, hex_calldata, opts \\ [])

      


        Decode selector-prefixed calldata to function args.



    


    
      
        decode_hex_call!(signature_or_selector, hex_calldata, opts \\ [])

      


        Decode selector-prefixed calldata. Raises on error.



    


    
      
        decode_hex_error(hex_revert_data, error_definitions, opts \\ [])

      


        Decode Solidity 0.8.4+ custom-error revert data against a list of candidate error signatures.



    


    
      
        decode_hex_error!(hex_revert_data, error_definitions, opts \\ [])

      


        Decode custom-error revert data. Raises on error.



    


    
      
        decode_response(type_signature, hex_data, opts \\ [])

      


        Decode hex-encoded ABI response data to Elixir values.



    


    
      
        decode_response!(type_signature, hex_data, opts \\ [])

      


        Decode hex-encoded ABI response data to Elixir values. Raises on error.



    


    
      
        decode_types(type_signature, hex_data, opts \\ [])

      


        Decode arbitrary ABI-encoded hex data. Alias of decode_response/3.



    


    
      
        decode_types!(type_signature, hex_data, opts \\ [])

      


        Decode arbitrary ABI-encoded hex data. Alias of decode_response!/3.



    


    
      
        describe()

      


        Return a Level 1 overview of all modules in this library.



    


    
      
        describe(mod_or_short)

      


        Return Level 2 function list for a module (by full atom, or short name as string or atom).



    


    
      
        describe(mod_or_short, func_name)

      


        Return Level 3 function detail (or nil if not found).



    


    
      
        encode(function_signature, data)

      


        Encodes the given data into the function signature or tuple signature.



    


    
      
        encode_call(signature_or_selector, data, opts \\ [])

      


        Encodes args into selector-prefixed calldata for a named function.



    


    
      
        encode_constructor(selector, data)

      


        Encodes constructor arguments for contract deployment.



    


    
      
        encode_error(signature_or_selector, data, opts \\ [])

      


        Encodes args into selector-prefixed revert data for a Solidity 0.8.4+ custom error.



    


    
      
        encode_event_topics(function_signature, indexed_values)

      


        Builds an eth_getLogs topic filter list for indexed event arguments.



    


    
      
        encode_hex_call(signature, params)

      


        Encode a function call to 0x-prefixed hex calldata.



    


    
      
        encode_hex_call!(signature, params)

      


        Encode a function call to 0x-prefixed hex calldata. Raises on error.



    


    
      
        encode_packed(signature_or_selector, values)

      


        Encodes a list of values using Solidity's
non-standard packed mode.



    


    
      
        event_signature(function_signature)

      


        Returns the signature for an event.



    


    
      
        format_abi_item(function_selector)

      


        Renders an Onchain.ABI.FunctionSelector as its canonical Solidity signature string.



    


    
      
        get_abi_item(abi, name, arg_types)

      


        Finds an ABI fragment by name in a parsed specification list.



    


    
      
        method_id(signature)

      


        Returns the 4-byte function selector (method ID) for a function signature.



    


    
      
        parse_specification(doc)

      


        Parses the given ABI specification document into an array of Onchain.ABI.FunctionSelectors.



    





      


      
        Functions


        


  
    
      
    
    
      __descripex_modules__()



        
          
        

    

  


  

      

          @spec __descripex_modules__() :: [module()]


      


Return the list of modules registered with this library.

  



    

  
    
      
    
    
      decode(function_signature, data, opts \\ [])



        
          
        

    

  


  

      

          @spec decode(binary() | Onchain.ABI.FunctionSelector.t(), binary(), keyword()) ::
  [any()] | map() | {:error, {:strict_violation, term()}}


      


Decodes the given data based on the function or tuple
signature.
In place of a signature, you can also pass one of the Onchain.ABI.FunctionSelector structs returned from parse_specification/1.
Options
	:decode_structs — when true, returns a map keyed by snake_case atoms
derived from each parameter's name (instead of the default list).
Field-name atoms must already exist in the VM atom table — decode/3
calls String.to_existing_atom/1 and raises ArgumentError when an
atom has not been interned. See the README "Pre-interning atoms for
decode_structs: true" section for the one-liner migration.
	:strict — when true, rejects non-canonical bool/uint/int padding,
trailing bytes after the declared payload, and string/bytes length
prefixes that exceed the available data. Strict failures return
{:error, {:strict_violation, detail}}.

Examples
iex> Onchain.ABI.decode("baz(uint,address)", "00000000000000000000000000000000000000000000000000000000000000320000000000000000000000000000000000000000000000000000000000000001" |> Base.decode16!(case: :lower))
[50, <<1::160>>]

iex> Onchain.ABI.decode("(address[])", "00000000000000000000000000000000000000000000000000000000000000200000000000000000000000000000000000000000000000000000000000000000" |> Base.decode16!(case: :lower))
[[]]

iex> Onchain.ABI.decode("(uint256)", "000000000000000000000000000000000000000000000000000000000000000a" |> Base.decode16!(case: :lower))
[10]

iex> Onchain.ABI.decode("(string)", "0000000000000000000000000000000000000000000000000000000000000020000000000000000000000000000000000000000000000000000000000000000b457468657220546f6b656e000000000000000000000000000000000000000000" |> Base.decode16!(case: :lower))
["Ether Token"]

iex> Onchain.ABI.decode("((uint256,uint256),string)", "000000000000000000000000000000000000000000000000000000000000001100000000000000000000000000000000000000000000000000000000000000220000000000000000000000000000000000000000000000000000000000000060000000000000000000000000000000000000000000000000000000000000000b457468657220546f6b656e000000000000000000000000000000000000000000" |> Base.decode16!(case: :lower))
[{0x11, 0x22}, "Ether Token"]

iex> Onchain.ABI.decode("((uint256,(uint256,uint256)),string)", "0000000000000000000000000000000000000000000000000000000000000011000000000000000000000000000000000000000000000000000000000000002200000000000000000000000000000000000000000000000000000000000000330000000000000000000000000000000000000000000000000000000000000080000000000000000000000000000000000000000000000000000000000000000b457468657220546f6b656e000000000000000000000000000000000000000000" |> Base.decode16!(case: :lower))
[{0x11, {0x22, 0x33}}, "Ether Token"]

iex> File.read!("priv/dog.abi.json")
...> |> Jason.decode!
...> |> Onchain.ABI.parse_specification
...> |> Enum.find(&(&1.function == "bark")) # bark(address,bool)
...> |> Onchain.ABI.decode("00000000000000000000000000000000000000000000000000000000000000010000000000000000000000000000000000000000000000000000000000000001" |> Base.decode16!(case: :lower))
[<<1::160>>, true]

iex> Onchain.ABI.decode("(uint256 a,bool b)", "000000000000000000000000000000000000000000000000000000000000000a0000000000000000000000000000000000000000000000000000000000000001" |> Base.decode16!(case: :lower), decode_structs: true)
%{a: 10, b: true}

  



    

  
    
      
    
    
      decode_call(signature_or_selector, calldata, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_call(binary() | Onchain.ABI.FunctionSelector.t(), binary(), keyword()) ::
  {:ok, [any()] | map()} | {:error, decode_call_error()}


      


Decodes selector-prefixed calldata (4-byte method ID followed by ABI-encoded
args) and verifies the prefix matches the expected selector.
Symmetric counterpart to encode/2, which produces selector-prefixed
output. Use decode/2 for payload-only data (return values, or calldata
that has already been routed by selector).
Returns:
	{:ok, decoded} — selector matched; decoded is the same shape decode/3 returns
	{:error, :calldata_too_short} — fewer than 4 bytes provided
	{:error, :selector_mismatch} — first 4 bytes don't match the expected selector
	{:error, :no_function_name} — the selector has function: nil, so there's no
selector to verify against; use decode/3 with the payload directly
	{:error, {:strict_violation, detail}} — strict: true rejected a
non-canonical payload

Note
Only the selector check is wrapped in {:error, _}. When the selector
matches but the payload is malformed (truncated or wrongly-typed bytes),
the underlying decode/3 still raises — same contract as calling
decode/3 directly.
Examples
iex> calldata = Onchain.ABI.encode("transfer(address,uint256)", [<<1::160>>, 100])
iex> Onchain.ABI.decode_call("transfer(address,uint256)", calldata)
{:ok, [<<1::160>>, 100]}

iex> Onchain.ABI.decode_call("deposit()", <<0xd0, 0xe3, 0x0d, 0xb0>>)
{:ok, []}

iex> Onchain.ABI.decode_call("transfer(address,uint256)", <<0xde, 0xad, 0xbe, 0xef>>)
{:error, :selector_mismatch}

iex> Onchain.ABI.decode_call("transfer(address,uint256)", <<0xa9, 0x05>>)
{:error, :calldata_too_short}

iex> Onchain.ABI.decode_call(%Onchain.ABI.FunctionSelector{function: nil, types: []}, <<0::32>>)
{:error, :no_function_name}

  



    

  
    
      
    
    
      decode_error(revert_data, error_definitions, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_error(binary(), [binary() | Onchain.ABI.FunctionSelector.t()], keyword()) ::
  {:ok, %{error: String.t() | nil, args: [any()] | map()}}
  | {:error, decode_error_error()}


      


Decodes selector-prefixed revert data against a list of known custom-error
definitions.
Solidity 0.8.4 introduced
custom errors;
when a contract reverts with revert MyError(arg1, arg2), the revert data is
keccak256("MyError(type1,type2)")[0..3] ++ abi.encode(arg1, arg2) — exactly
the same shape as a call's selector-prefixed calldata.
This helper mirrors decode_call/3 for that shape: try each candidate error
signature against the revert's 4-byte prefix, decode the payload using
whichever matches first.
Built-in errors
Every Solidity revert path emits one of two compiler-defined errors, so they
are recognized implicitly — no caller needs to register them, and they resolve
even when error_definitions is []:
	Error(string) — selector 0x08c379a0. The standard require/revert
reason string. Decodes to %{error: "Error", args: [reason]}.

	Panic(uint256) — selector 0x4e487b71. The 0.8.x assert/arithmetic
panic. Decodes to %{error: "Panic", args: [code]}, where code is the
integer panic code. The standard codes are:
	Code	Meaning
	0x01	assert evaluated to false
	0x11	arithmetic overflow or underflow
	0x12	division or modulo by zero
	0x32	array access out of bounds



A user-supplied definition whose selector collides with a built-in still wins:
error_definitions is consulted first, and the built-ins are only a fallback.
Mirrors viem's decodeErrorResult, which resolves Error/Panic implicitly.
Returns:
	{:ok, %{error: name, args: decoded}} — the first definition matching the
4-byte selector, or a built-in error when none does. name is the error's
function name; decoded matches decode/3's shape (a list of args)
	{:error, :calldata_too_short} — fewer than 4 bytes provided
	{:error, :no_match} — no definition or built-in selector matched
	{:error, {:strict_violation, detail}} — strict: true rejected a
non-canonical payload

Note
Only the selector match is wrapped in {:error, _}. When a selector
matches but the payload is malformed, the underlying decode/3 still
raises — same contract as decode_call/3.
Examples
iex> revert_data = Onchain.ABI.encode("InsufficientBalance(uint256,uint256)", [10, 100])
iex> Onchain.ABI.decode_error(revert_data, ["InsufficientBalance(uint256,uint256)"])
{:ok, %{error: "InsufficientBalance", args: [10, 100]}}

iex> revert_data = Onchain.ABI.encode("Unauthorized(address)", [<<1::160>>])
iex> Onchain.ABI.decode_error(revert_data, [
...>   "InsufficientBalance(uint256,uint256)",
...>   "Unauthorized(address)"
...> ])
{:ok, %{error: "Unauthorized", args: [<<1::160>>]}}

iex> revert_data = Onchain.ABI.encode("Error(string)", ["insufficient balance"])
iex> Onchain.ABI.decode_error(revert_data, [])
{:ok, %{error: "Error", args: ["insufficient balance"]}}

iex> revert_data = Onchain.ABI.encode("Panic(uint256)", [0x11])
iex> Onchain.ABI.decode_error(revert_data, [])
{:ok, %{error: "Panic", args: [17]}}

iex> Onchain.ABI.decode_error(<<0xde, 0xad, 0xbe, 0xef>>, ["NotFound()"])
{:error, :no_match}

iex> Onchain.ABI.decode_error(<<0xa9, 0x05>>, ["NotFound()"])
{:error, :calldata_too_short}

  



    

  
    
      
    
    
      decode_event(function_signature, data, topics, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_event(
  binary() | Onchain.ABI.FunctionSelector.t(),
  binary(),
  [binary()],
  keyword()
) ::
  {:ok, String.t() | nil, map()} | {:error, Onchain.ABI.Event.decode_error()}


      


Decodes an event, including indexed and non-indexed data.
Returns:
	{:ok, event_name, args_map} on success
	{:error, {:event_signature_mismatch, %{expected: _, got: _}}} — topics[0] did
not match keccak256(canonical_signature)
	{:error, {:topics_length_mismatch, %{got: _, expected: _}}} — topic count did not
match the indexed-parameter count (plus the implicit topics[0] slot when
check_event_signature: true)
	{:error, {:malformed_data, message}} — non-indexed payload failed to decode
(truncated, wrong types, or otherwise inconsistent with function_selector.types)

Examples
iex> Onchain.ABI.decode_event(
...>   "Transfer(address indexed from, address indexed to, uint256 amount)",
...>   ~h[0x00000000000000000000000000000000000000000000000000000004a817c800],
...>   [
...>     ~h[0xddf252ad1be2c89b69c2b068fc378daa952ba7f163c4a11628f55a4df523b3ef],
...>     ~h[0x000000000000000000000000b2b7c1795f19fbc28fda77a95e59edbb8b3709c8],
...>     ~h[0x0000000000000000000000007795126b3ae468f44c901287de98594198ce38ea]
...>   ]
...> )
{:ok,
  "Transfer", %{
    "amount" => 20000000000,
    "from" => ~h[0xb2b7c1795f19fbc28fda77a95e59edbb8b3709c8],
    "to" => ~h[0x7795126b3ae468f44c901287de98594198ce38ea]
}}

iex> Onchain.ABI.decode_event(
...>   "Transfer(address indexed from, address indexed to, uint256 amount)",
...>   ~h[0x00000000000000000000000000000000000000000000000000000004a817c800],
...>   [
...>     ~h[0x000000000000000000000000b2b7c1795f19fbc28fda77a95e59edbb8b3709c8],
...>     ~h[0x0000000000000000000000007795126b3ae468f44c901287de98594198ce38ea]
...>   ],
...>   check_event_signature: false
...> )
{:ok,
  "Transfer", %{
    "amount" => 20000000000,
    "from" => ~h[0xb2b7c1795f19fbc28fda77a95e59edbb8b3709c8],
    "to" => ~h[0x7795126b3ae468f44c901287de98594198ce38ea]
}}

iex> Onchain.ABI.decode_event(
...>   %Onchain.ABI.FunctionSelector{
...>     function: "Transfer",
...>     types: [
...>       %{type: :address, name: "from", indexed: true},
...>       %{type: :address, name: "to", indexed: true},
...>       %{type: {:uint, 256}, name: "amount"},
...>     ]
...>   },
...>   ~h[0x00000000000000000000000000000000000000000000000000000004a817c800],
...>   [
...>     ~h[0xddf252ad1be2c89b69c2b068fc378daa952ba7f163c4a11628f55a4df523b3ef],
...>     ~h[0x000000000000000000000000b2b7c1795f19fbc28fda77a95e59edbb8b3709c8],
...>     ~h[0x0000000000000000000000007795126b3ae468f44c901287de98594198ce38ea]
...>   ]
...> )
{:ok,
  "Transfer", %{
    "amount" => 20000000000,
    "from" => ~h[0xb2b7c1795f19fbc28fda77a95e59edbb8b3709c8],
    "to" => ~h[0x7795126b3ae468f44c901287de98594198ce38ea]
}}

  



    

  
    
      
    
    
      decode_hex_call(signature_or_selector, hex_calldata, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_hex_call(
  String.t() | Onchain.ABI.FunctionSelector.t(),
  String.t(),
  keyword()
) ::
  {:ok, list() | map()} | {:error, {:decode_error, term()}}


      


Decode selector-prefixed calldata to function args.
Parameters
	signature_or_selector - Function signature like "transfer(address,uint256)" OR an Onchain.ABI.FunctionSelector struct. The 4-byte selector of the signature must match the first 4 bytes of calldata. (value)
	hex_calldata - 0x-prefixed hex string of selector-prefixed ABI-encoded calldata (value)
	opts - Forwarded to Onchain.ABI.decode_call/3. Pass decode_structs: true for a named-field map instead of a positional list. Pass strict: true to reject non-canonical payloads ({:error, {:decode_error, {:strict_violation, detail}}}). (default: [], value)

Returns
List of args (or map when decode_structs: true). Error reasons: :calldata_too_short, :selector_mismatch, :no_function_name, {:invalid_hex, _}, {:strict_violation, detail}, or upstream exception message string. ({:ok, list | map} | {:error, {:decode_error, reason}})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Forwarded to `Onchain.ABI.decode_call/3`. Pass `decode_structs: true` for a named-field map instead of a positional list. Pass `strict: true` to reject non-canonical payloads (`{:error, {:decode_error, {:strict_violation, detail}}}`).",
      kind: :value
    },
    signature_or_selector: %{
      description: "Function signature like \"transfer(address,uint256)\" OR an `Onchain.ABI.FunctionSelector` struct. The 4-byte selector of the signature must match the first 4 bytes of calldata.",
      kind: :value
    },
    hex_calldata: %{
      description: "0x-prefixed hex string of selector-prefixed ABI-encoded calldata",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, list | map} | {:error, {:decode_error, reason}}",
    description: "List of args (or map when `decode_structs: true`). Error reasons: `:calldata_too_short`, `:selector_mismatch`, `:no_function_name`, `{:invalid_hex, _}`, `{:strict_violation, detail}`, or upstream exception message string."
  }
}

  



    

  
    
      
    
    
      decode_hex_call!(signature_or_selector, hex_calldata, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_hex_call!(
  String.t() | Onchain.ABI.FunctionSelector.t(),
  String.t(),
  keyword()
) ::
  list() | map()


      


Decode selector-prefixed calldata. Raises on error.
Parameters
	signature_or_selector - Function signature string or Onchain.ABI.FunctionSelector struct (value)
	hex_calldata - 0x-prefixed hex string of selector-prefixed calldata (value)
	opts - Forwarded to Onchain.ABI.decode_call/3 (e.g. decode_structs: true, strict: true) (default: [], value)

Returns
List of decoded args (or map when decode_structs: true) (list | map)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Forwarded to `Onchain.ABI.decode_call/3` (e.g. `decode_structs: true`, `strict: true`)",
      kind: :value
    },
    signature_or_selector: %{
      description: "Function signature string or `Onchain.ABI.FunctionSelector` struct",
      kind: :value
    },
    hex_calldata: %{
      description: "0x-prefixed hex string of selector-prefixed calldata",
      kind: :value
    }
  },
  returns: %{
    type: "list | map",
    description: "List of decoded args (or map when `decode_structs: true`)"
  }
}

  



    

  
    
      
    
    
      decode_hex_error(hex_revert_data, error_definitions, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_hex_error(
  String.t(),
  [String.t() | Onchain.ABI.FunctionSelector.t()],
  keyword()
) ::
  {:ok, %{error: String.t() | nil, args: list() | map()}}
  | {:error, {:decode_error, term()}}


      


Decode Solidity 0.8.4+ custom-error revert data against a list of candidate error signatures.
Parameters
	hex_revert_data - 0x-prefixed hex string of revert data (4-byte error selector + ABI-encoded args) (value)
	error_definitions - List of candidate error signatures like ["InsufficientBalance(uint256,uint256)", "Unauthorized()"] (or hieroglyph FunctionSelector structs). The first one whose 4-byte selector matches the prefix of hex_revert_data decodes the args. (value)
	opts - Forwarded to Onchain.ABI.decode_error/3. Pass strict: true to reject non-canonical payloads ({:error, {:decode_error, {:strict_violation, detail}}}). (default: [], value)

Returns
Map with the matched error name (or nil) and decoded args. Error reasons: :calldata_too_short, :no_match, {:invalid_hex, _}, {:strict_violation, detail}, or upstream exception message string. ({:ok, %{error: name, args: list}} | {:error, {:decode_error, reason}})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Forwarded to `Onchain.ABI.decode_error/3`. Pass `strict: true` to reject non-canonical payloads (`{:error, {:decode_error, {:strict_violation, detail}}}`).",
      kind: :value
    },
    error_definitions: %{
      description: "List of candidate error signatures like [\"InsufficientBalance(uint256,uint256)\", \"Unauthorized()\"] (or hieroglyph FunctionSelector structs). The first one whose 4-byte selector matches the prefix of `hex_revert_data` decodes the args.",
      kind: :value
    },
    hex_revert_data: %{
      description: "0x-prefixed hex string of revert data (4-byte error selector + ABI-encoded args)",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, %{error: name, args: list}} | {:error, {:decode_error, reason}}",
    description: "Map with the matched error name (or `nil`) and decoded args. Error reasons: `:calldata_too_short`, `:no_match`, `{:invalid_hex, _}`, `{:strict_violation, detail}`, or upstream exception message string."
  }
}

  



    

  
    
      
    
    
      decode_hex_error!(hex_revert_data, error_definitions, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_hex_error!(
  String.t(),
  [String.t() | Onchain.ABI.FunctionSelector.t()],
  keyword()
) :: %{
  error: String.t() | nil,
  args: list() | map()
}


      


Decode custom-error revert data. Raises on error.
Parameters
	hex_revert_data - 0x-prefixed hex string of revert data (value)
	error_definitions - List of candidate error signatures or FunctionSelector structs (value)
	opts - Forwarded to Onchain.ABI.decode_error/3 (e.g. strict: true) (default: [], value)

Returns
Map with the matched error name and decoded args (%{error: name, args: list})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Forwarded to `Onchain.ABI.decode_error/3` (e.g. `strict: true`)",
      kind: :value
    },
    error_definitions: %{
      description: "List of candidate error signatures or FunctionSelector structs",
      kind: :value
    },
    hex_revert_data: %{
      description: "0x-prefixed hex string of revert data",
      kind: :value
    }
  },
  returns: %{
    type: "%{error: name, args: list}",
    description: "Map with the matched error name and decoded args"
  }
}

  



    

  
    
      
    
    
      decode_response(type_signature, hex_data, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_response(String.t(), String.t(), keyword()) ::
  {:ok, list() | map()} | {:error, {:decode_error, term()}}


      


Decode hex-encoded ABI response data to Elixir values.
Parameters
	type_signature - Tuple type signature wrapped in parentheses, e.g. "(uint256)" or "(uint256,bool)". Bare comma-separated types like "uint256,bool" are NOT accepted and raise an unhelpful upstream error. (value)
	hex_data - 0x-prefixed hex string of ABI-encoded data (value)
	opts - Forwarded to Onchain.ABI.decode/3. Pass strict: true to reject non-canonical padding, trailing bytes, and over-long dynamic length prefixes ({:error, {:decode_error, {:strict_violation, detail}}}). Pass decode_structs: true for a named-field map instead of a positional list. (default: [], value)

Returns
List of decoded values (or map when decode_structs: true). reason may be {:strict_violation, detail} when strict: true. ({:ok, list | map} | {:error, {:decode_error, reason}})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Forwarded to `Onchain.ABI.decode/3`. Pass `strict: true` to reject non-canonical padding, trailing bytes, and over-long dynamic length prefixes (`{:error, {:decode_error, {:strict_violation, detail}}}`). Pass `decode_structs: true` for a named-field map instead of a positional list.",
      kind: :value
    },
    type_signature: %{
      description: "Tuple type signature wrapped in parentheses, e.g. \"(uint256)\" or \"(uint256,bool)\". Bare comma-separated types like \"uint256,bool\" are NOT accepted and raise an unhelpful upstream error.",
      kind: :value
    },
    hex_data: %{
      description: "0x-prefixed hex string of ABI-encoded data",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, list | map} | {:error, {:decode_error, reason}}",
    description: "List of decoded values (or map when `decode_structs: true`). `reason` may be `{:strict_violation, detail}` when `strict: true`."
  }
}

  



    

  
    
      
    
    
      decode_response!(type_signature, hex_data, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_response!(String.t(), String.t(), keyword()) :: list() | map()


      


Decode hex-encoded ABI response data to Elixir values. Raises on error.
Parameters
	type_signature - Tuple type signature wrapped in parentheses, e.g. "(uint256)" or "(uint256,bool)". Bare comma-separated types are NOT accepted. (value)
	hex_data - 0x-prefixed hex string of ABI-encoded data (value)
	opts - Forwarded to Onchain.ABI.decode/3 (e.g. strict: true) (default: [], value)

Returns
List of decoded values (or map when decode_structs: true) (union)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Forwarded to `Onchain.ABI.decode/3` (e.g. `strict: true`)",
      kind: :value
    },
    type_signature: %{
      description: "Tuple type signature wrapped in parentheses, e.g. \"(uint256)\" or \"(uint256,bool)\". Bare comma-separated types are NOT accepted.",
      kind: :value
    },
    hex_data: %{
      description: "0x-prefixed hex string of ABI-encoded data",
      kind: :value
    }
  },
  returns: %{
    type: :union,
    description: "List of decoded values (or map when `decode_structs: true`)"
  }
}

  



    

  
    
      
    
    
      decode_types(type_signature, hex_data, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_types(String.t(), String.t(), keyword()) ::
  {:ok, list() | map()} | {:error, {:decode_error, term()}}


      


Decode arbitrary ABI-encoded hex data. Alias of decode_response/3.
Parameters
	type_signature - Tuple type signature wrapped in parentheses, e.g. "(uint256)" or "(uint256,bool)". Bare comma-separated types are NOT accepted. (value)
	hex_data - 0x-prefixed hex string of ABI-encoded data (value)
	opts - Forwarded to decode_response/3 (e.g. strict: true) (default: [], value)

Returns
List of decoded values. Identical to decode_response/3 — use this name when the input isn't an RPC response (mempool calldata, custom ABI payloads). ({:ok, list | map} | {:error, {:decode_error, reason}})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Forwarded to decode_response/3 (e.g. `strict: true`)",
      kind: :value
    },
    type_signature: %{
      description: "Tuple type signature wrapped in parentheses, e.g. \"(uint256)\" or \"(uint256,bool)\". Bare comma-separated types are NOT accepted.",
      kind: :value
    },
    hex_data: %{
      description: "0x-prefixed hex string of ABI-encoded data",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, list | map} | {:error, {:decode_error, reason}}",
    description: "List of decoded values. Identical to decode_response/3 — use this name when the input isn't an RPC response (mempool calldata, custom ABI payloads)."
  }
}

  



    

  
    
      
    
    
      decode_types!(type_signature, hex_data, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_types!(String.t(), String.t(), keyword()) :: list() | map()


      


Decode arbitrary ABI-encoded hex data. Alias of decode_response!/3.
Parameters
	type_signature - Tuple type signature wrapped in parentheses, e.g. "(uint256)" or "(uint256,bool)". Bare comma-separated types are NOT accepted. (value)
	hex_data - 0x-prefixed hex string of ABI-encoded data (value)
	opts - Forwarded to decode_response!/3 (e.g. strict: true) (default: [], value)

Returns
List of decoded values (or map when decode_structs: true) (union)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Forwarded to decode_response!/3 (e.g. `strict: true`)",
      kind: :value
    },
    type_signature: %{
      description: "Tuple type signature wrapped in parentheses, e.g. \"(uint256)\" or \"(uint256,bool)\". Bare comma-separated types are NOT accepted.",
      kind: :value
    },
    hex_data: %{
      description: "0x-prefixed hex string of ABI-encoded data",
      kind: :value
    }
  },
  returns: %{
    type: :union,
    description: "List of decoded values (or map when `decode_structs: true`)"
  }
}

  



  
    
      
    
    
      describe()



        
          
        

    

  


  

      

          @spec describe() :: [map()]


      


Return a Level 1 overview of all modules in this library.

  



  
    
      
    
    
      describe(mod_or_short)



        
          
        

    

  


  

      

          @spec describe(module() | atom() | String.t()) :: [map()]


      


Return Level 2 function list for a module (by full atom, or short name as string or atom).

  



  
    
      
    
    
      describe(mod_or_short, func_name)



        
          
        

    

  


  

      

          @spec describe(module() | atom() | String.t(), atom()) :: map() | nil


      


Return Level 3 function detail (or nil if not found).

  



  
    
      
    
    
      encode(function_signature, data)



        
          
        

    

  


  

      

          @spec encode(binary() | Onchain.ABI.FunctionSelector.t(), [any()]) :: binary()


      


Encodes the given data into the function signature or tuple signature.
In place of a signature, you can also pass one of the Onchain.ABI.FunctionSelector structs returned from parse_specification/1.
Examples
iex> Onchain.ABI.encode("(uint256)", [{10}])
...> |> Base.encode16(case: :lower)
"000000000000000000000000000000000000000000000000000000000000000a"

iex> Onchain.ABI.encode("baz(uint,address)", [50, <<1::160>>])
...> |> Base.encode16(case: :lower)
"a291add600000000000000000000000000000000000000000000000000000000000000320000000000000000000000000000000000000000000000000000000000000001"

iex> Onchain.ABI.encode("price(string)", ["BAT"])
...> |> Base.encode16(case: :lower)
"fe2c6198000000000000000000000000000000000000000000000000000000000000002000000000000000000000000000000000000000000000000000000000000000034241540000000000000000000000000000000000000000000000000000000000"

iex> Onchain.ABI.encode("baz(uint8)", [9999])
** (RuntimeError) Data overflow encoding uint, data `9999` cannot fit in 8 bits

iex> Onchain.ABI.encode("(uint,address)", [{50, <<1::160>>}])
...> |> Base.encode16(case: :lower)
"00000000000000000000000000000000000000000000000000000000000000320000000000000000000000000000000000000000000000000000000000000001"

iex> Onchain.ABI.encode("(string)", [{"Ether Token"}])
...> |> Base.encode16(case: :lower)
"0000000000000000000000000000000000000000000000000000000000000020000000000000000000000000000000000000000000000000000000000000000b457468657220546f6b656e000000000000000000000000000000000000000000"

iex> Onchain.ABI.encode("((uint256,uint256),string)", [{{0x11, 0x22}, "Ether Token"}])
...> |> Base.encode16(case: :lower)
"000000000000000000000000000000000000000000000000000000000000001100000000000000000000000000000000000000000000000000000000000000220000000000000000000000000000000000000000000000000000000000000060000000000000000000000000000000000000000000000000000000000000000b457468657220546f6b656e000000000000000000000000000000000000000000"

iex> Onchain.ABI.encode("((uint256,(uint256,uint256)),string)", [{{0x11, {0x22, 0x33}}, "Ether Token"}])
...> |> Base.encode16(case: :lower)
"0000000000000000000000000000000000000000000000000000000000000011000000000000000000000000000000000000000000000000000000000000002200000000000000000000000000000000000000000000000000000000000000330000000000000000000000000000000000000000000000000000000000000080000000000000000000000000000000000000000000000000000000000000000b457468657220546f6b656e000000000000000000000000000000000000000000"

iex> Onchain.ABI.encode("(string)", [{String.duplicate("1234567890", 10)}])
...> |> Base.encode16(case: :lower)
"000000000000000000000000000000000000000000000000000000000000002000000000000000000000000000000000000000000000000000000000000000643132333435363738393031323334353637383930313233343536373839303132333435363738393031323334353637383930313233343536373839303132333435363738393031323334353637383930313233343536373839303132333435363738393000000000000000000000000000000000000000000000000000000000"

iex> File.read!("priv/dog.abi.json")
...> |> Jason.decode!
...> |> Onchain.ABI.parse_specification
...> |> Enum.find(&(&1.function == "bark")) # bark(address,bool)
...> |> Onchain.ABI.encode([<<1::160>>, true])
...> |> Base.encode16(case: :lower)
"b85d0bd200000000000000000000000000000000000000000000000000000000000000010000000000000000000000000000000000000000000000000000000000000001"

  



    

  
    
      
    
    
      encode_call(signature_or_selector, data, opts \\ [])



        
          
        

    

  


  

      

          @spec encode_call(binary() | Onchain.ABI.FunctionSelector.t(), [any()], keyword()) ::
  binary()


      


Encodes args into selector-prefixed calldata for a named function.
This is the encode-side counterpart to decode_call/3: pass a signature or
Onchain.ABI.FunctionSelector, plus the argument list, and receive the full
transaction calldata blob.
Examples
iex> Onchain.ABI.encode_call("transfer(address,uint256)", [<<1::160>>, 100])
...> |> Base.encode16(case: :lower)
"a9059cbb00000000000000000000000000000000000000000000000000000000000000010000000000000000000000000000000000000000000000000000000000000064"

iex> Onchain.ABI.encode_call(%Onchain.ABI.FunctionSelector{function: nil, types: []}, [])
** (ArgumentError) encode_call/3 requires a function name; use encode/2 for payload-only data

  



  
    
      
    
    
      encode_constructor(selector, data)



        
          
        

    

  


  

      

          @spec encode_constructor(Onchain.ABI.FunctionSelector.t(), [any()]) :: binary()


      


Encodes constructor arguments for contract deployment.
Constructors have no selector — deploy calldata is contract_bytecode <> encoded_args, so this returns the ABI-encoded args with no 4-byte prefix
(unlike encode_call/3). The caller concatenates the bytecode. Mirrors viem's
encodeDeployData, scoped to just the args blob.
Only accepts a %Onchain.ABI.FunctionSelector{function_type: :constructor} — pass the
:constructor entry from parse_specification/1. A non-constructor selector
raises ArgumentError. Round-trips through decode/3 against the
constructor's parsed types.
Examples
iex> [selector] =
...>   Onchain.ABI.parse_specification([%{
...>     "type" => "constructor",
...>     "stateMutability" => "nonpayable",
...>     "inputs" => [%{"name" => "supply", "type" => "uint256"}]
...>   }])
iex> Onchain.ABI.encode_constructor(selector, [1000])
...> |> Base.encode16(case: :lower)
"00000000000000000000000000000000000000000000000000000000000003e8"

iex> selector = %Onchain.ABI.FunctionSelector{function_type: :constructor, types: []}
iex> Onchain.ABI.encode_constructor(selector, [])
""

iex> selector = %Onchain.ABI.FunctionSelector{function: "transfer", function_type: :function, types: []}
iex> Onchain.ABI.encode_constructor(selector, [])
** (ArgumentError) encode_constructor/2 requires a constructor selector (function_type: :constructor)

  



    

  
    
      
    
    
      encode_error(signature_or_selector, data, opts \\ [])



        
          
        

    

  


  

      

          @spec encode_error(binary() | Onchain.ABI.FunctionSelector.t(), [any()], keyword()) ::
  binary()


      


Encodes args into selector-prefixed revert data for a Solidity 0.8.4+ custom error.
This is the encode-side counterpart to decode_error/2: pass an error signature or
Onchain.ABI.FunctionSelector, plus the argument list, and receive the full revert data blob.
Examples
iex> Onchain.ABI.encode_error("InsufficientBalance(uint256,uint256)", [10, 100])
...> |> Base.encode16(case: :lower)
"cf479181000000000000000000000000000000000000000000000000000000000000000a0000000000000000000000000000000000000000000000000000000000000064"

iex> Onchain.ABI.encode_error(%Onchain.ABI.FunctionSelector{function: nil, types: []}, [])
** (ArgumentError) encode_error/3 requires a function name; use encode/2 for payload-only data

  



  
    
      
    
    
      encode_event_topics(function_signature, indexed_values)



        
          
        

    

  


  

      

          @spec encode_event_topics(binary() | Onchain.ABI.FunctionSelector.t(), [any() | :any]) ::
  [
    binary() | :any
  ]


      


Builds an eth_getLogs topic filter list for indexed event arguments.
Pass indexed argument values in event order. Use :any for an unfiltered
indexed slot. Indexed value types encode as 32-byte topics; indexed
reference types encode as keccak256 hashes of their in-place event
encoding.
Examples
iex> Onchain.ABI.encode_event_topics(
...>   "Transfer(address indexed from,address indexed to,uint256 amount)",
...>   [~h[0xb2b7c1795f19fbc28fda77a95e59edbb8b3709c8], :any]
...> )
[
  ~h[0xddf252ad1be2c89b69c2b068fc378daa952ba7f163c4a11628f55a4df523b3ef],
  ~h[0x000000000000000000000000b2b7c1795f19fbc28fda77a95e59edbb8b3709c8],
  :any
]

  



  
    
      
    
    
      encode_hex_call(signature, params)



        
          
        

    

  


  

      

          @spec encode_hex_call(String.t(), list()) ::
  {:ok, String.t()} | {:error, {:encode_error, term()}}


      


Encode a function call to 0x-prefixed hex calldata.
Parameters
	signature - Function signature, e.g. "balanceOf(address)" (value)
	params - List of parameter values matching the signature (value)

Returns
0x-prefixed hex-encoded calldata ({:ok, hex_string} | {:error, {:encode_error, reason}})
# descripex:contract
%{
  params: %{
    signature: %{
      description: "Function signature, e.g. \"balanceOf(address)\"",
      kind: :value
    },
    params: %{
      description: "List of parameter values matching the signature",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, hex_string} | {:error, {:encode_error, reason}}",
    description: "0x-prefixed hex-encoded calldata",
    example: "0x70a08231..."
  }
}

  



  
    
      
    
    
      encode_hex_call!(signature, params)



        
          
        

    

  


  

      

          @spec encode_hex_call!(String.t(), list()) :: String.t()


      


Encode a function call to 0x-prefixed hex calldata. Raises on error.
Parameters
	signature - Function signature, e.g. "balanceOf(address)" (value)
	params - List of parameter values matching the signature (value)

Returns
0x-prefixed hex-encoded calldata (string)
# descripex:contract
%{
  params: %{
    signature: %{
      description: "Function signature, e.g. \"balanceOf(address)\"",
      kind: :value
    },
    params: %{
      description: "List of parameter values matching the signature",
      kind: :value
    }
  },
  returns: %{type: :string, description: "0x-prefixed hex-encoded calldata"}
}

  



  
    
      
    
    
      encode_packed(signature_or_selector, values)



        
          
        

    

  


  

      

          @spec encode_packed(binary() | Onchain.ABI.FunctionSelector.t(), [any()]) :: binary()


      


Encodes a list of values using Solidity's
non-standard packed mode.
Used primarily for keccak256(abi.encodePacked(...)) Merkle leaves and
signature schemes; never used for actual function calls (the spec defines
no decoding function — encoding is ambiguous with multiple dynamic args).
Tuple/struct values and nested arrays raise ArgumentError — the spec
does not define their packed encoding.
Warning
If both a and b are dynamic types, abi.encodePacked(a, b) is
ambiguous: abi.encodePacked("a", "bc") == abi.encodePacked("ab", "c").
Do not feed multiple dynamic args into packed-mode signature schemes
without controlling for that collision.
Examples
iex> Onchain.ABI.encode_packed("foo(int16,bytes1,uint16,string)", [-1, <<0x42>>, 3, "Hello, world!"])
...> |> Base.encode16(case: :lower)
"ffff42000348656c6c6f2c20776f726c6421"

iex> Onchain.ABI.encode_packed("leaf(address,uint256)", [<<1::160>>, 100])
...> |> Base.encode16(case: :lower)
"00000000000000000000000000000000000000010000000000000000000000000000000000000000000000000000000000000064"

iex> Onchain.ABI.encode_packed("foo(uint8[])", [[1, 2, 3]])
...> |> Base.encode16(case: :lower)
"000000000000000000000000000000000000000000000000000000000000000100000000000000000000000000000000000000000000000000000000000000020000000000000000000000000000000000000000000000000000000000000003"

  



  
    
      
    
    
      event_signature(function_signature)



        
          
        

    

  


  

      

          @spec event_signature(binary() | Onchain.ABI.FunctionSelector.t()) :: binary()


      


Returns the signature for an event.
Examples
iex> Onchain.ABI.event_signature("Transfer(address indexed from, address indexed to, uint256 amount)")
...> |> Base.encode16(case: :lower)
"ddf252ad1be2c89b69c2b068fc378daa952ba7f163c4a11628f55a4df523b3ef"

  



  
    
      
    
    
      format_abi_item(function_selector)



        
          
        

    

  


  

      

          @spec format_abi_item(Onchain.ABI.FunctionSelector.t()) :: String.t()


      


Renders an Onchain.ABI.FunctionSelector as its canonical Solidity signature string.
This is the general-purpose formatter behind method_id/1 and
event_signature/1 (both hash this exact string): it reuses
Onchain.ABI.FunctionSelector.encode/1 — the shared sig-builder — so the formatted
output can never drift from what gets hashed. First consumers are the
api_manifest.json CI artifact and error/log messages that would otherwise
inspect raw structs.
Tuple types expand to parenthesized member lists ((uint256,address)) and
arrays render with [] / [N] suffixes. Anonymous fragments (constructor,
fallback) carry function: nil and format without a leading name. Mirrors
viem's formatAbiItem and round-trips with FunctionSelector.decode/1 — the
produced string re-parses to the same types.
Examples
iex> Onchain.ABI.parse_specification([%{"type" => "function", "name" => "transfer", "inputs" => [%{"name" => "to", "type" => "address"}, %{"name" => "amount", "type" => "uint256"}]}])
...> |> hd()
...> |> Onchain.ABI.format_abi_item()
"transfer(address,uint256)"

iex> Onchain.ABI.format_abi_item(%Onchain.ABI.FunctionSelector{
...>   function: "swap",
...>   types: [
...>     %{type: {:tuple, [%{type: :address}, %{type: {:uint, 256}}]}},
...>     %{type: {:array, {:uint, 256}}},
...>     %{type: {:array, :address, 3}}
...>   ]
...> })
"swap((address,uint256),uint256[],address[3])"

iex> Onchain.ABI.format_abi_item(%Onchain.ABI.FunctionSelector{function: nil, function_type: :constructor, types: [%{type: {:uint, 8}}]})
"(uint8)"

  



  
    
      
    
    
      get_abi_item(abi, name, arg_types)



        
          
        

    

  


  

      

          @spec get_abi_item(
  [Onchain.ABI.FunctionSelector.t()],
  String.t(),
  [Onchain.ABI.FunctionSelector.type()] | nil
) ::
  {:ok, Onchain.ABI.FunctionSelector.t()}
  | {:error, :not_found}
  | {:error, {:ambiguous, [Onchain.ABI.FunctionSelector.t()]}}


      


Finds an ABI fragment by name in a parsed specification list.
Operates on the output of parse_specification/1. When several fragments
share a name (Solidity overloads, or a function and event with the same
label), pass arg_types — a list of internal type atoms matching each
input's type field (e.g. [:address, {:uint, 256}]) — to select the
intended overload. Mirrors viem's getAbiItem.
Examples
iex> abi =
...>   Onchain.ABI.parse_specification([
...>     %{"type" => "function", "name" => "transfer", "inputs" => [
...>       %{"type" => "address"},
...>       %{"type" => "uint256"}
...>     ]}
...>   ])
iex> {:ok, %Onchain.ABI.FunctionSelector{function: "transfer"}} = Onchain.ABI.get_abi_item(abi, "transfer", nil)

iex> abi =
...>   Onchain.ABI.parse_specification([
...>     %{"type" => "function", "name" => "pick", "inputs" => [%{"type" => "uint256"}]},
...>     %{"type" => "function", "name" => "pick", "inputs" => [
...>       %{"type" => "uint256"},
...>       %{"type" => "address"}
...>     ]}
...>   ])
iex> {:error, {:ambiguous, _}} = Onchain.ABI.get_abi_item(abi, "pick", nil)
iex> {:ok, %Onchain.ABI.FunctionSelector{types: [%{type: {:uint, 256}}, %{type: :address}]}} =
...>   Onchain.ABI.get_abi_item(abi, "pick", [{:uint, 256}, :address])

iex> abi = Onchain.ABI.parse_specification([%{"type" => "function", "name" => "only", "inputs" => []}])
iex> Onchain.ABI.get_abi_item(abi, "missing", nil)
{:error, :not_found}

  



  
    
      
    
    
      method_id(signature)



        
          
        

    

  


  

      

          @spec method_id(binary() | Onchain.ABI.FunctionSelector.t()) :: binary()


      


Returns the 4-byte function selector (method ID) for a function signature.
The selector is keccak256(canonical_signature) truncated to its first 4
bytes. Returns <<>> for selectors with no function name (anonymous /
raw-tuple selectors used for return-value decoding).
Examples
iex> Onchain.ABI.method_id("transfer(address,uint256)") |> Base.encode16(case: :lower)
"a9059cbb"

iex> Onchain.ABI.method_id("deposit()") |> Base.encode16(case: :lower)
"d0e30db0"

iex> Onchain.ABI.method_id(%Onchain.ABI.FunctionSelector{function: "deposit", types: []}) |> Base.encode16(case: :lower)
"d0e30db0"

iex> Onchain.ABI.method_id(%Onchain.ABI.FunctionSelector{function: nil, types: [%{type: {:uint, 256}}]})
""

  



  
    
      
    
    
      parse_specification(doc)



        
          
        

    

  


  

      

          @spec parse_specification([map()]) :: [Onchain.ABI.FunctionSelector.t()]


      


Parses the given ABI specification document into an array of Onchain.ABI.FunctionSelectors.
Every entry in the document is parsed — including constructor, fallback,
receive, error, and event entries — and returned with its function_type
field set accordingly. Filter by that field if you only want plain
function entries.
This function can be used in combination with a JSON parser, e.g. Jason, to parse ABI specification JSON files.
Examples
iex> File.read!("priv/dog.abi.json")
...> |> Jason.decode!
...> |> Onchain.ABI.parse_specification
[%Onchain.ABI.FunctionSelector{function: "bark", function_type: :function, state_mutability: :nonpayable, returns: [], types: [%{name: "at", type: :address}, %{name: "loudly", type: :bool}]},
 %Onchain.ABI.FunctionSelector{function: "rollover", function_type: :function, state_mutability: :nonpayable, returns: [%{name: "is_a_good_boy", type: :bool}], types: []}]

iex> [%{
...>   "constant" => true,
...>   "inputs" => [
...>     %{"name" => "at", "type" => "address"},
...>     %{"name" => "loudly", "type" => "bool"}
...>   ],
...>   "name" => "bark",
...>   "outputs" => [],
...>   "payable" => false,
...>   "stateMutability" => "pure",
...>   "type" => "function"
...> }]
...> |> Onchain.ABI.parse_specification
[
  %Onchain.ABI.FunctionSelector{function: "bark", function_type: :function, state_mutability: :pure, returns: [], types: [
    %{type: :address, name: "at"},
    %{type: :bool, name: "loudly"}
  ]}
]

iex> [%{
...>   "inputs" => [
...>      %{"name" => "_numProposals", "type" => "uint8"}
...>   ],
...>   "payable" => false,
...>   "stateMutability" => "nonpayable",
...>   "type" => "constructor"
...> }]
...> |> Onchain.ABI.parse_specification
[%Onchain.ABI.FunctionSelector{function: nil, function_type: :constructor, state_mutability: :nonpayable, types: [%{name: "_numProposals", type: {:uint, 8}}], returns: nil}]

iex> Onchain.ABI.decode("(string)", "000000000000000000000000000000000000000000000000000000000000002000000000000000000000000000000000000000000000000000000000000000643132333435363738393031323334353637383930313233343536373839303132333435363738393031323334353637383930313233343536373839303132333435363738393031323334353637383930313233343536373839303132333435363738393000000000000000000000000000000000000000000000000000000000" |> Base.decode16!(case: :lower))
[String.duplicate("1234567890", 10)]

iex> [%{
...>   "payable" => false,
...>   "stateMutability" => "nonpayable",
...>   "type" => "fallback"
...> }]
...> |> Onchain.ABI.parse_specification
[%Onchain.ABI.FunctionSelector{function: nil, function_type: :fallback, state_mutability: :nonpayable, returns: nil, types: []}]

  


        

      


  

    
Onchain.ABI.Event 
    



      
Decodes Ethereum event log data into Solidity-typed arguments.
Splits the topic list (indexed parameters) from the data blob (non-indexed
parameters) per the ABI specification, and optionally verifies that
topics[0] matches the keccak256 hash of the event signature.
API Functions
	Function	Arity	Description	Param Kinds
	canonical	2	Render the canonical signature string of an event for hashing or display, optionally including indexed and parameter-name annotations.	function_selector: value, opts: value
	event_signature	1	Compute the keccak-256 hash of the event's canonical signature, used as topics[0] in event logs.	function_selector: value
	decode_events	3	Decode a bounded batch of event logs with shared schema compilation.	logs: value, function_selector: value, opts: value
	encode_event_topics	2	Build an eth_getLogs topic filter list from an event selector and indexed argument values.	function_selector: value, indexed_values: value
	decode_event	4	Decode an Ethereum event log, splitting indexed parameters from topics and non-indexed parameters from the data blob, optionally verifying topics[0] against the event signature.	data: exchange_data, topics: exchange_data, function_selector: value, opts: value


      


      
        Summary


  
    Types
  


    
      
        decode_error()

      


        Closed error set returned by decode_event/4.



    





  
    Functions
  


    
      
        canonical(function_selector, opts \\ [])

      


        Returns the canonical form of this event topic. Pass in indexed: true
to include "indexed" keywords.



    


    
      
        decode_event(data, topics, function_selector, opts \\ [])

      


        Decodes an event, including handling parsing out data from topics.



    


    
      
        decode_events(logs, function_selector, opts \\ [])

      


        Decode a batch of event logs with one native call per bounded chunk.



    


    
      
        encode_event_topics(function_selector, indexed_values)

      


        Builds an eth_getLogs topic filter list for indexed event arguments.



    


    
      
        event_signature(function_selector)

      


        Returns the signature of an event, i.e. the first item that appears
in an Ethereum log for this event.



    





      


      
        Types


        


  
    
      
    
    
      decode_error()



        
          
        

    

  


  

      

          @type decode_error() ::
  {:event_signature_mismatch, %{expected: binary(), got: binary()}}
  | {:topics_length_mismatch, length_pair()}
  | {:malformed_data, String.t()}
  | {:strict_violation, term()}


      


Closed error set returned by decode_event/4.
	:event_signature_mismatch — topics[0] did not match keccak256(canonical_signature).
	:topics_length_mismatch — number of topics did not match the indexed-parameter count
(plus the implicit topics[0] slot when check_event_signature: true).
	:malformed_data — non-indexed payload failed to decode (truncated, wrong types, or
otherwise inconsistent with function_selector.types).
	:strict_violation — strict: true rejected non-canonical padding, trailing
bytes, or string/bytes length prefixes beyond the available data.


  


        

      

      
        Functions


        


    

  
    
      
    
    
      canonical(function_selector, opts \\ [])



        
          
        

    

  


  

      

          @spec canonical(Onchain.ABI.FunctionSelector.t(), keyword()) :: String.t()


      


Returns the canonical form of this event topic. Pass in indexed: true
to include "indexed" keywords.
Examples
iex> Onchain.ABI.Event.canonical(
...>   %Onchain.ABI.FunctionSelector{
...>     function: "Transfer",
...>     types: [
...>       %{type: :address, name: "from", indexed: true},
...>       %{type: :address, name: "to", indexed: true},
...>       %{type: {:uint, 256}, name: "amount"},
...>     ]
...>   }
...> )
"Transfer(address,address,uint256)"

iex> Onchain.ABI.Event.canonical(
...>   %Onchain.ABI.FunctionSelector{
...>     function: "Transfer",
...>     types: [
...>       %{type: :address, name: "from", indexed: true},
...>       %{type: :address, name: "to", indexed: true},
...>       %{type: {:uint, 256}, name: "amount"},
...>     ]
...>   },
...>   names: true
...> )
"Transfer(address from,address to,uint256 amount)"

iex> Onchain.ABI.Event.canonical(
...>   %Onchain.ABI.FunctionSelector{
...>     function: "Transfer",
...>     types: [
...>       %{type: :address, name: "from", indexed: true},
...>       %{type: :address, name: "to", indexed: true},
...>       %{type: {:uint, 256}, name: "amount"},
...>     ]
...>   },
...>   indexed: true
...> )
"Transfer(address indexed,address indexed,uint256)"

iex> Onchain.ABI.Event.canonical(
...>   %Onchain.ABI.FunctionSelector{
...>     function: "Transfer",
...>     types: [
...>       %{type: :address, name: "from", indexed: true},
...>       %{type: :address, name: "to", indexed: true},
...>       %{type: {:uint, 256}, name: "amount"},
...>     ]
...>   },
...>   indexed: true,
...>   names: true
...> )
"Transfer(address indexed from,address indexed to,uint256 amount)"

  



    

  
    
      
    
    
      decode_event(data, topics, function_selector, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_event(binary(), [binary()], Onchain.ABI.FunctionSelector.t(), keyword()) ::
  {:ok, String.t() | nil, map()} | {:error, decode_error()}


      


Decodes an event, including handling parsing out data from topics.
Returns {:ok, function_name, args_map} on success, or {:error, reason} where
reason is one of the variants in decode_error/0.
Examples
iex> Onchain.ABI.Event.decode_event(
...>   ~h[0x00000000000000000000000000000000000000000000000000000004a817c800],
...>   [
...>     ~h[0xddf252ad1be2c89b69c2b068fc378daa952ba7f163c4a11628f55a4df523b3ef],
...>     ~h[0x000000000000000000000000b2b7c1795f19fbc28fda77a95e59edbb8b3709c8],
...>     ~h[0x0000000000000000000000007795126b3ae468f44c901287de98594198ce38ea]
...>   ],
...>   %Onchain.ABI.FunctionSelector{
...>     function: "Transfer",
...>     types: [
...>       %{type: :address, name: "from", indexed: true},
...>       %{type: :address, name: "to", indexed: true},
...>       %{type: {:uint, 256}, name: "amount"},
...>     ]
...>   })
{:ok,
  "Transfer", %{
    "amount" => 20000000000,
    "from" => ~h[0xb2b7c1795f19fbc28fda77a95e59edbb8b3709c8],
    "to" => ~h[0x7795126b3ae468f44c901287de98594198ce38ea]
}}

iex> Onchain.ABI.Event.decode_event(
...>   ~h[0x00000000000000000000000000000000000000000000000000000004a817c800],
...>   [
...>     ~h[0x0000000000000000000000000000000000000000000000000000000000000001],
...>     ~h[0x000000000000000000000000b2b7c1795f19fbc28fda77a95e59edbb8b3709c8],
...>     ~h[0x0000000000000000000000007795126b3ae468f44c901287de98594198ce38ea]
...>   ],
...>   %Onchain.ABI.FunctionSelector{
...>     function: "Transfer",
...>     types: [
...>       %{type: :address, name: "from", indexed: true},
...>       %{type: :address, name: "to", indexed: true},
...>       %{type: {:uint, 256}, name: "amount"},
...>     ]
...>   })
{:error,
  {:event_signature_mismatch,
   %{
     expected: ~h[0xddf252ad1be2c89b69c2b068fc378daa952ba7f163c4a11628f55a4df523b3ef],
     got: ~h[0x0000000000000000000000000000000000000000000000000000000000000001]
   }}}

iex> Onchain.ABI.Event.decode_event(
...>   ~h[0x00000000000000000000000000000000000000000000000000000004a817c800],
...>   [
...>     ~h[0x000000000000000000000000b2b7c1795f19fbc28fda77a95e59edbb8b3709c8],
...>     ~h[0x0000000000000000000000007795126b3ae468f44c901287de98594198ce38ea]
...>   ],
...>   %Onchain.ABI.FunctionSelector{
...>     function: "Transfer",
...>     types: [
...>       %{type: :address, name: "from", indexed: true},
...>       %{type: :address, name: "to", indexed: true},
...>       %{type: {:uint, 256}, name: "amount"},
...>     ]
...>   })
{:error, {:topics_length_mismatch, %{got: 2, expected: 3}}}

iex> Onchain.ABI.Event.decode_event(
...>   ~h[0x00000000000000000000000000000000000000000000000000000004a817c800],
...>   [
...>     ~h[0x000000000000000000000000b2b7c1795f19fbc28fda77a95e59edbb8b3709c8],
...>     ~h[0x0000000000000000000000007795126b3ae468f44c901287de98594198ce38ea]
...>   ],
...>   %Onchain.ABI.FunctionSelector{
...>     function: "Transfer",
...>     types: [
...>       %{type: :address, name: "from", indexed: true},
...>       %{type: :address, name: "to", indexed: true},
...>       %{type: {:uint, 256}, name: "amount"},
...>     ]
...>   },
...>   check_event_signature: false
...> )
{:ok,
  "Transfer", %{
    "amount" => 20000000000,
    "from" => ~h[0xb2b7c1795f19fbc28fda77a95e59edbb8b3709c8],
    "to" => ~h[0x7795126b3ae468f44c901287de98594198ce38ea]
}}
When the non-indexed payload bytes are truncated or wrongly typed, the underlying
decoder previously raised; the function now wraps that path and returns
{:error, {:malformed_data, msg}} with a human-readable description.
Inputs whose type map carries no :name at all — possible with hand-written
or partial ABI JSON, since Solidity always emits the key — are keyed by their
positional index as a string ("0", "1", …).

  



    

  
    
      
    
    
      decode_events(logs, function_selector, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_events(
  [{binary(), [binary()]}],
  Onchain.ABI.FunctionSelector.t(),
  keyword()
) :: [term()]


      


Decode a batch of event logs with one native call per bounded chunk.

  



  
    
      
    
    
      encode_event_topics(function_selector, indexed_values)



        
          
        

    

  


  

      

          @spec encode_event_topics(Onchain.ABI.FunctionSelector.t(), [any() | :any]) :: [
  topic_filter()
]


      


Builds an eth_getLogs topic filter list for indexed event arguments.
Pass indexed argument values in event order. Use :any for an unfiltered
indexed slot. Non-anonymous events include topics[0]; anonymous events
parsed from JSON ABI omit it.
Examples
iex> Onchain.ABI.Event.encode_event_topics(
...>   %Onchain.ABI.FunctionSelector{
...>     function: "Transfer",
...>     types: [
...>       %{type: :address, name: "from", indexed: true},
...>       %{type: :address, name: "to", indexed: true},
...>       %{type: {:uint, 256}, name: "amount"}
...>     ]
...>   },
...>   [~h[0xb2b7c1795f19fbc28fda77a95e59edbb8b3709c8], :any]
...> )
[
  ~h[0xddf252ad1be2c89b69c2b068fc378daa952ba7f163c4a11628f55a4df523b3ef],
  ~h[0x000000000000000000000000b2b7c1795f19fbc28fda77a95e59edbb8b3709c8],
  :any
]

  



  
    
      
    
    
      event_signature(function_selector)



        
          
        

    

  


  

      

          @spec event_signature(Onchain.ABI.FunctionSelector.t()) :: binary()


      


Returns the signature of an event, i.e. the first item that appears
in an Ethereum log for this event.
Examples
iex> Onchain.ABI.Event.event_signature(
...>   %Onchain.ABI.FunctionSelector{
...>     function: "Transfer",
...>     types: [
...>       %{type: :address, name: "from", indexed: true},
...>       %{type: :address, name: "to", indexed: true},
...>       %{type: {:uint, 256}, name: "amount"},
...>     ]
...>   }
...> )
...> |> to_hex()
"0xddf252ad1be2c89b69c2b068fc378daa952ba7f163c4a11628f55a4df523b3ef"

  


        

      


  

    
Onchain.ABI.FunctionSelector 
    



      
Module to help parse the ABI function signatures, e.g.
my_function(uint64, string[]).
API Functions
	Function	Arity	Description	Param Kinds
	encode	3	Render a FunctionSelector struct as its canonical Solidity signature string, optionally annotating indexed event params and parameter names.	function_selector: value, indexed: value, names: value
	decode_type	1	Parse a single Solidity type expression into the internal type representation. Useful for one-off type parsing without function-name framing.	single_type: value
	parse_specification_item	1	Parse a single ABI specification item (function, event, fallback, receive, error) from a decoded JSON ABI map into a FunctionSelector struct.	item: value
	decode_raw	1	Parse a comma-separated list of Solidity type names into a list of internal type representations, without function-name framing.	type_string: value
	decode	1	Parse a Solidity function or event signature string into a FunctionSelector struct exposing function name, parameter types, and (when present) named parameters.	signature: value


      


      
        Summary


  
    Types
  


    
      
        argument_type()

      


    


    
      
        function_type()

      


    


    
      
        state_mutability()

      


    


    
      
        t()

      


    


    
      
        type()

      


        A Solidity ABI type.



    





  
    Functions
  


    
      
        decode(signature)

      


        Decodes a function selector to a struct.



    


    
      
        decode_raw(type_string)

      


        Decodes the given type-string as a simple array of types.



    


    
      
        decode_type(single_type)

      


        Decodes the given type-string as a single type.



    


    
      
        encode(function_selector, indexed \\ false, names \\ false)

      


        Encodes a function call signature. If indexed=true, returns
the "indexed" keyword after indexed parameters.



    


    
      
        parse_specification_item(item)

      


        Parse a function selector, e.g. from an abi.json file.



    





      


      
        Types


        


  
    
      
    
    
      argument_type()



        
          
        

    

  


  

      

          @type argument_type() :: %{
  :type => type(),
  optional(:name) => String.t(),
  optional(:indexed) => boolean()
}


      



  



  
    
      
    
    
      function_type()



        
          
        

    

  


  

      

          @type function_type() ::
  :function | :constructor | :fallback | :receive | :error | :event


      



  



  
    
      
    
    
      state_mutability()



        
          
        

    

  


  

      

          @type state_mutability() :: :nonpayable | :pure | :view | :payable


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.ABI.FunctionSelector{
  function: String.t() | nil,
  function_type: function_type() | nil,
  returns: type() | [argument_type()] | :anonymous | nil,
  state_mutability: state_mutability() | nil,
  types: [argument_type()]
}


      



  



  
    
      
    
    
      type()



        
          
        

    

  


  

      

          @type type() ::
  {:uint, integer()}
  | :bool
  | :bytes
  | {:bytes, non_neg_integer()}
  | :string
  | :address
  | :function
  | {:int, integer()}
  | {:array, type()}
  | {:array, type(), non_neg_integer()}
  | {:tuple, [argument_type()]}


      


A Solidity ABI type.
Note that address payable is not a distinct variant. Solidity ABI
JSON only emits "address" for both address and address payable,
and the on-the-wire encoding is identical (20-byte left-padded). Payability
is a property of function state mutability (:payable in
state_mutability/0), not the address type itself, so both forms
collapse to :address here.

  


        

      

      
        Functions


        


  
    
      
    
    
      decode(signature)



        
          
        

    

  


  

      

          @spec decode(String.t()) :: t()


      


Decodes a function selector to a struct.
Examples
iex> Onchain.ABI.FunctionSelector.decode("bark(uint256,bool)")
%Onchain.ABI.FunctionSelector{
  function: "bark",
  types: [
    %{type: {:uint, 256}},
    %{type: :bool}
  ]
}

iex> Onchain.ABI.FunctionSelector.decode("bark(uint256 name, bool loud)")
%Onchain.ABI.FunctionSelector{
  function: "bark",
  types: [
    %{type: {:uint, 256}, name: "name"},
    %{type: :bool, name: "loud"}
  ]
}

iex> Onchain.ABI.FunctionSelector.decode("bark(uint256 name,bool indexed loud)")
%Onchain.ABI.FunctionSelector{
  function: "bark",
  types: [
    %{type: {:uint, 256}, name: "name"},
    %{type: :bool, name: "loud", indexed: true}
  ]
}

iex> Onchain.ABI.FunctionSelector.decode("(uint256,bool)")
%Onchain.ABI.FunctionSelector{
  function: nil,
  types: [
    %{type: {:uint, 256}},
    %{type: :bool}
  ]
}

iex> Onchain.ABI.FunctionSelector.decode("growl(uint,address,string[])")
%Onchain.ABI.FunctionSelector{
  function: "growl",
  types: [
    %{type: {:uint, 256}},
    %{type: :address},
    %{type: {:array, :string}}
  ]
}

iex> Onchain.ABI.FunctionSelector.decode("rollover()")
%Onchain.ABI.FunctionSelector{
  function: "rollover",
  types: []
}

iex> Onchain.ABI.FunctionSelector.decode("do_playDead3()")
%Onchain.ABI.FunctionSelector{
  function: "do_playDead3",
  types: []
}

iex> Onchain.ABI.FunctionSelector.decode("pet(address[])")
%Onchain.ABI.FunctionSelector{
  function: "pet",
  types: [
    %{type: {:array, :address}}
  ]
}

iex> Onchain.ABI.FunctionSelector.decode("paw(string[2])")
%Onchain.ABI.FunctionSelector{
  function: "paw",
  types: [
    %{type: {:array, :string, 2}}
  ]
}

iex> Onchain.ABI.FunctionSelector.decode("scram(uint256[])")
%Onchain.ABI.FunctionSelector{
  function: "scram",
  types: [
    %{type: {:array, {:uint, 256}}}
  ]
}

iex> Onchain.ABI.FunctionSelector.decode("shake((string))")
%Onchain.ABI.FunctionSelector{
  function: "shake",
  types: [
    %{type: {:tuple, [%{type: :string}]}}
  ]
}

  



  
    
      
    
    
      decode_raw(type_string)



        
          
        

    

  


  

      

          @spec decode_raw(String.t()) :: [type()]


      


Decodes the given type-string as a simple array of types.
Examples
iex> Onchain.ABI.FunctionSelector.decode_raw("string,uint256")
[:string, {:uint, 256}]

iex> Onchain.ABI.FunctionSelector.decode_raw("")
[]

  



  
    
      
    
    
      decode_type(single_type)



        
          
        

    

  


  

      

          @spec decode_type(String.t()) :: type()


      


Decodes the given type-string as a single type.
Examples
iex> Onchain.ABI.FunctionSelector.decode_type("uint256")
{:uint, 256}

iex> Onchain.ABI.FunctionSelector.decode_type("(bool,address)")
{:tuple, [%{type: :bool}, %{type: :address}]}

iex> Onchain.ABI.FunctionSelector.decode_type("address[][3]")
{:array, {:array, :address}, 3}

  



    

    

  
    
      
    
    
      encode(function_selector, indexed \\ false, names \\ false)



        
          
        

    

  


  

      

          @spec encode(t(), boolean(), boolean()) :: String.t()


      


Encodes a function call signature. If indexed=true, returns
the "indexed" keyword after indexed parameters.
Example
iex> Onchain.ABI.FunctionSelector.encode(%Onchain.ABI.FunctionSelector{
...>   function: "bark",
...>   types: [
...>     %{type: {:uint, 256}},
...>     %{type: :bool, indexed: true},
...>     %{type: {:array, :string}},
...>     %{type: {:array, :string, 3}},
...>     %{type: {:tuple, [%{type: {:uint, 256}}, %{type: :bool}]}}
...>   ]
...> })
"bark(uint256,bool,string[],string[3],(uint256,bool))"

iex> Onchain.ABI.FunctionSelector.encode(%Onchain.ABI.FunctionSelector{
...>   function: "bark",
...>   types: [
...>     %{type: {:uint, 256}},
...>     %{type: :bool, indexed: true},
...>     %{type: {:array, :string}},
...>     %{type: {:array, :string, 3}},
...>     %{type: {:tuple, [%{type: {:uint, 256}}, %{type: :bool}]}}
...>   ]
...> }, true)
"bark(uint256,bool indexed,string[],string[3],(uint256,bool))"

iex> Onchain.ABI.FunctionSelector.encode(%Onchain.ABI.FunctionSelector{
...>   function: "bark",
...>   types: [
...>     %{type: {:uint, 256}},
...>     %{type: :bool, indexed: true},
...>     %{type: {:array, :string}},
...>     %{type: {:array, :string, 3}},
...>     %{type: {:tuple, [%{type: {:uint, 256}}, %{type: :bool}]}}
...>   ]
...> }, true, true)
"bark(uint256 var0,bool indexed var1,string[] var2,string[3] var3,(uint256,bool) var4)"

iex> Onchain.ABI.FunctionSelector.encode(%Onchain.ABI.FunctionSelector{
...>   function: "bark",
...>   types: [
...>     %{type: {:uint, 256}},
...>     %{type: :bool, indexed: true},
...>     %{type: {:array, :string}},
...>     %{type: {:array, :string, 3}},
...>     %{type: {:tuple, [%{type: {:uint, 256}}, %{type: :bool}]}}
...>   ]
...> }, false, true)
"bark(uint256 var0,bool var1,string[] var2,string[3] var3,(uint256,bool) var4)"

iex> Onchain.ABI.FunctionSelector.encode(%Onchain.ABI.FunctionSelector{
...>   function: "bark",
...>   types: [
...>     %{type: {:uint, 256}, name: "a"},
...>     %{type: :bool, indexed: true, name: "b"},
...>     %{type: {:array, :string}, name: "c"},
...>     %{type: {:array, :string, 3}, name: "d"},
...>     %{type: {:tuple, [%{type: {:uint, 256}}, %{type: :bool}]}, name: "e"}
...>   ]
...> }, false, true)
"bark(uint256 a,bool b,string[] c,string[3] d,(uint256,bool) e)"

  



  
    
      
    
    
      parse_specification_item(item)



        
          
        

    

  


  

      

          @spec parse_specification_item(map()) :: t()


      


Parse a function selector, e.g. from an abi.json file.
Examples
iex> Onchain.ABI.FunctionSelector.parse_specification_item(%{"type" => "function", "name" => "fun", "inputs" => [%{"name" => "a", "type" => "uint96", "internalType" => "uint96"}]})
%Onchain.ABI.FunctionSelector{
  function: "fun",
  function_type: :function,
  types: [%{type: {:uint, 96}, name: "a"}],
  returns: nil
}

iex> Onchain.ABI.FunctionSelector.parse_specification_item(%{"type" => "function", "name" => "fun", "inputs" => [%{"name" => "s", "type" => "tuple", "internalType" => "tuple", "components" => [%{"name" => "a", "type" => "uint256", "internalType" => "uint256"},%{"name" => "b", "type" => "address", "internalType" => "address"},%{"name" => "c", "type" => "bytes", "internalType" => "bytes"}]},%{"name" => "d", "type" => "uint256", "internalType" => "uint256"}],"outputs" => [%{"name" => "", "type" => "bytes", "internalType" => "bytes"}],"stateMutability" => "view"})
%Onchain.ABI.FunctionSelector{
  function: "fun",
  function_type: :function,
  state_mutability: :view,
  types: [
    %{
      type:
        {:tuple, [
          %{type: {:uint, 256}, name: "a"},
          %{type: :address, name: "b"},
          %{type: :bytes, name: "c"}
        ]},
        name: "s"
    }, %{
      type: {:uint, 256},
      name: "d"
    }
  ],
  returns: [%{name: "", type: :bytes}],
}

iex> Onchain.ABI.FunctionSelector.parse_specification_item(%{"type" => "function", "name" => "fun", "inputs" => [%{"name" => "s", "type" => "tuple", "internalType" => "struct Contract.Struct", "components" => [%{"name" => "a", "type" => "uint256", "internalType" => "uint256"},%{"name" => "b", "type" => "address", "internalType" => "address"},%{"name" => "c", "type" => "bytes", "internalType" => "bytes"}]},%{"name" => "d", "type" => "uint256", "internalType" => "uint256"}],"outputs" => [%{"name" => "", "type" => "bytes", "internalType" => "bytes"}],"stateMutability" => "pure"})
%Onchain.ABI.FunctionSelector{
  function: "fun",
  function_type: :function,
  state_mutability: :pure,
  types: [
    %{
      type:
        {:tuple, [
          %{type: {:uint, 256}, name: "a"},
          %{type: :address, name: "b"},
          %{type: :bytes, name: "c"}
        ]},
        name: "s"
    }, %{
      type: {:uint, 256},
      name: "d"
    }
  ],
  returns: [%{name: "", type: :bytes}],
}

iex> Onchain.ABI.FunctionSelector.parse_specification_item(%{"type" => "function", "name" => "fun", "inputs" => [%{"name" => "s", "type" => "tuple", "internalType" => "struct Contract.Struct", "components" => [%{"name" => "a", "type" => "uint256", "internalType" => "uint256"},%{"type" => "address", "internalType" => "address"},%{"name" => "c", "type" => "bytes", "internalType" => "bytes"}]},%{"name" => "d", "type" => "uint256", "internalType" => "uint256"}],"outputs" => [%{"name" => "", "type" => "bytes", "internalType" => "bytes"}],"stateMutability" => "payable"})
%Onchain.ABI.FunctionSelector{
  function: "fun",
  function_type: :function,
  state_mutability: :payable,
  types: [
    %{
      type:
        {:tuple, [
          %{type: {:uint, 256}, name: "a"},
          %{type: :address},
          %{type: :bytes, name: "c"}
        ]},
        name: "s"
    }, %{
      type: {:uint, 256},
      name: "d"
    }
  ],
  returns: [%{name: "", type: :bytes}],
}

iex> Onchain.ABI.FunctionSelector.parse_specification_item(%{"type" => "fallback"})
%Onchain.ABI.FunctionSelector{
  function: nil,
  function_type: :fallback,
  types: [],
  returns: nil
}

iex> Onchain.ABI.FunctionSelector.parse_specification_item(%{"type" => "receive"})
%Onchain.ABI.FunctionSelector{
  function: nil,
  function_type: :receive,
  types: [],
  returns: nil
}

iex> Onchain.ABI.FunctionSelector.parse_specification_item(%{"inputs" => [%{"internalType" => "address[]", "name" => "xs", "type" => "address[]"}, %{"internalType" => "bytes[]", "name" => "ys", "type" => "bytes[]"}, %{"components" => [%{"internalType" => "enum Z", "name" => "za", "type" => "uint8"}, %{"internalType" => "enum Z", "name" => "zb", "type" => "uint8"}], "internalType" => "struct Z.Z[]", "name" => "zs", "type" => "tuple[]"}, %{"internalType" => "bytes[]", "name" => "zz", "type" => "bytes[]"}], "name" => "go", "outputs" => [%{"internalType" => "bytes[]", "name" => "", "type" => "bytes[]"}], "stateMutability" => "nonpayable", "type" => "function"})
%Onchain.ABI.FunctionSelector{
  function: "go",
  function_type: :function,
  state_mutability: :nonpayable,
  types: [
    %{name: "xs", type: {:array, :address}},
    %{name: "ys", type: {:array, :bytes}},
    %{
      name: "zs",
      type:
        {:array,
         {:tuple,
          [%{name: "za", type: {:uint, 8}}, %{name: "zb", type: {:uint, 8}}]}}
    },
    %{name: "zz", type: {:array, :bytes}}
  ],
  returns: [%{name: "", type: {:array, :bytes}}]
}

iex> Onchain.ABI.FunctionSelector.parse_specification_item(%{"anonymous" => false, "inputs" => [%{"indexed" => true, "internalType" => "address", "name" => "z0", "type" => "address"}, %{"indexed" => true, "internalType" => "address", "name" => "z1", "type" => "address"}, %{"indexed" => false, "internalType" => "address", "name" => "z2", "type" => "address"}, %{"indexed" => false, "internalType" => "bytes32", "name" => "z3", "type" => "bytes32"}], "name" => "z4", "type" => "event"})
%Onchain.ABI.FunctionSelector{
  function: "z4",
  function_type: :event,
  state_mutability: nil,
  types: [
    %{name: "z0", type: :address, indexed: true},
    %{name: "z1", type: :address, indexed: true},
    %{name: "z2", type: :address, indexed: false},
    %{name: "z3", type: {:bytes, 32}, indexed: false}
  ],
  returns: nil
}

iex> Onchain.ABI.FunctionSelector.parse_specification_item(%{"inputs" => [], "name" => "Abc", "type" => "error"})
%Onchain.ABI.FunctionSelector{function: "Abc", function_type: :error, state_mutability: nil, types: [], returns: nil}

  


        

      


  

    
Onchain.ABI.Math 
    



      
Helper functions for ABI's math functions.
API Functions
	Function	Arity	Description	Param Kinds
	unpad	3	Inverse of pad/4. Reads size_in_bytes of content out of data, skipping 32-byte-slot padding on the matching side.	data: value, size_in_bytes: value, padding_direction: value
	pad	4	Pad a binary up to the next 32-byte ABI word boundary, with side and fill byte chosen by argument.	bin: value, size_in_bytes: value, direction: value, opts: value
	kec	1	Compute the keccak-256 hash of a binary input. The hash function used throughout Ethereum and the ABI spec for selector and event-topic derivation.	data: value
	mod	2	Compute integer modulo with sign-aware behavior, returning a non-negative result for negative dividends.	x: value, n: value


      


      
        Summary


  
    Functions
  


    
      
        kec(data)

      


        Returns the keccak sha256 of a given input.



    


    
      
        mod(x, n)

      


        Simple function to compute modulo function to work on integers of any sign.



    


    
      
        pad(bin, size_in_bytes, direction, opts \\ [])

      


        Pads a binary up to the next 32-byte ABI word boundary.



    


    
      
        unpad(data, size_in_bytes, padding_direction)

      


        Inverse of pad/4. Reads size_in_bytes of content out of data,
skipping 32-byte-slot padding on the side matching padding_direction
(:left for left-padded types like address, :right for right-padded
types like bytes<M> and string). Returns {value, rest}, where
rest is whatever follows the padded word in data.



    





      


      
        Functions


        


  
    
      
    
    
      kec(data)



        
          
        

    

  


  

      

          @spec kec(binary()) :: binary()


      


Returns the keccak sha256 of a given input.
Examples
iex> Onchain.ABI.Math.kec("hello world")
<<71, 23, 50, 133, 168, 215, 52, 30, 94, 151, 47, 198, 119, 40, 99,
  132, 248, 2, 248, 239, 66, 165, 236, 95, 3, 187, 250, 37, 76, 176,
  31, 173>>

iex> Onchain.ABI.Math.kec(<<0x01, 0x02, 0x03>>)
<<241, 136, 94, 218, 84, 183, 160, 83, 49, 140, 212, 30, 32, 147, 34,
  13, 171, 21, 214, 83, 129, 177, 21, 122, 54, 51, 168, 59, 253, 92,
  146, 57>>

  



  
    
      
    
    
      mod(x, n)



        
          
        

    

  


  

      

          @spec mod(integer(), pos_integer()) :: non_neg_integer()


      


Simple function to compute modulo function to work on integers of any sign.
Examples
iex> Onchain.ABI.Math.mod(5, 2)
1

iex> Onchain.ABI.Math.mod(-5, 1337)
1332

iex> Onchain.ABI.Math.mod(1337 + 5, 1337)
5

iex> Onchain.ABI.Math.mod(0, 1337)
0

iex> Onchain.ABI.Math.mod(-7, 5)
3

iex> Onchain.ABI.Math.mod(-1338, 1337)
1336

  



    

  
    
      
    
    
      pad(bin, size_in_bytes, direction, opts \\ [])



        
          
        

    

  


  

      

          @spec pad(binary(), non_neg_integer(), :left | :right, keyword()) :: binary()


      


Pads a binary up to the next 32-byte ABI word boundary.
size_in_bytes is the logical field width used to compute the word
boundary — not necessarily byte_size(bin). The output is always rounded
up from size_in_bytes to a 32-byte multiple. bin may be shorter than
size_in_bytes (callers like encode_int/encode_uint pass a target
slot size and let padding absorb the difference); encode_bytes passes
byte_size(bin) directly.
direction is :left for left-aligned types like uint/int/address,
:right for right-padded types like bytes<M> and string. Pass
fill_byte: <<0xFF>> for signed sign-extension; defaults to <<0x00>>.
Examples
iex> Onchain.ABI.Math.pad(<<1, 2, 3>>, 3, :left)
<<0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0,
  0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 1, 2, 3>>

iex> Onchain.ABI.Math.pad(<<1, 2, 3>>, 3, :right)
<<1, 2, 3, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0,
  0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0>>

  



  
    
      
    
    
      unpad(data, size_in_bytes, padding_direction)



        
          
        

    

  


  

      

          @spec unpad(binary(), non_neg_integer(), :left | :right) :: {binary(), binary()}


      


Inverse of pad/4. Reads size_in_bytes of content out of data,
skipping 32-byte-slot padding on the side matching padding_direction
(:left for left-padded types like address, :right for right-padded
types like bytes<M> and string). Returns {value, rest}, where
rest is whatever follows the padded word in data.
Examples
iex> Onchain.ABI.Math.unpad(
...>   <<0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0,
...>     0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 1, 2, 3>>,
...>   3,
...>   :left
...> )
{<<1, 2, 3>>, <<>>}

iex> Onchain.ABI.Math.unpad(
...>   <<1, 2, 3, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0,
...>     0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0,
...>     9, 9>>,
...>   3,
...>   :right
...> )
{<<1, 2, 3>>, <<9, 9>>}

  


        

      


  

    
Onchain.ABI.TypeDecoder 
    



      
Onchain.ABI.TypeDecoder is responsible for decoding types to the format
expected by Solidity. We generally take a function selector and binary
data and decode that into the original arguments according to the
specification.
API Functions
	Function	Arity	Description	Param Kinds
	decode_bytes	3	Read size_in_bytes of content from a 32-byte-aligned ABI word, skipping padding on the matching side. Used to extract address, uint/int, bytes<M>, and string payloads from their slots.	data: value, size_in_bytes: value, padding_direction: value
	tuple_value	3	Combine a list of ABI argument types with decoded element values, returning either a tuple or, when decode_structs is enabled and every type carries a non-empty :name, a map keyed by snake_case atom field names.	types: value, elements: value, decode_structs: value
	decode_raw	3	Decode an ABI-encoded payload directly against an explicit type list, without consulting a FunctionSelector.	encoded_data: value, types: value, opts: value
	decode	3	Decode an ABI-encoded payload into a list of values, using a FunctionSelector to drive type interpretation.	encoded_data: value, function_selector: value, opts: value


      


      
        Summary


  
    Functions
  


    
      
        decode(encoded_data, function_selector, opts \\ [])

      


        Decodes the given data based on the function selector.



    


    
      
        decode_bytes(data, size_in_bytes, padding_direction)

      


        Reads size_in_bytes of content out of data, skipping the 32-byte-slot
padding on whichever side matches padding_direction (:left for
left-padded types like address and uint/int, :right for
right-padded types like bytes<M> and string). Returns {value, rest}.



    


    
      
        decode_raw(encoded_data, types, opts \\ [])

      


        Similar to Onchain.ABI.TypeDecoder.decode/2 except accepts a list of types instead
of a function selector.



    


    
      
        tuple_value(types, elements, decode_structs)

      


        Combines a list of ABI argument types with a list of decoded element values
into either a tuple or (when decode_structs is true and every type carries
a non-empty :name) a map keyed by the existing snake_case atom for each
field name.



    





      


      
        Functions


        


    

  
    
      
    
    
      decode(encoded_data, function_selector, opts \\ [])



        
          
        

    

  


  

      

          @spec decode(binary(), Onchain.ABI.FunctionSelector.t(), keyword()) :: [any()]


      


Decodes the given data based on the function selector.
Note, we don't currently try to guess the function name?
Examples
iex> "00000000000000000000000000000000000000000000000000000000000000450000000000000000000000000000000000000000000000000000000000000001"
...> |> Base.decode16!(case: :lower)
...> |> Onchain.ABI.TypeDecoder.decode(
...>      %Onchain.ABI.FunctionSelector{
...>        function: "baz",
...>        types: [
...>          %{type: {:uint, 32}},
...>          %{type: :bool}
...>        ],
...>        returns: :bool
...>      }
...>    )
[69, true]

iex> "000000000000000000000000000000000000000000000000000000000000000b68656c6c6f20776f726c64000000000000000000000000000000000000000000"
...> |> Base.decode16!(case: :lower)
...> |> Onchain.ABI.TypeDecoder.decode(
...>      %Onchain.ABI.FunctionSelector{
...>        function: nil,
...>        types: [
...>          %{type: :string}
...>        ]
...>      }
...>    )
["hello world"]

iex> "00000000000000000000000000000000000000000000000000000000000000110000000000000000000000000000000000000000000000000000000000000001"
...> |> Base.decode16!(case: :lower)
...> |> Onchain.ABI.TypeDecoder.decode(
...>      %Onchain.ABI.FunctionSelector{
...>        function: nil,
...>        types: [
...>          %{type: {:tuple, [%{type: {:uint, 32}, name: "a"}, %{type: :bool, name: "b"}]}}
...>        ]
...>      }
...>    )
[{17, true}]

iex> "00000000000000000000000000000000000000000000000000000000000000110000000000000000000000000000000000000000000000000000000000000001"
...> |> Base.decode16!(case: :lower)
...> |> Onchain.ABI.TypeDecoder.decode(
...>      %Onchain.ABI.FunctionSelector{
...>        function: nil,
...>        types: [
...>          %{type: {:tuple, [%{type: {:uint, 32}, name: "a"}, %{type: :bool, name: "b"}]}}
...>        ]
...>      },
...>      decode_structs: true
...>    )
[%{a: 17, b: true}]

iex> "00000000000000000000000000000000000000000000000000000000000000110000000000000000000000000000000000000000000000000000000000000001"
...> |> Base.decode16!(case: :lower)
...> |> Onchain.ABI.TypeDecoder.decode(
...>      %Onchain.ABI.FunctionSelector{
...>        function: nil,
...>        types: [
...>          %{type: {:tuple, [%{type: {:uint, 32}}, %{type: :bool}]}}
...>        ]
...>      }
...>    )
[{17, true}]

iex> "00000000000000000000000000000000000000000000000000000000000000110000000000000000000000000000000000000000000000000000000000000001"
...> |> Base.decode16!(case: :lower)
...> |> Onchain.ABI.TypeDecoder.decode(
...>      %Onchain.ABI.FunctionSelector{
...>        function: nil,
...>        types: [
...>          %{type: {:array, {:uint, 32}, 2}}
...>        ]
...>      }
...>    )
[[17, 1]]

iex> "000000000000000000000000000000000000000000000000000000000000000200000000000000000000000000000000000000000000000000000000000000110000000000000000000000000000000000000000000000000000000000000001"
...> |> Base.decode16!(case: :lower)
...> |> Onchain.ABI.TypeDecoder.decode(
...>      %Onchain.ABI.FunctionSelector{
...>        function: nil,
...>        types: [
...>          %{type: {:array, {:uint, 32}}}
...>        ]
...>      }
...>    )
[[17, 1]]

iex> "0000000000000000000000000000000000000000000000000000000000000011000000000000000000000000000000000000000000000000000000000000000100000000000000000000000000000000000000000000000000000000000000011020000000000000000000000000000000000000000000000000000000000000"
...> |> Base.decode16!(case: :lower)
...> |> Onchain.ABI.TypeDecoder.decode(
...>      %Onchain.ABI.FunctionSelector{
...>        function: nil,
...>        types: [
...>          %{type: {:array, {:uint, 32}, 2}},
...>          %{type: :bool},
...>          %{type: {:bytes, 2}}
...>        ]
...>      }
...>    )
[[17, 1], true, <<16, 32>>]

iex> "000000000000000000000000000000000000000000000000000000000000004000000000000000000000000000000000000000000000000000000000000000010000000000000000000000000000000000000000000000000000000000000007617765736f6d6500000000000000000000000000000000000000000000000000"
...> |> Base.decode16!(case: :lower)
...> |> Onchain.ABI.TypeDecoder.decode(
...>      %Onchain.ABI.FunctionSelector{
...>        function: nil,
...>        types: [
...>          %{type: {:tuple, [%{type: :string}, %{type: :bool}]}}
...>        ]
...>      }
...>    )
[{"awesome", true}]

iex> "00000000000000000000000000000000000000000000000000000000000000200000000000000000000000000000000000000000000000000000000000000000"
...> |> Base.decode16!(case: :lower)
...> |> Onchain.ABI.TypeDecoder.decode(
...>      %Onchain.ABI.FunctionSelector{
...>        function: nil,
...>        types: [
...>          %{type: {:tuple, [%{type: {:array, :address}}]}}
...>        ]
...>      }
...>    )
[{[]}]

iex> "00000000000000000000000000000000000000000000000000000000000000400000000000000000000000000000000000000000000000000000000000000080000000000000000000000000000000000000000000000000000000000000000c556e617574686f72697a656400000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000002000000000000000000000000204a2bf2ff0a4eaf1890c8d8679eaa446fb852c4000000000000000000000000861d9af488d5fa485bb08ab6912fff4f7450849a"
...> |> Base.decode16!(case: :lower)
...> |> Onchain.ABI.TypeDecoder.decode(
...>      %Onchain.ABI.FunctionSelector{
...>        function: nil,
...>        types: [%{type: {:tuple,[
...>          %{type: :string},
...>          %{type: {:array, {:uint, 256}}}
...>        ]}}]
...>      }
...>    )
[{
  "Unauthorized",
  [
    184341788326688649239867304918349890235378717380,
    765664983403968947098136133435535343021479462042,
  ]
}]

iex> "000000000000000000000000000000000000000000000000000000000000002000000000000000000000000000000000000000000000000000000000000000034241540000000000000000000000000000000000000000000000000000000000"
...> |> Base.decode16!(case: :lower)
...> |> Onchain.ABI.TypeDecoder.decode(
...>      %Onchain.ABI.FunctionSelector{
...>        function: "price",
...>        types: [
...>          %{type: :string}
...>        ],
...>        returns: {:uint, 256}
...>      }
...>    )
["BAT"]

  



  
    
      
    
    
      decode_bytes(data, size_in_bytes, padding_direction)



        
          
        

    

  


  

      

          @spec decode_bytes(binary(), integer(), atom()) :: {binary(), binary()}


      


Reads size_in_bytes of content out of data, skipping the 32-byte-slot
padding on whichever side matches padding_direction (:left for
left-padded types like address and uint/int, :right for
right-padded types like bytes<M> and string). Returns {value, rest}.

  



    

  
    
      
    
    
      decode_raw(encoded_data, types, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_raw(binary(), [Onchain.ABI.FunctionSelector.argument_type()], keyword()) ::
  [any()]


      


Similar to Onchain.ABI.TypeDecoder.decode/2 except accepts a list of types instead
of a function selector.
Examples
iex> "000000000000000000000000000000000000000000000000000000000000004000000000000000000000000000000000000000000000000000000000000000010000000000000000000000000000000000000000000000000000000000000007617765736f6d6500000000000000000000000000000000000000000000000000"
...> |> Base.decode16!(case: :lower)
...> |> Onchain.ABI.TypeDecoder.decode_raw([%{type: {:tuple, [%{type: :string}, %{type: :bool}]}}])
[{"awesome", true}]

  



  
    
      
    
    
      tuple_value(types, elements, decode_structs)



        
          
        

    

  


  

      

          @spec tuple_value([Onchain.ABI.FunctionSelector.argument_type()], [any()], boolean()) ::
  map() | tuple()


      


Combines a list of ABI argument types with a list of decoded element values
into either a tuple or (when decode_structs is true and every type carries
a non-empty :name) a map keyed by the existing snake_case atom for each
field name.
Field-name atoms must already exist in the VM atom table — decode_structs: true calls String.to_existing_atom/1 on Macro.underscore(name) and
raises ArgumentError if the atom has not been interned. This bounds atom
creation to the set of field names the caller has explicitly referenced in
their code, closing a DoS surface for consumers that ingest ABIs from
arbitrary sources.
Used internally by decode_type({:tuple, types}, ...) to render the
second-pass result; exposed because event-log decoding in Onchain.ABI.Event
reuses the same shape.

  


        

      


  

    
Onchain.ABI.TypeEncoder 
    



      
Onchain.ABI.TypeEncoder is responsible for encoding types to the format
expected by Solidity. We generally take a function selector and an
array of data and encode that array according to the specification.
API Functions
	Function	Arity	Description	Param Kinds
	encode_packed	2	Encodes values using Solidity's non-standard packed mode (abi.encodePacked) — types <32 bytes concatenated tight, dynamic types in-place without length prefix, array elements padded to 32 bytes.	data: value, types: value
	encode_raw	2	Encode a list of values directly against an explicit type list, without prepending a method-id selector. Used for return values, event data, or pre-routed calldata payloads.	data: value, types: value
	encode	2	Encode a list of values into ABI calldata using the given FunctionSelector, prefixing the 4-byte selector when the function name is set.	data: value, function_selector: value


      


      
        Summary


  
    Functions
  


    
      
        encode(data, function_selector)

      


        Encodes the given data based on the function selector.



    


    
      
        encode_packed(data, types)

      


        Encodes a list of values using Solidity's
non-standard packed mode.



    


    
      
        encode_raw(data, types)

      


        Simiar to Onchain.ABI.TypeEncoder.encode/2 except we accept
an array of types instead of a function selector. We also
do not pre-pend the method id.



    





      


      
        Functions


        


  
    
      
    
    
      encode(data, function_selector)



        
          
        

    

  


  

      

          @spec encode([any()], Onchain.ABI.FunctionSelector.t()) :: binary()


      


Encodes the given data based on the function selector.
Examples
iex> [69, true]
...> |> Onchain.ABI.TypeEncoder.encode(
...>      %Onchain.ABI.FunctionSelector{
...>        function: "baz",
...>        types: [
...>          %{type: {:uint, 32}},
...>          %{type: :bool}
...>        ],
...>        returns: :bool
...>      }
...>    )
...> |> Base.encode16(case: :lower)
"cdcd77c000000000000000000000000000000000000000000000000000000000000000450000000000000000000000000000000000000000000000000000000000000001"

iex> ["BAT"]
...> |> Onchain.ABI.TypeEncoder.encode(
...>      %Onchain.ABI.FunctionSelector{
...>        function: "price",
...>        types: [
...>          %{type: :string}
...>        ],
...>        returns: {:uint, 256}
...>      }
...>    )
...> |> Base.encode16(case: :lower)
"fe2c6198000000000000000000000000000000000000000000000000000000000000002000000000000000000000000000000000000000000000000000000000000000034241540000000000000000000000000000000000000000000000000000000000"


iex> [Base.decode16!("ffffffffffffffffffffffffffffffffffffffff", case: :lower)]
...> |> Onchain.ABI.TypeEncoder.encode(
...>      %Onchain.ABI.FunctionSelector{
...>        function: "price",
...>        types: [
...>          %{type: :address}
...>        ]
...>      }
...>    )
...> |> Base.encode16(case: :lower)
"aea91078000000000000000000000000ffffffffffffffffffffffffffffffffffffffff"

iex> [1]
...> |> Onchain.ABI.TypeEncoder.encode(
...>      %Onchain.ABI.FunctionSelector{
...>        function: "price",
...>        types: [
...>          %{type: :address}
...>        ]
...>      }
...>    )
...> |> Base.encode16(case: :lower)
"aea910780000000000000000000000000000000000000000000000000000000000000001"

iex> ["hello world"]
...> |> Onchain.ABI.TypeEncoder.encode(
...>      %Onchain.ABI.FunctionSelector{
...>        function: nil,
...>        types: [
...>          %{type: :string},
...>        ]
...>      }
...>    )
...> |> Base.encode16(case: :lower)
"000000000000000000000000000000000000000000000000000000000000000b68656c6c6f20776f726c64000000000000000000000000000000000000000000"

iex> [{{0x11, 0x22}, "hello world"}]
...> |> Onchain.ABI.TypeEncoder.encode(
...>      %Onchain.ABI.FunctionSelector{
...>        function: nil,
...>        types: [
...>          %{type: {:tuple, [
...>            %{type: {:tuple, [%{type: {:uint, 256}},%{type: {:uint, 256}}]}},
...>            %{type: :string},
...>          ]}}
...>        ]
...>      }
...>    )
...> |> Base.encode16(case: :lower)
"000000000000000000000000000000000000000000000000000000000000001100000000000000000000000000000000000000000000000000000000000000220000000000000000000000000000000000000000000000000000000000000060000000000000000000000000000000000000000000000000000000000000000b68656c6c6f20776f726c64000000000000000000000000000000000000000000"

iex> [{"awesome", true}]
...> |> Onchain.ABI.TypeEncoder.encode(
...>      %Onchain.ABI.FunctionSelector{
...>        function: nil,
...>        types: [
...>          %{type: {:tuple, [%{type: :string}, %{type: :bool}]}}
...>        ]
...>      }
...>    )
...> |> Base.encode16(case: :lower)
"000000000000000000000000000000000000000000000000000000000000004000000000000000000000000000000000000000000000000000000000000000010000000000000000000000000000000000000000000000000000000000000007617765736f6d6500000000000000000000000000000000000000000000000000"

iex> [{17, true, <<32, 64>>}]
...> |> Onchain.ABI.TypeEncoder.encode(
...>      %Onchain.ABI.FunctionSelector{
...>        function: nil,
...>        types: [
...>          %{type: {:tuple, [%{type: {:uint, 32}}, %{type: :bool}, %{type: {:bytes, 2}}]}}
...>        ]
...>      }
...>    )
...> |> Base.encode16(case: :lower)
"000000000000000000000000000000000000000000000000000000000000001100000000000000000000000000000000000000000000000000000000000000012040000000000000000000000000000000000000000000000000000000000000"

iex> [[17, 1]]
...> |> Onchain.ABI.TypeEncoder.encode(
...>      %Onchain.ABI.FunctionSelector{
...>        function: "baz",
...>        types: [
...>          %{type: {:array, {:uint, 32}, 2}}
...>        ]
...>      }
...>    )
...> |> Base.encode16(case: :lower)
"3d0ec53300000000000000000000000000000000000000000000000000000000000000110000000000000000000000000000000000000000000000000000000000000001"

iex> [[17, 1], true]
...> |> Onchain.ABI.TypeEncoder.encode(
...>      %Onchain.ABI.FunctionSelector{
...>        function: nil,
...>        types: [
...>          %{type: {:array, {:uint, 32}, 2}},
...>          %{type: :bool}
...>        ]
...>      }
...>    )
...> |> Base.encode16(case: :lower)
"000000000000000000000000000000000000000000000000000000000000001100000000000000000000000000000000000000000000000000000000000000010000000000000000000000000000000000000000000000000000000000000001"

iex> [[17, 1]]
...> |> Onchain.ABI.TypeEncoder.encode(
...>      %Onchain.ABI.FunctionSelector{
...>        function: nil,
...>        types: [
...>          %{type: {:array, {:uint, 32}}}
...>        ]
...>      }
...>    )
...> |> Base.encode16(case: :lower)
"000000000000000000000000000000000000000000000000000000000000000200000000000000000000000000000000000000000000000000000000000000110000000000000000000000000000000000000000000000000000000000000001"

iex> [
...>   <<1::160>>,
...>   <<2::160>>,
...>   <<3::256>>,
...>   {
...>     4,
...>     <<5::160>>,
...>     <<6>>,
...>     <<7::512>>,
...>     8
...>   },
...>   9,
...>   <<0xa::256>>,
...>   <<0xb::256>>
...> ]
...> |> Onchain.ABI.TypeEncoder.encode(
...>   %Onchain.ABI.FunctionSelector{
...>     function: "test",
...>     function_type: :function,
...>     state_mutability: :nonpayable,
...>     types: [
...>       %{name: "a", type: :address},
...>       %{name: "b", type: :address},
...>       %{name: "c", type: {:bytes, 32}},
...>       %{
...>         name: "d",
...>         type:
...>           {:tuple,
...>            [
...>              %{name: "e", type: {:uint, 96}},
...>              %{name: "f", type: :address},
...>              %{name: "g", type: :bytes},
...>              %{name: "h", type: :bytes},
...>              %{name: "i", type: {:uint, 256}}
...>            ]}
...>       },
...>       %{name: "j", type: {:uint, 8}},
...>       %{name: "k", type: {:bytes, 32}},
...>       %{name: "l", type: {:bytes, 32}}
...>     ],
...>     returns: [%{name: "", type: :bytes}]
...>   }
...> )
...> |> Base.encode16(case: :lower)
"19c9d90a00000000000000000000000000000000000000000000000000000000000000010000000000000000000000000000000000000000000000000000000000000002000000000000000000000000000000000000000000000000000000000000000300000000000000000000000000000000000000000000000000000000000000e00000000000000000000000000000000000000000000000000000000000000009000000000000000000000000000000000000000000000000000000000000000a000000000000000000000000000000000000000000000000000000000000000b0000000000000000000000000000000000000000000000000000000000000004000000000000000000000000000000000000000000000000000000000000000500000000000000000000000000000000000000000000000000000000000000a000000000000000000000000000000000000000000000000000000000000000e0000000000000000000000000000000000000000000000000000000000000000800000000000000000000000000000000000000000000000000000000000000010600000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000004000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000007"

iex> [%{x: 42, flag: true}]
...> |> Onchain.ABI.TypeEncoder.encode(
...>      %Onchain.ABI.FunctionSelector{
...>        function: nil,
...>        types: [
...>          %{type: {:tuple, [
...>            %{name: "x", type: {:uint, 32}},
...>            %{name: "flag", type: :bool}
...>          ]}}
...>        ]
...>      }
...>    )
...> |> Base.encode16(case: :lower)
"000000000000000000000000000000000000000000000000000000000000002a0000000000000000000000000000000000000000000000000000000000000001"

iex> [-255]
...> |> Onchain.ABI.TypeEncoder.encode(%Onchain.ABI.FunctionSelector{function: nil, types: [%{type: {:int, 16}}]})
...> |> Base.encode16(case: :lower)
"ffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff01"

  



  
    
      
    
    
      encode_packed(data, types)



        
          
        

    

  


  

      

          @spec encode_packed([any()], [Onchain.ABI.FunctionSelector.argument_type()]) ::
  binary()


      


Encodes a list of values using Solidity's
non-standard packed mode.
Used primarily for keccak256(abi.encodePacked(...)) Merkle leaves and
signature schemes; never used for actual function calls (the spec defines
no decoding function — encoding is ambiguous with multiple dynamic args).
Tuple/struct values and nested arrays raise ArgumentError — Solidity's
spec does not define their packed encoding.
Examples
iex> Onchain.ABI.TypeEncoder.encode_packed(
...>   [-1, <<0x42>>, 3, "Hello, world!"],
...>   [
...>     %{type: {:int, 16}},
...>     %{type: {:bytes, 1}},
...>     %{type: {:uint, 16}},
...>     %{type: :string}
...>   ]
...> ) |> Base.encode16(case: :lower)
"ffff42000348656c6c6f2c20776f726c6421"

  



  
    
      
    
    
      encode_raw(data, types)



        
          
        

    

  


  

      

          @spec encode_raw([any()], [Onchain.ABI.FunctionSelector.argument_type()]) :: binary()


      


Simiar to Onchain.ABI.TypeEncoder.encode/2 except we accept
an array of types instead of a function selector. We also
do not pre-pend the method id.
Examples
iex> [{"awesome", true}]
...> |> Onchain.ABI.TypeEncoder.encode_raw([%{type: {:tuple, [%{type: :string}, %{type: :bool}]}}])
...> |> Base.encode16(case: :lower)
"000000000000000000000000000000000000000000000000000000000000004000000000000000000000000000000000000000000000000000000000000000010000000000000000000000000000000000000000000000000000000000000007617765736f6d6500000000000000000000000000000000000000000000000000"

  


        

      


  

    
Onchain.Address 
    



      
Ethereum address validation, checksumming, and comparison.
Curated 7-function API wrapping Onchain.Hex with flexible input handling
(hex strings or 20-byte binaries) and normalized error tuples.
Error Format
All failable functions return {:error, {:invalid_address, input}} where input
is the original value that failed validation. Bang variants raise Onchain.Hex.InvalidHex.
Functions
	Function	Purpose
	validate/1	Any input → 20-byte binary
	valid?/1	Check if input is a valid address
	checksum/1	EIP-55 checksummed hex string
	checksum!/1	EIP-55 checksummed hex string (raises)
	normalize/1	Lowercase 0x-prefixed hex string
	equal?/2	Compare two addresses (any format)
	zero?/1	Check if address is the zero address

API Functions
	Function	Arity	Description	Param Kinds
	from_public_key	1	Derive an Ethereum address from an uncompressed secp256k1 public key in SEC1 form.	public_key: value
	zero?	1	Check if an address is the zero address (0x0000...0000).	input: value
	equal?	2	Compare two addresses for equality, regardless of format.	a: value, b: value
	normalize	1	Return a lowercase 0x-prefixed hex string for an address.	input: value
	checksum!	1	Return the EIP-55 checksummed hex string. Raises on invalid input.	input: value
	checksum	1	Return the EIP-55 checksummed hex string for an address.	input: value
	valid?	1	Check whether the input is a valid Ethereum address.	input: value
	validate	1	Validate and normalize an address to a 20-byte binary.	input: value


      


      
        Summary


  
    Functions
  


    
      
        checksum(input)

      


        Return the EIP-55 checksummed hex string for an address.



    


    
      
        checksum!(input)

      


        Return the EIP-55 checksummed hex string. Raises on invalid input.



    


    
      
        equal?(a, b)

      


        Compare two addresses for equality, regardless of format.



    


    
      
        from_public_key(public_key)

      


        Returns an Ethereum address from a given uncompressed secp256k1 public key in SEC1 form (0x04 || X || Y).



    


    
      
        normalize(input)

      


        Return a lowercase 0x-prefixed hex string for an address.



    


    
      
        valid?(input)

      


        Check whether the input is a valid Ethereum address.



    


    
      
        validate(input)

      


        Validate and normalize an address to a 20-byte binary.



    


    
      
        zero?(input)

      


        Check if an address is the zero address (0x0000...0000).



    





      


      
        Functions


        


  
    
      
    
    
      checksum(input)



        
          
        

    

  


  

      

          @spec checksum(term()) :: {:ok, String.t()} | {:error, {:invalid_address, term()}}


      


Return the EIP-55 checksummed hex string for an address.
Parameters
	input - Hex string (with or without 0x) or 20-byte binary (value)

Returns
EIP-55 checksummed address ({:ok, String.t()} | {:error, {:invalid_address, input}})
# descripex:contract
%{
  params: %{
    input: %{
      description: "Hex string (with or without 0x) or 20-byte binary",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, {:invalid_address, input}}",
    description: "EIP-55 checksummed address",
    example: "0x5aAeb6053F3E94C9b9A09f33669435E7Ef1BeAed"
  }
}

  



  
    
      
    
    
      checksum!(input)



        
          
        

    

  


  

      

          @spec checksum!(term()) :: String.t()


      


Return the EIP-55 checksummed hex string. Raises on invalid input.
Parameters
	input - Hex string (with or without 0x) or 20-byte binary (value)

Returns
EIP-55 checksummed address (string)
# descripex:contract
%{
  params: %{
    input: %{
      description: "Hex string (with or without 0x) or 20-byte binary",
      kind: :value
    }
  },
  returns: %{
    type: :string,
    description: "EIP-55 checksummed address",
    example: "0x5aAeb6053F3E94C9b9A09f33669435E7Ef1BeAed"
  }
}

  



  
    
      
    
    
      equal?(a, b)



        
          
        

    

  


  

      

          @spec equal?(term(), term()) :: boolean()


      


Compare two addresses for equality, regardless of format.
Parameters
	a - First address (hex string or 20-byte binary) (value)
	b - Second address (hex string or 20-byte binary) (value)

Returns
true if both resolve to the same 20-byte address (boolean)
# descripex:contract
%{
  params: %{
    a: %{
      description: "First address (hex string or 20-byte binary)",
      kind: :value
    },
    b: %{
      description: "Second address (hex string or 20-byte binary)",
      kind: :value
    }
  },
  returns: %{
    type: :boolean,
    description: "true if both resolve to the same 20-byte address"
  }
}

  



  
    
      
    
    
      from_public_key(public_key)



        
          
        

    

  


  

      

          @spec from_public_key(binary()) :: <<_::160>>


      


Returns an Ethereum address from a given uncompressed secp256k1 public key in SEC1 form (0x04 || X || Y).
Examples
iex> use Onchain.Hex
iex> public_key = ~h[0x0422]
iex> Onchain.Address.from_public_key(public_key)
...> |> Onchain.Hex.encode_hex()
"0x759f1afdc24aba433a3e18b683f8c04a6eaa69f0"

  



  
    
      
    
    
      normalize(input)



        
          
        

    

  


  

      

          @spec normalize(term()) :: {:ok, String.t()} | {:error, {:invalid_address, term()}}


      


Return a lowercase 0x-prefixed hex string for an address.
Parameters
	input - Hex string (with or without 0x) or 20-byte binary (value)

Returns
Lowercase hex address ({:ok, String.t()} | {:error, {:invalid_address, input}})
# descripex:contract
%{
  params: %{
    input: %{
      description: "Hex string (with or without 0x) or 20-byte binary",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, {:invalid_address, input}}",
    description: "Lowercase hex address",
    example: "0x5aaeb6053f3e94c9b9a09f33669435e7ef1beaed"
  }
}

  



  
    
      
    
    
      valid?(input)



        
          
        

    

  


  

      

          @spec valid?(term()) :: boolean()


      


Check whether the input is a valid Ethereum address.
Parameters
	input - Value to check (value)

Returns
true if valid 20-byte address (boolean)
# descripex:contract
%{
  params: %{input: %{description: "Value to check", kind: :value}},
  returns: %{type: :boolean, description: "true if valid 20-byte address"}
}

  



  
    
      
    
    
      validate(input)



        
          
        

    

  


  

      

          @spec validate(term()) :: {:ok, <<_::160>>} | {:error, {:invalid_address, term()}}


      


Validate and normalize an address to a 20-byte binary.
Parameters
	input - Hex string (with or without 0x) or 20-byte binary (value)

Returns
Validated 20-byte binary address ({:ok, <<20 bytes>>} | {:error, {:invalid_address, input}})
# descripex:contract
%{
  params: %{
    input: %{
      description: "Hex string (with or without 0x) or 20-byte binary",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, <<20 bytes>>} | {:error, {:invalid_address, input}}",
    description: "Validated 20-byte binary address"
  }
}

  



  
    
      
    
    
      zero?(input)



        
          
        

    

  


  

      

          @spec zero?(term()) :: boolean()


      


Check if an address is the zero address (0x0000...0000).
Parameters
	input - Hex string or 20-byte binary (value)

Returns
true if the zero address (boolean)
# descripex:contract
%{
  params: %{input: %{description: "Hex string or 20-byte binary", kind: :value}},
  returns: %{type: :boolean, description: "true if the zero address"}
}

  


        

      


  

    
Onchain.Block 
    



      
Represents a block from the Ethereum JSON-RPC endpoint.
Defined here: https://ethereum.org/en/developers/docs/apis/json-rpc/#eth_getblockbyhash
Fields are nullable when they belong to a hard-fork upgrade and may be
absent on pre-upgrade blocks: base_fee_per_gas (London, EIP-1559),
withdrawals_root / withdrawals (Shanghai, EIP-4895), and
parent_beacon_block_root / blob_gas_used / excess_blob_gas
(Cancun, EIP-4788 + EIP-4844). mix_hash is present pre-Merge as the
PoW mix hash and post-Merge as PREVRANDAO (EIP-4399).
API Functions
	Function	Arity	Description	Param Kinds
	find_by_timestamp!	2	Binary search for block ≤ target timestamp. Raises on error.	target_timestamp: value, opts: value
	find_by_timestamp	2	Binary search for the highest block with timestamp ≤ target.	target_timestamp: value, opts: value
	get_by_number!	2	Fetch and parse a block by number or tag. Raises on error.	block_id: value, opts: value
	get_by_number	2	Fetch and parse a block by number or tag.	block_id: value, opts: value
	deserialize	1	Decode an Ethereum block JSON-RPC object into a Onchain.Block struct.	params: exchange_data


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        deserialize(params)

      


        Deserializes a block object from JSON-RPC.



    


    
      
        find_by_timestamp(target_timestamp, opts \\ [])

      


        Binary search for the highest block with timestamp ≤ target.



    


    
      
        find_by_timestamp!(target_timestamp, opts \\ [])

      


        Binary search for block ≤ target timestamp. Raises on error.



    


    
      
        get_by_number(block_id, opts \\ [])

      


        Fetch and parse a block by number or tag.



    


    
      
        get_by_number!(block_id, opts \\ [])

      


        Fetch and parse a block by number or tag. Raises on error.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.Block{
  base_fee_per_gas: integer() | nil,
  blob_gas_used: integer() | nil,
  difficulty: integer(),
  excess_blob_gas: integer() | nil,
  extra_data: binary(),
  gas_limit: integer(),
  gas_used: integer(),
  hash: <<_::256>> | nil,
  logs_bloom: <<_::1024>> | nil,
  miner: <<_::160>>,
  mix_hash: <<_::256>> | nil,
  nonce: integer() | nil,
  number: integer() | nil,
  parent_beacon_block_root: <<_::256>> | nil,
  parent_hash: <<_::256>> | nil,
  receipts_root: <<_::256>>,
  requests_hash: <<_::256>> | nil,
  sha3_uncles: <<_::256>>,
  size: integer(),
  state_root: <<_::256>>,
  timestamp: integer(),
  total_difficulty: integer(),
  transactions: [
    String.t()
    | Onchain.Transaction.V1.t()
    | Onchain.Transaction.V_2930.t()
    | Onchain.Transaction.V2.t()
    | Onchain.Transaction.V3.t()
    | Onchain.Transaction.V4.t()
  ],
  transactions_root: <<_::256>>,
  uncles: [<<_::256>>],
  withdrawals: [Onchain.Block.Withdrawal.t()] | nil,
  withdrawals_root: <<_::256>> | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      deserialize(params)



        
          
        

    

  


  

      

          @spec deserialize(map() | nil) :: t() | nil


      


Deserializes a block object from JSON-RPC.
Examples
iex> %{
...>   "difficulty" => "0x4ea3f27bc",
...>   "extraData" => "0x476574682f4c5649562f76312e302e302f6c696e75782f676f312e342e32",
...>   "gasLimit" => "0x1388",
...>   "gasUsed" => "0x0",
...>   "hash" => "0xdc0818cf78f21a8e70579cb46a43643f78291264dda342ae31049421c82d21ae",
...>   "logsBloom" => "0x00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000",
...>   "miner" => "0xbb7b8287f3f0a933474a79eae42cbca977791171",
...>   "mixHash" => "0x4fffe9ae21f1c9e15207b1f472d5bbdd68c9595d461666602f2be20daf5e7843",
...>   "nonce" => "0x689056015818adbe",
...>   "number" => "0x1b4",
...>   "parentHash" => "0xe99e022112df268087ea7eafaf4790497fd21dbeeb6bd7a1721df161a6657a54",
...>   "receiptsRoot" => "0x56e81f171bcc55a6ff8345e692c0f86e5b48e01b996cadc001622fb5e363b421",
...>   "sha3Uncles" => "0x1dcc4de8dec75d7aab85b567b6ccd41ad312451b948a7413f0a142fd40d49347",
...>   "size" => "0x220",
...>   "stateRoot" => "0xddc8b0234c2e0cad087c8b389aa7ef01f7d79b2570bccb77ce48648aa61c904d",
...>   "timestamp" => "0x55ba467c",
...>   "totalDifficulty" => "0x78ed983323d",
...>   "transactions" => [],
...>   "transactionsRoot" => "0x56e81f171bcc55a6ff8345e692c0f86e5b48e01b996cadc001622fb5e363b421",
...>   "uncles" => []
...> }
...> |> Onchain.Block.deserialize()
%Onchain.Block{
  difficulty: 0x4ea3f27bc,
  extra_data: ~h[0x476574682f4c5649562f76312e302e302f6c696e75782f676f312e342e32],
  gas_limit: 0x1388,
  gas_used: 0x0,
  hash: ~h[0xdc0818cf78f21a8e70579cb46a43643f78291264dda342ae31049421c82d21ae],
  logs_bloom: ~h[0x00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000],
  miner: ~h[0xbb7b8287f3f0a933474a79eae42cbca977791171],
  mix_hash: ~h[0x4fffe9ae21f1c9e15207b1f472d5bbdd68c9595d461666602f2be20daf5e7843],
  nonce: 0x689056015818adbe,
  number: 0x1b4,
  parent_hash: ~h[0xe99e022112df268087ea7eafaf4790497fd21dbeeb6bd7a1721df161a6657a54],
  receipts_root: ~h[0x56e81f171bcc55a6ff8345e692c0f86e5b48e01b996cadc001622fb5e363b421],
  sha3_uncles: ~h[0x1dcc4de8dec75d7aab85b567b6ccd41ad312451b948a7413f0a142fd40d49347],
  size: 0x220,
  state_root: ~h[0xddc8b0234c2e0cad087c8b389aa7ef01f7d79b2570bccb77ce48648aa61c904d],
  timestamp: 0x55ba467c,
  total_difficulty: 0x78ed983323d,
  transactions: [],
  transactions_root: ~h[0x56e81f171bcc55a6ff8345e692c0f86e5b48e01b996cadc001622fb5e363b421],
  uncles: [],
  base_fee_per_gas: nil,
  withdrawals_root: nil,
  withdrawals: nil,
  parent_beacon_block_root: nil,
  blob_gas_used: nil,
  excess_blob_gas: nil
}
Post-Cancun block with all fork-tier fields populated:
iex> %{
...>   "number" => "0x1312d00",
...>   "hash" => "0xd24fd73f794058a3807db926d8898c6481e902b7edb91ce0d479d6760f276183",
...>   "parentHash" => "0xb390d63aac03bbef75de888d16bd56b91c9291c2a7e38d36ac24731351522bd1",
...>   "nonce" => "0x0000000000000000",
...>   "sha3Uncles" => "0x1dcc4de8dec75d7aab85b567b6ccd41ad312451b948a7413f0a142fd40d49347",
...>   "logsBloom" => "0x" <> String.duplicate("00", 256),
...>   "transactionsRoot" => "0x56e81f171bcc55a6ff8345e692c0f86e5b48e01b996cadc001622fb5e363b421",
...>   "stateRoot" => "0x56e81f171bcc55a6ff8345e692c0f86e5b48e01b996cadc001622fb5e363b421",
...>   "receiptsRoot" => "0x56e81f171bcc55a6ff8345e692c0f86e5b48e01b996cadc001622fb5e363b421",
...>   "miner" => "0x95222290dd7278aa3ddd389cc1e1d165cc4bafe5",
...>   "difficulty" => "0x0",
...>   "totalDifficulty" => "0xc70d815d562d3cfa955",
...>   "extraData" => "0x",
...>   "size" => "0x220",
...>   "gasLimit" => "0x1c9c380",
...>   "gasUsed" => "0xa9371c",
...>   "timestamp" => "0x665ba27f",
...>   "transactions" => [],
...>   "uncles" => [],
...>   "mixHash" => "0x4fffe9ae21f1c9e15207b1f472d5bbdd68c9595d461666602f2be20daf5e7843",
...>   "baseFeePerGas" => "0x6f4f8d96",
...>   "withdrawalsRoot" => "0x9d56fa5a08e21cd3ff7f8b6f5b6cb6f5b6cb6f5b6cb6f5b6cb6f5b6cb6f5b6cb",
...>   "withdrawals" => [
...>     %{
...>       "index" => "0x4d8f7d",
...>       "validatorIndex" => "0xc8a5f",
...>       "address" => "0x1f9090aae28b8a3dceadf281b0f12828e676c326",
...>       "amount" => "0x111c8c2"
...>     }
...>   ],
...>   "parentBeaconBlockRoot" => "0xb390d63aac03bbef75de888d16bd56b91c9291c2a7e38d36ac24731351522bd1",
...>   "blobGasUsed" => "0x80000",
...>   "excessBlobGas" => "0x4a0000"
...> }
...> |> Onchain.Block.deserialize()
...> |> Map.take([:number, :base_fee_per_gas, :withdrawals, :parent_beacon_block_root, :blob_gas_used, :excess_blob_gas])
%{
  number: 20_000_000,
  base_fee_per_gas: 0x6f4f8d96,
  withdrawals: [
    %Onchain.Block.Withdrawal{
      index: 0x4d8f7d,
      validator_index: 0xc8a5f,
      address: ~h[0x1f9090aae28b8a3dceadf281b0f12828e676c326],
      amount: 0x111c8c2
    }
  ],
  parent_beacon_block_root: ~h[0xb390d63aac03bbef75de888d16bd56b91c9291c2a7e38d36ac24731351522bd1],
  blob_gas_used: 0x80000,
  excess_blob_gas: 0x4a0000
}

  



    

  
    
      
    
    
      find_by_timestamp(target_timestamp, opts \\ [])



        
          
        

    

  


  

      

          @spec find_by_timestamp(non_neg_integer(), keyword()) :: {:ok, t()} | {:error, term()}


      


Binary search for the highest block with timestamp ≤ target.
Parameters
	target_timestamp - Unix timestamp (seconds) to search for (value)
	opts - Options: :rpc_url, :timeout, :floor (block number integer), :ceil (block number integer) (default: [], value)

Returns
Full block struct with highest timestamp ≤ target ({:ok, Onchain.Block.t()} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :floor (block number integer), :ceil (block number integer)",
      kind: :value
    },
    target_timestamp: %{
      description: "Unix timestamp (seconds) to search for",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, Onchain.Block.t()} | {:error, term}",
    description: "Full block struct with highest timestamp ≤ target"
  }
}

  



    

  
    
      
    
    
      find_by_timestamp!(target_timestamp, opts \\ [])



        
          
        

    

  


  

      

          @spec find_by_timestamp!(non_neg_integer(), keyword()) :: t()


      


Binary search for block ≤ target timestamp. Raises on error.
Parameters
	target_timestamp - Unix timestamp (seconds) (value)
	opts - Options: :rpc_url, :timeout, :floor, :ceil (default: [], value)

Returns
Full decoded block struct (map)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :floor, :ceil",
      kind: :value
    },
    target_timestamp: %{description: "Unix timestamp (seconds)", kind: :value}
  },
  returns: %{type: :map, description: "Full decoded block struct"}
}

  



    

  
    
      
    
    
      get_by_number(block_id, opts \\ [])



        
          
        

    

  


  

      

          @spec get_by_number(integer() | String.t(), keyword()) ::
  {:ok, t()} | {:error, term()}


      


Fetch and parse a block by number or tag.
Parameters
	block_id - Block number (integer) or tag string ("latest", "finalized", etc.) (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Full block struct with integer quantities and binary hashes ({:ok, Onchain.Block.t()} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    block_id: %{
      description: "Block number (integer) or tag string (\"latest\", \"finalized\", etc.)",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, Onchain.Block.t()} | {:error, term}",
    description: "Full block struct with integer quantities and binary hashes"
  }
}

  



    

  
    
      
    
    
      get_by_number!(block_id, opts \\ [])



        
          
        

    

  


  

      

          @spec get_by_number!(integer() | String.t(), keyword()) :: t()


      


Fetch and parse a block by number or tag. Raises on error.
Parameters
	block_id - Block number (integer) or tag string (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Full decoded block struct (map)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    block_id: %{
      description: "Block number (integer) or tag string",
      kind: :value
    }
  },
  returns: %{type: :map, description: "Full decoded block struct"}
}

  


        

      


  

    
Onchain.Block.Withdrawal 
    



      
A validator withdrawal entry from a post-Shanghai block (EIP-4895).
Embedded in Onchain.Block.t().withdrawals when the block is
post-Shanghai (block ≥ 17,034,870 on mainnet).
API Functions
	Function	Arity	Description	Param Kinds
	deserialize	1	Decode a validator withdrawal entry from an Ethereum block JSON-RPC object.	params: exchange_data


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        deserialize(params)

      


        Deserializes a withdrawal object from JSON-RPC.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.Block.Withdrawal{
  address: <<_::160>>,
  amount: integer(),
  index: integer(),
  validator_index: integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      deserialize(params)



        
          
        

    

  


  

      

          @spec deserialize(map()) :: t() | no_return()


      


Deserializes a withdrawal object from JSON-RPC.
Examples
iex> use Onchain.Hex
iex> %{
...>   "index" => "0x4d8f7d",
...>   "validatorIndex" => "0xc8a5f",
...>   "address" => "0x1f9090aae28b8a3dceadf281b0f12828e676c326",
...>   "amount" => "0x111c8c2"
...> }
...> |> Onchain.Block.Withdrawal.deserialize()
%Onchain.Block.Withdrawal{
  index: 0x4d8f7d,
  validator_index: 0xc8a5f,
  address: ~h[0x1f9090aae28b8a3dceadf281b0f12828e676c326],
  amount: 0x111c8c2
}

  


        

      


  

    
Onchain.Chain 
    



      
Chain registry and chain-id parsing helpers.
This registry is static and never performs network I/O. Callers may use
Onchain.RPC.eth_config/1 as an independent read to cross-check a node's
reported chain configuration, but its result does not mutate or control this
table.
API Functions
	Function	Arity	Description	Param Kinds
	chain_id_value	1	Resolve a chain id for transaction construction, defaulting to the application chain.	chain_id: value
	parse_id	1	Parse an Ethereum chain id from either a numeric id or a known chain name.	chain_id: value


      


      
        Summary


  
    Functions
  


    
      
        chain_id_value(chain_id)

      


        Resolves a chain id for transaction construction, defaulting to the application chain.



    


    
      
        parse_id(chain_id)

      


        Parses a chain id, which can be given as an integer or an atom of a known network.



    





      


      
        Functions


        


  
    
      
    
    
      chain_id_value(chain_id)



        
          
        

    

  


  

      

          @spec chain_id_value(atom() | integer() | nil) :: integer()


      


Resolves a chain id for transaction construction, defaulting to the application chain.
Examples
iex> Onchain.Chain.chain_id_value(:goerli)
5

iex> Onchain.Chain.chain_id_value(42)
42

  



  
    
      
    
    
      parse_id(chain_id)



        
          
        

    

  


  

      

          @spec parse_id(atom() | integer()) :: integer() | no_return()


      


Parses a chain id, which can be given as an integer or an atom of a known network.
Examples
iex> Onchain.Chain.parse_id(5)
5

iex> Onchain.Chain.parse_id(:unichain)
130

  


        

      


  

    
Onchain.CloudKMS 
    



      
Shared helpers for the Google Cloud KMS signer backends
(Onchain.Signer.CloudKMS and an Ed25519 KMS backend).
The HTTP transport (get_public_key/3, asymmetric_sign/4) is identical for
both the secp256k1 (Ethereum) and Ed25519 signers — only the request
body and the public-key parsing differ, and those stay in the signer modules.
Goth credential resolution stays in the signers too, since Goth is an
optional dependency and this module is always loaded.
config_key is the signer module (passed as __MODULE__); it selects that
signer's Application.get_env(:cartouche, config_key) block, so per-signer
:req_options continue to resolve under their existing keys.

      


      
        Summary


  
    Functions
  


    
      
        asymmetric_sign(token, name, body, config_key)

      


        Calls asymmetricSign on a KMS key version. body is the signer-specific
request payload (%{digest: ...} for secp256k1, %{data: ...} for Ed25519).



    


    
      
        get_public_key(token, name, config_key)

      


        Fetches the PEM-encoded public key for a KMS key version. Returns the raw KMS
JSON map (%{"algorithm" => _, "pem" => _}); the caller parses the PEM for its
curve.



    


    
      
        key_version_name(project, location, keychain, key, version)

      


        Builds the fully-qualified Cloud KMS crypto-key-version resource name from its
component parts, e.g.
projects/p/locations/l/keyRings/kc/cryptoKeys/k/cryptoKeyVersions/v.



    





      


      
        Functions


        


  
    
      
    
    
      asymmetric_sign(token, name, body, config_key)



        
          
        

    

  


  

      

          @spec asymmetric_sign(String.t(), String.t(), map(), module()) ::
  {:ok, map()} | {:error, term()}


      


Calls asymmetricSign on a KMS key version. body is the signer-specific
request payload (%{digest: ...} for secp256k1, %{data: ...} for Ed25519).

  



  
    
      
    
    
      get_public_key(token, name, config_key)



        
          
        

    

  


  

      

          @spec get_public_key(String.t(), String.t(), module()) ::
  {:ok, map()} | {:error, term()}


      


Fetches the PEM-encoded public key for a KMS key version. Returns the raw KMS
JSON map (%{"algorithm" => _, "pem" => _}); the caller parses the PEM for its
curve.

  



  
    
      
    
    
      key_version_name(project, location, keychain, key, version)



        
          
        

    

  


  

      

          @spec key_version_name(
  String.t(),
  String.t(),
  String.t(),
  String.t(),
  String.t() | non_neg_integer()
) ::
  String.t()


      


Builds the fully-qualified Cloud KMS crypto-key-version resource name from its
component parts, e.g.
projects/p/locations/l/keyRings/kc/cryptoKeys/k/cryptoKeyVersions/v.

  


        

      


  

    
Onchain.Configuration 
    



      
Configuration and API discovery for the signing, transaction and RPC modules
(formerly the Cartouche root module). Application-env keys stay under
:cartouche.
API discovery
This module exposes a machine-readable API surface for AI agents and
introspection tooling via descripex:
Onchain.Configuration.describe()                  # registered modules + namespaces
Onchain.Configuration.describe(:signer)            # function list for one module
Onchain.Configuration.describe(:signer, :sign_direct)   # full param/return detail
Onchain.Configuration.describe(:transaction_v1)    # nested Transaction.V1 helpers
Onchain.Configuration.describe(:transaction_v2)    # nested Transaction.V2 helpers
The registered module list is built up as Phase 12 lands; see the root
ROADMAP.md Phase 2012 for the annotation pass.
API Functions
	Function	Arity	Description	Param Kinds
	get_contract_address	1	Resolve a configured contract reference (raw address, 0x-hex, or alias atom) to a 20-byte address.	address: value
	describe	2	Describe Cartouche's registered API surface at progressive levels of detail.	mod_or_short: value, func_name: value


      


      
        Summary


  
    Types
  


    
      
        address()

      


    


    
      
        bytes32()

      


    


    
      
        contract()

      


    


    
      
        signature()

      


    





  
    Functions
  


    
      
        describe()

      


        Return a Level 1 overview of all modules in this library.



    


    
      
        describe(mod_or_short)

      


        Return Level 2 function list for a module by full atom, Descripex short name, or Cartouche alias.



    


    
      
        describe(mod_or_short, func_name)

      


        Return Level 3 function detail for a module by full atom, Descripex short name, or Cartouche alias.



    


    
      
        get_contract_address(address)

      


        Returns a contract address, that may have been set in configuration.



    





      


      
        Types


        


  
    
      
    
    
      address()



        
          
        

    

  


  

      

          @type address() :: <<_::160>>


      



  



  
    
      
    
    
      bytes32()



        
          
        

    

  


  

      

          @type bytes32() :: <<_::256>>


      



  



  
    
      
    
    
      contract()



        
          
        

    

  


  

      

          @type contract() :: address() | atom()


      



  



  
    
      
    
    
      signature()



        
          
        

    

  


  

      

          @type signature() :: <<_::520, _::_*8>>


      



  


        

      

      
        Functions


        


  
    
      
    
    
      describe()



        
          
        

    

  


  

      

          @spec describe() :: [map()]


      


Return a Level 1 overview of all modules in this library.

  



  
    
      
    
    
      describe(mod_or_short)



        
          
        

    

  


  

      

          @spec describe(module() | atom()) :: [map()]


      


Return Level 2 function list for a module by full atom, Descripex short name, or Cartouche alias.

  



  
    
      
    
    
      describe(mod_or_short, func_name)



        
          
        

    

  


  

      

          @spec describe(module() | atom(), atom()) :: map() | nil


      


Return Level 3 function detail for a module by full atom, Descripex short name, or Cartouche alias.

  



  
    
      
    
    
      get_contract_address(address)



        
          
        

    

  


  

      

          @spec get_contract_address(binary() | atom()) :: address()


      


Returns a contract address, that may have been set in configuration.
Examples
iex> Onchain.Configuration.get_contract_address(<<1::160>>)
<<1::160>>

iex> Onchain.Configuration.get_contract_address("0x0000000000000000000000000000000000000001")
<<1::160>>

iex> Application.put_env(:cartouche, :contracts, [test: "0x0000000000000000000000000000000000000001"])
iex> Onchain.Configuration.get_contract_address(:test)
<<1::160>>

  


        

      


  

    
Onchain.Contract 
    



      
Generic contract call: ABI encode → eth_call → ABI decode in one function.
Eliminates the 3-step with chain every consumer writes for contract reads.
Takes a contract address, function signature, params, and return type — returns
decoded values.
Error Format
Errors pass through from the underlying module that failed:
	Source	Error Shape
	Onchain.Address.validate/1	{:error, {:invalid_address, input}}
	Onchain.ABI.encode_hex_call/2	{:error, {:encode_error, reason}}
	Onchain.RPC.eth_call/3	{:error, {:rpc_error, map}} — on execution revert, map may include :data (0x hex) and :revert (bytes) for Onchain.ABI.decode_hex_error/3
	Onchain.ABI.decode_response/3	{:error, {:decode_error, reason}} — including {:strict_violation, detail} when opts contains strict: true

Functions
	Function	Purpose
	call/5	Generic contract read → decoded values list
	call!/5	Same, raises on error

API Functions
	Function	Arity	Description	Param Kinds
	call!	5	Execute a read-only contract call. Raises on error.	address: value, signature: value, params: value, return_type: value, opts: value
	call	5	Execute a read-only contract call: encode → eth_call → decode.	address: value, signature: value, params: value, return_type: value, opts: value


      


      
        Summary


  
    Functions
  


    
      
        call(address, signature, params, return_type, opts \\ [])

      


        Execute a read-only contract call: encode → eth_call → decode.



    


    
      
        call!(address, signature, params, return_type, opts \\ [])

      


        Execute a read-only contract call. Raises on error.



    





      


      
        Functions


        


    

  
    
      
    
    
      call(address, signature, params, return_type, opts \\ [])



        
          
        

    

  


  

      

          @spec call(String.t() | binary(), String.t(), list(), String.t(), keyword()) ::
  {:ok, list() | map()} | {:error, term()}


      


Execute a read-only contract call: encode → eth_call → decode.
Parameters
	address - Contract address as 0x hex string or 20-byte binary (value)
	signature - Function signature, e.g. "balanceOf(address)" (value)
	params - List of parameter values matching the signature (value)
	return_type - Tuple type signature for decoding, e.g. "(uint256)" or "(uint256,bool)" (value)
	opts - RPC options (:rpc_url, :timeout, :block) plus decode opts forwarded to Onchain.ABI.decode_response/3 (strict: true, decode_structs: true) (default: [], value)

Returns
List of decoded return values from the contract call ({:ok, [decoded_values]} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "RPC options (:rpc_url, :timeout, :block) plus decode opts forwarded to Onchain.ABI.decode_response/3 (`strict: true`, `decode_structs: true`)",
      kind: :value
    },
    address: %{
      description: "Contract address as 0x hex string or 20-byte binary",
      kind: :value
    },
    signature: %{
      description: "Function signature, e.g. \"balanceOf(address)\"",
      kind: :value
    },
    params: %{
      description: "List of parameter values matching the signature",
      kind: :value
    },
    return_type: %{
      description: "Tuple type signature for decoding, e.g. \"(uint256)\" or \"(uint256,bool)\"",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, [decoded_values]} | {:error, term()}",
    description: "List of decoded return values from the contract call",
    example: "{:ok, [1000000]}"
  }
}

  



    

  
    
      
    
    
      call!(address, signature, params, return_type, opts \\ [])



        
          
        

    

  


  

      

          @spec call!(String.t() | binary(), String.t(), list(), String.t(), keyword()) ::
  list() | map()


      


Execute a read-only contract call. Raises on error.
Parameters
	address - Contract address as 0x hex string or 20-byte binary (value)
	signature - Function signature, e.g. "balanceOf(address)" (value)
	params - List of parameter values matching the signature (value)
	return_type - Tuple type signature for decoding, e.g. "(uint256)" (value)
	opts - RPC options (:rpc_url, :timeout, :block) plus decode opts forwarded to Onchain.ABI.decode_response/3 (strict: true, decode_structs: true) (default: [], value)

Returns
List of decoded return values from the contract call ([decoded_values])
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "RPC options (:rpc_url, :timeout, :block) plus decode opts forwarded to Onchain.ABI.decode_response/3 (`strict: true`, `decode_structs: true`)",
      kind: :value
    },
    address: %{
      description: "Contract address as 0x hex string or 20-byte binary",
      kind: :value
    },
    signature: %{
      description: "Function signature, e.g. \"balanceOf(address)\"",
      kind: :value
    },
    params: %{
      description: "List of parameter values matching the signature",
      kind: :value
    },
    return_type: %{
      description: "Tuple type signature for decoding, e.g. \"(uint256)\"",
      kind: :value
    }
  },
  returns: %{
    type: "[decoded_values]",
    description: "List of decoded return values from the contract call"
  }
}

  


        

      


  

    
Onchain.Contract.ABI 
    



      
Parses contract ABI JSON with alloy-json-abi in the core NIF.

      


      
        Summary


  
    Types
  


    
      
        parsed_abi()

      


    





  
    Functions
  


    
      
        parse_abi_file(path)

      


        Reads and parses an ABI JSON file.



    


    
      
        parse_abi_file!(path)

      


        Reads and parses an ABI file, raising on failure.



    


    
      
        parse_abi_json(json)

      


        Parses a standard JSON array of ABI entries.



    


    
      
        parse_abi_json!(json)

      


        Parses ABI JSON, raising on malformed input.



    





      


      
        Types


        


  
    
      
    
    
      parsed_abi()



        
          
        

    

  


  

      

          @type parsed_abi() :: %{
  functions: [map()],
  events: [map()],
  errors: [map()],
  constructor: map() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      parse_abi_file(path)



        
          
        

    

  


  

      

          @spec parse_abi_file(String.t()) :: {:ok, parsed_abi()} | {:error, term()}


      


Reads and parses an ABI JSON file.

  



  
    
      
    
    
      parse_abi_file!(path)



        
          
        

    

  


  

      

          @spec parse_abi_file!(String.t()) :: parsed_abi()


      


Reads and parses an ABI file, raising on failure.

  



  
    
      
    
    
      parse_abi_json(json)



        
          
        

    

  


  

      

          @spec parse_abi_json(String.t()) ::
  {:ok, parsed_abi()} | {:error, {:parse_error, String.t()}}


      


Parses a standard JSON array of ABI entries.

  



  
    
      
    
    
      parse_abi_json!(json)



        
          
        

    

  


  

      

          @spec parse_abi_json!(String.t()) :: parsed_abi()


      


Parses ABI JSON, raising on malformed input.

  


        

      


  

    
Onchain.Contract.Generator 
    



      
Compile-time contract codegen macro.
Reads a Solidity ABI (from .sol source, ABI JSON string, or ABI JSON file)
at compile time via Onchain.Contract.ABI (JSON) or the optional
onchain_evm package (Solidity), then generates typed Elixir functions
for every contract function found in the ABI.
Usage
defmodule MyApp.ERC20 do
  use Onchain.Contract.Generator,
    abi_json: File.read!("priv/abis/erc20.json")
end

defmodule MyApp.Pool do
  use Onchain.Contract.Generator,
    sol: File.read!("priv/contracts/IPool.sol")
end

defmodule MyApp.UiPool do
  use Onchain.Contract.Generator,
    sol_file: "priv/contracts/real/aave/IUiPoolDataProviderV3.sol"
end
Generated Functions
For each ABI function, generates:
	Read functions (view/pure): fn_name(contract, ...params, opts \\ [])
delegates to Onchain.Contract.call/5
	Write functions (nonpayable/payable): fn_name(contract, ...params, opts)
encodes calldata via Onchain.ABI.encode_hex_call/2 and delegates to
Onchain.Signer.send_transaction/3
	Bang variants: fn_name! that raises on error
	Multicall helpers: typed call builders and result decoders for
Onchain.Multicall.aggregate3/2
	__contract_abi__/0: returns the full parsed ABI map

Address Validation
Parameters with Solidity type address are validated via
Onchain.Address.validate/1 before being passed to the ABI encoder.
Overload Disambiguation
Same-arity overloads receive distinguishing input-type suffixes. Read overloads
whose default options would overlap another arity receive input-count suffixes,
for example query_1 and query_2. Write overloads with distinct arities keep
their original names.
Options
Provide one of the following source options. If multiple are given, the first
match in this order is used (the rest are ignored):
	:sol — raw Solidity source code as a string (e.g., File.read!("priv/contracts/IPool.sol"))
	:sol_file — path to a .sol file, resolved relative to the calling module's source directory
	:abi_json — ABI as a JSON string (e.g., File.read!("priv/abis/erc20.json"))
	:abi_file — path to an ABI JSON file, passed as-is to File.read/1
(use an absolute path or a path relative to the project root / CWD)

Additional options (only valid with :sol_file):
	:remappings — a list of Foundry-style remapping strings
(e.g., ["@aave/core-v3/=lib/aave-v3-core/"])
	:root_contract — name of the contract or interface to extract when the file
contains multiple definitions (e.g., "IPoolV3")

When :bytecode is set (hex string, with or without 0x), or when
:artifact_file points at a Foundry-style JSON artifact, the generator also emits
bytecode/0, deployed_bytecode/0 (only when :deployed_bytecode or the
artifact's deployedBytecode is present),
per-function <name>_selector/0, encode_<name>/…, decode_<name>_call/1, and
decode_call/1 — the surface Onchain.Sleuth.query_by/3 expects.
.sol Extras
When using sol: source:
	Struct modules: nested defmodule with @enforce_keys, defstruct,
and from_raw/1 for each struct definition
	Enum constants: module attributes @enum_name_variant index for each
enum variant
	NatSpec docs: @doc pulled from /// @notice comments


      




  

    
Onchain.Contract.Sleuth 
    



      
Auto-generated contract module via Onchain.Contract.Generator.
Read functions also have typed call builders and result decoders in the
nested Multicall module. These helpers target on-chain
Onchain.Multicall.aggregate3/2 results, not local EVM simulation results.
Functions
	Function	Solidity	Type
	query_2/4	query(bytes,bytes)	read
	query_1/3	query(bytes)	read


      


      
        Summary


  
    Functions
  


    
      
        __contract_abi__()

      


        Returns the full parsed ABI map for this contract.



    


    
      
        query_1(contract, q, opts \\ [])

      


        Calls query(bytes).



    


    
      
        query_1!(contract, q, opts \\ [])

      


        Calls query(bytes). Raises on error.



    


    
      
        query_2(contract, q, c, opts \\ [])

      


        Calls query(bytes,bytes).



    


    
      
        query_2!(contract, q, c, opts \\ [])

      


        Calls query(bytes,bytes). Raises on error.



    





      


      
        Functions


        


  
    
      
    
    
      __contract_abi__()



        
          
        

    

  


  

      

          @spec __contract_abi__() :: map()


      


Returns the full parsed ABI map for this contract.

  



    

  
    
      
    
    
      query_1(contract, q, opts \\ [])



        
          
        

    

  


  

      

          @spec query_1(String.t() | binary(), binary(), keyword()) ::
  {:ok, [binary()]} | {:error, term()}


      


Calls query(bytes).

  



    

  
    
      
    
    
      query_1!(contract, q, opts \\ [])



        
          
        

    

  


  

      

          @spec query_1!(String.t() | binary(), binary(), keyword()) :: [binary()]


      


Calls query(bytes). Raises on error.

  



    

  
    
      
    
    
      query_2(contract, q, c, opts \\ [])



        
          
        

    

  


  

      

          @spec query_2(String.t() | binary(), binary(), binary(), keyword()) ::
  {:ok, [binary()]} | {:error, term()}


      


Calls query(bytes,bytes).

  



    

  
    
      
    
    
      query_2!(contract, q, c, opts \\ [])



        
          
        

    

  


  

      

          @spec query_2!(String.t() | binary(), binary(), binary(), keyword()) :: [binary()]


      


Calls query(bytes,bytes). Raises on error.

  


        

      


  

    
Onchain.Contract.Sleuth.Multicall 
    



      
Typed call builders and result decoders for Onchain.Multicall.aggregate3/2.
Builders return raw Multicall3 entries. Decoders accept the corresponding
{success, return_data} entry returned by aggregate3/2.

      


      
        Summary


  
    Types
  


    
      
        call_entry()

      


        An entry accepted by Onchain.Multicall.aggregate3/2.



    


    
      
        raw_result()

      


        An individual raw result returned by Onchain.Multicall.aggregate3/2.



    





  
    Functions
  


    
      
        decode_query_1(arg)

      


        Decodes an aggregate3 result for query(bytes).



    


    
      
        decode_query_2(arg)

      


        Decodes an aggregate3 result for query(bytes,bytes).



    


    
      
        query_1(contract, q, allow_failure \\ true)

      


        Builds an aggregate3 call entry for query(bytes).



    


    
      
        query_2(contract, q, c, allow_failure \\ true)

      


        Builds an aggregate3 call entry for query(bytes,bytes).



    





      


      
        Types


        


  
    
      
    
    
      call_entry()



        
          
        

    

  


  

      

          @type call_entry() :: {String.t(), boolean(), String.t()}


      


An entry accepted by Onchain.Multicall.aggregate3/2.

  



  
    
      
    
    
      raw_result()



        
          
        

    

  


  

      

          @type raw_result() :: {boolean(), String.t()}


      


An individual raw result returned by Onchain.Multicall.aggregate3/2.

  


        

      

      
        Functions


        


  
    
      
    
    
      decode_query_1(arg)



        
          
        

    

  


  

      

          @spec decode_query_1(raw_result()) :: {:ok, [binary()]} | {:error, term()}


      


Decodes an aggregate3 result for query(bytes).

  



  
    
      
    
    
      decode_query_2(arg)



        
          
        

    

  


  

      

          @spec decode_query_2(raw_result()) :: {:ok, [binary()]} | {:error, term()}


      


Decodes an aggregate3 result for query(bytes,bytes).

  



    

  
    
      
    
    
      query_1(contract, q, allow_failure \\ true)



        
          
        

    

  


  

      

          @spec query_1(String.t() | binary(), binary(), boolean()) ::
  {:ok, call_entry()} | {:error, term()}


      


Builds an aggregate3 call entry for query(bytes).

  



    

  
    
      
    
    
      query_2(contract, q, c, allow_failure \\ true)



        
          
        

    

  


  

      

          @spec query_2(String.t() | binary(), binary(), binary(), boolean()) ::
  {:ok, call_entry()} | {:error, term()}


      


Builds an aggregate3 call entry for query(bytes,bytes).

  


        

      


  

    
Onchain.DEX.Router 
    



      
Optimal DEX swap-path routing across liquidity pools (Uniswap v2/v3-style).
Given an input token, output token, amount, and a candidate pool set, returns
the path that maximizes output — direct or multi-hop.
Approach: pure-Elixir analytic routing + on-chain v3 quoting (chosen)
The task scoped three candidate approaches, all of which were rejected:
	Approach	Rejected because
	(a) Rust routing libs via onchain_evm	onchain_evm depends on onchain. Routing here would invert the dependency graph, and onchain's charter is pure Elixir, no native deps.
	(b) Elixir + revm local simulation	revm is a Rust NIF (lives in onchain_evm). Same dependency inversion + native-dep violation.
	(c) QuickBEAM + Uniswap v3 SDK	QuickBEAM is a Zig NIF (lives in onchain_js). Same inversion; also ships a full JS runtime to quote a swap.

All three pull a native dependency onchain cannot take and invert the
dependency graph (onchain_evm/onchain_js build on top of onchain). The
chosen fourth approach keeps routing in the pure-Elixir layer where it belongs:
	Uniswap v2-style pools — output computed analytically from reserves with
the canonical constant-product formula (amount_out_v2/4). Pure, fast,
unit-testable, no RPC.
	Uniswap v3-style pools — output obtained from the on-chain QuoterV2
contract via eth_call (quoteExactInputSingle), which simulates tick
crossings exactly. An eth_call read is squarely onchain's wheelhouse and
avoids a fragile single-tick approximation that would silently mis-rank
large trades.

Path enumeration is a pure graph walk over the pool set (tokens as nodes, pools
as edges); for a fixed token path the per-hop output-maximizing pool is chosen
greedily, which is globally optimal because each pool's output is monotonic in
its input.
Limitations
	No split routing. A single best path is returned; the amount is not split
across pools (production aggregators do — out of scope for this prototype).
	v3 hops require opts[:rpc_url] (and reach the mainnet QuoterV2 by default;
override with opts[:quoter]). v2 hops need no RPC.

Sources
	Uniswap v2 getAmountOut: Uniswap/v2-periphery UniswapV2Library.sol.
	QuoterV2 0x61fFE014bA17989E743c5F6cB21bF9697530B21e and
quoteExactInputSingle ABI: Uniswap/v3-periphery IQuoterV2.sol,
Uniswap Ethereum deployments docs.

Functions
	Function	Purpose
	route/5	Optimal path for a token pair across a candidate pool set
	quote_pool/4	Output of a single pool hop (v2 analytic / v3 on-chain quote)
	amount_out_v2/4	Pure constant-product output for one v2 hop

API Functions
	Function	Arity	Description	Param Kinds
	amount_out_v2	4	Constant-product (Uniswap v2) output for one hop. Pure math.	amount_in: value, reserve_in: value, reserve_out: value, fee_bps: value
	quote_pool	4	Quote the output of a single pool hop for a given input token.	pool: value, token_in: value, amount_in: value, opts: value
	route	5	Find the output-maximizing swap path across a candidate pool set.	token_in: value, token_out: value, amount_in: value, pools: value, opts: value


      


      
        Summary


  
    Functions
  


    
      
        amount_out_v2(amount_in, reserve_in, reserve_out, fee_bps)

      


        Constant-product output for a single Uniswap v2-style hop.



    


    
      
        quote_pool(pool, token_in, amount_in, opts \\ [])

      


        Quote the output of a single pool hop for a given input token.



    


    
      
        route(token_in, token_out, amount_in, pools, opts \\ [])

      


        Find the output-maximizing swap path across a candidate pool set.



    





      


      
        Functions


        


  
    
      
    
    
      amount_out_v2(amount_in, reserve_in, reserve_out, fee_bps)



        
          
        

    

  


  

      

          @spec amount_out_v2(integer(), integer(), integer(), non_neg_integer()) ::
  {:ok, non_neg_integer()} | {:error, term()}


      


Constant-product output for a single Uniswap v2-style hop.
Implements the canonical getAmountOut:
amount_out = (amount_in * f * reserve_out) / (reserve_in * 10000 + amount_in * f)
where f = 10000 - fee_bps. Source: UniswapV2Library.sol (997/1000 = 0.3%).
Examples
iex> Onchain.DEX.Router.amount_out_v2(100, 1000, 1000, 30)
{:ok, 90}

iex> Onchain.DEX.Router.amount_out_v2(0, 1000, 1000, 30)
{:error, :insufficient_input_amount}

iex> Onchain.DEX.Router.amount_out_v2(100, 0, 1000, 30)
{:error, :insufficient_liquidity}

  



    

  
    
      
    
    
      quote_pool(pool, token_in, amount_in, opts \\ [])



        
          
        

    

  


  

      

          @spec quote_pool(
  Onchain.DEX.Router.Pool.t(),
  String.t() | binary(),
  non_neg_integer(),
  keyword()
) ::
  {:ok, non_neg_integer()} | {:error, term()}


      


Quote the output of a single pool hop for a given input token.
Parameters
	pool - %Onchain.DEX.Router.Pool{} to quote against (value)
	token_in - Input token of this hop (0x hex or 20-byte binary) (value)
	amount_in - Raw input amount (integer) (value)
	opts - Options: :rpc_url (v3), :quoter, :timeout, :block (default: [], value)

Returns
Raw output amount of the swap through this pool ({:ok, non_neg_integer()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url (v3), :quoter, :timeout, :block",
      kind: :value
    },
    pool: %{
      description: "%Onchain.DEX.Router.Pool{} to quote against",
      kind: :value
    },
    amount_in: %{description: "Raw input amount (integer)", kind: :value},
    token_in: %{
      description: "Input token of this hop (0x hex or 20-byte binary)",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, non_neg_integer()} | {:error, term()}",
    description: "Raw output amount of the swap through this pool",
    example: "90"
  }
}

  



    

  
    
      
    
    
      route(token_in, token_out, amount_in, pools, opts \\ [])



        
          
        

    

  


  

      

          @spec route(
  String.t() | binary(),
  String.t() | binary(),
  non_neg_integer(),
  [Onchain.DEX.Router.Pool.t()],
  keyword()
) :: {:ok, Onchain.DEX.Router.Route.t()} | {:error, term()}


      


Find the output-maximizing swap path across a candidate pool set.
Parameters
	token_in - Input token address (0x hex or 20-byte binary) (value)
	token_out - Output token address (0x hex or 20-byte binary) (value)
	amount_in - Raw input amount (integer, token base units) (value)
	pools - List of %Onchain.DEX.Router.Pool{} candidates to route through (value)
	opts - Options: :rpc_url (v3 hops), :quoter, :max_hops (default 3), :timeout, :block (default: [], value)

Returns
Optimal route with path, per-hop pools, and output amount ({:ok, %Onchain.DEX.Router.Route{}} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url (v3 hops), :quoter, :max_hops (default 3), :timeout, :block",
      kind: :value
    },
    pools: %{
      description: "List of %Onchain.DEX.Router.Pool{} candidates to route through",
      kind: :value
    },
    amount_in: %{
      description: "Raw input amount (integer, token base units)",
      kind: :value
    },
    token_in: %{
      description: "Input token address (0x hex or 20-byte binary)",
      kind: :value
    },
    token_out: %{
      description: "Output token address (0x hex or 20-byte binary)",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, %Onchain.DEX.Router.Route{}} | {:error, term()}",
    description: "Optimal route with path, per-hop pools, and output amount",
    example: "{:ok, %Onchain.DEX.Router.Route{amount_out: 90}}"
  }
}

  


        

      


  

    
Onchain.DEX.Router.Pool 
    



      
A single DEX liquidity pool descriptor consumed by Onchain.DEX.Router.
Two protocols are supported:
	:uniswap_v2 — constant-product pools. Output is computed analytically in
pure Elixir from :reserve0/:reserve1 (no RPC needed for the math). Fetch
reserves once via getReserves() and populate the struct.
	:uniswap_v3 — concentrated-liquidity pools. Output is obtained from the
on-chain QuoterV2 contract via eth_call (exact tick-crossing simulation);
:reserve0/:reserve1 are ignored.

:fee_bps is the pool fee in true basis points (30 = 0.30%). For v3 it is
converted to the uint24 fee tier the quoter expects (fee_bps * 100, so
30 bps → 3000).

      


      
        Summary


  
    Types
  


    
      
        t()
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      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.DEX.Router.Pool{
  address: String.t() | binary(),
  fee_bps: non_neg_integer(),
  protocol: :uniswap_v2 | :uniswap_v3,
  reserve0: non_neg_integer() | nil,
  reserve1: non_neg_integer() | nil,
  token0: String.t() | binary(),
  token1: String.t() | binary()
}


      



  


        

      


  

    
Onchain.DEX.Router.Route 
    



      
The result of an Onchain.DEX.Router.route/5 query: the output-maximizing
path through a candidate pool set.
	:path — token addresses (normalized lowercase hex) from input to output.
	:pools — pool addresses (normalized lowercase hex), one per hop.
	:amount_in / :amount_out — raw integer amounts (caller normalizes with
Onchain.Decimal).
	:hops — number of pool hops (length(pools)).
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        t()
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      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.DEX.Router.Route{
  amount_in: non_neg_integer(),
  amount_out: non_neg_integer(),
  hops: non_neg_integer(),
  path: [String.t()],
  pools: [String.t()]
}


      



  


        

      


  

    
Onchain.DebugTrace 
    



      
Represents an Ethereum transaction debug trace, which contains information
about the call graph of an executed transaction. Note: this is different
from trace_call and instead has deep struct logs for execution.
See Onchain.RPC.debug_trace_call for getting traces from
an Ethereum JSON-RPC host.
See also:
	QuickNode docs: https://www.quicknode.com/docs/ethereum/debug_traceCall

API Functions
	Function	Arity	Description	Param Kinds
	serialize	1	Encode a debug trace struct back to a JSON map.	debug_trace: value
	deserialize	1	Decode a debug_traceCall result into a debug trace struct.	params: exchange_data
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        t()

      


    





  
    Functions
  


    
      
        deserialize(params)

      


        Deserializes a trace result from debug_traceCall.



    


    
      
        serialize(debug_trace)

      


        Serializes a trace result back to a json map.
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      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.DebugTrace{
  failed: boolean(),
  gas: integer(),
  return_value: binary(),
  struct_logs: [Onchain.DebugTrace.StructLog.t()]
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      deserialize(params)



        
          
        

    

  


  

      

          @spec deserialize(map()) :: t() | no_return()


      


Deserializes a trace result from debug_traceCall.
Examples
iex> %{
...>   "failed" => false,
...>   "gas" => 24034,
...>   "returnValue" => "0000000000000000000000000000000000000000000000000858898f93629000",
...>   "structLogs" => [
...>     %{
...>       "depth" => 1,
...>       "gas" => 599978568,
...>       "gasCost" => 3,
...>       "op" => "PUSH1",
...>       "pc" => 0,
...>       "stack" => []
...>     },
...>     %{
...>       "depth" => 1,
...>       "gas" => 599978565,
...>       "gasCost" => 3,
...>       "op" => "PUSH1",
...>       "pc" => 2,
...>       "stack" => ["0x80"]
...>     },
...>     %{
...>       "depth" => 1,
...>       "gas" => 599978562,
...>       "gasCost" => 12,
...>       "op" => "MSTORE",
...>       "pc" => 4,
...>       "stack" => ["0x80", "0x40"]
...>     }
...>   ]
...> }
...> |> Onchain.DebugTrace.deserialize()
%Onchain.DebugTrace{
  failed: false,
  gas: 24034,
  return_value: ~h[0x0000000000000000000000000000000000000000000000000858898f93629000],
  struct_logs: [
    %Onchain.DebugTrace.StructLog{
      depth: 1,
      gas: 599978568,
      gas_cost: 3,
      op: :PUSH1,
      pc: 0,
      stack: []
    },
    %Onchain.DebugTrace.StructLog{
      depth: 1,
      gas: 599978565,
      gas_cost: 3,
      op: :PUSH1,
      pc: 2,
      stack: [~h[0x80]]
    },
    %Onchain.DebugTrace.StructLog{
      depth: 1,
      gas: 599978562,
      gas_cost: 12,
      op: :MSTORE,
      pc: 4,
      stack: [~h[0x80], ~h[0x40]]
    }
  ]
}

  



  
    
      
    
    
      serialize(debug_trace)



        
          
        

    

  


  

      

          @spec serialize(t()) :: map()


      


Serializes a trace result back to a json map.
Examples
iex> %Onchain.DebugTrace{
...>   failed: false,
...>   gas: 24034,
...>   return_value: ~h[0x0000000000000000000000000000000000000000000000000858898f93629000],
...>   struct_logs: [
...>     %Onchain.DebugTrace.StructLog{
...>       depth: 1,
...>       gas: 599978568,
...>       gas_cost: 3,
...>       op: :PUSH1,
...>       pc: 0,
...>       stack: []
...>     },
...>     %Onchain.DebugTrace.StructLog{
...>       depth: 1,
...>       gas: 599978565,
...>       gas_cost: 3,
...>       op: :PUSH1,
...>       pc: 2,
...>       stack: [~h[0x80]]
...>     },
...>     %Onchain.DebugTrace.StructLog{
...>       depth: 1,
...>       gas: 599978562,
...>       gas_cost: 12,
...>       op: :MSTORE,
...>       pc: 4,
...>       stack: [~h[0x80], ~h[0x40]]
...>     }
...>   ]
...> }
...> |> Onchain.DebugTrace.serialize()
%{
  failed: false,
  gas: 24034,
  returnValue: "0000000000000000000000000000000000000000000000000858898f93629000",
  structLogs: [
    %{
      depth: 1,
      gas: 599978568,
      gasCost: 3,
      op: "PUSH1",
      pc: 0,
      stack: []
    },
    %{
      depth: 1,
      gas: 599978565,
      gasCost: 3,
      op: "PUSH1",
      pc: 2,
      stack: ["0x80"]
    },
    %{
      depth: 1,
      gas: 599978562,
      gasCost: 12,
      op: "MSTORE",
      pc: 4,
      stack: ["0x80", "0x40"]
    }
  ]
}

  


        

      


  

    
Onchain.DebugTrace.StructLog 
    



      
One execution step inside a Onchain.DebugTrace — the EVM opcode,
program counter, call depth, remaining gas, gas cost of this step, and
the stack snapshot at that point.
API Functions
	Function	Arity	Description	Param Kinds
	serialize	1	Encode a debug trace struct-log struct back to a JSON map.	struct_log: value
	deserialize	1	Decode a JSON-RPC debug trace struct-log object.	params: exchange_data
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        deserialize(params)

      


        Deserializes a trace's struct-log into a struct.



    


    
      
        serialize(struct_log)

      


        Serializes a trace's struct-log into a json map.
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          @type t() :: %Onchain.DebugTrace.StructLog{
  depth: integer(),
  gas: integer(),
  gas_cost: integer(),
  op: atom(),
  pc: integer(),
  stack: [binary()]
}
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          @spec deserialize(map()) :: t() | no_return()


      


Deserializes a trace's struct-log into a struct.
Raises ArgumentError for unknown opcode strings or non-binary op —
the whitelist covers Cancun-era opcodes, Osaka's CLZ (EIP-7939),
plus the legacy Geth SHA3 alias;
future-fork additions surface as raises rather than silent atom-table growth.
Examples
iex> %{
...>   "depth" => 1,
...>   "gas" => 599978565,
...>   "gasCost" => 3,
...>   "op" => "PUSH1",
...>   "pc" => 2,
...>   "stack" => ["0x80"]
...> }
...> |> Onchain.DebugTrace.StructLog.deserialize()
%Onchain.DebugTrace.StructLog{
  depth: 1,
  gas: 599978565,
  gas_cost: 3,
  op: :PUSH1,
  pc: 2,
  stack: [~h[0x80]]
}

  



  
    
      
    
    
      serialize(struct_log)



        
          
        

    

  


  

      

          @spec serialize(t()) :: map()


      


Serializes a trace's struct-log into a json map.
Examples
iex> %Onchain.DebugTrace.StructLog{
...>   depth: 1,
...>   gas: 599978565,
...>   gas_cost: 3,
...>   op: :PUSH1,
...>   pc: 2,
...>   stack: [~h[0x80]]
...> }
...> |> Onchain.DebugTrace.StructLog.serialize()
%{
  depth: 1,
  gas: 599978565,
  gasCost: 3,
  op: "PUSH1",
  pc: 2,
  stack: ["0x80"]
}

  


        

      


  

    
Onchain.Decimal 
    



      
Decimal precision helpers for Ethereum token amounts.
Ethereum stores token amounts as raw integers with a separate decimal count
(18 for ETH, 6 for USDC, 8 for WBTC). This module converts between raw
integers and Decimal.t() values.
All functions are pure math with guards — they cannot fail with valid input
types, so there are no error tuples or bang variants.
Functions
	Function	Purpose
	to_decimal/2	Raw integer + decimal places → Decimal.t()
	div_pow10/2	Value / 10^n → Decimal.t() (general math op)
	to_basis_points/1	Decimal ratio → integer basis points

API Functions
	Function	Arity	Description	Param Kinds
	to_basis_points	1	Convert a decimal ratio to integer basis points (truncated toward zero).	ratio: value
	div_pow10	2	Divide a value by 10^n. General-purpose power-of-10 division.	value: value, n: value
	to_decimal	2	Convert a raw token integer to a Decimal with the given decimal places.	value: value, decimals: value
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        div_pow10(value, n)

      


        Divide a value by 10^n. General-purpose power-of-10 division.



    


    
      
        to_basis_points(ratio)

      


        Convert a decimal ratio to integer basis points (truncated toward zero).



    


    
      
        to_decimal(value, decimals)

      


        Convert a raw token integer to a Decimal with the given decimal places.
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          @spec div_pow10(integer() | Decimal.t(), non_neg_integer()) :: Decimal.t()


      


Divide a value by 10^n. General-purpose power-of-10 division.
Parameters
	value - Integer or Decimal value to divide (value)
	n - Power of 10 to divide by (value)

Returns
Result of value / 10^n (Decimal.t())
# descripex:contract
%{
  params: %{
    value: %{description: "Integer or Decimal value to divide", kind: :value},
    n: %{description: "Power of 10 to divide by", kind: :value}
  },
  returns: %{type: "Decimal.t()", description: "Result of value / 10^n"}
}

  



  
    
      
    
    
      to_basis_points(ratio)



        
          
        

    

  


  

      

          @spec to_basis_points(Decimal.t()) :: integer()


      


Convert a decimal ratio to integer basis points (truncated toward zero).
Parameters
	ratio - Decimal ratio (e.g. Decimal.new("0.005") for 50 basis points) (value)

Returns
Basis points as integer (1 bp = 0.0001) (integer)
# descripex:contract
%{
  params: %{
    ratio: %{
      description: "Decimal ratio (e.g. Decimal.new(\"0.005\") for 50 basis points)",
      kind: :value
    }
  },
  returns: %{
    type: :integer,
    description: "Basis points as integer (1 bp = 0.0001)",
    example: "50 for a 0.5% rate"
  }
}

  



  
    
      
    
    
      to_decimal(value, decimals)



        
          
        

    

  


  

      

          @spec to_decimal(integer(), non_neg_integer()) :: Decimal.t()


      


Convert a raw token integer to a Decimal with the given decimal places.
Parameters
	value - Raw integer token amount (e.g. wei for ETH) (value)
	decimals - Number of decimal places for the token (18 for ETH, 6 for USDC, 8 for WBTC) (value)

Returns
Human-readable token amount (Decimal.t())
# descripex:contract
%{
  params: %{
    decimals: %{
      description: "Number of decimal places for the token (18 for ETH, 6 for USDC, 8 for WBTC)",
      kind: :value
    },
    value: %{
      description: "Raw integer token amount (e.g. wei for ETH)",
      kind: :value
    }
  },
  returns: %{
    type: "Decimal.t()",
    description: "Human-readable token amount",
    example: "Decimal.new(\"1.5\") for 1.5 ETH"
  }
}

  


        

      


  

    
Onchain.ENS 
    



      
ENS (Ethereum Name Service) resolution and namehash computation.
Does
	Compute EIP-137 namehash for ENS names (namehash/1)
	Normalize names via UTS-46 / ENSIP-15 before hashing (case-fold, NFC, strip trailing dot)
	Validate name structure (reject empty labels, disallowed code points)
	Forward resolution: ENS name → ETH address (resolve/2)
	Multi-coin address resolution via addr(bytes32,uint256) (address/3, ENSIP-9/11)
	ENSIP-10 wildcard resolution + EIP-3668 CCIP-Read off-chain lookups (address/3)
	Reverse resolution: ETH address → ENS name (reverse/2)
	Text record queries (text/3), contenthash, ABI, pubkey retrieval
	Look up resolver contracts (resolver/2)
	UTS-46 / ENSIP-15 name normalization before namehash (normalize/1)
	DNS wire-format name encoding (dns_encode/1, ENSIP-10)
	Configurable registry address via :registry opt

Does Not
	ENS name registration or management (write operations)
	Caching — consumers manage their own cache
	The ENSIP-15 security filters (confusable / script-mixing / NSM checks) —
normalize/1 applies the deterministic Unicode steps (NFC, case-fold,
ignored/disallowed code points) but not the data-table-driven confusable
detection. See the internal Onchain.ENS.Normalize module for the scope boundary.

Functions
	Function	Purpose
	namehash/1	ENS name -> 32-byte EIP-137 node hash (normalized first)
	namehash!/1	Same, raises on error
	normalize/1	Apply UTS-46 / ENSIP-15 normalization to a name
	normalize!/1	Same, raises on error
	dns_encode/1	ENS name -> DNS wire format (ENSIP-10)
	dns_encode!/1	Same, raises on error
	evm_coin_type/1	EVM chain id -> ENSIP-11 coin type
	resolver/2	ENS name -> resolver contract address
	resolver!/2	Same, raises on error
	resolve/2	ENS name -> ETH address (forward resolution)
	resolve!/2	Same, raises on error
	address/3	ENS name + coin type -> raw address bytes (multi-coin, wildcard + CCIP)
	address!/3	Same, raises on error
	reverse/2	ETH address -> ENS name (reverse resolution)
	reverse!/2	Same, raises on error
	text/3	Retrieve a text record (avatar, url, etc.)
	text!/3	Same, raises on error
	contenthash/2	Retrieve the contenthash record
	contenthash!/2	Same, raises on error
	pubkey/2	Retrieve the ECDSA public key
	pubkey!/2	Same, raises on error
	abi/3	Retrieve ABI data (ENSIP-7)
	abi!/3	Same, raises on error

API Functions
	Function	Arity	Description	Param Kinds
	abi!	3	Retrieve ABI data. Raises on error.	name: value, content_types: value, opts: value
	abi	3	Retrieve ABI data from an ENS name's resolver (ENSIP-7).	name: value, content_types: value, opts: value
	pubkey!	2	Retrieve the ECDSA public key. Raises on error.	name: value, opts: value
	pubkey	2	Retrieve the ECDSA public key from an ENS name's resolver.	name: value, opts: value
	contenthash!	2	Retrieve the contenthash record. Raises on error.	name: value, opts: value
	contenthash	2	Retrieve the contenthash record from an ENS name's resolver.	name: value, opts: value
	text!	3	Retrieve a text record. Raises on error.	name: value, key: value, opts: value
	text	3	Retrieve a text record from an ENS name's resolver.	name: value, key: value, opts: value
	reverse!	2	Reverse-resolve an ETH address to an ENS name. Raises on error.	address: value, opts: value
	reverse	2	Reverse-resolve an ETH address to an ENS name.	address: value, opts: value
	address!	3	Resolve an ENS name to a chain-specific address. Raises on error.	name: value, coin_type: value, opts: value
	address	3	Resolve an ENS name to a chain-specific address (ENSIP-9 multi-coin).	name: value, coin_type: value, opts: value
	resolve!	2	Resolve an ENS name to an ETH address. Raises on error.	name: value, opts: value
	resolve	2	Resolve an ENS name to an ETH address (forward resolution).	name: value, opts: value
	resolver!	2	Look up the resolver contract address. Raises on error.	name: value, opts: value
	resolver	2	Look up the resolver contract address for an ENS name.	name: value, opts: value
	evm_coin_type	1	Derive an ENSIP-11 coin type from an EVM chain id.	chain_id: value
	dns_encode!	1	Encode an ENS name to DNS wire format. Raises on error.	name: value
	dns_encode	1	Encode an ENS name to DNS wire format (ENSIP-10).	name: value
	normalize!	1	Apply UTS-46 / ENSIP-15 normalization. Raises on error.	name: value
	normalize	1	Apply UTS-46 / ENSIP-15 normalization to an ENS name.	name: value
	namehash!	1	Compute the EIP-137 namehash. Raises on error.	name: value
	namehash	1	Compute the EIP-137 namehash for an ENS name.	name: value
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        abi(name, content_types, opts \\ [])

      


        Retrieve ABI data from an ENS name's resolver (ENSIP-7).



    


    
      
        abi!(name, content_types, opts \\ [])

      


        Retrieve ABI data. Raises on error.



    


    
      
        address(name, coin_type \\ 60, opts \\ [])

      


        Resolve an ENS name to a chain-specific address (ENSIP-9 addr(bytes32,uint256)).



    


    
      
        address!(name, coin_type \\ 60, opts \\ [])

      


        Resolve an ENS name to a chain-specific address. Raises on error.



    


    
      
        contenthash(name, opts \\ [])

      


        Retrieve the contenthash record from an ENS name's resolver.



    


    
      
        contenthash!(name, opts \\ [])

      


        Retrieve the contenthash record. Raises on error.



    


    
      
        dns_encode(name)

      


        Encode an ENS name to DNS wire format (ENSIP-10).



    


    
      
        dns_encode!(name)

      


        Encode an ENS name to DNS wire format. Raises on error.



    


    
      
        evm_coin_type(chain_id)

      


        Derive an ENSIP-11 coin type from an EVM chain id.



    


    
      
        namehash(name)

      


        Compute the EIP-137 namehash for an ENS name.



    


    
      
        namehash!(name)

      


        Compute the EIP-137 namehash. Raises on error.



    


    
      
        normalize(name)

      


        Apply UTS-46 / ENSIP-15 normalization to an ENS name.



    


    
      
        normalize!(name)

      


        Apply UTS-46 / ENSIP-15 normalization. Raises on error.



    


    
      
        pubkey(name, opts \\ [])

      


        Retrieve the ECDSA public key from an ENS name's resolver.



    


    
      
        pubkey!(name, opts \\ [])

      


        Retrieve the ECDSA public key. Raises on error.



    


    
      
        resolve(name, opts \\ [])

      


        Resolve an ENS name to an ETH address (forward resolution).



    


    
      
        resolve!(name, opts \\ [])

      


        Resolve an ENS name to an ETH address. Raises on error.



    


    
      
        resolver(name, opts \\ [])

      


        Look up the resolver contract address for an ENS name.



    


    
      
        resolver!(name, opts \\ [])

      


        Look up the resolver contract address. Raises on error.



    


    
      
        reverse(address, opts \\ [])

      


        Reverse-resolve an ETH address to an ENS name.



    


    
      
        reverse!(address, opts \\ [])

      


        Reverse-resolve an ETH address to an ENS name. Raises on error.



    


    
      
        text(name, key, opts \\ [])

      


        Retrieve a text record from an ENS name's resolver.



    


    
      
        text!(name, key, opts \\ [])

      


        Retrieve a text record. Raises on error.
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      abi(name, content_types, opts \\ [])



        
          
        

    

  


  

      

          @spec abi(String.t(), non_neg_integer(), keyword()) ::
  {:ok, {non_neg_integer(), binary()}} | {:error, term()}


      


Retrieve ABI data from an ENS name's resolver (ENSIP-7).
Parameters
	name - ENS name (e.g., "vitalik.eth") (value)
	content_types - Bitmask of content types: 1=JSON, 2=zlib, 4=CBOR, 8=URI (value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
Tuple of {content_type, abi_data} ({:ok, {non_neg_integer(), binary()}} | {:error, term()})
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name (e.g., \"vitalik.eth\")", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    },
    content_types: %{
      description: "Bitmask of content types: 1=JSON, 2=zlib, 4=CBOR, 8=URI",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, {non_neg_integer(), binary()}} | {:error, term()}",
    description: "Tuple of {content_type, abi_data}"
  }
}

  



    

  
    
      
    
    
      abi!(name, content_types, opts \\ [])



        
          
        

    

  


  

      

          @spec abi!(String.t(), non_neg_integer(), keyword()) :: {non_neg_integer(), binary()}


      


Retrieve ABI data. Raises on error.
Parameters
	name - ENS name (e.g., "vitalik.eth") (value)
	content_types - Bitmask of content types: 1=JSON, 2=zlib, 4=CBOR, 8=URI (value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
Tuple of {content_type, abi_data} ({non_neg_integer(), binary()})
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name (e.g., \"vitalik.eth\")", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    },
    content_types: %{
      description: "Bitmask of content types: 1=JSON, 2=zlib, 4=CBOR, 8=URI",
      kind: :value
    }
  },
  returns: %{
    type: "{non_neg_integer(), binary()}",
    description: "Tuple of {content_type, abi_data}"
  }
}

  



    

    

  
    
      
    
    
      address(name, coin_type \\ 60, opts \\ [])



        
          
        

    

  


  

      

          @spec address(String.t(), non_neg_integer(), keyword()) ::
  {:ok, binary()} | {:error, term()}


      


Resolve an ENS name to a chain-specific address (ENSIP-9 addr(bytes32,uint256)).
Unlike resolve/2 (which returns an EIP-55 checksummed string for Ethereum
mainnet only), this returns the raw address bytes for any SLIP-44 / ENSIP-11
coin type. Resolution goes through the ENSIP-10 extended-resolver path when the
resolver supports it (interface 0x9061b923), which transparently handles
wildcard subdomains and EIP-3668 CCIP-Read off-chain lookups.

  



    

    

  
    
      
    
    
      address!(name, coin_type \\ 60, opts \\ [])



        
          
        

    

  


  

      

          @spec address!(String.t(), non_neg_integer(), keyword()) :: binary()


      


Resolve an ENS name to a chain-specific address. Raises on error.
Parameters
	name - ENS name (e.g., "vitalik.eth") (value)
	coin_type - SLIP-44 / ENSIP-11 coin type (default 60 = ETH) (default: 60, value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
Raw address bytes for the coin type (binary())
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name (e.g., \"vitalik.eth\")", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    },
    coin_type: %{
      default: 60,
      description: "SLIP-44 / ENSIP-11 coin type (default 60 = ETH)",
      kind: :value
    }
  },
  returns: %{
    type: "binary()",
    description: "Raw address bytes for the coin type"
  }
}

  



    

  
    
      
    
    
      contenthash(name, opts \\ [])



        
          
        

    

  


  

      

          @spec contenthash(String.t(), keyword()) :: {:ok, binary()} | {:error, term()}


      


Retrieve the contenthash record from an ENS name's resolver.
Parameters
	name - ENS name (e.g., "vitalik.eth") (value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
Raw contenthash bytes (ENSIP-7 encoded) ({:ok, binary()} | {:error, term()})
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name (e.g., \"vitalik.eth\")", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, binary()} | {:error, term()}",
    description: "Raw contenthash bytes (ENSIP-7 encoded)"
  }
}

  



    

  
    
      
    
    
      contenthash!(name, opts \\ [])



        
          
        

    

  


  

      

          @spec contenthash!(String.t(), keyword()) :: binary()


      


Retrieve the contenthash record. Raises on error.
Parameters
	name - ENS name (e.g., "vitalik.eth") (value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
Raw contenthash bytes (binary())
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name (e.g., \"vitalik.eth\")", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    }
  },
  returns: %{type: "binary()", description: "Raw contenthash bytes"}
}

  



  
    
      
    
    
      dns_encode(name)



        
          
        

    

  


  

      

          @spec dns_encode(String.t()) :: {:ok, binary()} | {:error, term()}


      


Encode an ENS name to DNS wire format (ENSIP-10).
Parameters
	name - ENS name, e.g. "foo.eth" (value)

Returns
Length-prefixed labels with a null terminator, e.g. "foo.eth" -> <<3, "foo", 3, "eth", 0>>. The name is normalized first. ({:ok, binary()} | {:error, term()})
# descripex:contract
%{
  params: %{name: %{description: "ENS name, e.g. \"foo.eth\"", kind: :value}},
  returns: %{
    type: "{:ok, binary()} | {:error, term()}",
    description: "Length-prefixed labels with a null terminator, e.g. \"foo.eth\" -> <<3, \"foo\", 3, \"eth\", 0>>. The name is normalized first."
  }
}

  



  
    
      
    
    
      dns_encode!(name)



        
          
        

    

  


  

      

          @spec dns_encode!(String.t()) :: binary()


      


Encode an ENS name to DNS wire format. Raises on error.
Parameters
	name - ENS name to encode (value)

Returns
DNS wire-format encoded name (binary())
# descripex:contract
%{
  params: %{name: %{description: "ENS name to encode", kind: :value}},
  returns: %{type: "binary()", description: "DNS wire-format encoded name"}
}

  



  
    
      
    
    
      evm_coin_type(chain_id)



        
          
        

    

  


  

      

          @spec evm_coin_type(pos_integer()) :: pos_integer()


      


Derive an ENSIP-11 coin type from an EVM chain id.
Parameters
	chain_id - EVM chain id, e.g. 1 (mainnet), 10 (Optimism), 8453 (Base) (value)

Returns
ENSIP-11 coin type = 0x80000000 | chain_id. Pass this to address/3 to resolve an L2 address. Note Ethereum mainnet's canonical coin type is the SLIP-44 value 60, not the ENSIP-11 form. (pos_integer())
# descripex:contract
%{
  params: %{
    chain_id: %{
      description: "EVM chain id, e.g. 1 (mainnet), 10 (Optimism), 8453 (Base)",
      kind: :value
    }
  },
  returns: %{
    type: "pos_integer()",
    description: "ENSIP-11 coin type = 0x80000000 | chain_id. Pass this to address/3 to resolve an L2 address. Note Ethereum mainnet's canonical coin type is the SLIP-44 value 60, not the ENSIP-11 form."
  }
}

  



  
    
      
    
    
      namehash(name)



        
          
        

    

  


  

      

          @spec namehash(String.t()) :: {:ok, binary()} | {:error, {:invalid_name, term()}}


      


Compute the EIP-137 namehash for an ENS name.
Parameters
	name - ENS name, e.g. "vitalik.eth" (value)

Returns
32-byte keccak256 node hash per EIP-137 ({:ok, <<_::256>>} | {:error, term})
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name, e.g. \"vitalik.eth\"", kind: :value}
  },
  returns: %{
    type: "{:ok, <<_::256>>} | {:error, term}",
    description: "32-byte keccak256 node hash per EIP-137"
  }
}

  



  
    
      
    
    
      namehash!(name)



        
          
        

    

  


  

      

          @spec namehash!(String.t()) :: binary()


      


Compute the EIP-137 namehash. Raises on error.
Parameters
	name - ENS name, e.g. "vitalik.eth" (value)

Returns
32-byte keccak256 node hash (<<_::256>>)
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name, e.g. \"vitalik.eth\"", kind: :value}
  },
  returns: %{type: "<<_::256>>", description: "32-byte keccak256 node hash"}
}

  



  
    
      
    
    
      normalize(name)



        
          
        

    

  


  

      

          @spec normalize(String.t()) :: {:ok, String.t()} | {:error, {:invalid_name, term()}}


      


Apply UTS-46 / ENSIP-15 normalization to an ENS name.
Parameters
	name - ENS name, e.g. "VITALIK.eth" or "café.eth" (value)

Returns
Normalized name (case-folded, NFC, ignored code points stripped). See Onchain.ENS.Normalize for the scope boundary — the ENSIP-15 confusable/script-mixing filters are NOT applied. ({:ok, String.t()} | {:error, {:invalid_name, term()}})
# descripex:contract
%{
  params: %{
    name: %{
      description: "ENS name, e.g. \"VITALIK.eth\" or \"café.eth\"",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, {:invalid_name, term()}}",
    description: "Normalized name (case-folded, NFC, ignored code points stripped). See Onchain.ENS.Normalize for the scope boundary — the ENSIP-15 confusable/script-mixing filters are NOT applied."
  }
}

  



  
    
      
    
    
      normalize!(name)



        
          
        

    

  


  

      

          @spec normalize!(String.t()) :: String.t()


      


Apply UTS-46 / ENSIP-15 normalization. Raises on error.
Parameters
	name - ENS name to normalize (value)

Returns
Normalized name (String.t())
# descripex:contract
%{
  params: %{name: %{description: "ENS name to normalize", kind: :value}},
  returns: %{type: "String.t()", description: "Normalized name"}
}

  



    

  
    
      
    
    
      pubkey(name, opts \\ [])



        
          
        

    

  


  

      

          @spec pubkey(String.t(), keyword()) :: {:ok, {binary(), binary()}} | {:error, term()}


      


Retrieve the ECDSA public key from an ENS name's resolver.
Parameters
	name - ENS name (e.g., "vitalik.eth") (value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
Tuple of {x, y} 32-byte coordinates ({:ok, {binary(), binary()}} | {:error, term()})
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name (e.g., \"vitalik.eth\")", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, {binary(), binary()}} | {:error, term()}",
    description: "Tuple of {x, y} 32-byte coordinates"
  }
}

  



    

  
    
      
    
    
      pubkey!(name, opts \\ [])



        
          
        

    

  


  

      

          @spec pubkey!(String.t(), keyword()) :: {binary(), binary()}


      


Retrieve the ECDSA public key. Raises on error.
Parameters
	name - ENS name (e.g., "vitalik.eth") (value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
Tuple of {x, y} 32-byte coordinates ({binary(), binary()})
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name (e.g., \"vitalik.eth\")", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    }
  },
  returns: %{
    type: "{binary(), binary()}",
    description: "Tuple of {x, y} 32-byte coordinates"
  }
}

  



    

  
    
      
    
    
      resolve(name, opts \\ [])



        
          
        

    

  


  

      

          @spec resolve(String.t(), keyword()) :: {:ok, String.t()} | {:error, term()}


      


Resolve an ENS name to an ETH address (forward resolution).
Parameters
	name - ENS name (e.g., "vitalik.eth") (value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
EIP-55 checksummed ETH address ({:ok, String.t()} | {:error, term()})
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name (e.g., \"vitalik.eth\")", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term()}",
    description: "EIP-55 checksummed ETH address"
  }
}

  



    

  
    
      
    
    
      resolve!(name, opts \\ [])



        
          
        

    

  


  

      

          @spec resolve!(String.t(), keyword()) :: String.t()


      


Resolve an ENS name to an ETH address. Raises on error.
Parameters
	name - ENS name (e.g., "vitalik.eth") (value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
EIP-55 checksummed ETH address (String.t())
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name (e.g., \"vitalik.eth\")", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    }
  },
  returns: %{type: "String.t()", description: "EIP-55 checksummed ETH address"}
}

  



    

  
    
      
    
    
      resolver(name, opts \\ [])



        
          
        

    

  


  

      

          @spec resolver(String.t(), keyword()) :: {:ok, String.t()} | {:error, term()}


      


Look up the resolver contract address for an ENS name.
Parameters
	name - ENS name (e.g., "vitalik.eth") (value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
EIP-55 checksummed resolver address ({:ok, String.t()} | {:error, term()})
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name (e.g., \"vitalik.eth\")", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term()}",
    description: "EIP-55 checksummed resolver address"
  }
}

  



    

  
    
      
    
    
      resolver!(name, opts \\ [])



        
          
        

    

  


  

      

          @spec resolver!(String.t(), keyword()) :: String.t()


      


Look up the resolver contract address. Raises on error.
Parameters
	name - ENS name (e.g., "vitalik.eth") (value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
EIP-55 checksummed resolver address (String.t())
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name (e.g., \"vitalik.eth\")", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    }
  },
  returns: %{
    type: "String.t()",
    description: "EIP-55 checksummed resolver address"
  }
}

  



    

  
    
      
    
    
      reverse(address, opts \\ [])



        
          
        

    

  


  

      

          @spec reverse(String.t() | binary(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      


Reverse-resolve an ETH address to an ENS name.
Parameters
	address - ETH address as 0x hex string or 20-byte binary (value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
ENS name (e.g., "vitalik.eth") ({:ok, String.t()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    },
    address: %{
      description: "ETH address as 0x hex string or 20-byte binary",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term()}",
    description: "ENS name (e.g., \"vitalik.eth\")"
  }
}

  



    

  
    
      
    
    
      reverse!(address, opts \\ [])



        
          
        

    

  


  

      

          @spec reverse!(String.t() | binary(), keyword()) :: String.t()


      


Reverse-resolve an ETH address to an ENS name. Raises on error.
Parameters
	address - ETH address as 0x hex string or 20-byte binary (value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
ENS name (e.g., "vitalik.eth") (String.t())
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    },
    address: %{
      description: "ETH address as 0x hex string or 20-byte binary",
      kind: :value
    }
  },
  returns: %{
    type: "String.t()",
    description: "ENS name (e.g., \"vitalik.eth\")"
  }
}

  



    

  
    
      
    
    
      text(name, key, opts \\ [])



        
          
        

    

  


  

      

          @spec text(String.t(), String.t(), keyword()) :: {:ok, String.t()} | {:error, term()}


      


Retrieve a text record from an ENS name's resolver.
Parameters
	name - ENS name (e.g., "vitalik.eth") (value)
	key - Text record key (e.g., "avatar", "url", "com.twitter") (value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
Text record value ({:ok, String.t()} | {:error, term()})
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name (e.g., \"vitalik.eth\")", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    },
    key: %{
      description: "Text record key (e.g., \"avatar\", \"url\", \"com.twitter\")",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term()}",
    description: "Text record value"
  }
}

  



    

  
    
      
    
    
      text!(name, key, opts \\ [])



        
          
        

    

  


  

      

          @spec text!(String.t(), String.t(), keyword()) :: String.t()


      


Retrieve a text record. Raises on error.
Parameters
	name - ENS name (e.g., "vitalik.eth") (value)
	key - Text record key (e.g., "avatar", "url", "com.twitter") (value)
	opts - Options: :rpc_url, :timeout, :registry (default: [], value)

Returns
Text record value (String.t())
# descripex:contract
%{
  params: %{
    name: %{description: "ENS name (e.g., \"vitalik.eth\")", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :registry",
      kind: :value
    },
    key: %{
      description: "Text record key (e.g., \"avatar\", \"url\", \"com.twitter\")",
      kind: :value
    }
  },
  returns: %{type: "String.t()", description: "Text record value"}
}

  


        

      


  

    
Onchain.ERC1155 
    



      
ERC-1155 (Multi Token) read operations.
Thin wrappers around Onchain.Contract.call/5 for standard ERC-1155 queries.
ERC-1155 is semi-fungible: the same token ID can have multiple owners with
different balances.
Error Format
Errors pass through from underlying modules:
	Source	Error Shape
	Onchain.Address.validate/1	{:error, {:invalid_address, input}}
	Onchain.Contract.call/5	{:error, {:encode_error, ...}}, {:error, {:rpc_error, ...}}, {:error, {:decode_error, ...}}

Functions
	Function	Purpose
	balance_of/4	Balance of a specific token ID for an owner
	balance_of!/4	Same, raises on error
	balance_of_batch/4	Batch balance query for multiple owner/token pairs
	balance_of_batch!/4	Same, raises on error
	uri/3	Metadata URI for a token ID
	uri!/3	Same, raises on error
	approved_for_all?/4	Whether an operator is approved for all tokens
	approved_for_all!/4	Same, raises on error

API Functions
	Function	Arity	Description	Param Kinds
	approved_for_all!	4	Check if an operator is approved for all tokens. Raises on error.	contract: value, owner: value, operator: value, opts: value
	approved_for_all?	4	Check if an operator is approved for all tokens of an owner.	contract: value, owner: value, operator: value, opts: value
	uri!	3	Get the metadata URI for a token ID. Raises on error.	contract: value, token_id: value, opts: value
	uri	3	Get the metadata URI for a token ID.	contract: value, token_id: value, opts: value
	balance_of_batch!	4	Batch query balances. Raises on error.	contract: value, owners: value, token_ids: value, opts: value
	balance_of_batch	4	Batch query balances for multiple owner/token ID pairs.	contract: value, owners: value, token_ids: value, opts: value
	balance_of!	4	Get the balance of a specific token ID for an owner. Raises on error.	contract: value, owner: value, token_id: value, opts: value
	balance_of	4	Get the balance of a specific token ID for an owner.	contract: value, owner: value, token_id: value, opts: value


      


      
        Summary


  
    Functions
  


    
      
        approved_for_all!(contract, owner, operator, opts \\ [])

      


        Check if an operator is approved for all tokens. Raises on error.



    


    
      
        approved_for_all?(contract, owner, operator, opts \\ [])

      


        Check if an operator is approved for all tokens of an owner.



    


    
      
        balance_of(contract, owner, token_id, opts \\ [])

      


        Get the balance of a specific token ID for an owner.



    


    
      
        balance_of!(contract, owner, token_id, opts \\ [])

      


        Get the balance of a specific token ID for an owner. Raises on error.



    


    
      
        balance_of_batch(contract, owners, token_ids, opts \\ [])

      


        Batch query balances for multiple owner/token ID pairs.



    


    
      
        balance_of_batch!(contract, owners, token_ids, opts \\ [])

      


        Batch query balances. Raises on error.



    


    
      
        uri(contract, token_id, opts \\ [])

      


        Get the metadata URI for a token ID.



    


    
      
        uri!(contract, token_id, opts \\ [])

      


        Get the metadata URI for a token ID. Raises on error.



    





      


      
        Functions


        


    

  
    
      
    
    
      approved_for_all!(contract, owner, operator, opts \\ [])



        
          
        

    

  


  

      

          @spec approved_for_all!(
  String.t() | binary(),
  String.t() | binary(),
  String.t() | binary(),
  keyword()
) ::
  boolean()


      


Check if an operator is approved for all tokens. Raises on error.
Parameters
	contract - ERC-1155 contract address (value)
	owner - Token owner address (value)
	operator - Operator address to check (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Whether the operator is approved for all tokens (boolean)
# descripex:contract
%{
  params: %{
    owner: %{description: "Token owner address", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    operator: %{description: "Operator address to check", kind: :value},
    contract: %{description: "ERC-1155 contract address", kind: :value}
  },
  returns: %{
    type: :boolean,
    description: "Whether the operator is approved for all tokens"
  }
}

  



    

  
    
      
    
    
      approved_for_all?(contract, owner, operator, opts \\ [])



        
          
        

    

  


  

      

          @spec approved_for_all?(
  String.t() | binary(),
  String.t() | binary(),
  String.t() | binary(),
  keyword()
) ::
  {:ok, boolean()} | {:error, term()}


      


Check if an operator is approved for all tokens of an owner.
Parameters
	contract - ERC-1155 contract address (value)
	owner - Token owner address (value)
	operator - Operator address to check (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Whether the operator is approved for all tokens ({:ok, boolean()} | {:error, term()})
# descripex:contract
%{
  params: %{
    owner: %{description: "Token owner address", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    operator: %{description: "Operator address to check", kind: :value},
    contract: %{description: "ERC-1155 contract address", kind: :value}
  },
  returns: %{
    type: "{:ok, boolean()} | {:error, term()}",
    description: "Whether the operator is approved for all tokens",
    example: "false"
  }
}

  



    

  
    
      
    
    
      balance_of(contract, owner, token_id, opts \\ [])



        
          
        

    

  


  

      

          @spec balance_of(
  String.t() | binary(),
  String.t() | binary(),
  non_neg_integer(),
  keyword()
) ::
  {:ok, non_neg_integer()} | {:error, term()}


      


Get the balance of a specific token ID for an owner.
Parameters
	contract - ERC-1155 contract address (value)
	owner - Address to check balance for (value)
	token_id - Token ID (non-negative integer) (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Balance of the token ID for the owner ({:ok, non_neg_integer()} | {:error, term()})
# descripex:contract
%{
  params: %{
    owner: %{description: "Address to check balance for", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-1155 contract address", kind: :value},
    token_id: %{description: "Token ID (non-negative integer)", kind: :value}
  },
  returns: %{
    type: "{:ok, non_neg_integer()} | {:error, term()}",
    description: "Balance of the token ID for the owner",
    example: "10"
  }
}

  



    

  
    
      
    
    
      balance_of!(contract, owner, token_id, opts \\ [])



        
          
        

    

  


  

      

          @spec balance_of!(
  String.t() | binary(),
  String.t() | binary(),
  non_neg_integer(),
  keyword()
) ::
  non_neg_integer()


      


Get the balance of a specific token ID for an owner. Raises on error.
Parameters
	contract - ERC-1155 contract address (value)
	owner - Address to check balance for (value)
	token_id - Token ID (non-negative integer) (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Balance of the token ID (non_neg_integer)
# descripex:contract
%{
  params: %{
    owner: %{description: "Address to check balance for", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-1155 contract address", kind: :value},
    token_id: %{description: "Token ID (non-negative integer)", kind: :value}
  },
  returns: %{type: :non_neg_integer, description: "Balance of the token ID"}
}

  



    

  
    
      
    
    
      balance_of_batch(contract, owners, token_ids, opts \\ [])



        
          
        

    

  


  

      

          @spec balance_of_batch(
  String.t() | binary(),
  [String.t() | binary()],
  [non_neg_integer()],
  keyword()
) ::
  {:ok, [non_neg_integer()]} | {:error, term()}


      


Batch query balances for multiple owner/token ID pairs.
Parameters
	contract - ERC-1155 contract address (value)
	owners - List of owner addresses (must match token_ids length) (value)
	token_ids - List of token IDs (must match owners length) (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
List of balances corresponding to each owner/token_id pair ({:ok, [non_neg_integer()]} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-1155 contract address", kind: :value},
    owners: %{
      description: "List of owner addresses (must match token_ids length)",
      kind: :value
    },
    token_ids: %{
      description: "List of token IDs (must match owners length)",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, [non_neg_integer()]} | {:error, term()}",
    description: "List of balances corresponding to each owner/token_id pair",
    example: "[10, 0, 5]"
  }
}

  



    

  
    
      
    
    
      balance_of_batch!(contract, owners, token_ids, opts \\ [])



        
          
        

    

  


  

      

          @spec balance_of_batch!(
  String.t() | binary(),
  [String.t() | binary()],
  [non_neg_integer()],
  keyword()
) ::
  [non_neg_integer()]


      


Batch query balances. Raises on error.
Parameters
	contract - ERC-1155 contract address (value)
	owners - List of owner addresses (must match token_ids length) (value)
	token_ids - List of token IDs (must match owners length) (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
List of balances ([non_neg_integer()])
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-1155 contract address", kind: :value},
    owners: %{
      description: "List of owner addresses (must match token_ids length)",
      kind: :value
    },
    token_ids: %{
      description: "List of token IDs (must match owners length)",
      kind: :value
    }
  },
  returns: %{type: "[non_neg_integer()]", description: "List of balances"}
}

  



    

  
    
      
    
    
      uri(contract, token_id, opts \\ [])



        
          
        

    

  


  

      

          @spec uri(String.t() | binary(), non_neg_integer(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      


Get the metadata URI for a token ID.
Parameters
	contract - ERC-1155 contract address (value)
	token_id - Token ID (non-negative integer) (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Token metadata URI (may contain {id} placeholder per ERC-1155 spec) ({:ok, String.t()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-1155 contract address", kind: :value},
    token_id: %{description: "Token ID (non-negative integer)", kind: :value}
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term()}",
    description: "Token metadata URI (may contain {id} placeholder per ERC-1155 spec)",
    example: "\"https://token-cdn-domain/{id}.json\""
  }
}

  



    

  
    
      
    
    
      uri!(contract, token_id, opts \\ [])



        
          
        

    

  


  

      

          @spec uri!(String.t() | binary(), non_neg_integer(), keyword()) :: String.t()


      


Get the metadata URI for a token ID. Raises on error.
Parameters
	contract - ERC-1155 contract address (value)
	token_id - Token ID (non-negative integer) (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Token metadata URI (string)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-1155 contract address", kind: :value},
    token_id: %{description: "Token ID (non-negative integer)", kind: :value}
  },
  returns: %{type: :string, description: "Token metadata URI"}
}

  


        

      


  

    
Onchain.ERC20 
    



      
ERC-20 token operations.
Read operations are thin wrappers around Onchain.Contract.call/5.
Write operations delegate to Onchain.Signer.send_transaction/3.
Returns raw integer values for balances — consumers use
Onchain.Decimal.to_decimal/2 with the result of decimals/2 to normalize.
Error Format
Errors pass through from underlying modules:
	Source	Error Shape
	Onchain.Address.validate/1	{:error, {:invalid_address, input}}
	Onchain.Contract.call/5	{:error, {:encode_error, ...}}, {:error, {:rpc_error, ...}}, {:error, {:decode_error, ...}}
	Onchain.ABI.encode_hex_call/2	{:error, {:encode_error, ...}}
	Onchain.Signer.send_transaction/3	{:error, {:missing_option, ...}}, {:error, {:sign_error, ...}}, etc.

Functions
	Function	Purpose
	balance_of/3	Token balance for a holder (raw integer)
	balance_of!/3	Same, raises on error
	allowance/4	Approved spending amount (raw integer)
	allowance!/4	Same, raises on error
	decimals/2	Token decimal places
	decimals!/2	Same, raises on error
	symbol/2	Token ticker symbol
	symbol!/2	Same, raises on error
	approve/4	Approve spender to transfer tokens (returns tx hash)
	approve!/4	Same, raises on error
	transfer/4	Transfer tokens to recipient (returns tx hash)
	transfer!/4	Same, raises on error

API Functions
	Function	Arity	Description	Param Kinds
	call_trx	3	Run ABI-encoded ERC-20 calldata as a read-only eth_call.	token: value, call_data: value, call_opts: value
	exec_trx	3	Execute ABI-encoded ERC-20 calldata as a signed transaction.	token: value, call_data: value, exec_opts: value
	errors	0	Return the ERC-20 error signatures known to this wrapper.	-
	transfer!	4	Transfer tokens to a recipient. Raises on error.	token: value, to: value, amount: value, opts: value
	transfer	4	Transfer tokens to a recipient.	token: value, to: value, amount: value, opts: value
	approve!	4	Approve a spender to transfer tokens on your behalf. Raises on error.	token: value, spender: value, amount: value, opts: value
	approve	4	Approve a spender to transfer tokens on your behalf.	token: value, spender: value, amount: value, opts: value
	total_supply!	2	Get the total supply of a token. Raises on error.	token: value, opts: value
	total_supply	2	Get the total supply of a token.	token: value, opts: value
	symbol!	2	Get the ticker symbol of a token. Raises on error.	token: value, opts: value
	symbol	2	Get the ticker symbol of a token.	token: value, opts: value
	decimals!	2	Get the number of decimal places for a token. Raises on error.	token: value, opts: value
	decimals	2	Get the number of decimal places for a token.	token: value, opts: value
	allowance!	4	Get the approved spending amount. Raises on error.	token: value, owner: value, spender: value, opts: value
	allowance	4	Get the amount an owner has approved a spender to transfer.	token: value, owner: value, spender: value, opts: value
	balance_of!	3	Get the token balance of an address. Raises on error.	token: value, holder: value, opts: value
	balance_of	3	Get the token balance of an address.	token: value, holder: value, opts: value


      


      
        Summary


  
    Types
  


    
      
        call_opts()

      


    


    
      
        exec_opts()

      


    





  
    Functions
  


    
      
        allowance(token, owner, spender, opts \\ [])

      


        Get the amount an owner has approved a spender to transfer.



    


    
      
        allowance!(token, owner, spender, opts \\ [])

      


        Get the approved spending amount. Raises on error.



    


    
      
        approve(token, spender, amount, opts)

      


        Approve a spender to transfer tokens on your behalf.



    


    
      
        approve!(token, spender, amount, opts)

      


        Approve a spender to transfer tokens on your behalf. Raises on error.



    


    
      
        balance_of(token, holder, opts \\ [])

      


        Get the token balance of an address.



    


    
      
        balance_of!(token, holder, opts \\ [])

      


        Get the token balance of an address. Raises on error.



    


    
      
        call_trx(token, call_data, call_opts)

      


        Performs an eth_call against the given ERC-20 token with the provided
ABI-encoded call_data and zero value/gas. Returns the call's return data
without sending a transaction. call_opts is forwarded to
Onchain.RPC.call_trx/2 with this module's known error signatures
merged in.



    


    
      
        decimals(token, opts \\ [])

      


        Get the number of decimal places for a token.



    


    
      
        decimals!(token, opts \\ [])

      


        Get the number of decimal places for a token. Raises on error.



    


    
      
        errors()

      


        Returns a list of known error codes (ABI signatures), which can be used
when parsing error messages from contract calls.



    


    
      
        exec_trx(token, call_data, exec_opts)

      


        Executes a transaction against the given ERC-20 token, using the provided
ABI-encoded call_data. The configured Cartouche signer signs and submits
the transaction; exec_opts is forwarded to Onchain.RPC.execute_trx/3
with this module's known error signatures merged in.



    


    
      
        symbol(token, opts \\ [])

      


        Get the ticker symbol of a token.



    


    
      
        symbol!(token, opts \\ [])

      


        Get the ticker symbol of a token. Raises on error.



    


    
      
        total_supply(token, opts \\ [])

      


        Get the total supply of a token.



    


    
      
        total_supply!(token, opts \\ [])

      


        Get the total supply of a token. Raises on error.



    


    
      
        transfer(token, to, amount, opts)

      


        Transfer tokens to a recipient.



    


    
      
        transfer!(token, to, amount, opts)

      


        Transfer tokens to a recipient. Raises on error.



    





      


      
        Types


        


  
    
      
    
    
      call_opts()



        
          
        

    

  


  

      

          @type call_opts() :: Keyword.t()


      



  



  
    
      
    
    
      exec_opts()



        
          
        

    

  


  

      

          @type exec_opts() :: Keyword.t()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      allowance(token, owner, spender, opts \\ [])



        
          
        

    

  


  

      

          @spec allowance(
  String.t() | binary(),
  String.t() | binary(),
  String.t() | binary(),
  keyword()
) ::
  {:ok, non_neg_integer()} | {:error, term()}


      


Get the amount an owner has approved a spender to transfer.
Parameters
	token - ERC-20 token contract address (value)
	owner - Token owner address (value)
	spender - Approved spender address (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Approved spending amount as raw integer ({:ok, non_neg_integer()} | {:error, term()})
# descripex:contract
%{
  params: %{
    owner: %{description: "Token owner address", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    token: %{description: "ERC-20 token contract address", kind: :value},
    spender: %{description: "Approved spender address", kind: :value}
  },
  returns: %{
    type: "{:ok, non_neg_integer()} | {:error, term()}",
    description: "Approved spending amount as raw integer",
    example: "0"
  }
}

  



    

  
    
      
    
    
      allowance!(token, owner, spender, opts \\ [])



        
          
        

    

  


  

      

          @spec allowance!(
  String.t() | binary(),
  String.t() | binary(),
  String.t() | binary(),
  keyword()
) ::
  non_neg_integer()


      


Get the approved spending amount. Raises on error.
Parameters
	token - ERC-20 token contract address (value)
	owner - Token owner address (value)
	spender - Approved spender address (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Approved spending amount (non_neg_integer)
# descripex:contract
%{
  params: %{
    owner: %{description: "Token owner address", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    token: %{description: "ERC-20 token contract address", kind: :value},
    spender: %{description: "Approved spender address", kind: :value}
  },
  returns: %{type: :non_neg_integer, description: "Approved spending amount"}
}

  



  
    
      
    
    
      approve(token, spender, amount, opts)



        
          
        

    

  


  

      

          @spec approve(
  String.t() | binary(),
  String.t() | binary(),
  non_neg_integer(),
  keyword()
) ::
  {:ok, String.t()} | {:error, term()}


      


Approve a spender to transfer tokens on your behalf.
Parameters
	token - ERC-20 token contract address (value)
	spender - Address to approve for spending (value)
	amount - Amount to approve (raw integer, not decimal-adjusted) (value)
	opts - Required: :private_key, :nonce, :chain_id, :rpc_url. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas (value)

Returns
Transaction hash hex string ({:ok, String.t()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      description: "Required: :private_key, :nonce, :chain_id, :rpc_url. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas",
      kind: :value
    },
    token: %{description: "ERC-20 token contract address", kind: :value},
    amount: %{
      description: "Amount to approve (raw integer, not decimal-adjusted)",
      kind: :value
    },
    spender: %{description: "Address to approve for spending", kind: :value}
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term()}",
    description: "Transaction hash hex string"
  }
}

  



  
    
      
    
    
      approve!(token, spender, amount, opts)



        
          
        

    

  


  

      

          @spec approve!(
  String.t() | binary(),
  String.t() | binary(),
  non_neg_integer(),
  keyword()
) :: String.t()


      


Approve a spender to transfer tokens on your behalf. Raises on error.
Parameters
	token - ERC-20 token contract address (value)
	spender - Address to approve for spending (value)
	amount - Amount to approve (raw integer, not decimal-adjusted) (value)
	opts - Required: :private_key, :nonce, :chain_id, :rpc_url. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas (value)

Returns
Transaction hash hex string (string)
# descripex:contract
%{
  params: %{
    opts: %{
      description: "Required: :private_key, :nonce, :chain_id, :rpc_url. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas",
      kind: :value
    },
    token: %{description: "ERC-20 token contract address", kind: :value},
    amount: %{
      description: "Amount to approve (raw integer, not decimal-adjusted)",
      kind: :value
    },
    spender: %{description: "Address to approve for spending", kind: :value}
  },
  returns: %{type: :string, description: "Transaction hash hex string"}
}

  



    

  
    
      
    
    
      balance_of(token, holder, opts \\ [])



        
          
        

    

  


  

      

          @spec balance_of(String.t() | binary(), String.t() | binary(), keyword()) ::
  {:ok, non_neg_integer()} | {:error, term()}


      


Get the token balance of an address.
Parameters
	token - ERC-20 token contract address (value)
	holder - Address to check balance for (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Raw token balance (use decimals/2 + Onchain.Decimal.to_decimal/2 to normalize) ({:ok, non_neg_integer()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    token: %{description: "ERC-20 token contract address", kind: :value},
    holder: %{description: "Address to check balance for", kind: :value}
  },
  returns: %{
    type: "{:ok, non_neg_integer()} | {:error, term()}",
    description: "Raw token balance (use decimals/2 + Onchain.Decimal.to_decimal/2 to normalize)",
    example: "1000000"
  }
}

  



    

  
    
      
    
    
      balance_of!(token, holder, opts \\ [])



        
          
        

    

  


  

      

          @spec balance_of!(String.t() | binary(), String.t() | binary(), keyword()) ::
  non_neg_integer()


      


Get the token balance of an address. Raises on error.
Parameters
	token - ERC-20 token contract address (value)
	holder - Address to check balance for (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Raw token balance (non_neg_integer)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    token: %{description: "ERC-20 token contract address", kind: :value},
    holder: %{description: "Address to check balance for", kind: :value}
  },
  returns: %{type: :non_neg_integer, description: "Raw token balance"}
}

  



  
    
      
    
    
      call_trx(token, call_data, call_opts)



        
          
        

    

  


  

      

          @spec call_trx(Onchain.Configuration.contract(), binary(), call_opts()) :: term()


      


Performs an eth_call against the given ERC-20 token with the provided
ABI-encoded call_data and zero value/gas. Returns the call's return data
without sending a transaction. call_opts is forwarded to
Onchain.RPC.call_trx/2 with this module's known error signatures
merged in.

  



    

  
    
      
    
    
      decimals(token, opts \\ [])



        
          
        

    

  


  

      

          @spec decimals(String.t() | binary(), keyword()) ::
  {:ok, non_neg_integer()} | {:error, term()}


      


Get the number of decimal places for a token.
Parameters
	token - ERC-20 token contract address (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Token decimal places (e.g. 6 for USDC, 18 for DAI) ({:ok, non_neg_integer()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    token: %{description: "ERC-20 token contract address", kind: :value}
  },
  returns: %{
    type: "{:ok, non_neg_integer()} | {:error, term()}",
    description: "Token decimal places (e.g. 6 for USDC, 18 for DAI)",
    example: "6"
  }
}

  



    

  
    
      
    
    
      decimals!(token, opts \\ [])



        
          
        

    

  


  

      

          @spec decimals!(String.t() | binary(), keyword()) :: non_neg_integer()


      


Get the number of decimal places for a token. Raises on error.
Parameters
	token - ERC-20 token contract address (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Token decimal places (non_neg_integer)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    token: %{description: "ERC-20 token contract address", kind: :value}
  },
  returns: %{type: :non_neg_integer, description: "Token decimal places"}
}

  



  
    
      
    
    
      errors()



        
          
        

    

  


  

      

          @spec errors() :: [String.t()]


      


Returns a list of known error codes (ABI signatures), which can be used
when parsing error messages from contract calls.

  



  
    
      
    
    
      exec_trx(token, call_data, exec_opts)



        
          
        

    

  


  

      

          @spec exec_trx(Onchain.Configuration.contract(), binary(), exec_opts()) ::
  {:ok, binary()} | {:error, term()}


      


Executes a transaction against the given ERC-20 token, using the provided
ABI-encoded call_data. The configured Cartouche signer signs and submits
the transaction; exec_opts is forwarded to Onchain.RPC.execute_trx/3
with this module's known error signatures merged in.

  



    

  
    
      
    
    
      symbol(token, opts \\ [])



        
          
        

    

  


  

      

          @spec symbol(String.t() | binary(), keyword()) :: {:ok, String.t()} | {:error, term()}


      


Get the ticker symbol of a token.
Parameters
	token - ERC-20 token contract address (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Token symbol string ({:ok, String.t()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    token: %{description: "ERC-20 token contract address", kind: :value}
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term()}",
    description: "Token symbol string",
    example: "\"USDC\""
  }
}

  



    

  
    
      
    
    
      symbol!(token, opts \\ [])



        
          
        

    

  


  

      

          @spec symbol!(String.t() | binary(), keyword()) :: String.t()


      


Get the ticker symbol of a token. Raises on error.
Parameters
	token - ERC-20 token contract address (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Token symbol string (string)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    token: %{description: "ERC-20 token contract address", kind: :value}
  },
  returns: %{type: :string, description: "Token symbol string"}
}

  



    

  
    
      
    
    
      total_supply(token, opts \\ [])



        
          
        

    

  


  

      

          @spec total_supply(String.t() | binary(), keyword()) ::
  {:ok, non_neg_integer()} | {:error, term()}


      


Get the total supply of a token.
Parameters
	token - ERC-20 token contract address (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Raw total supply (use decimals/2 + Onchain.Decimal.to_decimal/2 to normalize) ({:ok, non_neg_integer()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    token: %{description: "ERC-20 token contract address", kind: :value}
  },
  returns: %{
    type: "{:ok, non_neg_integer()} | {:error, term()}",
    description: "Raw total supply (use decimals/2 + Onchain.Decimal.to_decimal/2 to normalize)",
    example: "1000000000000"
  }
}

  



    

  
    
      
    
    
      total_supply!(token, opts \\ [])



        
          
        

    

  


  

      

          @spec total_supply!(String.t() | binary(), keyword()) :: non_neg_integer()


      


Get the total supply of a token. Raises on error.
Parameters
	token - ERC-20 token contract address (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Raw total supply (non_neg_integer)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    token: %{description: "ERC-20 token contract address", kind: :value}
  },
  returns: %{type: :non_neg_integer, description: "Raw total supply"}
}

  



  
    
      
    
    
      transfer(token, to, amount, opts)



        
          
        

    

  


  

      

          @spec transfer(
  String.t() | binary(),
  String.t() | binary(),
  non_neg_integer(),
  keyword()
) ::
  {:ok, String.t()} | {:error, term()}


      


Transfer tokens to a recipient.
Parameters
	token - ERC-20 token contract address (value)
	to - Recipient address (value)
	amount - Amount to transfer (raw integer, not decimal-adjusted) (value)
	opts - Required: :private_key, :nonce, :chain_id, :rpc_url. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas (value)

Returns
Transaction hash hex string ({:ok, String.t()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      description: "Required: :private_key, :nonce, :chain_id, :rpc_url. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas",
      kind: :value
    },
    token: %{description: "ERC-20 token contract address", kind: :value},
    to: %{description: "Recipient address", kind: :value},
    amount: %{
      description: "Amount to transfer (raw integer, not decimal-adjusted)",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term()}",
    description: "Transaction hash hex string"
  }
}

  



  
    
      
    
    
      transfer!(token, to, amount, opts)



        
          
        

    

  


  

      

          @spec transfer!(
  String.t() | binary(),
  String.t() | binary(),
  non_neg_integer(),
  keyword()
) ::
  String.t()


      


Transfer tokens to a recipient. Raises on error.
Parameters
	token - ERC-20 token contract address (value)
	to - Recipient address (value)
	amount - Amount to transfer (raw integer, not decimal-adjusted) (value)
	opts - Required: :private_key, :nonce, :chain_id, :rpc_url. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas (value)

Returns
Transaction hash hex string (string)
# descripex:contract
%{
  params: %{
    opts: %{
      description: "Required: :private_key, :nonce, :chain_id, :rpc_url. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas",
      kind: :value
    },
    token: %{description: "ERC-20 token contract address", kind: :value},
    to: %{description: "Recipient address", kind: :value},
    amount: %{
      description: "Amount to transfer (raw integer, not decimal-adjusted)",
      kind: :value
    }
  },
  returns: %{type: :string, description: "Transaction hash hex string"}
}

  


        

      


  

    
Onchain.ERC20.Call 
    



      
Module to call operations and receive return value, without sending a transaction.
API Functions
	Function	Arity	Description	Param Kinds
	transfer	4	Call ERC-20 transfer(address,uint256) without sending a transaction.	token: value, destination: value, amount_wei: value, call_opts: value
	balance_of	3	Call ERC-20 balanceOf(address) and decode the token base-unit balance.	token: value, address: value, call_opts: value


      


      
        Summary


  
    Functions
  


    
      
        balance_of(token, address, call_opts \\ [])

      


        Calls the balanceOf operation, returning the result of the Ethereum function call.



    


    
      
        transfer(token, destination, amount_wei, call_opts \\ [])

      


        Calls the transfer operation, returning the result of the Ethereum function call.



    





      


      
        Functions


        


    

  
    
      
    
    
      balance_of(token, address, call_opts \\ [])



        
          
        

    

  


  

      

          @spec balance_of(
  Onchain.Configuration.contract(),
  Onchain.Configuration.address(),
  Onchain.ERC20.call_opts()
) :: {:ok, number()} | {:error, term()}


      


Calls the balanceOf operation, returning the result of the Ethereum function call.
Examples
iex> Onchain.ERC20.Call.balance_of(<<0xCC>>, <<0xDD>>)
{:ok, <<>>}

  



    

  
    
      
    
    
      transfer(token, destination, amount_wei, call_opts \\ [])



        
          
        

    

  


  

      

          @spec transfer(
  Onchain.Configuration.contract(),
  Onchain.Configuration.address(),
  non_neg_integer(),
  Onchain.ERC20.call_opts()
) :: {:ok, binary()} | {:error, term()}


      


Calls the transfer operation, returning the result of the Ethereum function call.
Examples
iex> Onchain.ERC20.Call.transfer(<<0xCC>>, <<0xDD>>, 100_000)
{:ok, <<>>}

  


        

      


  

    
Onchain.ERC20.CallData 
    



      
Module to encode calldata for given adaptor operations.
API Functions
	Function	Arity	Description	Param Kinds
	transfer	2	Encode ERC-20 transfer(address,uint256) calldata.	destination: value, amount_wei: value
	balance_of	1	Encode ERC-20 balanceOf(address) calldata.	address: value


      


      
        Summary


  
    Functions
  


    
      
        balance_of(address)

      


        Encodes the call data for a balanceOf operation.



    


    
      
        transfer(destination, amount_wei)

      


        Encodes the call data for a transfer operation.



    





      


      
        Functions


        


  
    
      
    
    
      balance_of(address)



        
          
        

    

  


  

      

          @spec balance_of(Onchain.Configuration.address()) :: binary()


      


Encodes the call data for a balanceOf operation.
Examples
iex> Onchain.ERC20.CallData.balance_of(<<0xDD>>) |> Onchain.Hex.encode_hex()
"0x"

  



  
    
      
    
    
      transfer(destination, amount_wei)



        
          
        

    

  


  

      

          @spec transfer(Onchain.Configuration.address(), non_neg_integer()) :: binary()


      


Encodes the call data for a transfer operation.
Examples
iex> Onchain.ERC20.CallData.transfer(<<0xDD>>, 100_000)
...> |> Onchain.Hex.encode_hex()
"0x8035f0ce"

  


        

      


  

    
Onchain.ERC721 
    



      
ERC-721 (NFT) read operations.
Thin wrappers around Onchain.Contract.call/5 for standard ERC-721 queries.
Returns checksummed hex addresses for owner_of/3 and get_approved/3.
Error Format
Errors pass through from underlying modules:
	Source	Error Shape
	Onchain.Address.validate/1	{:error, {:invalid_address, input}}
	Onchain.Contract.call/5	{:error, {:encode_error, ...}}, {:error, {:rpc_error, ...}}, {:error, {:decode_error, ...}}

Functions
	Function	Purpose
	balance_of/3	Number of NFTs owned by an address
	balance_of!/3	Same, raises on error
	owner_of/3	Owner address of a specific token ID
	owner_of!/3	Same, raises on error
	token_uri/3	Metadata URI for a token ID
	token_uri!/3	Same, raises on error
	name/2	Collection name
	name!/2	Same, raises on error
	symbol/2	Collection symbol
	symbol!/2	Same, raises on error
	get_approved/3	Approved operator for a token ID
	get_approved!/3	Same, raises on error
	approved_for_all?/4	Whether an operator is approved for all tokens
	approved_for_all!/4	Same, raises on error

API Functions
	Function	Arity	Description	Param Kinds
	approved_for_all!	4	Check if an operator is approved for all tokens. Raises on error.	contract: value, owner: value, operator: value, opts: value
	approved_for_all?	4	Check if an operator is approved for all tokens of an owner.	contract: value, owner: value, operator: value, opts: value
	get_approved!	3	Get the approved address for a specific token ID. Raises on error.	contract: value, token_id: value, opts: value
	get_approved	3	Get the approved address for a specific token ID.	contract: value, token_id: value, opts: value
	symbol!	2	Get the collection symbol. Raises on error.	contract: value, opts: value
	symbol	2	Get the collection symbol.	contract: value, opts: value
	name!	2	Get the collection name. Raises on error.	contract: value, opts: value
	name	2	Get the collection name.	contract: value, opts: value
	token_uri!	3	Get the metadata URI for a token ID. Raises on error.	contract: value, token_id: value, opts: value
	token_uri	3	Get the metadata URI for a token ID.	contract: value, token_id: value, opts: value
	owner_of!	3	Get the owner of a specific token ID. Raises on error.	contract: value, token_id: value, opts: value
	owner_of	3	Get the owner of a specific token ID.	contract: value, token_id: value, opts: value
	balance_of!	3	Get the number of NFTs owned by an address. Raises on error.	contract: value, owner: value, opts: value
	balance_of	3	Get the number of NFTs owned by an address.	contract: value, owner: value, opts: value


      


      
        Summary


  
    Functions
  


    
      
        approved_for_all!(contract, owner, operator, opts \\ [])

      


        Check if an operator is approved for all tokens. Raises on error.



    


    
      
        approved_for_all?(contract, owner, operator, opts \\ [])

      


        Check if an operator is approved for all tokens of an owner.



    


    
      
        balance_of(contract, owner, opts \\ [])

      


        Get the number of NFTs owned by an address.



    


    
      
        balance_of!(contract, owner, opts \\ [])

      


        Get the number of NFTs owned by an address. Raises on error.



    


    
      
        get_approved(contract, token_id, opts \\ [])

      


        Get the approved address for a specific token ID.



    


    
      
        get_approved!(contract, token_id, opts \\ [])

      


        Get the approved address for a specific token ID. Raises on error.



    


    
      
        name(contract, opts \\ [])

      


        Get the collection name.



    


    
      
        name!(contract, opts \\ [])

      


        Get the collection name. Raises on error.



    


    
      
        owner_of(contract, token_id, opts \\ [])

      


        Get the owner of a specific token ID.



    


    
      
        owner_of!(contract, token_id, opts \\ [])

      


        Get the owner of a specific token ID. Raises on error.



    


    
      
        symbol(contract, opts \\ [])

      


        Get the collection symbol.



    


    
      
        symbol!(contract, opts \\ [])

      


        Get the collection symbol. Raises on error.



    


    
      
        token_uri(contract, token_id, opts \\ [])

      


        Get the metadata URI for a token ID.



    


    
      
        token_uri!(contract, token_id, opts \\ [])

      


        Get the metadata URI for a token ID. Raises on error.



    





      


      
        Functions


        


    

  
    
      
    
    
      approved_for_all!(contract, owner, operator, opts \\ [])



        
          
        

    

  


  

      

          @spec approved_for_all!(
  String.t() | binary(),
  String.t() | binary(),
  String.t() | binary(),
  keyword()
) ::
  boolean()


      


Check if an operator is approved for all tokens. Raises on error.
Parameters
	contract - ERC-721 contract address (value)
	owner - Token owner address (value)
	operator - Operator address to check (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Whether the operator is approved for all tokens (boolean)
# descripex:contract
%{
  params: %{
    owner: %{description: "Token owner address", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    operator: %{description: "Operator address to check", kind: :value},
    contract: %{description: "ERC-721 contract address", kind: :value}
  },
  returns: %{
    type: :boolean,
    description: "Whether the operator is approved for all tokens"
  }
}

  



    

  
    
      
    
    
      approved_for_all?(contract, owner, operator, opts \\ [])



        
          
        

    

  


  

      

          @spec approved_for_all?(
  String.t() | binary(),
  String.t() | binary(),
  String.t() | binary(),
  keyword()
) ::
  {:ok, boolean()} | {:error, term()}


      


Check if an operator is approved for all tokens of an owner.
Parameters
	contract - ERC-721 contract address (value)
	owner - Token owner address (value)
	operator - Operator address to check (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Whether the operator is approved for all tokens ({:ok, boolean()} | {:error, term()})
# descripex:contract
%{
  params: %{
    owner: %{description: "Token owner address", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    operator: %{description: "Operator address to check", kind: :value},
    contract: %{description: "ERC-721 contract address", kind: :value}
  },
  returns: %{
    type: "{:ok, boolean()} | {:error, term()}",
    description: "Whether the operator is approved for all tokens",
    example: "false"
  }
}

  



    

  
    
      
    
    
      balance_of(contract, owner, opts \\ [])



        
          
        

    

  


  

      

          @spec balance_of(String.t() | binary(), String.t() | binary(), keyword()) ::
  {:ok, non_neg_integer()} | {:error, term()}


      


Get the number of NFTs owned by an address.
Parameters
	contract - ERC-721 contract address (value)
	owner - Address to check balance for (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Number of NFTs owned ({:ok, non_neg_integer()} | {:error, term()})
# descripex:contract
%{
  params: %{
    owner: %{description: "Address to check balance for", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-721 contract address", kind: :value}
  },
  returns: %{
    type: "{:ok, non_neg_integer()} | {:error, term()}",
    description: "Number of NFTs owned",
    example: "3"
  }
}

  



    

  
    
      
    
    
      balance_of!(contract, owner, opts \\ [])



        
          
        

    

  


  

      

          @spec balance_of!(String.t() | binary(), String.t() | binary(), keyword()) ::
  non_neg_integer()


      


Get the number of NFTs owned by an address. Raises on error.
Parameters
	contract - ERC-721 contract address (value)
	owner - Address to check balance for (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Number of NFTs owned (non_neg_integer)
# descripex:contract
%{
  params: %{
    owner: %{description: "Address to check balance for", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-721 contract address", kind: :value}
  },
  returns: %{type: :non_neg_integer, description: "Number of NFTs owned"}
}

  



    

  
    
      
    
    
      get_approved(contract, token_id, opts \\ [])



        
          
        

    

  


  

      

          @spec get_approved(String.t() | binary(), non_neg_integer(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      


Get the approved address for a specific token ID.
Parameters
	contract - ERC-721 contract address (value)
	token_id - Token ID (non-negative integer) (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Approved address as EIP-55 checksummed hex string (zero address if none) ({:ok, String.t()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-721 contract address", kind: :value},
    token_id: %{description: "Token ID (non-negative integer)", kind: :value}
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term()}",
    description: "Approved address as EIP-55 checksummed hex string (zero address if none)",
    example: "\"0x0000000000000000000000000000000000000000\""
  }
}

  



    

  
    
      
    
    
      get_approved!(contract, token_id, opts \\ [])



        
          
        

    

  


  

      

          @spec get_approved!(String.t() | binary(), non_neg_integer(), keyword()) :: String.t()


      


Get the approved address for a specific token ID. Raises on error.
Parameters
	contract - ERC-721 contract address (value)
	token_id - Token ID (non-negative integer) (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Approved address as EIP-55 checksummed hex string (string)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-721 contract address", kind: :value},
    token_id: %{description: "Token ID (non-negative integer)", kind: :value}
  },
  returns: %{
    type: :string,
    description: "Approved address as EIP-55 checksummed hex string"
  }
}

  



    

  
    
      
    
    
      name(contract, opts \\ [])



        
          
        

    

  


  

      

          @spec name(String.t() | binary(), keyword()) :: {:ok, String.t()} | {:error, term()}


      


Get the collection name.
Parameters
	contract - ERC-721 contract address (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Collection name ({:ok, String.t()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-721 contract address", kind: :value}
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term()}",
    description: "Collection name",
    example: "\"BoredApeYachtClub\""
  }
}

  



    

  
    
      
    
    
      name!(contract, opts \\ [])



        
          
        

    

  


  

      

          @spec name!(String.t() | binary(), keyword()) :: String.t()


      


Get the collection name. Raises on error.
Parameters
	contract - ERC-721 contract address (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Collection name (string)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-721 contract address", kind: :value}
  },
  returns: %{type: :string, description: "Collection name"}
}

  



    

  
    
      
    
    
      owner_of(contract, token_id, opts \\ [])



        
          
        

    

  


  

      

          @spec owner_of(String.t() | binary(), non_neg_integer(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      


Get the owner of a specific token ID.
Parameters
	contract - ERC-721 contract address (value)
	token_id - Token ID (non-negative integer) (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Owner address as EIP-55 checksummed hex string ({:ok, String.t()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-721 contract address", kind: :value},
    token_id: %{description: "Token ID (non-negative integer)", kind: :value}
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term()}",
    description: "Owner address as EIP-55 checksummed hex string",
    example: "\"0x5aAeb6053F3E94C9b9A09f33669435E7Ef1BeAed\""
  }
}

  



    

  
    
      
    
    
      owner_of!(contract, token_id, opts \\ [])



        
          
        

    

  


  

      

          @spec owner_of!(String.t() | binary(), non_neg_integer(), keyword()) :: String.t()


      


Get the owner of a specific token ID. Raises on error.
Parameters
	contract - ERC-721 contract address (value)
	token_id - Token ID (non-negative integer) (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Owner address as EIP-55 checksummed hex string (string)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-721 contract address", kind: :value},
    token_id: %{description: "Token ID (non-negative integer)", kind: :value}
  },
  returns: %{
    type: :string,
    description: "Owner address as EIP-55 checksummed hex string"
  }
}

  



    

  
    
      
    
    
      symbol(contract, opts \\ [])



        
          
        

    

  


  

      

          @spec symbol(String.t() | binary(), keyword()) :: {:ok, String.t()} | {:error, term()}


      


Get the collection symbol.
Parameters
	contract - ERC-721 contract address (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Collection symbol ({:ok, String.t()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-721 contract address", kind: :value}
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term()}",
    description: "Collection symbol",
    example: "\"BAYC\""
  }
}

  



    

  
    
      
    
    
      symbol!(contract, opts \\ [])



        
          
        

    

  


  

      

          @spec symbol!(String.t() | binary(), keyword()) :: String.t()


      


Get the collection symbol. Raises on error.
Parameters
	contract - ERC-721 contract address (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Collection symbol (string)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-721 contract address", kind: :value}
  },
  returns: %{type: :string, description: "Collection symbol"}
}

  



    

  
    
      
    
    
      token_uri(contract, token_id, opts \\ [])



        
          
        

    

  


  

      

          @spec token_uri(String.t() | binary(), non_neg_integer(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      


Get the metadata URI for a token ID.
Parameters
	contract - ERC-721 contract address (value)
	token_id - Token ID (non-negative integer) (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Token metadata URI ({:ok, String.t()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-721 contract address", kind: :value},
    token_id: %{description: "Token ID (non-negative integer)", kind: :value}
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term()}",
    description: "Token metadata URI",
    example: "\"ipfs://QmeSjSinHpPnmXmspMjwiXyN6zS4E9zccariGR3jxcaWtq/1\""
  }
}

  



    

  
    
      
    
    
      token_uri!(contract, token_id, opts \\ [])



        
          
        

    

  


  

      

          @spec token_uri!(String.t() | binary(), non_neg_integer(), keyword()) :: String.t()


      


Get the metadata URI for a token ID. Raises on error.
Parameters
	contract - ERC-721 contract address (value)
	token_id - Token ID (non-negative integer) (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Token metadata URI (string)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    contract: %{description: "ERC-721 contract address", kind: :value},
    token_id: %{description: "Token ID (non-negative integer)", kind: :value}
  },
  returns: %{type: :string, description: "Token metadata URI"}
}

  


        

      


  

    
Onchain.ERC7730 
    



      
ERC-7730 clear-signing descriptors:
load a descriptor, bind it to a signing request, and render human-readable
display fields.
ERC-7730 standardizes a JSON descriptor that binds calldata, EIP-712 typed
messages, and ERC-4337 UserOperations to display rules, so a wallet can show
what a transaction does instead of opaque hex. This module is the entry
point over three internal pieces:
	Onchain.ERC7730.Descriptor — parse + structurally validate the JSON.
	Onchain.ERC7730.Binding — resolve which display format applies and decode
the bound data (chain id + address + selector, or EIP-712 domain + type).
	Onchain.ERC7730.Formatter — apply per-field format rules.

Usage
{:ok, descriptor} = Onchain.ERC7730.load(json_string)

{:ok, fields} =
  Onchain.ERC7730.format(
    descriptor,
    {:calldata, token_address, 1, calldata_hex},
    tokens: %{"0x...usdc" => %{decimals: 6, symbol: "USDC"}}
  )

# fields => [%{label: "To", value: "0x...", formatted_value: "0x...", raw: <<...>>}, ...]
Scope (Task 74, first pass)
	In: caller-provided descriptors; contract/calldata, EIP-712, and
UserOp binding; the common formatters (raw, amount, tokenAmount,
addressName, date, duration, unit, enum).
	Out: fetching curated descriptors from the Ledger registry / IPFS / CDN;
includes / external $ref resolution; on-chain proxy/addressMatcher
resolution; calldata (embedded sub-call) and nftName formatters (they
fall back to raw rendering).

Token decimals/symbol for tokenAmount resolve from opts[:tokens], the
descriptor's metadata.token, or a live opts[:rpc_url] lookup — see
Onchain.ERC7730.Formatter.
API Functions
	Function	Arity	Description	Param Kinds
	format!	3	Bind a descriptor to a signing request and render its display fields. Raises on error.	descriptor: value, request: exchange_data, opts: value
	format	3	Bind a descriptor to a signing request and render its display fields.	descriptor: value, request: exchange_data, opts: value
	load	1	Load and validate an ERC-7730 descriptor from a JSON string, file path, or decoded map.	source: exchange_data


      


      
        Summary


  
    Functions
  


    
      
        format(descriptor, request, opts \\ [])

      


        Bind a descriptor to a signing request and render its display fields.



    


    
      
        format!(descriptor, request, opts \\ [])

      


        Bind a descriptor to a signing request and render its display fields. Raises on error.



    


    
      
        load(source)

      


        Load and validate an ERC-7730 descriptor from a JSON string, file path, or decoded map.
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      format(descriptor, request, opts \\ [])



        
          
        

    

  


  

      

          @spec format(
  Onchain.ERC7730.Descriptor.t(),
  Onchain.ERC7730.Binding.request(),
  keyword()
) ::
  {:ok, [Onchain.ERC7730.Formatter.result()]} | {:error, {atom(), term()}}


      


Bind a descriptor to a signing request and render its display fields.
Parameters
	descriptor - Parsed %Onchain.ERC7730.Descriptor{} from load/1 (value)
	request - {:calldata, address, chain_id, hex_data} | {:eip712, payload} | {:user_op, address, chain_id, user_op} (exchange_data)

	opts - Rendering opts: :tokens, :rpc_url, :native_symbol, :native_decimals, :names, :value, :from (default: [], value)

Returns
Ordered list of rendered visible fields, or a binding/format error tuple ({:ok, [%{label, value, formatted_value, raw}]} | {:error, {tag, reason}})
# descripex:contract
%{
  params: %{
    request: %{
      description: "{:calldata, address, chain_id, hex_data} | {:eip712, payload} | {:user_op, address, chain_id, user_op}",
      kind: :exchange_data
    },
    opts: %{
      default: [],
      description: "Rendering opts: :tokens, :rpc_url, :native_symbol, :native_decimals, :names, :value, :from",
      kind: :value
    },
    descriptor: %{
      description: "Parsed %Onchain.ERC7730.Descriptor{} from load/1",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, [%{label, value, formatted_value, raw}]} | {:error, {tag, reason}}",
    description: "Ordered list of rendered visible fields, or a binding/format error tuple"
  }
}

  



    

  
    
      
    
    
      format!(descriptor, request, opts \\ [])



        
          
        

    

  


  

      

          @spec format!(
  Onchain.ERC7730.Descriptor.t(),
  Onchain.ERC7730.Binding.request(),
  keyword()
) :: [
  Onchain.ERC7730.Formatter.result()
]


      


Bind a descriptor to a signing request and render its display fields. Raises on error.
Parameters
	descriptor - Parsed %Onchain.ERC7730.Descriptor{} from load/1 (value)
	request - Same request shapes as format/2 (exchange_data)
	opts - Same rendering opts as format/2 (default: [], value)

Returns
Ordered list of rendered visible fields ([%{label, value, formatted_value, raw}])
# descripex:contract
%{
  params: %{
    request: %{
      description: "Same request shapes as format/2",
      kind: :exchange_data
    },
    opts: %{
      default: [],
      description: "Same rendering opts as format/2",
      kind: :value
    },
    descriptor: %{
      description: "Parsed %Onchain.ERC7730.Descriptor{} from load/1",
      kind: :value
    }
  },
  returns: %{
    type: "[%{label, value, formatted_value, raw}]",
    description: "Ordered list of rendered visible fields"
  }
}

  



  
    
      
    
    
      load(source)



        
          
        

    

  


  

      

          @spec load(String.t() | map()) ::
  {:ok, Onchain.ERC7730.Descriptor.t()} | {:error, {atom(), term()}}


      


Load and validate an ERC-7730 descriptor from a JSON string, file path, or decoded map.
Parameters
	source - A JSON string, a filesystem path to a .json descriptor, or an already-decoded JSON map (exchange_data)

Returns
Parsed descriptor, or an error: {:invalidjson, }, {:file_error, posix}, or a structural tag from Descriptor.parse/1 ({:ok, Descriptor.t()} | {:error, {tag, reason}})
# descripex:contract
%{
  params: %{
    source: %{
      description: "A JSON string, a filesystem path to a .json descriptor, or an already-decoded JSON map",
      kind: :exchange_data
    }
  },
  returns: %{
    type: "{:ok, Descriptor.t()} | {:error, {tag, reason}}",
    description: "Parsed descriptor, or an error: {:invalid_json, _}, {:file_error, posix}, or a structural tag from Descriptor.parse/1"
  }
}

  


        

      


  

    
Onchain.ERC7730.Binding 
    



      
Binding evaluator for ERC-7730 descriptors.
Given a parsed descriptor and a concrete signing request — calldata, an
EIP-712 typed message, or an ERC-4337 UserOperation — resolve/3 decides
which display format applies and decodes the bound data into a name →
value map ready for the display-rule engine.
Binding rules
	Request	Match on
	{:calldata, address, chain_id, hex_data}	contract deployment {chain_id, address} + 4-byte selector
	{:eip712, payload}	EIP-712 domain fields + primaryType
	{:user_op, address, chain_id, user_op}	unwraps callData, then binds as calldata

Proxy detection
Reference implementations (Ledger's python-erc7730, Uniswap's descriptors)
bind by matching the transaction's target against the deployments list, and
delegate proxy/implementation resolution to an optional addressMatcher URI.
Resolving a matcher (or an EIP-1967 implementation slot behind a proxy)
requires on-chain reads and is registry/runtime-side — out of scope here. This
evaluator binds against the literal deployments list; when a descriptor
carries an addressMatcher and no deployment matches, the error reason notes
that an unresolved matcher was present.
The resolution result is a map consumed by Onchain.ERC7730.Formatter:
%{
  format: format(),            # the matched display format
  signature: %Onchain.ABI.FunctionSelector{} | nil,
  message: %{name => value},   # decoded bound data (path "#." root)
  types: %{name => abi_type},  # ABI type per message field
  envelope: %{to: _, value: _, from: _}  # transaction envelope (path "@." root)
}
API Functions
	Function	Arity	Description	Param Kinds
	resolve	3	Resolve which display format applies to a signing request and decode the bound data.	descriptor: value, request: value, opts: value
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        resolve(descriptor, request, opts \\ [])

      


        Resolve which display format applies to a signing request and decode the bound data.
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          @type request() ::
  {:calldata, String.t() | binary(), non_neg_integer(), String.t()}
  | {:eip712, map()}
  | {:user_op, String.t() | binary(), non_neg_integer(), map()}


      



  



  
    
      
    
    
      resolution()



        
          
        

    

  


  

      

          @type resolution() :: %{
  format: Onchain.ERC7730.Descriptor.format(),
  signature: Onchain.ABI.FunctionSelector.t() | nil,
  message: %{optional(String.t()) => term()},
  types: %{optional(String.t()) => term()},
  envelope: map()
}
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      resolve(descriptor, request, opts \\ [])



        
          
        

    

  


  

      

          @spec resolve(Onchain.ERC7730.Descriptor.t(), request(), keyword()) ::
  {:ok, resolution()} | {:error, {atom(), term()}}


      


Resolve which display format applies to a signing request and decode the bound data.
Parameters
	descriptor - Parsed %Onchain.ERC7730.Descriptor{} (value)
	request - {:calldata, address, chain_id, hex_data} | {:eip712, payload} | {:user_op, address, chain_id, user_op} (value)

	opts - Envelope overrides for the @. root: :value (native value), :from (sender) (default: [], value)

Returns
Resolution map (format/signature/message/types/envelope). Errors: :context_mismatch, :no_deployment_match, :no_format_match, :decode_error, :invalid_request, :missing_calldata ({:ok, resolution} | {:error, {tag, reason}})
# descripex:contract
%{
  params: %{
    request: %{
      description: "{:calldata, address, chain_id, hex_data} | {:eip712, payload} | {:user_op, address, chain_id, user_op}",
      kind: :value
    },
    opts: %{
      default: [],
      description: "Envelope overrides for the @. root: :value (native value), :from (sender)",
      kind: :value
    },
    descriptor: %{
      description: "Parsed %Onchain.ERC7730.Descriptor{}",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, resolution} | {:error, {tag, reason}}",
    description: "Resolution map (format/signature/message/types/envelope). Errors: :context_mismatch, :no_deployment_match, :no_format_match, :decode_error, :invalid_request, :missing_calldata"
  }
}

  


        

      


  

    
Onchain.ERC7730.Descriptor 
    



      
Parsed, validated representation of an ERC-7730
clear-signing descriptor.
An ERC-7730 descriptor is a JSON document with three top-level sections:
	context — the binding constraints: either a contract (deployments + ABI)
or an eip712 (domain + typed-data schemas) context.
	metadata — owner, constants, enums, and optional token info.
	display — formats keyed by function signature (contract) or primary type
(EIP-712), each carrying an ordered list of display fields.

parse/1 turns the decoded JSON map into a t/0 struct, validating the
structural rules. The original decoded JSON is retained in :raw so that
$.-rooted paths (e.g. $.metadata.constants.tokenAddress) resolve against
the document.
Scope
This first pass keeps the structure faithful to the spec but does not resolve
includes / $ref-to-external-document references — descriptors are expected
to be self-contained (the registry-side resolution of shared ercs/* includes
is out of scope, per Task 74).
API Functions
	Function	Arity	Description	Param Kinds
	parse	1	Parse and structurally validate a decoded ERC-7730 JSON map.	raw: value
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        Parse and structurally validate a decoded ERC-7730 JSON map.
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          @type context() ::
  {:contract,
   %{
     deployments: [deployment()],
     abi: term() | nil,
     address_matcher: String.t() | nil
   }}
  | {:eip712,
     %{
       deployments: [deployment()],
       domain: map() | nil,
       domain_separator: String.t() | nil,
       schemas: term() | nil
     }}


      



  



  
    
      
    
    
      deployment()



        
          
        

    

  


  

      

          @type deployment() :: %{chain_id: non_neg_integer(), address: <<_::160>>}


      



  



  
    
      
    
    
      field()



        
          
        

    

  


  

      

          @type field() :: %{
  path: String.t() | nil,
  value: term(),
  label: String.t() | nil,
  format: atom(),
  params: map(),
  visible: boolean()
}


      



  



  
    
      
    
    
      format()



        
          
        

    

  


  

      

          @type format() :: %{intent: String.t() | map() | nil, fields: [field()]}
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          @type t() :: %Onchain.ERC7730.Descriptor{
  context: context(),
  display: %{formats: %{optional(String.t()) => format()}},
  metadata: map(),
  raw: map()
}
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          @spec parse(map()) :: {:ok, t()} | {:error, {atom(), term()}}


      


Parse and structurally validate a decoded ERC-7730 JSON map.
Parameters
	raw - Decoded JSON map (string keys) of an ERC-7730 descriptor (value)

Returns
Validated descriptor struct, or an error: :missing_context, :invalid_context, :no_deployments, :invalid_address, :missing_display, :invalid_field ({:ok, t()} | {:error, {tag, reason}})
# descripex:contract
%{
  params: %{
    raw: %{
      description: "Decoded JSON map (string keys) of an ERC-7730 descriptor",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, t()} | {:error, {tag, reason}}",
    description: "Validated descriptor struct, or an error: :missing_context, :invalid_context, :no_deployments, :invalid_address, :missing_display, :invalid_field"
  }
}

  


        

      


  

    
Onchain.ERC7730.Formatter 
    



      
Display-rule engine for ERC-7730 descriptors.
Applies a single field's format rule to the value resolved at its path,
producing a %{label, value, formatted_value, raw} map:
	raw — the canonical decoded value (address as a 20-byte binary, numbers as
integers, booleans, byte strings).
	value — a JSON-friendly normalization of raw (address as an EIP-55
checksummed hex string, bytes as 0x-hex; numbers/booleans/strings as-is).
	formatted_value — the human-readable string per the field's format rule.

Path resolution
	Prefix	Root
	#.name (or bare name)	decoded message / calldata params
	@.to / @.value / @.from	transaction envelope
	$.a.b.c	the descriptor document (constants, metadata, enums)

Supported formats (first pass)
raw, amount (native currency), tokenAmount, addressName, date,
duration, unit, enum. calldata (embedded calls) and nftName (needs an
on-chain name lookup) are deferred and fall back to raw rendering.
Token metadata resolution
tokenAmount needs a token's decimals/symbol. Resolution order:
	opts[:tokens] — caller map %{lowercase_hex => %{decimals:, symbol:}}.
	metadata.token in the descriptor (for single-token EIP-712 descriptors).
	opts[:rpc_url] — live Onchain.ERC20.decimals/2 + symbol/2 lookup.
	Otherwise the raw integer is shown unscaled.

API Functions
	Function	Arity	Description	Param Kinds
	format_field	4	Apply a descriptor field's format rule to its resolved value.	field: value, resolution: value, descriptor: value, opts: value
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        Apply a descriptor field's format rule to its resolved value.
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          @type result() :: %{
  label: String.t() | nil,
  value: term(),
  formatted_value: String.t(),
  raw: term()
}
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          @spec format_field(
  Onchain.ERC7730.Descriptor.field(),
  map(),
  Onchain.ERC7730.Descriptor.t(),
  keyword()
) ::
  {:ok, result()} | {:error, {atom(), term()}}


      


Apply a descriptor field's format rule to its resolved value.
Parameters
	field - A parsed display field (see Onchain.ERC7730.Descriptor) (value)
	resolution - Binding resolution (%{message, types, envelope}) from Onchain.ERC7730.Binding (value)
	descriptor - Parsed %Onchain.ERC7730.Descriptor{} (for $. paths) (value)
	opts - Resolution opts: :tokens, :rpc_url, :native_symbol, :native_decimals, :names (default: [], value)

Returns
Rendered field, or {:error, {:unresolved_path, path}} for a missing visible field ({:ok, %{label, value, formatted_value, raw}} | {:error, {tag, reason}})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Resolution opts: :tokens, :rpc_url, :native_symbol, :native_decimals, :names",
      kind: :value
    },
    field: %{
      description: "A parsed display field (see Onchain.ERC7730.Descriptor)",
      kind: :value
    },
    resolution: %{
      description: "Binding resolution (%{message, types, envelope}) from Onchain.ERC7730.Binding",
      kind: :value
    },
    descriptor: %{
      description: "Parsed %Onchain.ERC7730.Descriptor{} (for $. paths)",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, %{label, value, formatted_value, raw}} | {:error, {tag, reason}}",
    description: "Rendered field, or {:error, {:unresolved_path, path}} for a missing visible field"
  }
}

  


        

      


  

    
Onchain.FeeHistory 
    



      
Represents fee history data as defined in EIP-1559.
See Onchain.RPC.fee_history for getting traces from
an Ethereum JSON-RPC host.
See also:
	Alchemy docs: https://docs.alchemy.com/reference/eth-feehistory
	Infura docs: https://docs.infura.io/api/networks/ethereum/json-rpc-methods/eth_feehistory

API Functions
	Function	Arity	Description	Param Kinds
	deserialize	1	Decode an eth_feeHistory JSON-RPC result into a Onchain.FeeHistory struct.	params: exchange_data
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        Deserializes fee history data from eth_feeHistory RPC response.
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          @type t() :: %Onchain.FeeHistory{
  base_fee_per_gas: [integer()],
  gas_used_ratio: [integer()],
  oldest_block: integer(),
  reward: [[float()]] | nil
}
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          @spec deserialize(map()) :: t() | no_return()


      


Deserializes fee history data from eth_feeHistory RPC response.
Examples
iex> %{
...>   "oldestBlock" => "0xfd6a75",
...>   "reward" => [
...>     [
...>       "0x3b9aca00",
...>       "0x3b9aca00",
...>       "0x59682f00"
...>     ],
...>     [
...>       "0x3b9aca00",
...>       "0x3b9aca00",
...>       "0x77359400"
...>     ],
...>     [
...>       "0x3b9aca00",
...>       "0x3b9aca00",
...>       "0x3b9aca00"
...>     ],
...>     [
...>       "0x2e7ddb00",
...>       "0x3b9aca00",
...>       "0x77359400"
...>     ],
...>     [
...>       "0x3b9aca00",
...>       "0x3b9aca00",
...>       "0x59682f00"
...>     ]
...>   ],
...>   "baseFeePerGas" => [
...>     "0x4c9d974c3",
...>     "0x4c38a847a",
...>     "0x49206d475",
...>     "0x47ac58b63",
...>     "0x471e805d8",
...>     "0x46f5f64a6"
...>   ],
...>   "gasUsedRatio" => [
...>     0.4794155666666667,
...>     0.3375966,
...>     0.42049746666666665,
...>     0.4690773,
...>     0.49109343333333333
...>   ]
...> }
...> |> Onchain.FeeHistory.deserialize()
%Onchain.FeeHistory{
  base_fee_per_gas: [20566340803, 20460504186, 19629790325, 19239635811, 19090900440, 19048391846],
  gas_used_ratio: [0.4794155666666667, 0.3375966, 0.42049746666666665, 0.4690773, 0.49109343333333333],
  oldest_block: 16607861,
  reward: [[1000000000, 1000000000, 1500000000], [1000000000, 1000000000, 2000000000], [1000000000, 1000000000, 1000000000], [780000000, 1000000000, 2000000000], [1000000000, 1000000000, 1500000000]]
}

iex> %{"baseFeePerGas" => ["0xa", "0xa"], "gasUsedRatio" => [0.1878495], "oldestBlock" => "0xa01de6"}
...> |> Onchain.FeeHistory.deserialize()
%Onchain.FeeHistory{base_fee_per_gas: [10, 10], gas_used_ratio: [0.1878495], oldest_block: 10493414, reward: nil}

  


        

      


  

    
Onchain.Fees 
    



      
EIP-1559 fee suggestion math over Onchain.FeeHistory.t().
Pure functions — no RPC, no I/O. Pair with Onchain.RPC.fee_history/2 to
fetch the input struct.
Algorithm
Given a fee history with base_fee_per_gas (block_count + 1 entries — the
array is oldest-to-newest with the projected next-block fee at the LAST index
per the eth_feeHistory spec) and reward (block_count rows × N percentile
columns), suggest_fees/2:
	Reads base_fee = List.last(history.base_fee_per_gas) — the next-block fee.
	For each block, picks the priority fee at :percentile_index (default 0).
	Takes the median of those per-block priority fees as max_priority.
	Computes max_fee = ceil(base_fee × buffer) + max_priority.

Buffer default
The default :buffer is 1.2 for parity with cartouche's v2_gas_parameters.
EIP-1559's reference recommendation is 2.0 for ~12-block headroom; pass
buffer: 2.0 for the conservative default. Lower values risk transactions
getting stuck in a rising-fee market.
Functions
	Function	Purpose
	suggest_fees/2	Compute {base_fee, max_priority, max_fee} recommendation
	suggest_fees!/2	Same, raises on error

Error Format
	{:error, :no_base_fee_data} — history.base_fee_per_gas is nil or empty,
so there is no next-block fee to project from.
	{:error, {:invalid_base_fee, value}} — the last base_fee_per_gas entry is
not a number.
	{:error, :no_reward_data} — history.reward is nil or empty (caller
passed empty reward_percentiles to eth_feeHistory), or a row is not a list.
	{:error, {:percentile_index_out_of_range, idx, width}} — requested column
doesn't exist in the reward rows. width is the narrowest row's length.
	{:error, {:invalid_buffer, value}} — buffer is not a positive number.

API Functions
	Function	Arity	Description	Param Kinds
	suggest_fees!	2	Compute EIP-1559 fee recommendation. Raises on error.	history: value, opts: value
	suggest_fees	2	Compute EIP-1559 fee recommendation from a Onchain.FeeHistory struct.	history: value, opts: value


      


      
        Summary


  
    Functions
  


    
      
        suggest_fees(history, opts \\ [])

      


        Compute EIP-1559 fee recommendation from a Onchain.FeeHistory struct.



    


    
      
        suggest_fees!(history, opts \\ [])

      


        Compute EIP-1559 fee recommendation. Raises on error.



    





      


      
        Functions


        


    

  
    
      
    
    
      suggest_fees(history, opts \\ [])



        
          
        

    

  


  

      

          @spec suggest_fees(Onchain.FeeHistory.t(), keyword()) ::
  {:ok, {non_neg_integer(), non_neg_integer(), non_neg_integer()}}
  | {:error, term()}


      


Compute EIP-1559 fee recommendation from a Onchain.FeeHistory struct.
Parameters
	history - Onchain.FeeHistory.t() — typically from Onchain.RPC.fee_history/2 (value)
	opts - Options: :percentile_index (default 0 — column in history.reward), :buffer (default 1.2 — base-fee multiplier for max_fee headroom) (default: [], value)

Returns
Tuple of {base_fee, max_priority, max_fee} in wei ({:ok, {non_neg_integer, non_neg_integer, non_neg_integer}} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :percentile_index (default 0 — column in history.reward), :buffer (default 1.2 — base-fee multiplier for max_fee headroom)",
      kind: :value
    },
    history: %{
      description: "Onchain.FeeHistory.t() — typically from Onchain.RPC.fee_history/2",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, {non_neg_integer, non_neg_integer, non_neg_integer}} | {:error, term}",
    description: "Tuple of {base_fee, max_priority, max_fee} in wei"
  }
}

  



    

  
    
      
    
    
      suggest_fees!(history, opts \\ [])



        
          
        

    

  


  

      

          @spec suggest_fees!(Onchain.FeeHistory.t(), keyword()) ::
  {non_neg_integer(), non_neg_integer(), non_neg_integer()}


      


Compute EIP-1559 fee recommendation. Raises on error.
Parameters
	history - Onchain.FeeHistory.t() (value)
	opts - Options: :percentile_index, :buffer (default: [], value)

Returns
Tuple of {base_fee, max_priority, max_fee} in wei ({non_neg_integer, non_neg_integer, non_neg_integer})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :percentile_index, :buffer",
      kind: :value
    },
    history: %{description: "Onchain.FeeHistory.t()", kind: :value}
  },
  returns: %{
    type: "{non_neg_integer, non_neg_integer, non_neg_integer}",
    description: "Tuple of {base_fee, max_priority, max_fee} in wei"
  }
}

  


        

      


  

    
Onchain.Filter 
    



      
Poll an Ethereum node-side filter and deliver results to registered listeners.
Log filters (kind: :log, the default) decode matching logs and dispatch
{:event, {name, params}, log} plus {:log, log}. Block and pending-transaction
filters (kind: :block / kind: :pending) dispatch {:hashes, hashes} with
32-byte hash lists. The GenServer uninstalls its node-side filter on shutdown.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        listen(filter)

      


        Registers the calling process as a listener on filter.



    


    
      
        start_link(opts \\ [])

      


        Starts a Onchain.Filter GenServer that polls an Ethereum node-side filter.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      listen(filter)



        
          
        

    

  


  

      

          @spec listen(GenServer.server()) :: :ok


      


Registers the calling process as a listener on filter.
Log filters send {:event, {name, params}, log} for matched, decoded events
and {:log, log} for every raw log. Block and pending filters send
{:hashes, hashes} with a list of 32-byte hashes.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(Keyword.t()) :: GenServer.on_start()


      


Starts a Onchain.Filter GenServer that polls an Ethereum node-side filter.
Options
	:name — registered name for the GenServer (defaults to __MODULE__)
	:kind — :log (default), :block, or :pending
	:address — contract address to filter on (log filters; omit to match any)
	:topics — list of topic filters (log filters)
	:events — list of Onchain.ABI.FunctionSelector.t() or signature strings;
events are decoded and dispatched as {:event, {name, params}, log}
	:rpc_opts — keyword list forwarded to Onchain.RPC calls
	:extra_data — opaque value attached to every log/event message
	:check_delay — milliseconds between filter polls (default 3000)


  


        

      


  

    
Onchain.Filter.Log 
    



      
A decoded Ethereum log entry.
Produced by Onchain.Filter for kind: :log filters and returned by
Onchain.RPC.eth_get_logs/2, Onchain.RPC.get_filter_logs/2, and
Onchain.Receipt logs, and subscription notifications. :removed is nil
when omitted by the node. Pending logs may omit or null their block and
transaction location fields; these decode to nil.
Addresses, hashes, and topics are decoded
to raw binaries; :block_number, :log_index, and :transaction_index to
integers. :extra_data is the opaque term a Onchain.Filter was started
with, stamped onto every log it dispatches, and is nil elsewhere.
API Functions
	Function	Arity	Description	Param Kinds
	deserialize	1	Deserialize an Ethereum transaction receipt log from a JSON-RPC object.	params: exchange_data


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        deserialize(params)

      


        Deserializes a transaction receipt as serialized by an Ethereum JSON-RPC response.
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      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.Filter.Log{
  address: binary(),
  block_hash: binary() | nil,
  block_number: non_neg_integer() | nil,
  data: binary(),
  extra_data: term(),
  log_index: non_neg_integer() | nil,
  removed: boolean() | nil,
  topics: [binary()],
  transaction_hash: binary() | nil,
  transaction_index: non_neg_integer() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      deserialize(params)



        
          
        

    

  


  

      

          @spec deserialize(map()) :: t()


      


Deserializes a transaction receipt as serialized by an Ethereum JSON-RPC response.
See also https://ethereum.org/en/developers/docs/apis/json-rpc#eth_gettransactionreceipt
Examples
iex> use Onchain.Hex
iex> %{
...>   "logIndex" => "0x1",
...>   "blockNumber" => "0x1b4",
...>   "blockHash" => "0xa957d47df264a31badc3ae823e10ac1d444b098d9b73d204c40426e57f47e8c3",
...>   "transactionHash" =>  "0xaadf829c5a142f1fccd7d8216c5785ac562ff41e2dcfdf5785ac562ff41e2dcf",
...>   "transactionIndex" => "0x0",
...>   "address" => "0x16c5785ac562ff41e2dcfdf829c5a142f1fccd7d",
...>   "data" => "0x0000000000000000000000000000000000000000000000000000000000000000",
...>   "topics" => [
...>     "0x59ebeb90bc63057b6515673c3ecf9438e5058bca0f92585014eced636878c9a5"
...>   ]
...> }
...> |> Onchain.Filter.Log.deserialize()
%Onchain.Filter.Log{
  log_index: 1,
  block_number: 0x01b4,
  block_hash: ~h[0xa957d47df264a31badc3ae823e10ac1d444b098d9b73d204c40426e57f47e8c3],
  transaction_hash: ~h[0xaadf829c5a142f1fccd7d8216c5785ac562ff41e2dcfdf5785ac562ff41e2dcf],
  transaction_index: 0,
  address: ~h[0x16c5785ac562ff41e2dcfdf829c5a142f1fccd7d],
  data: ~h[0x0000000000000000000000000000000000000000000000000000000000000000],
  topics: [
    ~h[0x59ebeb90bc63057b6515673c3ecf9438e5058bca0f92585014eced636878c9a5]
  ]
}

  


        

      


  

    
Onchain.HTTP 
    



      
HTTP helpers for the shared JSON-RPC transport and Cartouche HTTP clients.
Onchain.RPC.send_rpc/3 and Onchain.RPC.send_batch/2 both use
Onchain.RPC as owner and the :cartouche configuration keys below.
The CCIP-Read owner Onchain.ENS retains its :onchain configuration.

      


      
        Summary


  
    Functions
  


    
      
        normalize_response(result)

      


        Normalizes the result of a Req request.



    


    
      
        req_options(owner, base, call_opts)

      


        Builds the Req.request/1 option list for a transport call.



    





      


      
        Functions


        


  
    
      
    
    
      normalize_response(result)



        
          
        

    

  


  

      

          @spec normalize_response({:ok, Req.Response.t()} | {:error, Exception.t() | term()}) ::
  {:ok, Req.Response.t()} | {:error, Req.Response.t() | String.t()}


      


Normalizes the result of a Req request.
Any non-2xx status code is wrapped in {:error, response}. Transport and other client
errors are abstracted into a {:error, message} string so callers never see Req's
internals.
Transport-error contract
A %Req.TransportError{} (connection closed/refused/timeout) maps to
"[Cartouche] HTTP client error: <reason>". This is a deliberate 0.5.0 contract:
under the old Finch transport the analogous mock surfaced as a bare
"[Cartouche] Unknown error: :closed", but a real transport failure is an HTTP
client error and is reported as one.

  



  
    
      
    
    
      req_options(owner, base, call_opts)



        
          
        

    

  


  

      

          @spec req_options(module(), Keyword.t(), Keyword.t()) :: Keyword.t()


      


Builds the Req.request/1 option list for a transport call.
Merges, in increasing precedence:
	base — the transport-built options (:method, :url, :headers, :body,
:receive_timeout, plus decode_body: false and retry: false).
	config :cartouche, <owner>, [...] — per-transport options keyed by the calling
module (Onchain.RPC, or the hidden OpenChain API
transport). This
is where test/consumer code injects a stub :plug; production leaves it unset.
	config :cartouche, :req_options, [...] — the global production seam (a custom
Finch pool, retries, telemetry, proxies, …).
	Keyword.get(call_opts, :req_options, []) — per-call overrides (highest), e.g.
req_options: [plug: nil] to bypass a configured stub and hit the network.


  


        

      


  

    
Onchain.Hash 
    



      
Keccak-256 helpers for hashing arbitrary binaries.
Returns either the 32-byte binary digest (keccak/1) or its unsigned
integer interpretation (keccak_unsigned/1).
API Functions
	Function	Arity	Description	Param Kinds
	keccak_unsigned	1	Hash a binary message with Keccak-256 and decode the digest as an unsigned integer.	message: value
	keccak	1	Hash a binary message with Keccak-256.	message: value


      


      
        Summary


  
    Functions
  


    
      
        keccak(message)

      


        Returns the keccak of the given binary message.



    


    
      
        keccak_unsigned(message)

      


        Returns the keccak of the given binary message, as an unsigned.



    





      


      
        Functions


        


  
    
      
    
    
      keccak(message)



        
          
        

    

  


  

      

          @spec keccak(binary()) :: <<_::256>>


      


Returns the keccak of the given binary message.
Examples
  iex> use Onchain.Hex
  iex> Onchain.Hash.keccak("test")
  ~h[0x9C22FF5F21F0B81B113E63F7DB6DA94FEDEF11B2119B4088B89664FB9A3CB658]

  



  
    
      
    
    
      keccak_unsigned(message)



        
          
        

    

  


  

      

          @spec keccak_unsigned(binary()) :: non_neg_integer()


      


Returns the keccak of the given binary message, as an unsigned.
Examples
  iex> Onchain.Hash.keccak_unsigned("test")
  70622639689279718371527342103894932928233838121221666359043189029713682937432

  


        

      


  

    
Onchain.Hex 
    



      
Helper module for parsing and encoding hex values.
If you use Onchain.Hex, then you can use the ~h sigil for compile-time
hex-to-binary compilation.
API Functions
	Function	Arity	Description	Param Kinds
	valid?	1	Check whether a string is valid hex (with or without 0x prefix).	input: value
	from_integer	1	Encode a non-negative integer as a compact 0x-prefixed hex string.	n: value
	to_integer!	1	Decode a hex string to a non-negative integer. Raises on invalid input.	hex_string: value
	to_integer	1	Decode a hex string to a non-negative integer.	hex_string: value
	encode	1	Encode raw binary to a 0x-prefixed lowercase hex string.	binary: value
	decode!	1	Decode a hex string to raw binary. Raises on invalid input.	hex_string: value
	decode	1	Decode a hex string to raw binary.	hex_string: value
	maybe_encode_hex	1	Encode raw binary bytes as lowercase 0x hex, preserving nil inputs.	b: value
	encode_hex_result	1	Encode the binary inside a successful result tuple while preserving all other terms.	b: value
	to_address	1	Alias for encode_address/1 that encodes 20 raw address bytes as EIP-55 0x hex.	b: value
	checksum_address	1	Apply EIP-55 checksum casing to an Ethereum address.	address: value
	encode_address	1	Encode 20 raw Ethereum address bytes as an EIP-55 checksummed address string.	b: value
	nibbles	1	Split raw binary bytes into high/low 4-bit nibbles.	v: value
	encode_bytes	2	Encode an integer as fixed-width raw bytes, left-padded with zeros.	b: value, size: value
	pad_right	2	Pad raw binary bytes with trailing zeros to a target length.	bin: value, size: value
	pad	2	Left-pad a raw binary with zero bytes to an exact byte length.	bin: value, size: value
	encode_quantity	1	Encode a non-negative integer as a JSON-RPC quantity string.	n: value
	encode_short_hex	1	Encode raw bytes or an integer as uppercase 0x hex without leading zeros.	hex: value
	encode_big_hex	1	Encode raw binary bytes as an uppercase 0x-prefixed hex string.	hex: value
	to_hex	1	Alias for encode_hex/1 that encodes raw binary bytes as lowercase 0x hex.	b: value
	encode_hex	1	Encode raw binary bytes as a lowercase 0x-prefixed hex string.	b: value
	decode_hex_number	1	Decode a hex quantity string into a big-endian integer without raising on invalid input.	b: value
	decode_hex_input!	1	Normalize either a 0x hex string or already-raw binary into raw bytes.	hex: value
	decode_maybe_hex_number!	1	Decode a hex quantity string into an integer, preserving nil inputs.	b: value
	decode_hex_number!	1	Decode a hex quantity string into a big-endian integer, raising on invalid input.	b: value
	decode_maybe_hex!	1	Decode a hex string into raw bytes, preserving nil inputs.	h: value
	decode_sized!	3	Decode a hex string and require an exact byte size.	hex: value, sz: value, msg: value
	decode_word!	1	Decode a 32-byte Ethereum word hex string into raw bytes.	hex: value
	decode_address!	1	Decode a 20-byte Ethereum address hex string into raw address bytes.	hex: value
	decode_hex!	1	Decode a hex string into raw bytes, raising on invalid input.	b: value
	from_hex!	1	Alias for decode_hex!/1 that decodes a hex string into raw bytes or raises.	b: value
	from_hex	1	Alias for decode_hex/1 that decodes a hex string into raw bytes.	b: value
	decode_hex	1	Decode a hex string into raw bytes without raising on invalid input.	b: value


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        checksum_address(address)

      


        Checksums an Ethereum address per EIP-55.



    


    
      
        decode(hex_string)

      


        Decode a hex string to raw binary.



    


    
      
        decode!(hex_string)

      


        Decode a hex string to raw binary. Raises on invalid input.



    


    
      
        decode_address!(hex)

      


        Parses an Ethereum 20-bytes hex string.



    


    
      
        decode_hex(b)

      


        Parses a hex string, but returns :error instead
of raising if hex is invalid.



    


    
      
        decode_hex!(b)

      


        Parses a hex string and raises if invalid.



    


    
      
        decode_hex_input!(hex)

      


        Decodes hex, allowing it to either be "0x..." or a raw binary.



    


    
      
        decode_hex_number(b)

      


        Parses hex value as a big-endian integer.



    


    
      
        decode_hex_number!(b)

      


        Parses hex value as a big-endian integer. Raises if invalid.



    


    
      
        decode_maybe_hex!(h)

      


        Parses hex is value is not nil, otherwise returns nil.



    


    
      
        decode_maybe_hex_number!(b)

      


        Parses a hex value as a big-endian integer if not nil, otherwise returns nil.



    


    
      
        decode_sized!(hex, sz, msg \\ nil)

      


        Parses an Ethereum x-bytes hex string.



    


    
      
        decode_word!(hex)

      


        Parses an Ethereum 32-bytes hex string.



    


    
      
        encode(binary)

      


        Encode raw binary to a 0x-prefixed lowercase hex string.



    


    
      
        encode_address(b)

      


        Encodes a binary as a checksummed Ethereum address.



    


    
      
        encode_big_hex(hex)

      


        Encodes hex, in CAPITALS.



    


    
      
        encode_bytes(b, size)

      


        Encodes a number as a binary of a fixed byte length, left-padded with zeros.



    


    
      
        encode_hex(b)

      


        Encodes a given value as a lowercase hex string, starting with 0x.



    


    
      
        encode_hex_result(els)

      


        If input is a tuple {:ok, x} then returns a tuple {:ok, hex}
where hex = encode(x). Otherwise, returns its input unchanged.



    


    
      
        encode_quantity(n)

      


        Encodes a non-negative integer as a JSON-RPC "quantity" string.



    


    
      
        encode_short_hex(hex)

      


        Encodes hex, striping any leading zeros.



    


    
      
        from_hex(b)

      


        Alias for decode_hex.



    


    
      
        from_hex!(b)

      


        Alias for decode_hex!.



    


    
      
        from_integer(n)

      


        Encode a non-negative integer as a compact 0x-prefixed hex string.



    


    
      
        hex!(hex_str)

      


        Similar non-sigil compile-time hex parser.



    


    
      
        maybe_encode_hex(b)

      


        If input is non-nil, returns input encoded as a hex string. Otherwise,
returns nil.



    


    
      
        nibbles(v)

      


        Returns the nibbles of a binary as a list.



    


    
      
        pad(bin, size)

      


        Pads a binary to a given length.



    


    
      
        pad_right(bin, size)

      


        Pads a binary with trailing zero bytes to the given length.



    


    
      
        sigil_h(term, modifiers)

      


        Handles the sigil ~h for list of words.



    


    
      
        to_address(b)

      


        Alias for encode_address.



    


    
      
        to_hex(b)

      


        Alias for encode_hex.



    


    
      
        to_integer(hex_string)

      


        Decode a hex string to a non-negative integer.



    


    
      
        to_integer!(hex_string)

      


        Decode a hex string to a non-negative integer. Raises on invalid input.



    


    
      
        valid?(input)

      


        Check whether a string is valid hex (with or without 0x prefix).
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          @type t() :: binary()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      checksum_address(address)



        
          
        

    

  


  

      

          @spec checksum_address(String.t() | <<_::160>>) :: String.t()


      


Checksums an Ethereum address per EIP-55.
The result is a string-encoded (mixed-case) version of the address.
Examples
iex> Onchain.Hex.checksum_address("0x5aaeb6053f3e94c9b9a09f33669435e7ef1beaed")
"0x5aAeb6053F3E94C9b9A09f33669435E7Ef1BeAed"

iex> Onchain.Hex.checksum_address("0xFB6916095CA1DF60BB79CE92CE3EA74C37C5D359")
"0xfB6916095ca1df60bB79Ce92cE3Ea74c37c5d359"

iex> Onchain.Hex.checksum_address("0xdbf03b407c01e7cd3cbea99509d93f8dddc8c6fb")
"0xdbF03B407c01E7cD3CBea99509d93f8DDDC8C6FB"

iex> Onchain.Hex.checksum_address("0xd1220a0cf47c7b9be7a2e6ba89f429762e7b9adb")
"0xD1220A0cf47c7B9Be7A2E6BA89F429762e7b9aDb"

  



  
    
      
    
    
      decode(hex_string)



        
          
        

    

  


  

      

          @spec decode(String.t()) :: {:ok, binary()} | {:error, {:invalid_hex, String.t()}}


      


Decode a hex string to raw binary.
Parameters
	hex_string - Hex string with or without 0x prefix (value)

Returns
Decoded binary bytes ({:ok, binary} | {:error, {:invalid_hex, input}})
# descripex:contract
%{
  params: %{
    hex_string: %{
      description: "Hex string with or without 0x prefix",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, binary} | {:error, {:invalid_hex, input}}",
    description: "Decoded binary bytes"
  }
}

  



  
    
      
    
    
      decode!(hex_string)



        
          
        

    

  


  

      

          @spec decode!(String.t()) :: binary()


      


Decode a hex string to raw binary. Raises on invalid input.
Parameters
	hex_string - Hex string with or without 0x prefix (value)

Returns
Decoded binary bytes (binary)
# descripex:contract
%{
  params: %{
    hex_string: %{
      description: "Hex string with or without 0x prefix",
      kind: :value
    }
  },
  returns: %{type: :binary, description: "Decoded binary bytes"}
}

  



  
    
      
    
    
      decode_address!(hex)



        
          
        

    

  


  

      

          @spec decode_address!(String.t()) :: t() | no_return()


      


Parses an Ethereum 20-bytes hex string.
Identical to decode_hex!/1 except fails if
string is not exactly 20-bytes.
Examples
  iex> Onchain.Hex.decode_address!("0x0000000000000000000000000000000000000001")
  <<1::160>>
  iex> Onchain.Hex.decode_address!("0xaabb")
  ** (Onchain.Hex.InvalidHex) invalid hex address: "0xaabb"

  



  
    
      
    
    
      decode_hex(b)



        
          
        

    

  


  

      

          @spec decode_hex(String.t()) :: {:ok, t()} | :invalid_hex


      


Parses a hex string, but returns :error instead
of raising if hex is invalid.
Examples
iex> Onchain.Hex.decode_hex("0xaabb")
{:ok, <<170, 187>>}

iex> Onchain.Hex.decode_hex("aabb")
{:ok, <<170, 187>>}

iex> Onchain.Hex.decode_hex("0xgggg")
:invalid_hex

  



  
    
      
    
    
      decode_hex!(b)



        
          
        

    

  


  

      

          @spec decode_hex!(String.t()) :: t()


      


Parses a hex string and raises if invalid.
Examples
  iex> Onchain.Hex.decode_hex!("aabb")
  <<170, 187>>
  iex> Onchain.Hex.decode_hex!("0xggaabb")
  ** (Onchain.Hex.InvalidHex) invalid hex: "0xggaabb"

  



  
    
      
    
    
      decode_hex_input!(hex)



        
          
        

    

  


  

      

          @spec decode_hex_input!(String.t() | binary()) :: t()


      


Decodes hex, allowing it to either be "0x..." or a raw binary.
Note: a hex-printed string, in this case, must start with 0x,
  otherwise it will be interpreted as its ASCII values.
Examples
iex> Onchain.Hex.decode_hex_input!("0x55")
<<0x55>>

iex> Onchain.Hex.decode_hex_input!(<<0x55>>)
<<0x55>>

  



  
    
      
    
    
      decode_hex_number(b)



        
          
        

    

  


  

      

          @spec decode_hex_number(String.t()) :: {:ok, integer()} | :invalid_hex


      


Parses hex value as a big-endian integer.
Examples
iex> Onchain.Hex.decode_hex_number("0xaabb")
{:ok, 0xaabb}

iex> Onchain.Hex.decode_hex_number("0xgggg")
:invalid_hex

  



  
    
      
    
    
      decode_hex_number!(b)



        
          
        

    

  


  

      

          @spec decode_hex_number!(String.t()) :: integer() | no_return()


      


Parses hex value as a big-endian integer. Raises if invalid.
Examples
  iex> Onchain.Hex.decode_hex_number!("0xaabb")
  0xaabb
  iex> Onchain.Hex.decode_hex_number!("0xgggg")
  ** (Onchain.Hex.InvalidHex) invalid hex number: "0xgggg"

  



  
    
      
    
    
      decode_maybe_hex!(h)



        
          
        

    

  


  

      

          @spec decode_maybe_hex!(String.t() | nil) :: t() | nil


      


Parses hex is value is not nil, otherwise returns nil.
Examples
  iex> Onchain.Hex.decode_maybe_hex!("0xaabb")
  <<170, 187>>
  iex> Onchain.Hex.decode_maybe_hex!(nil)
  nil

  



  
    
      
    
    
      decode_maybe_hex_number!(b)



        
          
        

    

  


  

      

          @spec decode_maybe_hex_number!(String.t() | nil) :: integer() | nil | no_return()


      


Parses a hex value as a big-endian integer if not nil, otherwise returns nil.
Useful for JSON-RPC fields that are absent on pre-fork blocks (e.g.
blobGasUsed / blobGasPrice on pre-Cancun receipts).
Examples
  iex> Onchain.Hex.decode_maybe_hex_number!("0xaabb")
  0xaabb
  iex> Onchain.Hex.decode_maybe_hex_number!(nil)
  nil

  



    

  
    
      
    
    
      decode_sized!(hex, sz, msg \\ nil)



        
          
        

    

  


  

      

          @spec decode_sized!(String.t(), integer(), String.t() | nil) :: t() | no_return()


      


Parses an Ethereum x-bytes hex string.
Identical to decode_hex!/1 except fails if
string is not exactly x-bytes.
Examples
  iex> Onchain.Hex.decode_sized!("0x001122", 3)
  <<0x00, 0x11, 0x22>>
  iex> Onchain.Hex.decode_sized!("0xaabb", 3)
  ** (Onchain.Hex.InvalidHex) invalid 3-byte sized hex: "0xaabb"

  



  
    
      
    
    
      decode_word!(hex)



        
          
        

    

  


  

      

          @spec decode_word!(String.t()) :: t() | no_return()


      


Parses an Ethereum 32-bytes hex string.
Identical to decode_hex!/1 except fails if
string is not exactly 32-bytes.
Examples
  iex> Onchain.Hex.decode_word!("0x0000000000000000000000000000000000000000000000000000000000000001")
  <<1::256>>
  iex> Onchain.Hex.decode_word!("0xaabb")
  ** (Onchain.Hex.InvalidHex) invalid hex word: "0xaabb"

  



  
    
      
    
    
      encode(binary)



        
          
        

    

  


  

      

          @spec encode(binary()) :: String.t()


      


Encode raw binary to a 0x-prefixed lowercase hex string.
Parameters
	binary - Raw binary bytes to encode (value)

Returns
0x-prefixed lowercase hex string (string)
# descripex:contract
%{
  params: %{binary: %{description: "Raw binary bytes to encode", kind: :value}},
  returns: %{
    type: :string,
    description: "0x-prefixed lowercase hex string",
    example: "0xaabb"
  }
}

  



  
    
      
    
    
      encode_address(b)



        
          
        

    

  


  

      

          @spec encode_address(t()) :: String.t()


      


Encodes a binary as a checksummed Ethereum address.
Examples
  iex> Onchain.Hex.encode_address(<<0xaa, 0xbb, 0xcc, 0::136>>)
  "0xaABbcC0000000000000000000000000000000000"
  iex> Onchain.Hex.encode_address(<<55>>)
  ** (Onchain.Hex.InvalidHex) Expected 20-byte address for in Onchain.Hex.encode_address/1

  



  
    
      
    
    
      encode_big_hex(hex)



        
          
        

    

  


  

      

          @spec encode_big_hex(binary()) :: String.t()


      


Encodes hex, in CAPITALS.
Examples
  iex> Onchain.Hex.encode_big_hex(<<0xcc, 0xdd>>)
  "0xCCDD"

  



  
    
      
    
    
      encode_bytes(b, size)



        
          
        

    

  


  

      

          @spec encode_bytes(integer() | nil, pos_integer()) :: binary() | nil


      


Encodes a number as a binary of a fixed byte length, left-padded with zeros.
Examples
iex> Onchain.Hex.encode_bytes(257, 4)
<<0, 0, 1, 1>>

iex> Onchain.Hex.encode_bytes(nil, 4)
nil

  



  
    
      
    
    
      encode_hex(b)



        
          
        

    

  


  

      

          @spec encode_hex(t()) :: String.t()


      


Encodes a given value as a lowercase hex string, starting with 0x.
Examples
  iex> Onchain.Hex.encode_hex(<<0xaa, 0xbb>>)
  "0xaabb"

  



  
    
      
    
    
      encode_hex_result(els)



        
          
        

    

  


  

      

          @spec encode_hex_result({:ok, t()} | term()) :: {:ok, String.t()} | term()


      


If input is a tuple {:ok, x} then returns a tuple {:ok, hex}
where hex = encode(x). Otherwise, returns its input unchanged.
Examples
iex> Onchain.Hex.encode_hex_result({:ok, <<0xaa, 0xbb>>})
{:ok, "0xaabb"}

iex> Onchain.Hex.encode_hex_result({:error, 55})
{:error, 55}

  



  
    
      
    
    
      encode_quantity(n)



        
          
        

    

  


  

      

          @spec encode_quantity(non_neg_integer()) :: String.t()


      


Encodes a non-negative integer as a JSON-RPC "quantity" string.
Lowercase hex with 0x prefix and no leading zeros. 0 becomes "0x0".
This matches the JSON-RPC spec for the QUANTITY type used in
eth_getBlockByNumber, eth_getBalance, eth_call block params, etc.
Examples
iex> Onchain.Hex.encode_quantity(0)
"0x0"

iex> Onchain.Hex.encode_quantity(55)
"0x37"

iex> Onchain.Hex.encode_quantity(24_975_978)
"0x17d1a6a"

  



  
    
      
    
    
      encode_short_hex(hex)



        
          
        

    

  


  

      

          @spec encode_short_hex(binary() | integer()) :: String.t()


      


Encodes hex, striping any leading zeros.
Examples
  iex> Onchain.Hex.encode_short_hex(<<0xc>>)
  "0xC"
  iex> Onchain.Hex.encode_short_hex(12)
  "0xC"
  iex> Onchain.Hex.encode_short_hex(<<0x0>>)
  "0x0"

  



  
    
      
    
    
      from_hex(b)



        
          
        

    

  


  

      

          @spec from_hex(String.t()) :: {:ok, t()} | :invalid_hex


      


Alias for decode_hex.
Examples
iex> Onchain.Hex.from_hex("0xaabb")
{:ok, <<0xaa, 0xbb>>}

iex> Onchain.Hex.from_hex("0xgggg")
:invalid_hex

  



  
    
      
    
    
      from_hex!(b)



        
          
        

    

  


  

      

          @spec from_hex!(String.t()) :: t()


      


Alias for decode_hex!.
Examples
  iex> Onchain.Hex.from_hex!("0xaabb")
  <<0xaa, 0xbb>>
  iex> Onchain.Hex.from_hex!("0xggaabb")
  ** (Onchain.Hex.InvalidHex) invalid hex: "0xggaabb"

  



  
    
      
    
    
      from_integer(n)



        
          
        

    

  


  

      

          @spec from_integer(non_neg_integer()) :: String.t()


      


Encode a non-negative integer as a compact 0x-prefixed hex string.
Parameters
	n - Non-negative integer to encode (value)

Returns
Compact lowercase hex string (no leading zeros) (string)
# descripex:contract
%{
  params: %{n: %{description: "Non-negative integer to encode", kind: :value}},
  returns: %{
    type: :string,
    description: "Compact lowercase hex string (no leading zeros)",
    example: "0xff"
  }
}

  



  
    
      
    
    
      hex!(hex_str)


        (macro)


        
          
        

    

  


  

Similar non-sigil compile-time hex parser.
Examples
iex> use Onchain.Hex
iex> hex!("0x22")
<<0x22>>

iex> use Onchain.Hex
iex> hex!("0x2244")
<<0x22, 0x44>>

  



  
    
      
    
    
      maybe_encode_hex(b)



        
          
        

    

  


  

      

          @spec maybe_encode_hex(t() | nil) :: String.t() | nil


      


If input is non-nil, returns input encoded as a hex string. Otherwise,
returns nil.
Examples
  iex> Onchain.Hex.maybe_encode_hex(<<0xaa, 0xbb>>)
  "0xaabb"
  iex> Onchain.Hex.maybe_encode_hex(nil)
  nil

  



  
    
      
    
    
      nibbles(v)



        
          
        

    

  


  

      

          @spec nibbles(binary()) :: [0..15]


      


Returns the nibbles of a binary as a list.
Examples
iex> Onchain.Hex.nibbles(<<0xF5, 0xE6, 0xD0>>)
[0xF, 0x5, 0xE, 0x6, 0xD, 0x0]

  



  
    
      
    
    
      pad(bin, size)



        
          
        

    

  


  

      

          @spec pad(binary(), pos_integer()) :: binary()


      


Pads a binary to a given length.
Examples
iex> Onchain.Hex.pad(<<1, 2>>, 2)
<<1, 2>>

iex> Onchain.Hex.pad(<<1, 2>>, 4)
<<0, 0, 1, 2>>

iex> Onchain.Hex.pad(<<1, 2>>, 1)
** (FunctionClauseError) no function clause matching in Onchain.Hex.pad/2

  



  
    
      
    
    
      pad_right(bin, size)



        
          
        

    

  


  

      

          @spec pad_right(binary(), pos_integer()) :: binary()


      


Pads a binary with trailing zero bytes to the given length.
Examples
iex> Onchain.Hex.pad_right(<<1, 2>>, 4)
<<1, 2, 0, 0>>

iex> Onchain.Hex.pad_right(<<1, 2>>, 2)
<<1, 2>>

iex> Onchain.Hex.pad_right(<<1, 2>>, 1)
** (FunctionClauseError) no function clause matching in Onchain.Hex.pad_right/2

  



  
    
      
    
    
      sigil_h(term, modifiers)


        (macro)


        
          
        

    

  


  

Handles the sigil ~h for list of words.
Parses a hex string at compile-time.
Examples
iex> use Onchain.Hex
iex> ~h[0x22]
<<0x22>>

iex> use Onchain.Hex
iex> ~h[0x2244]
<<0x22, 0x44>>

  



  
    
      
    
    
      to_address(b)



        
          
        

    

  


  

      

          @spec to_address(t()) :: String.t()


      


Alias for encode_address.
Examples
  iex> Onchain.Hex.to_address(<<0xaa, 0xbb, 0xcc, 0::136>>)
  "0xaABbcC0000000000000000000000000000000000"

  



  
    
      
    
    
      to_hex(b)



        
          
        

    

  


  

      

          @spec to_hex(t()) :: String.t()


      


Alias for encode_hex.
Examples
  iex> Onchain.Hex.to_hex(<<0xaa, 0xbb>>)
  "0xaabb"

  



  
    
      
    
    
      to_integer(hex_string)



        
          
        

    

  


  

      

          @spec to_integer(String.t()) ::
  {:ok, non_neg_integer()} | {:error, {:invalid_hex, String.t()}}


      


Decode a hex string to a non-negative integer.
Parameters
	hex_string - Hex string with or without 0x prefix (value)

Returns
Big-endian decoded integer ({:ok, non_neg_integer} | {:error, {:invalid_hex, input}})
# descripex:contract
%{
  params: %{
    hex_string: %{
      description: "Hex string with or without 0x prefix",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, non_neg_integer} | {:error, {:invalid_hex, input}}",
    description: "Big-endian decoded integer"
  }
}

  



  
    
      
    
    
      to_integer!(hex_string)



        
          
        

    

  


  

      

          @spec to_integer!(String.t()) :: non_neg_integer()


      


Decode a hex string to a non-negative integer. Raises on invalid input.
Parameters
	hex_string - Hex string with or without 0x prefix (value)

Returns
Big-endian decoded integer (non_neg_integer)
# descripex:contract
%{
  params: %{
    hex_string: %{
      description: "Hex string with or without 0x prefix",
      kind: :value
    }
  },
  returns: %{type: :non_neg_integer, description: "Big-endian decoded integer"}
}

  



  
    
      
    
    
      valid?(input)



        
          
        

    

  


  

      

          @spec valid?(term()) :: boolean()


      


Check whether a string is valid hex (with or without 0x prefix).
Parameters
	input - Value to check (value)

Returns
true if valid hex string with at least one hex digit (boolean)
# descripex:contract
%{
  params: %{input: %{description: "Value to check", kind: :value}},
  returns: %{
    type: :boolean,
    description: "true if valid hex string with at least one hex digit"
  }
}

  


        

      


  

    
Onchain.Keys 
    



      
Cartouche library to generate Ethereum key pairs.
API Functions
	Function	Arity	Description	Param Kinds
	generate_keypair	0	Generate a fresh Ethereum keypair.	-


      


      
        Summary


  
    Functions
  


    
      
        generate_keypair()

      


        Generates a new keypair as an {eth_address, private_key}.



    





      


      
        Functions


        


  
    
      
    
    
      generate_keypair()



        
          
        

    

  


  

      

          @spec generate_keypair() :: {<<_::160>>, <<_::256>>}


      


Generates a new keypair as an {eth_address, private_key}.
Examples
iex> {address, priv_key} = Onchain.Keys.generate_keypair()
iex> {byte_size(address), byte_size(priv_key)}
{20, 32}

  


        

      


  

    
Onchain.MEV 
    



      
MEV protection via private transaction submission to Flashbots-style relays.
Routes signed transactions (or atomic bundles) to a private relay endpoint
instead of the public mempool, preventing front-running and sandwiching of
DEX trades. The request envelope follows the Flashbots Auction JSON-RPC API
(eth_sendPrivateTransaction, eth_sendBundle) — see
https://docs.flashbots.net/flashbots-auction/advanced/rpc-endpoint.
Endpoint and auth are caller-supplied
Unlike Onchain.RPC, there is no fallback to the configured public node.
Silently leaking a would-be-private transaction to the public RPC defeats the
entire purpose, so the relay URL is a required :endpoint option — omitting it
returns {:error, :missing_endpoint} rather than broadcasting.
Relay authentication (Flashbots requires an X-Flashbots-Signature: <addr>:<sig>
header signed with an arbitrary secp256k1 reputation key) is not computed
here. The caller passes whatever headers the relay needs via :headers, e.g.
Onchain.MEV.send_bundle(txs,
  endpoint: "https://relay.flashbots.net",
  block_number: 19_000_000,
  headers: [{"X-Flashbots-Signature", "0xabc...:0xsig..."}]
)
Functions
	Function	Purpose
	send_private_transaction/2	Submit one signed tx privately → tx hash
	send_bundle/2	Submit an atomic bundle of signed txs → bundle response

Options
	:endpoint — relay URL (required, no default)
	:headers — extra request headers for relay auth (e.g. X-Flashbots-Signature)
	:timeout — request timeout in ms (default 30_000)
	:max_block_number — (private tx) highest block the tx may be included in
	:preferences — (private tx) MEV-Share preferences map, passed through verbatim
	:block_number — (bundle) target block (required for bundles)
	:min_timestamp / :max_timestamp — (bundle) validity window in unix seconds
	:reverting_tx_hashes — (bundle) tx hashes allowed to revert

Error Format
	Missing relay URL: {:error, :missing_endpoint}
	Invalid relay URL: {:error, {:invalid_endpoint, input}}
	Invalid signed tx hex: {:error, {:invalid_data, input}}
	Empty bundle: {:error, :empty_bundle}
	Non-list bundle: {:error, {:invalid_bundle, input}}
	Bundle missing target block: {:error, :missing_block_number}
	Invalid block value: {:error, {:invalid_block, input}}
	Relay / transport errors: {:error, {:rpc_error, map}} — the map always has a
:message key; relay-level JSON-RPC rejections also carry :code.

API Functions
	Function	Arity	Description	Param Kinds
	send_bundle	2	Submit an atomic bundle of signed transactions via a Flashbots-style relay.	raw_txs: exchange_data, opts: value
	send_private_transaction	2	Submit a signed transaction privately via a Flashbots-style relay.	raw_tx: exchange_data, opts: value


      


      
        Summary


  
    Functions
  


    
      
        send_bundle(raw_txs, opts \\ [])

      


        Submit an atomic bundle of signed transactions to a private relay (eth_sendBundle).



    


    
      
        send_private_transaction(raw_tx, opts \\ [])

      


        Submit a single signed transaction to a private relay (eth_sendPrivateTransaction).



    





      


      
        Functions


        


    

  
    
      
    
    
      send_bundle(raw_txs, opts \\ [])



        
          
        

    

  


  

      

          @spec send_bundle([String.t()], keyword()) :: {:ok, term()} | {:error, term()}


      


Submit an atomic bundle of signed transactions to a private relay (eth_sendBundle).
Requires both :endpoint (relay URL) and :block_number (target block); the
bundle is only valid for that block. See the module docs for the full option list.

  



    

  
    
      
    
    
      send_private_transaction(raw_tx, opts \\ [])



        
          
        

    

  


  

      

          @spec send_private_transaction(String.t(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      


Submit a single signed transaction to a private relay (eth_sendPrivateTransaction).
Requires the :endpoint option (the relay URL); see the module docs for the
full option list and why there is no public-node fallback.

  


        

      


  

    
Onchain.Manifest 
    



      
Runtime accessor for Cartouche's API manifest — returns the same structure
that mix descripex.manifest (aliased as mix manifest) writes to JSON.
HTTP endpoints, MCP servers, and other agent-economy consumers can call
Onchain.Manifest.build/0 to retrieve the live manifest without depending
on an out-of-band JSON artifact. The static api_manifest.json is the same
shape, regenerated from source on demand and not checked into git.
See descripex for the manifest schema and
the broader self-describing-library pattern.
API Functions
	Function	Arity	Description	Param Kinds
	build	0	Build the live API manifest for every Cartouche module registered for descripex discovery.	-


      


      
        Summary


  
    Functions
  


    
      
        build()

      


        Build the live API manifest for every registered Cartouche module.



    





      


      
        Functions


        


  
    
      
    
    
      build()



        
          
        

    

  


  

      

          @spec build() :: map()


      


Build the live API manifest for every registered Cartouche module.
Mirrors the JSON shape produced by mix manifest (aliased to
mix descripex.manifest --pretty --output api_manifest.json); use this
variant when serving the manifest from a running Erlang VM (HTTP endpoint,
MCP server, A2A agent) rather than from a static build-time artifact.

  


        

      


  

    
Onchain.Multicall 
    



      
Multicall3 batched contract reads.
Batches N arbitrary contract calls into a single RPC round-trip using the
Multicall3 contract (0xcA11bde05977b3631167028862bE2a173976CA11), deployed
identically on every EVM chain.
Functions
	Function	Purpose
	aggregate3/2	Low-level: raw calldata tuples → raw results
	aggregate3!/2	Same, raises on error
	call_many/2	High-level: signature-based calls → decoded results
	call_many!/2	Same, raises on error

Error Format
	Input validation: {:error, {:invalid_address, input}}
	RPC/ABI errors pass through from Contract.call/5
	Individual call failures in call_many: {:error, raw_hex} per failed call

API Functions
	Function	Arity	Description	Param Kinds
	call_many!	2	Batch contract calls with encoding/decoding. Raises on error.	calls: value, opts: value
	call_many	2	Batch contract calls with automatic ABI encoding/decoding.	calls: value, opts: value
	aggregate3!	2	Batch raw contract calls. Raises on error.	calls: value, opts: value
	aggregate3	2	Batch raw contract calls via Multicall3 aggregate3.	calls: value, opts: value


      


      
        Summary


  
    Functions
  


    
      
        aggregate3(calls, opts \\ [])

      


        Batch raw contract calls via Multicall3 aggregate3.



    


    
      
        aggregate3!(calls, opts \\ [])

      


        Batch raw contract calls. Raises on error.



    


    
      
        call_many(calls, opts \\ [])

      


        Batch contract calls with automatic ABI encoding/decoding.



    


    
      
        call_many!(calls, opts \\ [])

      


        Batch contract calls with encoding/decoding. Raises on error.



    





      


      
        Functions


        


    

  
    
      
    
    
      aggregate3(calls, opts \\ [])



        
          
        

    

  


  

      

          @spec aggregate3([{String.t(), boolean(), String.t()}], keyword()) ::
  {:ok, [{boolean(), binary()}]} | {:error, term()}


      


Batch raw contract calls via Multicall3 aggregate3.
Parameters
	calls - List of {address_hex, allow_failure_bool, calldata_hex} tuples (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
List of {success, return_data} tuples ({:ok, [{boolean(), binary()}]} | {:error, term()})
# descripex:contract
%{
  params: %{
    calls: %{
      description: "List of {address_hex, allow_failure_bool, calldata_hex} tuples",
      kind: :value
    },
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, [{boolean(), binary()}]} | {:error, term()}",
    description: "List of {success, return_data} tuples"
  }
}

  



    

  
    
      
    
    
      aggregate3!(calls, opts \\ [])



        
          
        

    

  


  

      

          @spec aggregate3!([{String.t(), boolean(), String.t()}], keyword()) :: [
  {boolean(), binary()}
]


      


Batch raw contract calls. Raises on error.
Parameters
	calls - List of {address, allow_failure, calldata} tuples (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
List of {success, return_data} ([{boolean(), binary()}])
# descripex:contract
%{
  params: %{
    calls: %{
      description: "List of {address, allow_failure, calldata} tuples",
      kind: :value
    },
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    }
  },
  returns: %{
    type: "[{boolean(), binary()}]",
    description: "List of {success, return_data}"
  }
}

  



    

  
    
      
    
    
      call_many(calls, opts \\ [])



        
          
        

    

  


  

      

          @spec call_many([{String.t() | binary(), String.t(), list(), String.t()}], keyword()) ::
  {:ok, ok: list(), error: String.t()} | {:error, term()}


      


Batch contract calls with automatic ABI encoding/decoding.
Parameters
	calls - List of (address, signature, params, return_type) tuples (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
List where each result is {:ok, decoded_values} or {:error, return_data_hex} ({:ok, [result]} | {:error, term()})
# descripex:contract
%{
  params: %{
    calls: %{
      description: "List of (address, signature, params, return_type) tuples",
      kind: :value
    },
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, [result]} | {:error, term()}",
    description: "List where each result is {:ok, decoded_values} or {:error, return_data_hex}"
  }
}

  



    

  
    
      
    
    
      call_many!(calls, opts \\ [])



        
          
        

    

  


  

      

          @spec call_many!([{String.t() | binary(), String.t(), list(), String.t()}], keyword()) ::
  [
    ok: list(),
    error: String.t()
  ]


      


Batch contract calls with encoding/decoding. Raises on error.
Parameters
	calls - List of {address, signature, params, return_type} tuples (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
List of {:ok, values} or {:error, data} ([result])
# descripex:contract
%{
  params: %{
    calls: %{
      description: "List of {address, signature, params, return_type} tuples",
      kind: :value
    },
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    }
  },
  returns: %{
    type: "[result]",
    description: "List of {:ok, values} or {:error, data}"
  }
}

  


        

      


  

    
Onchain.OpenChain 
    



      
API Client for [OpenChain.xyz](https://openchain.xyz] API.

      


      
        Summary


  
    Functions
  


    
      
        lookup(signature, type, opts \\ [])

      


        Tries to lookup given signature of given type.



    


    
      
        lookup_error(arg1, opts \\ [])

      


        Looks up and tries to decode a given error message from its ABI-encoded form.



    


    
      
        lookup_error_and_values(arg1, opts \\ [])

      


          Looks up an error and decodes its values, returning both.



    





      


      
        Functions


        


    

  
    
      
    
    
      lookup(signature, type, opts \\ [])



        
          
        

    

  


  

      

          @spec lookup(binary(), :function | :event, Keyword.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Tries to lookup given signature of given type.
Examples
iex> Onchain.OpenChain.lookup(<<8, 195, 121, 160>>, :function)
{:ok, "Error(string)"}

  



    

  
    
      
    
    
      lookup_error(arg1, opts \\ [])



        
          
        

    

  


  

      

          @spec lookup_error(binary(), Keyword.t()) :: {:ok, [term()]} | {:error, String.t()}


      


Looks up and tries to decode a given error message from its ABI-encoded form.
Examples
iex> Onchain.OpenChain.lookup_error(~h[0x08c379a00000000000000000000000000000000000000000000000000000000000000020000000000000000000000000000000000000000000000000000000000000001b43616c6c6572206e6f74206174746573746572206d616e616765720000000000])
{:ok, ["Caller not attester manager"]}

  



    

  
    
      
    
    
      lookup_error_and_values(arg1, opts \\ [])



        
          
        

    

  


  

      

          @spec lookup_error_and_values(binary(), Keyword.t()) ::
  {:ok, String.t(), [term()]} | {:error, String.t()}


      


  Looks up an error and decodes its values, returning both.
## Examples

    iex> Onchain.OpenChain.lookup_error_and_values(~h[0x08c379a00000000000000000000000000000000000000000000000000000000000000020000000000000000000000000000000000000000000000000000000000000001b43616c6c6572206e6f74206174746573746572206d616e616765720000000000])
    {:ok, "Error(string)", ["Caller not attester manager"]}

  


        

      


  

    
Onchain.Precompiled 
    



      
Shared RustlerPrecompiled options for the core ABI, EVM and Tempo NIF crates.
The :targets list is the set scripts/build-precompiled.sh actually
produces. Windows is omitted on purpose — cargo-zigbuild cannot produce
x86_64-pc-windows-msvc. Core rejects unsupported hosts explicitly; the
existing EVM source-build policy is unchanged.
Core source-builds in the monorepo even when checksums exist, so release
assets are not a prerequisite for development. EVM source-builds only when
its checksum file is missing or a build override applies. A missing file
fails the load for a Hex-installed package, where files: guarantees the
checksum ships. Downloaded artifacts must match; failure never falls back
to source.

      


      
        Summary


  
    Types
  


    
      
        checksum_presence()

      


        Whether checksum-Elixir.<Module>.exs exists on disk.



    


    
      
        install_source()

      


        Hex install, marked monorepo, or another git/path checkout.



    





  
    Functions
  


    
      
        artifact_filename(crate, version, target)

      


        Artifact filename rustler_precompiled downloads for a crate/target.



    


    
      
        force_build?(target, env, checksum, source, crate \\ "onchain_evm")

      


        True when the NIF should compile from source instead of downloading.



    


    
      
        nif_versions()

      


        Shipped OTP NIF versions. Must match RUSTLER_NIF_VERSION in the build script.



    


    
      
        opts(crate)

      


        Keyword options for use RustlerPrecompiled.



    


    
      
        targets()

      


        Shipped Rust target triples. Must match scripts/build-precompiled.sh.



    





      


      
        Types


        


  
    
      
    
    
      checksum_presence()



        
          
        

    

  


  

      

          @type checksum_presence() :: :missing | :present


      


Whether checksum-Elixir.<Module>.exs exists on disk.

  



  
    
      
    
    
      install_source()



        
          
        

    

  


  

      

          @type install_source() :: :hex | :checkout | :monorepo


      


Hex install, marked monorepo, or another git/path checkout.

  


        

      

      
        Functions


        


  
    
      
    
    
      artifact_filename(crate, version, target)



        
          
        

    

  


  

      

          @spec artifact_filename(String.t(), String.t(), String.t()) :: String.t()


      


Artifact filename rustler_precompiled downloads for a crate/target.

  



    

  
    
      
    
    
      force_build?(target, env, checksum, source, crate \\ "onchain_evm")



        
          
        

    

  


  

      

          @spec force_build?(
  String.t() | nil,
  String.t() | nil,
  checksum_presence(),
  install_source(),
  String.t()
) :: boolean()


      


True when the NIF should compile from source instead of downloading.
Core always source-builds in :monorepo. Otherwise a missing checksum
source-builds only outside Hex. A Hex install with a missing checksum
must not source-build — rustler_precompiled then
fails the load. A mismatch is never a reason to force-build.

  



  
    
      
    
    
      nif_versions()



        
          
        

    

  


  

      

          @spec nif_versions() :: [String.t()]


      


Shipped OTP NIF versions. Must match RUSTLER_NIF_VERSION in the build script.

  



  
    
      
    
    
      opts(crate)



        
          
        

    

  


  

      

          @spec opts(String.t()) :: keyword()


      


Keyword options for use RustlerPrecompiled.
Omits :force_build when the host should download, so the library's
application-env put_new still applies. Sets it to true for a
build override, a core monorepo build, or a missing checkout checksum.
Unsupported hosts source-build EVM but are rejected for core.

  



  
    
      
    
    
      targets()



        
          
        

    

  


  

      

          @spec targets() :: [String.t()]


      


Shipped Rust target triples. Must match scripts/build-precompiled.sh.

  


        

      


  

    
Onchain.RPC 
    



      
Shared JSON-RPC transport and typed Ethereum client.
Single calls and batches use config :cartouche, :ethereum_node for the URL,
config :cartouche, Onchain.RPC, [...] for transport defaults, and
config :cartouche, :req_options, [...] for global Req options. Per-call
:rpc_url / :ethereum_node and :req_options override these defaults.
A missing URL returns {:error, {:missing_option, :ethereum_node}}.
The former :onchain batch transport configuration is no longer used.
Both paths emit [:onchain, :rpc, :request] telemetry spans. Refusals now
uniformly return :method_not_found, :namespace_unavailable, or :unavailable
tags; other single-call error shapes remain unchanged. See Onchain.RPC's
node-capability refusal documentation for the live Alchemy provenance and
message-sensitive meaning of -32600 and -32001.
Node-capability refusals
A weaker node than this repo's archive endpoint routinely refuses a call for
one of three reasons: the method is not implemented, the provider has disabled
that namespace on the current plan, or the node cannot complete the request
(historical state pruned, method the gateway does not route, transient
overload). Classification runs in Onchain.RPC on the shared single-call and
batch paths (both item-level and top-level batch errors),
so a codegen'd wrapper, a hand-written wrapper, call/3 and a batched call
apply the same rules to the same wire response.
The classifier is uniform; the provider's wire response is not. Verified live
on Alchemy mainnet 2026-08-25: historical eth_feeHistory at block 20_000_000
answers -32001 "Unable to complete request at this time." as a single call
(classified {:unavailable, map}), but the byte-identical request inside a
JSON-RPC array batch answers -32000 "Internal error" — alone or alongside a
healthy call — which stays {:rpc_error, map}. That is not a gap in the
classifier: -32000 "Internal error" is indistinguishable from a genuine
internal failure, and tagging it would invent a distinction the node does not
make. Batching can therefore downgrade a classifiable refusal to an
unclassifiable one; when a caller needs the capability signal, issue that
probe as a single call. Unrecognized codes keep {:error, {:rpc_error, map}}
unchanged — the classifier names distinguishable cases, it does not guess.
Each classified map retains the observed :code and :message (and :data
when the node sent it). Branch on the tag; inspect the map when you need the
wire detail.
	{:error, {:method_not_found, map}} — this node does not implement the
method. The reliable standard signal is JSON-RPC -32601 ("Method not
found"). Hosted providers often misuse -32600 ("Invalid Request") instead:
Alchemy mainnet answers -32600 "Unsupported method: <method> on ETH_MAINNET"
and -32600 "eth_baseFee is not available on the ETH_MAINNET...". Those
two message shapes are pinned from live responses; a bare -32600 without
them still passes through as {:rpc_error, map}, because other nodes use
that code for genuinely malformed requests. Callers should pick a portable
construction (see Onchain.RPC.base_fee/1) or a different method.

	{:error, {:namespace_unavailable, map}} — the method exists but this
provider plan has disabled the namespace. Observed on Alchemy mainnet as
-32600 "<method> is not available on the Free tier - upgrade to Pay As You Go, or Enterprise for access." for trace_* and debug_*. Callers
should use a plan that serves the namespace, or avoid it.

	{:error, {:unavailable, map}} — the node refused to complete a request it
otherwise accepts. Observed on Alchemy mainnet as HTTP 503 / -32001
"Unable to complete request at this time." for eth_feeHistory at block
20_000_000, while eth_feeHistory at "latest" succeeds on the same URL.
The identical wire error is also returned for some unimplemented methods
(erigon_getHeaderByNumber), so this is not a unique pruned-history
signal — treat it as "this node cannot serve this request". Callers that
need historical state should retry against an archive endpoint.


Codes the classifier does not name, including -32602 ("Invalid params" —
also what reth answers for eth_getStorageValues with empty params, which is
indistinguishable from a genuine bad-params error), reach the caller as
{:error, {:rpc_error, map}} exactly as before.
Input adapters and bang functions
eth_call/3, eth_estimate_gas/2, eth_get_code/2, and
eth_send_raw_transaction/2 accept the former Onchain inputs and delegate
to the typed methods. Hex-returning adapters preserve hex results and wrap
unclassified RPC errors as {:rpc_error, map}. The typed methods keep their
native error shapes. Both surfaces preserve classified node refusals.
get_transaction_receipt/2 returns Onchain.Receipt, and
get_block_by_number/2 returns Onchain.Block; logs use Onchain.Filter.Log.
Bang variants unwrap {:ok, value} and raise RuntimeError on {:error, reason}.
Error Format
Hex-input adapters (eth_call/3, eth_estimate_gas/2, eth_get_code/2,
eth_send_raw_transaction/2, get_transaction_receipt/2, fee_history/2,
and call/3) return {:error, {:rpc_error, map}} for an unclassified RPC
error. A code: 3 revert map includes :revert (raw bytes) and :data
(0x hex). When :errors names a matching custom-error signature, the map
also includes :error_abi and :error_params. Classified node refusals
stay :method_not_found, :namespace_unavailable, or :unavailable.
Typed methods such as get_balance/2, get_block_by_number/2, and
call_trx/2 return the transport error directly.
Local signing through Onchain.Signer is the normal route for submitting
transactions (eth_sendRawTransaction). The node-custody methods
(accounts/1, coinbase/1, fill_transaction/2, sign/3,
sign_transaction/2, send_transaction/2) exist for nodes that hold keys.
The distinction is not key custody as such (Onchain.Signer.CloudKMS
already signs with a key cartouche does not hold) but which side constructs
the transaction: those methods move envelope construction, nonce and fee
policy, EIP-155 v derivation, and low-s normalization into the node.
sign/3 (eth_sign) takes a message, not a pre-computed digest: the node
returns an EIP-191 signature over the data it is handed (execution-apis,
src/eth/sign.yaml). The method is historically dangerous because early
implementations signed the bytes verbatim, which let a caller pass a
transaction hash and get it signed; most nodes ship it disabled today.
API Functions
	Function	Arity	Description	Param Kinds
	chain_id	1	Get the network chain ID.	opts: value
	block_number	1	Get the current block height.	opts: value
	blob_base_fee!	1	Get the current base fee per blob gas. Raises on error.	opts: value
	fee_history!	2	Fetch fee history. Raises on error.	block_count: value, opts: value
	fee_history	2	Fetch base-fee history and per-block priority-fee percentiles (eth_feeHistory).	block_count: value, opts: value
	batch	2	Generic JSON-RPC array batch — invoke many methods in one HTTP request.	requests: value, opts: value
	call!	3	Generic JSON-RPC passthrough. Raises on error.	method: value, params: value, opts: value
	call	3	Generic JSON-RPC passthrough — invoke any method not covered by a named wrapper.	method: value, params: value, opts: value
	eth_get_code!	2	Fetch contract bytecode at an address. Raises on error.	address: value, opts: value
	eth_get_code	2	Fetch contract bytecode at an address (eth_getCode).	address: value, opts: value
	get_transaction_count!	2	Get the transaction count (nonce) of an address. Raises on error.	address: value, opts: value
	get_transaction_receipt!	2	Get a transaction receipt by hash. Raises on error.	tx_hash: value, opts: value
	get_transaction_receipt	2	Get a transaction receipt by hash (eth_getTransactionReceipt).	tx_hash: value, opts: value
	chain_id!	1	Get the network chain ID. Raises on error.	opts: value
	get_block_access_list!	2	Fetch an EIP-7928 block access list. Raises on error.	block: value, opts: value
	get_block_access_list	2	Fetch an EIP-7928 block access list (eth_getBlockAccessList).	block: value, opts: value
	get_block_by_number!	2	Fetch a block by number or tag. Raises on error.	block_id: value, opts: value
	block_number!	1	Get the current block height. Raises on error.	opts: value
	get_balance!	2	Get the ETH balance of an address in wei. Raises on error.	address: value, opts: value
	eth_send_raw_transaction!	2	Broadcast a signed transaction. Raises on error.	data: value, opts: value
	eth_send_raw_transaction	2	Broadcast a signed transaction.	data: value, opts: value
	eth_estimate_gas!	2	Estimate the gas a transaction would consume. Raises on error.	tx_params: value, opts: value
	eth_estimate_gas	2	Estimate the gas a transaction would consume.	tx_params: value, opts: value
	eth_call!	3	Execute a read-only contract call. Raises on error.	address: value, data: value, opts: value
	eth_call	3	Execute a read-only contract call (eth_call).	address: value, data: value, opts: value
	send_transaction	2	Ask the node to sign and broadcast a transaction with a managed account.	trx: value, opts: value
	sign_transaction	2	Ask the node to sign a transaction with a managed account.	trx: value, opts: value
	sign	3	Ask the node to sign a message under EIP-191 with a managed account (eth_sign).	account: value, message: value, opts: value
	fill_transaction	2	Ask the node to populate missing nonce, gas, and fee fields without signing.	trx: value, opts: value
	coinbase	1	Return the node's coinbase (fee recipient) address.	opts: value
	accounts	1	List addresses the node manages.	opts: value
	get_filter_logs	2	Return every log matching a log filter, not only changes since the last poll.	filter_id: value, opts: value
	eth_get_logs	2	Fetch event logs matching a stateless filter (eth_getLogs).	filter: value, opts: value
	new_pending_transaction_filter	1	Create a node-side filter that records new pending transaction hashes.	opts: value
	new_block_filter	1	Create a node-side filter that records new block hashes.	opts: value
	execute_trx	3	Prepare, sign, and submit a transaction to the Ethereum network.	contract: value, call_data: value, opts: value
	prepare_trx	3	Prepare and sign a transaction for later submission.	contract: value, call_data: value, opts: value
	fee_history	2	Fetch and decode EIP-1559 fee history data.	opts: value
	max_priority_fee_per_gas	1	Fetch the current max priority fee per gas.	opts: value
	blob_base_fee	1	Fetch the current base fee per blob gas.	opts: value
	base_fee	1	Fetch the EIP-1559 base fee per gas for the next block.	opts: value
	eth_get_proof	3	Fetch an EIP-1186 account and storage proof.	address: value, storage_keys: value, opts: value
	eth_get_storage_at	3	Read a 32-byte contract storage word.	address: value, slot: value, opts: value
	gas_price	1	Fetch the current legacy gas price.	opts: value
	debug_trace_call	2	Trace a transaction call speculatively with the debug trace API.	trx: value, opts: value
	trace_call_many	2	Trace multiple transaction calls speculatively with the parity trace API.	trxs: value, opts: value
	trace_call	2	Trace a transaction call speculatively with the parity trace API.	trx: value, opts: value
	trace_trx	2	Fetch parity-style traces for a transaction by transaction hash.	trx_id: value, opts: value
	eth_get_block_receipts	2	Fetch every receipt in a block (eth_getBlockReceipts).	block: value, opts: value
	eth_get_transaction_by_block_number_and_index	3	Fetch one transaction by block number or tag and position (eth_getTransactionByBlockNumberAndIndex).	block: value, transaction_index: value, opts: value
	eth_get_transaction_by_block_hash_and_index	3	Fetch one transaction by block hash and position (eth_getTransactionByBlockHashAndIndex).	block_hash: value, transaction_index: value, opts: value
	eth_get_transaction_by_hash	2	Fetch one transaction by hash (eth_getTransactionByHash).	tx_hash: value, opts: value
	get_trx_receipt	2	Fetch and decode a transaction receipt by transaction hash.	trx_id: value, opts: value
	get_block_by_hash	2	Fetch a block by its 32-byte block hash.	block_hash: value, opts: value
	get_block_by_number	2	Fetch a block by block number or block tag.	block_number: value, opts: value
	web3_client_version	1	Fetch the node client version string.	opts: value
	net_peer_count	1	Fetch the number of peers currently connected to the node.	opts: value
	net_listening	1	Ask whether the node is listening for network connections.	opts: value
	eth_get_block_transaction_count_by_number	2	Count transactions in the block with the given number or tag.	block: value, opts: value
	eth_get_block_transaction_count_by_hash	2	Count transactions in the block with the given hash.	block_hash: value, opts: value
	eth_syncing	1	Fetch the node's sync status.	opts: value
	eth_block_number	1	Fetch the current Ethereum block number.	opts: value
	get_transaction_count	2	Fetch an account transaction count at a block selector.	address: value, opts: value
	get_balance	2	Fetch an account ETH balance at a block selector.	address: value, opts: value
	get_code	2	Fetch contract bytecode at an address and block selector.	address: value, opts: value
	eth_capabilities	1	Fetch the node's effective historical-data capabilities.	opts: value
	eth_config	1	Fetch the node's EIP-7910 chain and fork configuration.	opts: value
	eth_chain_id	1	Fetch the current Ethereum chain id.	opts: value
	estimate_gas	2	Estimate gas for a transaction or call object.	trx: value, opts: value
	create_access_list	2	Generate an EIP-2930 access list for a transaction or call object.	trx: value, opts: value
	call_trx	2	Run eth_call against a transaction or call object without submitting it.	trx: value, opts: value
	send_trx	2	Submit a signed Ethereum transaction to the network.	trx: exchange_data, opts: value
	get_nonce	2	Fetch an account nonce at a block selector.	account: value, opts: value
	send_batch	2	Send several Ethereum JSON-RPC requests as one array batch and return raw results in request order.	requests: value, opts: value
	send_rpc	3	Send one Ethereum JSON-RPC request and optionally decode the result.	method: value, params: value, opts: value


      


      
        Summary


  
    Types
  


    
      
        access_list_result()

      


        Decoded eth_createAccessList result, retaining an optional execution error.



    


    
      
        invalid_params_error()

      


        Error returned when JSON encoding rejects the outbound request body.



    


    
      
        rpc_error()

      


        Structured JSON-RPC error envelope returned by an Ethereum node or by local response validation.



    


    
      
        send_rpc_error()

      


        All values that can appear inside an {:error, reason} tuple returned by send_rpc/3.



    





  
    Functions
  


    
      
        accounts(opts \\ [])

      


        RPC call to list accounts the node holds keys for.



    


    
      
        base_fee(opts \\ [])

      


        Returns the next block's base fee in wei via eth_feeHistory(1, "latest", []).



    


    
      
        batch(requests, opts \\ [])

      


        Invoke many raw JSON-RPC calls in one HTTP request.



    


    
      
        blob_base_fee(opts \\ [])

      


        RPC call to get the current base fee per blob gas.



    


    
      
        blob_base_fee!(opts \\ [])

      


        Get the current base fee per blob gas. Raises on error.



    


    
      
        block_number(opts \\ [])

      


        Get the current block height.



    


    
      
        block_number!(opts \\ [])

      


        Get the current block height. Raises on error.



    


    
      
        call(method, params, opts \\ [])

      


        Generic JSON-RPC passthrough — invoke any method not covered by a named wrapper.



    


    
      
        call!(method, params, opts \\ [])

      


        Generic JSON-RPC passthrough. Raises on error.



    


    
      
        call_trx(trx, opts \\ [])

      


        RPC call to call a transaction and preview results.



    


    
      
        chain_id(opts \\ [])

      


        Get the network chain ID.



    


    
      
        chain_id!(opts \\ [])

      


        Get the network chain ID. Raises on error.



    


    
      
        coinbase(opts \\ [])

      


        RPC call to get the node's coinbase address.



    


    
      
        create_access_list(trx, opts \\ [])

      


        Generates the access list and gas used by a call at a block selector.



    


    
      
        debug_trace_call(trx, opts \\ [])

      


        RPC to trace a transaction call speculatively via debug API.



    


    
      
        estimate_gas(trx, opts \\ [])

      


        RPC call to call to estimate gas used by a given call.



    


    
      
        eth_block_number(opts \\ [])

      


        RPC to get the current block number.



    


    
      
        eth_call(address, data, opts \\ [])

      


        Execute a read-only contract call (eth_call).



    


    
      
        eth_call!(address, data, opts \\ [])

      


        Execute a read-only contract call. Raises on error.



    


    
      
        eth_capabilities(opts \\ [])

      


        Returns the node's head and resource-retention capabilities.



    


    
      
        eth_chain_id(opts \\ [])

      


        RPC to get the current chain id.



    


    
      
        eth_config(opts \\ [])

      


        Returns the current, next, and last configured Ethereum forks reported by the node.



    


    
      
        eth_estimate_gas(tx_params, opts \\ [])

      


        Estimate the gas a transaction would consume.



    


    
      
        eth_estimate_gas!(tx_params, opts \\ [])

      


        Estimate the gas a transaction would consume. Raises on error.



    


    
      
        eth_get_block_receipts(block, opts \\ [])

      


        Returns every receipt in the block identified by number, tag, or hash.



    


    
      
        eth_get_block_transaction_count_by_hash(block_hash, opts \\ [])

      


        Returns how many transactions are in the block identified by block_hash.



    


    
      
        eth_get_block_transaction_count_by_number(block, opts \\ [])

      


        Returns how many transactions are in the block identified by number or tag.



    


    
      
        eth_get_code(address, opts \\ [])

      


        Fetch contract bytecode at an address (eth_getCode).



    


    
      
        eth_get_code!(address, opts \\ [])

      


        Fetch contract bytecode at an address. Raises on error.



    


    
      
        eth_get_logs(filter, opts \\ [])

      


        Stateless eth_getLogs query.



    


    
      
        eth_get_proof(address, storage_keys, opts \\ [])

      


        Fetches an EIP-1186 account and storage proof as Onchain.RPC.Proof.



    


    
      
        eth_get_storage_at(address, slot, opts \\ [])

      


        Reads a 32-byte storage word via eth_getStorageAt (execution-apis v1.0.0-beta.7).



    


    
      
        eth_get_transaction_by_block_hash_and_index(block_hash, transaction_index, opts \\ [])

      


        Returns the transaction at transaction_index in the block identified by block_hash.



    


    
      
        eth_get_transaction_by_block_number_and_index(block, transaction_index, opts \\ [])

      


        Returns the transaction at transaction_index in the block identified by number or tag.



    


    
      
        eth_get_transaction_by_hash(tx_hash, opts \\ [])

      


        Returns the transaction identified by tx_hash.



    


    
      
        eth_send_raw_transaction(data, opts \\ [])

      


        Broadcast a signed transaction.



    


    
      
        eth_send_raw_transaction!(data, opts \\ [])

      


        Broadcast a signed transaction. Raises on error.



    


    
      
        eth_syncing(opts \\ [])

      


        Returns the node's sync status from eth_syncing.



    


    
      
        execute_trx(contract, call_data, opts \\ [])

      


        Helper function to work with other Cartouche modules to get a nonce, sign a transction, and transmit it to the network.



    


    
      
        fee_history(opts \\ [])

      


        RPC call to call to get the Eip-1559 fee history data.



    


    
      
        fee_history(block_count, opts)

      


        Fetch base-fee history and per-block priority-fee percentiles (eth_feeHistory).



    


    
      
        fee_history!(block_count, opts \\ [])

      


        Fetch fee history. Raises on error.



    


    
      
        fill_transaction(trx, opts \\ [])

      


        RPC call to fill missing transaction fields via eth_fillTransaction.



    


    
      
        gas_price(opts \\ [])

      


        RPC call to call to get the current gas price.



    


    
      
        get_balance(address, opts \\ [])

      


        RPC to get an account's eth balance.



    


    
      
        get_balance!(address, opts \\ [])

      


        Get the ETH balance of an address in wei. Raises on error.



    


    
      
        get_block_access_list(block, opts \\ [])

      


        Fetch an EIP-7928 block access list (eth_getBlockAccessList).



    


    
      
        get_block_access_list!(block, opts \\ [])

      


        Fetch an EIP-7928 block access list. Raises on error.



    


    
      
        get_block_by_hash(block_hash, opts \\ [])

      


        RPC to get a block by its block hash.



    


    
      
        get_block_by_number(block_number, opts \\ [])

      


        RPC to get a block by its block number.



    


    
      
        get_block_by_number!(block_id, opts \\ [])

      


        Fetch a block by number or tag. Raises on error.



    


    
      
        get_code(address, opts \\ [])

      


        RPC call to get code for a contract at an address.



    


    
      
        get_filter_logs(filter_id, opts \\ [])

      


        RPC call to fetch the full log backlog for a filter.



    


    
      
        get_nonce(account, opts \\ [])

      


        RPC call to get account nonce.



    


    
      
        get_transaction_count(address, opts \\ [])

      


        RPC to get an account's transaction count (i.e. nonce)



    


    
      
        get_transaction_count!(address, opts \\ [])

      


        Get the transaction count (nonce) of an address. Raises on error.



    


    
      
        get_transaction_receipt(tx_hash, opts \\ [])

      


        Get a transaction receipt by hash (eth_getTransactionReceipt).



    


    
      
        get_transaction_receipt!(tx_hash, opts \\ [])

      


        Get a transaction receipt by hash. Raises on error.



    


    
      
        get_trx_receipt(trx_id, opts \\ [])

      


        RPC call to get a transaction receipt. Note, this will return {:ok, %Onchain.Receipt{}} or {:ok, nil} if the
receipt is not yet available.



    


    
      
        max_priority_fee_per_gas(opts \\ [])

      


        RPC call to call to get the current max priority fee per gas.



    


    
      
        net_listening(opts \\ [])

      


        Returns whether the node is listening for peer connections (net_listening).



    


    
      
        net_peer_count(opts \\ [])

      


        Returns the node's connected peer count (net_peerCount).



    


    
      
        new_block_filter(opts \\ [])

      


        RPC call to create a new block filter.



    


    
      
        new_pending_transaction_filter(opts \\ [])

      


        RPC call to create a new pending-transaction filter.



    


    
      
        prepare_trx(contract, call_data, opts \\ [])

      


        Helper function to work with other Cartouche modules to get a nonce, sign a transction, and prepare it to be submitted on-chain.



    


    
      
        send_batch(requests, opts \\ [])

      


        Sends a JSON-RPC array batch and returns raw results in request order. Uses the same options as send_rpc/3.



    


    
      
        send_rpc(method, params, opts \\ [])

      


        Simple RPC client for a JSON-RPC Ethereum node.



    


    
      
        send_transaction(trx, opts \\ [])

      


        RPC call to eth_sendTransaction.



    


    
      
        send_trx(trx, opts \\ [])

      


        RPC call to send a raw transaction.



    


    
      
        sign(account, message, opts \\ [])

      


        RPC call to eth_sign.



    


    
      
        sign_transaction(trx, opts \\ [])

      


        RPC call to eth_signTransaction.



    


    
      
        trace_call(trx, opts \\ [])

      


        RPC to trace a transaction call speculatively.



    


    
      
        trace_call_many(trxs, opts \\ [])

      


        RPC to trace many transaction calls speculatively.



    


    
      
        trace_trx(trx_id, opts \\ [])

      


        RPC call to get a transaction receipt



    


    
      
        web3_client_version(opts \\ [])

      


        Returns the node client's version string (web3_clientVersion).



    





      


      
        Types


        


  
    
      
    
    
      access_list_result()



        
          
        

    

  


  

      

          @type access_list_result() :: %{
  :access_list => Onchain.Transaction.V_2930.access_list(),
  :gas_used => non_neg_integer(),
  optional(:error) => String.t()
}


      


Decoded eth_createAccessList result, retaining an optional execution error.

  



  
    
      
    
    
      invalid_params_error()



        
          
        

    

  


  

      

          @type invalid_params_error() :: {:invalid_params, Exception.t()}


      


Error returned when JSON encoding rejects the outbound request body.

  



  
    
      
    
    
      rpc_error()



        
          
        

    

  


  

      

          @type rpc_error() :: %{
  :code => integer(),
  :message => String.t(),
  optional(:revert) => binary(),
  optional(:error_abi) => String.t(),
  optional(:error_params) => [term()],
  optional(:trace) => term()
}


      


Structured JSON-RPC error envelope returned by an Ethereum node or by local response validation.

  



  
    
      
    
    
      send_rpc_error()



        
          
        

    

  


  

      

          @type send_rpc_error() ::
  rpc_error()
  | invalid_params_error()
  | Req.Response.t()
  | String.t()
  | {atom(), term()}


      


All values that can appear inside an {:error, reason} tuple returned by send_rpc/3.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      accounts(opts \\ [])



        
          
        

    

  


  

      

          @spec accounts(Keyword.t()) :: {:ok, [<<_::160>>]} | {:error, term()}


      


RPC call to list accounts the node holds keys for.
Examples
iex> Onchain.RPC.accounts()
{:ok, [<<64, 125, 115, 216, 164, 158, 235, 133, 211, 44, 244, 101, 80, 125, 215, 29, 80, 113, 0, 193>>]}

  



    

  
    
      
    
    
      base_fee(opts \\ [])



        
          
        

    

  


  

      

          @spec base_fee(keyword()) :: {:ok, non_neg_integer()} | {:error, term()}


      


Returns the next block's base fee in wei via eth_feeHistory(1, "latest", []).
The final baseFeePerGas entry is the next block's fee, as specified in
execution-apis v1.0.0-beta.7. This avoids hosted endpoints' differing handling
of the pending block tag. Uses the shared fee-history decoder and transport;
node errors propagate unchanged. An incomplete fee window returns
{:error, :invalid_base_fee_history}.
eth_baseFee landed on execution-apis main on 2026-06-15, but is in no
tagged release (latest verified: v1.0.0-beta.7). Alchemy and Infura mainnet
refused it in live probes on 2026-10-01; see docs/base-fee-portability.md.

  



    

  
    
      
    
    
      batch(requests, opts \\ [])



        
          
        

    

  


  

      

          @spec batch([{String.t(), [term()]}], keyword()) :: {:ok, [term()]} | {:error, term()}


      


Invoke many raw JSON-RPC calls in one HTTP request.
Each request is a {method, params} tuple. Results are returned in request
order even when the node returns the JSON-RPC response array out of order.

  



    

  
    
      
    
    
      blob_base_fee(opts \\ [])



        
          
        

    

  


  

      

          @spec blob_base_fee(Keyword.t()) :: {:ok, non_neg_integer()} | {:error, term()}


      


RPC call to get the current base fee per blob gas.
Examples
iex> Onchain.RPC.blob_base_fee()
{:ok, 42}

  



    

  
    
      
    
    
      blob_base_fee!(opts \\ [])



        
          
        

    

  


  

      

          @spec blob_base_fee!(keyword()) :: non_neg_integer()


      


Get the current base fee per blob gas. Raises on error.
Parameters
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Base fee per blob gas in wei (non_neg_integer)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    }
  },
  returns: %{
    type: :non_neg_integer,
    description: "Base fee per blob gas in wei"
  }
}

  



    

  
    
      
    
    
      block_number(opts \\ [])



        
          
        

    

  


  

      

          @spec block_number(keyword()) :: {:ok, non_neg_integer()} | {:error, term()}


      


Get the current block height.
Parameters
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Current block number ({:ok, non_neg_integer} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, non_neg_integer} | {:error, term}",
    description: "Current block number"
  }
}

  



    

  
    
      
    
    
      block_number!(opts \\ [])



        
          
        

    

  


  

      

          @spec block_number!(keyword()) :: non_neg_integer()


      


Get the current block height. Raises on error.
Parameters
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Current block number (non_neg_integer)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    }
  },
  returns: %{type: :non_neg_integer, description: "Current block number"}
}

  



    

  
    
      
    
    
      call(method, params, opts \\ [])



        
          
        

    

  


  

      

          @spec call(String.t(), [term()], keyword()) :: {:ok, term()} | {:error, term()}


      


Generic JSON-RPC passthrough — invoke any method not covered by a named wrapper.
Parameters
	method - JSON-RPC method name, e.g. "eth_getStorageAt", "debug_traceTransaction", "trace_call", "eth_feeHistory" (value)
	params - List of params for the method, in the order the JSON-RPC spec requires (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Raw decoded JSON result (no further decoding — caller knows what they asked for) or wrapped error tuple ({:ok, term} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    params: %{
      description: "List of params for the method, in the order the JSON-RPC spec requires",
      kind: :value
    },
    method: %{
      description: "JSON-RPC method name, e.g. \"eth_getStorageAt\", \"debug_traceTransaction\", \"trace_call\", \"eth_feeHistory\"",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, term} | {:error, term}",
    description: "Raw decoded JSON result (no further decoding — caller knows what they asked for) or wrapped error tuple"
  }
}

  



    

  
    
      
    
    
      call!(method, params, opts \\ [])



        
          
        

    

  


  

      

          @spec call!(String.t(), [term()], keyword()) :: term()


      


Generic JSON-RPC passthrough. Raises on error.
Parameters
	method - JSON-RPC method name (value)
	params - List of params for the method (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Raw decoded JSON result (term)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    params: %{description: "List of params for the method", kind: :value},
    method: %{description: "JSON-RPC method name", kind: :value}
  },
  returns: %{type: :term, description: "Raw decoded JSON result"}
}

  



    

  
    
      
    
    
      call_trx(trx, opts \\ [])



        
          
        

    

  


  

      

          @spec call_trx(
  Onchain.Transaction.V1.t()
  | Onchain.Transaction.V2.t()
  | Onchain.Transaction.Call.t()
  | map(),
  Keyword.t()
) :: {:ok, binary()} | {:error, term()}


      


RPC call to call a transaction and preview results.
Examples
iex> Onchain.Transaction.V1.new(1, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>)
iex> |> Onchain.RPC.call_trx()
{:ok, <<0x0c>>}

iex> Onchain.Transaction.V2.new(1, {1, :gwei}, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, [<<2::160>>, <<3::160>>], :goerli)
iex> |> Onchain.RPC.call_trx()
{:ok, <<0x0d>>}

iex> Onchain.Transaction.V1.new(1, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>)
iex> |> Onchain.RPC.call_trx(decode: :hex_unsigned)
{:ok, 0x0c}

iex> Onchain.Transaction.V1.new(1, {100, :gwei}, 100_000, <<10::160>>, {2, :wei}, <<1, 2, 3>>)
iex> |> Onchain.RPC.call_trx()
{:error, %{code: 3, message: "execution reverted", revert: <<61, 115, 139, 46>>}}

iex> errors = ["Unauthorized()", "BadNonce()", "NotEnoughSigners()", "NotActiveWithdrawalAddress()", "NotActiveOperator()", "DuplicateSigners()"]
iex> Onchain.Transaction.V1.new(1, {100, :gwei}, 100_000, <<10::160>>, {2, :wei}, <<1, 2, 3>>)
iex> |> Onchain.RPC.call_trx(errors: errors)
{:error, %{code: 3, message: "execution reverted", error_abi: "NotActiveOperator()", error_params: [], revert: <<61, 115, 139, 46>>}}

iex> errors = ["Cool(uint256,string)"]
iex> Onchain.Transaction.V1.new(1, {100, :gwei}, 100_000, <<11::160>>, {2, :wei}, <<1, 2, 3>>)
iex> |> Onchain.RPC.call_trx(errors: errors)
{:error, %{code: 3, message: "execution reverted", error_abi: "Cool(uint256,string)", error_params: [1, "cat"], revert: Onchain.ABI.encode("Cool(uint256,string)", [1, "cat"])}}

iex> errors = ["Cool(uint256,string)"]
iex> Onchain.Transaction.V1.new(1, {100, :gwei}, 100_000, <<12::160>>, {2, :wei}, <<1, 2, 3>>)
iex> |> Onchain.RPC.call_trx(errors: errors)
{:error, %{code: 3, message: "execution reverted", revert: <<>>}}

iex> Onchain.Transaction.V1.new(1, {100, :gwei}, 100_000, <<13::160>>, {2, :wei}, <<1, 2, 3>>)
iex> |> Onchain.RPC.call_trx()
{:error, %{code: -32602, message: "Failed to decode transaction"}}

  



    

  
    
      
    
    
      chain_id(opts \\ [])



        
          
        

    

  


  

      

          @spec chain_id(keyword()) :: {:ok, non_neg_integer()} | {:error, term()}


      


Get the network chain ID.
Parameters
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Chain ID (1 = mainnet, 11155111 = sepolia, etc.) ({:ok, non_neg_integer} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, non_neg_integer} | {:error, term}",
    description: "Chain ID (1 = mainnet, 11155111 = sepolia, etc.)"
  }
}

  



    

  
    
      
    
    
      chain_id!(opts \\ [])



        
          
        

    

  


  

      

          @spec chain_id!(keyword()) :: non_neg_integer()


      


Get the network chain ID. Raises on error.
Parameters
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Chain ID integer (non_neg_integer)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    }
  },
  returns: %{type: :non_neg_integer, description: "Chain ID integer"}
}

  



    

  
    
      
    
    
      coinbase(opts \\ [])



        
          
        

    

  


  

      

          @spec coinbase(Keyword.t()) :: {:ok, <<_::160>>} | {:error, term()}


      


RPC call to get the node's coinbase address.
Examples
iex> Onchain.RPC.coinbase()
{:ok, <<254, 59, 85, 126, 143, 182, 43, 137, 244, 145, 107, 114, 27, 229, 92, 235, 130, 141, 189, 115>>}

  



    

  
    
      
    
    
      create_access_list(trx, opts \\ [])



        
          
        

    

  


  

      

          @spec create_access_list(
  Onchain.Transaction.V1.t()
  | Onchain.Transaction.V2.t()
  | Onchain.Transaction.Call.t(),
  Keyword.t()
) :: {:ok, access_list_result()} | {:error, term()}


      


Generates the access list and gas used by a call at a block selector.
A node may return an :error string alongside a usable access list when
execution reverts; the field is retained in the successful result map.
Examples
iex> call = Onchain.Transaction.Call.new(<<1::160>>, <<0, 1>>)
iex> {:ok, %{access_list: [{address, [storage_key]}], gas_used: gas_used}} =
...>   Onchain.RPC.create_access_list(call)
iex> {address, storage_key, gas_used}
{<<1::160>>, <<2::256>>, 26026}

  



    

  
    
      
    
    
      debug_trace_call(trx, opts \\ [])



        
          
        

    

  


  

      

          @spec debug_trace_call(
  Onchain.Transaction.V1.t()
  | Onchain.Transaction.V2.t()
  | Onchain.Transaction.Call.t(),
  Keyword.t()
) :: {:ok, Onchain.DebugTrace.t()} | {:error, term()}


      


RPC to trace a transaction call speculatively via debug API.
Examples
iex> Onchain.Transaction.V1.new(1, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>)
...> |> Onchain.RPC.debug_trace_call()
{:ok,
  %Onchain.DebugTrace{
  failed: false,
  gas: 24034,
  return_value: ~h[0x0000000000000000000000000000000000000000000000000858898f93629000],
  struct_logs: [
    %Onchain.DebugTrace.StructLog{
      depth: 1,
      gas: 599978568,
      gas_cost: 3,
      op: :PUSH1,
      pc: 0,
      stack: []
    },
    %Onchain.DebugTrace.StructLog{
      depth: 1,
      gas: 599978565,
      gas_cost: 3,
      op: :PUSH1,
      pc: 2,
      stack: [~h[0x80]]
    },
    %Onchain.DebugTrace.StructLog{
      depth: 1,
      gas: 599978562,
      gas_cost: 12,
      op: :MSTORE,
      pc: 4,
      stack: [~h[0x80], ~h[0x40]]
    }
  ]
}}

  



    

  
    
      
    
    
      estimate_gas(trx, opts \\ [])



        
          
        

    

  


  

      

          @spec estimate_gas(
  Onchain.Transaction.V1.t()
  | Onchain.Transaction.V2.t()
  | Onchain.Transaction.Call.t()
  | map(),
  Keyword.t()
) :: {:ok, non_neg_integer()} | {:error, term()}


      


RPC call to call to estimate gas used by a given call.
Examples
iex> Onchain.Transaction.V1.new(1, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>)
iex> |> Onchain.RPC.estimate_gas()
{:ok, 0x0d}

iex> Onchain.Transaction.V2.new(1, {1, :gwei}, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, [<<2::160>>, <<3::160>>], :goerli)
iex> |> Onchain.RPC.estimate_gas()
{:ok, 0xdd}

iex> use Onchain.Hex
iex> Onchain.Transaction.V2.new(1, {1, :gwei}, {100, :gwei}, 100_000, <<10::160>>, {2, :wei}, <<1, 2, 3>>, [<<2::160>>, <<3::160>>], :goerli)
iex> |> Onchain.RPC.estimate_gas()
{:error, %{code: 3, message: "execution reverted: Dai/insufficient-balance", revert: ~h[0x08c379a0000000000000000000000000000000000000000000000000000000000000002000000000000000000000000000000000000000000000000000000000000000184461692f696e73756666696369656e742d62616c616e63650000000000000000]}}

  



    

  
    
      
    
    
      eth_block_number(opts \\ [])



        
          
        

    

  


  

      

          @spec eth_block_number(Keyword.t()) :: {:ok, non_neg_integer()} | {:error, term()}


      


RPC to get the current block number.
Docs: https://ethereum.org/en/developers/docs/apis/json-rpc/#eth_blocknumber
Examples
iex> Onchain.RPC.eth_block_number()
{:ok, 0x44}

  



    

  
    
      
    
    
      eth_call(address, data, opts \\ [])



        
          
        

    

  


  

      

          @spec eth_call(String.t() | binary(), String.t(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      


Execute a read-only contract call (eth_call).
Options
	:rpc_url — node URL (overrides Application.get_env(:cartouche, :ethereum_node))
	:timeout — request timeout in ms (default 30_000)
	:block — block number / tag / 0x hex (default "latest")
	:errors — list of Solidity custom-error signatures, e.g.
["InsufficientBalance(uint256,uint256)", "Unauthorized()"]. When the call
reverts with matching revert data, the error map carries decoded
:error_abi + :error_params alongside the raw :revert binary and its
hex mirror :data.

Revert handling
On code: 3 reverts the inner map widens — see the module's "Error Format"
section. Quick pattern-match shape:
case Onchain.RPC.eth_call(token, calldata, errors: ["InsufficientBalance(uint256,uint256)"]) do
  {:ok, hex_result} ->
    # Decode hex_result with Onchain.ABI.decode_response/2
    :ok

  {:error, {:rpc_error, %{code: 3, error_abi: "InsufficientBalance(uint256,uint256)", error_params: [requested, available]}}} ->
    {:insufficient, requested, available}

  {:error, {:rpc_error, %{code: 3, data: hex_data}}} ->
    # Custom error not in :errors list (or :errors omitted) — fall back
    # to the hex-mirrored revert payload and decode out-of-band.
    # `Onchain.ABI.decode_hex_error/2` expects 0x hex, which is exactly :data.
    Onchain.ABI.decode_hex_error(hex_data, ["MyError(uint256)"])

  {:error, {:rpc_error, %{message: msg}}} ->
    {:rpc, msg}
end

  



    

  
    
      
    
    
      eth_call!(address, data, opts \\ [])



        
          
        

    

  


  

      

          @spec eth_call!(String.t() | binary(), String.t(), keyword()) :: String.t()


      


Execute a read-only contract call. Raises on error.
Parameters
	address - Contract address as 0x hex string or 20-byte binary (value)
	data - 0x-prefixed hex-encoded calldata (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Raw 0x-prefixed hex response (string)
# descripex:contract
%{
  params: %{
    data: %{description: "0x-prefixed hex-encoded calldata", kind: :value},
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    address: %{
      description: "Contract address as 0x hex string or 20-byte binary",
      kind: :value
    }
  },
  returns: %{type: :string, description: "Raw 0x-prefixed hex response"}
}

  



    

  
    
      
    
    
      eth_capabilities(opts \\ [])



        
          
        

    

  


  

      

          @spec eth_capabilities(Keyword.t()) ::
  {:ok, Onchain.RPC.Capabilities.t()} | {:error, term()}


      


Returns the node's head and resource-retention capabilities.
Examples
iex> {:ok, capabilities} = Onchain.RPC.eth_capabilities()
iex> {capabilities.head.number, capabilities.blocks.oldest_block}
{42, 0}

  



    

  
    
      
    
    
      eth_chain_id(opts \\ [])



        
          
        

    

  


  

      

          @spec eth_chain_id(Keyword.t()) :: {:ok, non_neg_integer()} | {:error, term()}


      


RPC to get the current chain id.
Docs: https://ethereum.org/en/developers/docs/apis/json-rpc/#eth_chainid
Examples
iex> Onchain.RPC.eth_chain_id()
{:ok, 0x22}

  



    

  
    
      
    
    
      eth_config(opts \\ [])



        
          
        

    

  


  

      

          @spec eth_config(Keyword.t()) ::
  {:ok, Onchain.RPC.Configuration.t()} | {:error, term()}


      


Returns the current, next, and last configured Ethereum forks reported by the node.
Examples
iex> {:ok, config} = Onchain.RPC.eth_config()
iex> {config.current.chain_id, config.current.fork_id}
{1, <<7, 201, 70, 46>>}

  



    

  
    
      
    
    
      eth_estimate_gas(tx_params, opts \\ [])



        
          
        

    

  


  

      

          @spec eth_estimate_gas(map(), keyword()) ::
  {:ok, non_neg_integer()} | {:error, term()}


      


Estimate the gas a transaction would consume.
Parameters
	tx_params - Transaction-params map with atom keys. Recognized: :from, :to, :data, :value, :gas, :gas_price, :max_fee_per_gas, :max_priority_fee_per_gas, :access_list. Absent keys are omitted from the call object. (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Estimated gas units as an integer ({:ok, non_neg_integer()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    tx_params: %{
      description: "Transaction-params map with atom keys. Recognized: :from, :to, :data, :value, :gas, :gas_price, :max_fee_per_gas, :max_priority_fee_per_gas, :access_list. Absent keys are omitted from the call object.",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, non_neg_integer()} | {:error, term()}",
    description: "Estimated gas units as an integer"
  }
}

  



    

  
    
      
    
    
      eth_estimate_gas!(tx_params, opts \\ [])



        
          
        

    

  


  

      

          @spec eth_estimate_gas!(map(), keyword()) :: non_neg_integer()


      


Estimate the gas a transaction would consume. Raises on error.
Parameters
	tx_params - Transaction-params map with atom keys (see eth_estimate_gas/2) (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Estimated gas units (integer)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    tx_params: %{
      description: "Transaction-params map with atom keys (see eth_estimate_gas/2)",
      kind: :value
    }
  },
  returns: %{type: :integer, description: "Estimated gas units"}
}

  



    

  
    
      
    
    
      eth_get_block_receipts(block, opts \\ [])



        
          
        

    

  


  

      

          @spec eth_get_block_receipts(integer() | String.t(), Keyword.t()) ::
  {:ok, [Onchain.Receipt.t()] | nil} | {:error, term()}


      


Returns every receipt in the block identified by number, tag, or hash.
Defined by execution-apis v1.0.0-beta.7 (src/eth/block.yaml,
eth_getBlockReceipts). Each receipt is decoded by
Onchain.Receipt.deserialize/1, the same decoder as get_trx_receipt/2.
A null result is {:ok, nil}.

  



    

  
    
      
    
    
      eth_get_block_transaction_count_by_hash(block_hash, opts \\ [])



        
          
        

    

  


  

      

          @spec eth_get_block_transaction_count_by_hash(String.t(), Keyword.t()) ::
  {:ok, non_neg_integer() | nil} | {:error, term()}


      


Returns how many transactions are in the block identified by block_hash.
Defined by execution-apis v1.0.0-beta.7 (src/eth/block.yaml,
eth_getBlockTransactionCountByHash). The result is a hex quantity, or
null when the node does not know the block.
Examples
iex> Onchain.RPC.eth_get_block_transaction_count_by_hash("0x" <> String.duplicate("cd", 32))
{:ok, 2}

  



    

  
    
      
    
    
      eth_get_block_transaction_count_by_number(block, opts \\ [])



        
          
        

    

  


  

      

          @spec eth_get_block_transaction_count_by_number(integer() | String.t(), Keyword.t()) ::
  {:ok, non_neg_integer() | nil} | {:error, term()}


      


Returns how many transactions are in the block identified by number or tag.
Defined by execution-apis v1.0.0-beta.7 (src/eth/block.yaml,
eth_getBlockTransactionCountByNumber). The result is a hex quantity, or
null when the node does not know the block.
Examples
iex> Onchain.RPC.eth_get_block_transaction_count_by_number("latest")
{:ok, 2}

  



    

  
    
      
    
    
      eth_get_code(address, opts \\ [])



        
          
        

    

  


  

      

          @spec eth_get_code(String.t() | binary(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      


Fetch contract bytecode at an address (eth_getCode).
Parameters
	address - Account address as 0x hex string or 20-byte binary (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
0x-prefixed bytecode hex string, or "0x" for EOA addresses ({:ok, hex_string} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    address: %{
      description: "Account address as 0x hex string or 20-byte binary",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, hex_string} | {:error, term}",
    description: "0x-prefixed bytecode hex string, or \"0x\" for EOA addresses",
    example: "\"0x\" for EOAs, \"0x6080604052...\" for contracts"
  }
}

  



    

  
    
      
    
    
      eth_get_code!(address, opts \\ [])



        
          
        

    

  


  

      

          @spec eth_get_code!(String.t() | binary(), keyword()) :: String.t()


      


Fetch contract bytecode at an address. Raises on error.
Parameters
	address - Account address as 0x hex string or 20-byte binary (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
0x-prefixed bytecode hex string (string)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    address: %{
      description: "Account address as 0x hex string or 20-byte binary",
      kind: :value
    }
  },
  returns: %{type: :string, description: "0x-prefixed bytecode hex string"}
}

  



    

  
    
      
    
    
      eth_get_logs(filter, opts \\ [])



        
          
        

    

  


  

      

          @spec eth_get_logs(map(), Keyword.t()) ::
  {:ok, [Onchain.Filter.Log.t()]} | {:error, term()}


      


Stateless eth_getLogs query.
Accepts the execution-apis filter object: a block range (fromBlock /
toBlock) or a mutually exclusive blockHash, plus optional address and
topics. Logs are decoded with Onchain.Filter.Log, the same decoder
Onchain.Filter and get_filter_logs/2 use. That decoder expects the
mined-log fields (block hash, block number, and transaction hash present).
Examples
iex> {:ok, [log]} = Onchain.RPC.eth_get_logs(%{from_block: 16, to_block: 16})
iex> log.block_number
16

  



    

  
    
      
    
    
      eth_get_proof(address, storage_keys, opts \\ [])



        
          
        

    

  


  

      

          @spec eth_get_proof(String.t() | binary(), [String.t()], keyword()) ::
  {:ok, Onchain.RPC.Proof.t()} | {:error, term()}


      


Fetches an EIP-1186 account and storage proof as Onchain.RPC.Proof.
Defined by execution-apis v1.0.0-beta.7. Keys are hex strings of 1 to 64
digits, left-padded to 32 bytes on the wire;
:block selects a block number or tag (default "latest"). Quantities decode
to integers and addresses, hashes and proof nodes to bytes. No local Merkle
verification is performed.
Observed 2026-10-01: Alchemy mainnet served DAI proofs at latest, block
18,000,000 and block 1 (before deployment, with empty storage proof nodes).
The archive node served latest but refused both historical blocks with
-32602, "distance to target block exceeds maximum proof window".
Availability is endpoint-specific; node refusals propagate unchanged.
See docs/state-read-portability.md for verbatim evidence.

  



    

  
    
      
    
    
      eth_get_storage_at(address, slot, opts \\ [])



        
          
        

    

  


  

      

          @spec eth_get_storage_at(String.t() | binary(), String.t(), keyword()) ::
  {:ok, <<_::256>>} | {:error, term()}


      


Reads a 32-byte storage word via eth_getStorageAt (execution-apis v1.0.0-beta.7).
Accepts a hex slot of up to 32 bytes, including leading zeroes. :block selects
a block number or tag (default "latest"). Returns raw bytes.
Observed 2026-10-01: Alchemy mainnet and the archive node returned DAI slot 1
at block 18,000,000; Alchemy also returned zero at block 1 (before deployment).
This does not establish an unlimited history guarantee. Verbatim responses
and refusals are recorded in docs/state-read-portability.md.

  



    

  
    
      
    
    
      eth_get_transaction_by_block_hash_and_index(block_hash, transaction_index, opts \\ [])



        
          
        

    

  


  

      

          @spec eth_get_transaction_by_block_hash_and_index(
  String.t(),
  non_neg_integer() | String.t(),
  Keyword.t()
) :: {:ok, Onchain.Transaction.Info.t()} | {:error, term()}


      


Returns the transaction at transaction_index in the block identified by block_hash.
Defined by execution-apis v1.0.0-beta.7 (src/eth/transaction.yaml,
eth_getTransactionByBlockHashAndIndex). Same envelope as
eth_get_transaction_by_hash/2. A null result is {:error, :not_found}.

  



    

  
    
      
    
    
      eth_get_transaction_by_block_number_and_index(block, transaction_index, opts \\ [])



        
          
        

    

  


  

      

          @spec eth_get_transaction_by_block_number_and_index(
  integer() | String.t(),
  non_neg_integer() | String.t(),
  Keyword.t()
) :: {:ok, Onchain.Transaction.Info.t()} | {:error, term()}


      


Returns the transaction at transaction_index in the block identified by number or tag.
Defined by execution-apis v1.0.0-beta.7 (src/eth/transaction.yaml,
eth_getTransactionByBlockNumberAndIndex). Same envelope as
eth_get_transaction_by_hash/2. A null result is {:error, :not_found}.

  



    

  
    
      
    
    
      eth_get_transaction_by_hash(tx_hash, opts \\ [])



        
          
        

    

  


  

      

          @spec eth_get_transaction_by_hash(String.t(), Keyword.t()) ::
  {:ok, Onchain.Transaction.Info.t()} | {:error, term()}


      


Returns the transaction identified by tx_hash.
Defined by execution-apis v1.0.0-beta.7 (src/eth/transaction.yaml,
eth_getTransactionByHash). The result is a Onchain.Transaction.Info
envelope: inclusion metadata plus the typed transaction from
Vn.from_json/1. Block fields are nil when the transaction is pending.
block_timestamp is also nil when the node omits blockTimestamp
(Alchemy mainnet sometimes does, observed 2026-10-01).
A null result is {:error, :not_found}.

  



    

  
    
      
    
    
      eth_send_raw_transaction(data, opts \\ [])



        
          
        

    

  


  

      

          @spec eth_send_raw_transaction(String.t(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      


Broadcast a signed transaction.
Parameters
	data - 0x-prefixed hex-encoded signed transaction (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Transaction hash as 0x hex string ({:ok, tx_hash} | {:error, term})
# descripex:contract
%{
  params: %{
    data: %{
      description: "0x-prefixed hex-encoded signed transaction",
      kind: :value
    },
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, tx_hash} | {:error, term}",
    description: "Transaction hash as 0x hex string",
    example: "0xabc123..."
  }
}

  



    

  
    
      
    
    
      eth_send_raw_transaction!(data, opts \\ [])



        
          
        

    

  


  

      

          @spec eth_send_raw_transaction!(String.t(), keyword()) :: String.t()


      


Broadcast a signed transaction. Raises on error.
Parameters
	data - 0x-prefixed hex-encoded signed transaction (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Transaction hash as 0x hex string (string)
# descripex:contract
%{
  params: %{
    data: %{
      description: "0x-prefixed hex-encoded signed transaction",
      kind: :value
    },
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    }
  },
  returns: %{type: :string, description: "Transaction hash as 0x hex string"}
}

  



    

  
    
      
    
    
      eth_syncing(opts \\ [])



        
          
        

    

  


  

      

          @spec eth_syncing(Keyword.t()) ::
  {:ok, false | Onchain.RPC.SyncStatus.t()} | {:error, term()}


      


Returns the node's sync status from eth_syncing.
execution-apis v1.0.0-beta.7 (src/eth/client.yaml, schema SyncingStatus)
defines one union: false when the node is not syncing, or a progress object
whose quantity fields are startingBlock, currentBlock, and highestBlock.
This decodes that union to false or %Onchain.RPC.SyncStatus{}.
Examples
iex> Onchain.RPC.eth_syncing()
{:ok, false}

  



    

  
    
      
    
    
      execute_trx(contract, call_data, opts \\ [])



        
          
        

    

  


  

      

          @spec execute_trx(<<_::160>>, binary() | {String.t(), [term()]}, Keyword.t()) ::
  {:ok, binary()} | {:error, term()}


      


Helper function to work with other Cartouche modules to get a nonce, sign a transction, and transmit it to the network.
If you need higher-level functionality, like manual nonce tracking, you may want to use the more granular function calls.
Options:
	gas_price - Set the base gas for the transaction, overrides all other gas prices listed below (default nil) [note: only compatible with V1 transaction]
	base_fee - Set the base price for the transaction, if nil, will use base gas price from eth_gasPrice call (default nil) [note: only compatible with V2 transactions]
	base_fee_buffer - Buffer for the gas price when estimating gas (default: 1.2 = 120%) [note: only compatible with V2 transactions]
	priority_fee - Additional gas to send as a priority fee. (default: {0, :gwei}) [note: only compatible with V2 transactions]
	gas_limit - Set the gas limit for the transaction (default: calls eth_estimateGas)
	gas_buffer - Buffer if estimating gas limit (default: 1.5 = 150%)
	value - Value to provide with transaction in wei (default: 0)
	nonce - Nonce to send with transaction. (default: lookup via eth_transactionCount)
	verify - Verify the function is likely to succeed (default: true)
	trx_type - :v1 for V1 (pre-EIP-1559 transactions), :v2 for V2 (EIP-1559) transactions, and nil for auto-detect.

  Note: if we don't verify, then estimateGas will likely fail if the transaction were to fail.
    To prevent this, `gas_limit` should always be supplied when `verify` is set to false.
Examples
iex> signer_proc = Onchain.Test.Signer.start_signer()
iex> {:ok, trx_id} = Onchain.RPC.execute_trx(<<1::160>>, {"baz(uint,address)", [50, :binary.decode_unsigned(<<1::160>>)]}, gas_price: {50, :gwei}, value: 0, signer: signer_proc)
iex> <<nonce::integer-size(8), gas_price::integer-size(64), gas_limit::integer-size(24), to::binary>> = trx_id
iex> {nonce, gas_price, gas_limit, to}
{4, 50000000000, 20, <<1::160>>}

iex> signer_proc = Onchain.Test.Signer.start_signer()
iex> Onchain.RPC.execute_trx(<<10::160>>, {"baz(uint,address)", [50, <<1::160>> |> :binary.decode_unsigned]}, gas_price: {50, :gwei}, gas_limit: 100_000, value: 0, nonce: 10, signer: signer_proc)
{:error, %{code: 3, message: "execution reverted", revert: <<61, 115, 139, 46>>}}

iex> # Set base fee and priority fee (v2)
iex> signer_proc = Onchain.Test.Signer.start_signer()
iex> {:ok, trx_id} = Onchain.RPC.execute_trx(<<10::160>>, {"baz(uint,address)", [50, <<1::160>> |> :binary.decode_unsigned]}, base_fee: {1, :gwei}, priority_fee: {3, :gwei}, gas_limit: 100_000, value: 0, nonce: 10, verify: false, signer: signer_proc)
iex> <<nonce::integer-size(8), max_priority_fee_per_gas::integer-size(64), max_fee_per_gas::integer-size(64), gas_limit::integer-size(24), to::binary>> = trx_id
iex> {nonce, max_priority_fee_per_gas, max_fee_per_gas, gas_limit, to}
{10, 3000000000, 4000000000, 100000, <<10::160>>}

  



    

  
    
      
    
    
      fee_history(opts \\ [])



        
          
        

    

  


  

      

          @spec fee_history(Keyword.t() | pos_integer()) ::
  {:ok, Onchain.FeeHistory.t()} | {:error, term()}


      


RPC call to call to get the Eip-1559 fee history data.
Examples
iex> Onchain.RPC.fee_history()
{:ok, %Onchain.FeeHistory{
  base_fee_per_gas: [20566340803, 20460504186, 19629790325, 19239635811, 19090900440, 19048391846],
  gas_used_ratio: [0.4794155666666667, 0.3375966, 0.42049746666666665, 0.4690773, 0.49109343333333333],
  oldest_block: 16607861,
  reward: [[1000000000, 1000000000, 1500000000], [1000000000, 1000000000, 2000000000], [1000000000, 1000000000, 1000000000], [780000000, 1000000000, 2000000000], [1000000000, 1000000000, 1500000000]]
}}

  



  
    
      
    
    
      fee_history(block_count, opts)



        
          
        

    

  


  

      

          @spec fee_history(pos_integer(), keyword()) ::
  {:ok, Onchain.FeeHistory.t()} | {:error, term()}


      


Fetch base-fee history and per-block priority-fee percentiles (eth_feeHistory).
Parameters
	block_count - Number of recent blocks to query, 1..1024 (EIP-1474 cap) (value)
	opts - Options: :newest_block (default "latest"), :reward_percentiles (default [50] — list of ints 0..100, monotonically non-decreasing), :rpc_url, :timeout (default: [], value)

Returns
Deserialized fee history struct: oldest_block, base_fee_per_gas (block_count + 1 entries), gas_used_ratio, reward (block_count rows × length(reward_percentiles) cols) ({:ok, Onchain.FeeHistory.t()} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :newest_block (default \"latest\"), :reward_percentiles (default [50] — list of ints 0..100, monotonically non-decreasing), :rpc_url, :timeout",
      kind: :value
    },
    block_count: %{
      description: "Number of recent blocks to query, 1..1024 (EIP-1474 cap)",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, Onchain.FeeHistory.t()} | {:error, term}",
    description: "Deserialized fee history struct: oldest_block, base_fee_per_gas (block_count + 1 entries), gas_used_ratio, reward (block_count rows × length(reward_percentiles) cols)"
  }
}

  



    

  
    
      
    
    
      fee_history!(block_count, opts \\ [])



        
          
        

    

  


  

      

          @spec fee_history!(pos_integer(), keyword()) :: Onchain.FeeHistory.t()


      


Fetch fee history. Raises on error.
Parameters
	block_count - Number of recent blocks to query, 1..1024 (value)
	opts - Options: :newest_block, :reward_percentiles, :rpc_url, :timeout (default: [], value)

Returns
Deserialized fee history struct (Onchain.FeeHistory.t())
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :newest_block, :reward_percentiles, :rpc_url, :timeout",
      kind: :value
    },
    block_count: %{
      description: "Number of recent blocks to query, 1..1024",
      kind: :value
    }
  },
  returns: %{
    type: "Onchain.FeeHistory.t()",
    description: "Deserialized fee history struct"
  }
}

  



    

  
    
      
    
    
      fill_transaction(trx, opts \\ [])



        
          
        

    

  


  

      

          @spec fill_transaction(
  Onchain.Transaction.V1.t()
  | Onchain.Transaction.V2.t()
  | Onchain.Transaction.Call.t(),
  Keyword.t()
) :: {:ok, struct()} | {:error, term()}


      


RPC call to fill missing transaction fields via eth_fillTransaction.
The node populates nonce, gas, and fee fields and returns the completed
unsigned transaction. Spec-conforming nodes return a FillTransactionResult
carrying only tx; geth returns a {raw, tx} pair. Both shapes decode into a
Onchain.Transaction struct.
Decoding prefers the tx object execution-apis requires over geth's
additional raw field, because raw serializes an unsigned transaction in
the signed wire format and so cannot be told apart from a signed one.
A typed envelope's unsigned form is nil signature fields; a legacy one keeps
the chain id in v with r/s zero.
Legacy fills need a chain id, which Onchain.Transaction.V1 holds in v
until a signature replaces it. geth omits chainId from an unsigned legacy
result; pass chain_id: to supply it. Without it — from either side — the
call errors rather than return a transaction that would sign to the wrong
address, and so does a chain_id: that disagrees with the one the response
names: Onchain.Signer takes the chain id from its caller rather than from
the struct, so a disagreement signs a digest the encoded payload does not
match.
Examples
iex> {:ok, trx} =
...>   Onchain.Transaction.V1.new(1, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, :kovan)
...>   |> Onchain.RPC.fill_transaction()
iex> trx.nonce
1

  



    

  
    
      
    
    
      gas_price(opts \\ [])



        
          
        

    

  


  

      

          @spec gas_price(Keyword.t()) :: {:ok, non_neg_integer()} | {:error, term()}


      


RPC call to call to get the current gas price.
Examples
iex> Onchain.RPC.gas_price()
{:ok, 1000000000}

  



    

  
    
      
    
    
      get_balance(address, opts \\ [])



        
          
        

    

  


  

      

          @spec get_balance(binary(), Keyword.t()) ::
  {:ok, non_neg_integer()} | {:error, term()}


      


RPC to get an account's eth balance.
Docs: https://ethereum.org/en/developers/docs/apis/json-rpc/#eth_getbalance
Examples
iex> Onchain.RPC.get_balance(~h[0x0000000000000000000000000000000000000001])
{:ok, 0x55}

  



    

  
    
      
    
    
      get_balance!(address, opts \\ [])



        
          
        

    

  


  

      

          @spec get_balance!(String.t() | binary(), keyword()) :: non_neg_integer()


      


Get the ETH balance of an address in wei. Raises on error.
Parameters
	address - Account address as 0x hex string or 20-byte binary (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Balance in wei (non_neg_integer)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    address: %{
      description: "Account address as 0x hex string or 20-byte binary",
      kind: :value
    }
  },
  returns: %{type: :non_neg_integer, description: "Balance in wei"}
}

  



    

  
    
      
    
    
      get_block_access_list(block, opts \\ [])



        
          
        

    

  


  

      

          @spec get_block_access_list(integer() | String.t(), keyword()) ::
  {:ok, [map()] | nil} | {:error, term()}


      


Fetch an EIP-7928 block access list (eth_getBlockAccessList).
Parameters
	block - Block number, tag, or 0x-prefixed 32-byte block hash (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Raw camelCase EIP-7928 account-access entries, or nil when unavailable ({:ok, [map] | nil} | {:error, term})
# descripex:contract
%{
  params: %{
    block: %{
      description: "Block number, tag, or 0x-prefixed 32-byte block hash",
      kind: :value
    },
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, [map] | nil} | {:error, term}",
    description: "Raw camelCase EIP-7928 account-access entries, or nil when unavailable"
  }
}

  



    

  
    
      
    
    
      get_block_access_list!(block, opts \\ [])



        
          
        

    

  


  

      

          @spec get_block_access_list!(integer() | String.t(), keyword()) :: [map()] | nil


      


Fetch an EIP-7928 block access list. Raises on error.
Parameters
	block - Block number, tag, or 0x-prefixed 32-byte block hash (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Raw camelCase account-access entries or nil ([map] | nil)
# descripex:contract
%{
  params: %{
    block: %{
      description: "Block number, tag, or 0x-prefixed 32-byte block hash",
      kind: :value
    },
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    }
  },
  returns: %{
    type: "[map] | nil",
    description: "Raw camelCase account-access entries or nil"
  }
}

  



    

  
    
      
    
    
      get_block_by_hash(block_hash, opts \\ [])



        
          
        

    

  


  

      

          @spec get_block_by_hash(binary(), Keyword.t()) ::
  {:ok, Onchain.Block.t() | nil} | {:error, term()}


      


RPC to get a block by its block hash.
Docs: https://ethereum.org/en/developers/docs/apis/json-rpc/#eth_getblockbyhash
Examples
iex> Onchain.RPC.get_block_by_hash(~h[0xdc0818cf78f21a8e70579cb46a43643f78291264dda342ae31049421c82d21ae])
{:ok, %Onchain.Block{
  difficulty: 0x4ea3f27bc,
  extra_data: ~h[0x476574682f4c5649562f76312e302e302f6c696e75782f676f312e342e32],
  gas_limit: 0x1388,
  gas_used: 0x0,
  hash: ~h[0xdc0818cf78f21a8e70579cb46a43643f78291264dda342ae31049421c82d21ae],
  logs_bloom: ~h[0x00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000],
  miner: ~h[0xbb7b8287f3f0a933474a79eae42cbca977791171],
  mix_hash: ~h[0x4fffe9ae21f1c9e15207b1f472d5bbdd68c9595d461666602f2be20daf5e7843],
  nonce: 0x689056015818adbe,
  number: 0x1b4,
  parent_hash: ~h[0xe99e022112df268087ea7eafaf4790497fd21dbeeb6bd7a1721df161a6657a54],
  receipts_root: ~h[0x56e81f171bcc55a6ff8345e692c0f86e5b48e01b996cadc001622fb5e363b421],
  sha3_uncles: ~h[0x1dcc4de8dec75d7aab85b567b6ccd41ad312451b948a7413f0a142fd40d49347],
  size: 0x220,
  state_root: ~h[0xddc8b0234c2e0cad087c8b389aa7ef01f7d79b2570bccb77ce48648aa61c904d],
  timestamp: 0x55ba467c,
  total_difficulty: 0x78ed983323d,
  transactions: [],
  transactions_root: ~h[0x56e81f171bcc55a6ff8345e692c0f86e5b48e01b996cadc001622fb5e363b421],
  uncles: [],
  base_fee_per_gas: nil,
  withdrawals_root: nil,
  withdrawals: nil,
  parent_beacon_block_root: nil,
  blob_gas_used: nil,
  excess_blob_gas: nil
}}
Options
	:include_transaction_details — when true, the node returns full transaction
objects in transactions; when false (default), just hashes. Forwarded to
eth_getBlockByHash as the second wire param (real nodes reject single-param
calls with -32602 Invalid params). Note: Onchain.Block.deserialize/1
decodes full transaction objects when requested and retains hashes otherwise.

Plus any option accepted by send_rpc/3 (e.g. :ethereum_node, :timeout, :req_options).

  



    

  
    
      
    
    
      get_block_by_number(block_number, opts \\ [])



        
          
        

    

  


  

      

          @spec get_block_by_number(non_neg_integer() | String.t(), Keyword.t()) ::
  {:ok, Onchain.Block.t() | nil} | {:error, term()}


      


RPC to get a block by its block number.
Docs: https://ethereum.org/en/developers/docs/apis/json-rpc/#eth_getblockbynumber
Examples
iex> Onchain.RPC.get_block_by_number(55)
{:ok, %Onchain.Block{
  difficulty: 0x4ea3f27bc,
  extra_data: ~h[0x476574682f4c5649562f76312e302e302f6c696e75782f676f312e342e32],
  gas_limit: 0x1388,
  gas_used: 0x0,
  hash: ~h[0xdc0818cf78f21a8e70579cb46a43643f78291264dda342ae31049421c82d21ae],
  logs_bloom: ~h[0x00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000],
  miner: ~h[0xbb7b8287f3f0a933474a79eae42cbca977791171],
  mix_hash: ~h[0x4fffe9ae21f1c9e15207b1f472d5bbdd68c9595d461666602f2be20daf5e7843],
  nonce: 0x689056015818adbe,
  number: 0x1b4,
  parent_hash: ~h[0xe99e022112df268087ea7eafaf4790497fd21dbeeb6bd7a1721df161a6657a54],
  receipts_root: ~h[0x56e81f171bcc55a6ff8345e692c0f86e5b48e01b996cadc001622fb5e363b421],
  sha3_uncles: ~h[0x1dcc4de8dec75d7aab85b567b6ccd41ad312451b948a7413f0a142fd40d49347],
  size: 0x220,
  state_root: ~h[0xddc8b0234c2e0cad087c8b389aa7ef01f7d79b2570bccb77ce48648aa61c904d],
  timestamp: 0x55ba467c,
  total_difficulty: 0x78ed983323d,
  transactions: [],
  transactions_root: ~h[0x56e81f171bcc55a6ff8345e692c0f86e5b48e01b996cadc001622fb5e363b421],
  uncles: [],
  base_fee_per_gas: nil,
  withdrawals_root: nil,
  withdrawals: nil,
  parent_beacon_block_root: nil,
  blob_gas_used: nil,
  excess_blob_gas: nil
}}
Options
	:include_transaction_details — when true, the node returns full transaction
objects in transactions; when false (default), just hashes. Forwarded to
eth_getBlockByNumber as the second wire param. Note: Onchain.Block.deserialize/1
decodes full transaction objects when requested and retains hashes otherwise.

Plus any option accepted by send_rpc/3 (e.g. :ethereum_node, :timeout, :req_options).

  



    

  
    
      
    
    
      get_block_by_number!(block_id, opts \\ [])



        
          
        

    

  


  

      

          @spec get_block_by_number!(integer() | String.t(), keyword()) ::
  Onchain.Block.t() | nil


      


Fetch a block by number or tag. Raises on error.
Parameters
	block_id - Block number (integer) or tag string (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Decoded Onchain.Block struct (map | nil)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    block_id: %{
      description: "Block number (integer) or tag string",
      kind: :value
    }
  },
  returns: %{type: "map | nil", description: "Decoded Onchain.Block struct"}
}

  



    

  
    
      
    
    
      get_code(address, opts \\ [])



        
          
        

    

  


  

      

          @spec get_code(binary(), Keyword.t()) :: {:ok, binary()} | {:error, term()}


      


RPC call to get code for a contract at an address.
Examples
iex> Onchain.RPC.get_code(<<1::160>>)
{:ok, <<0x11, 0x22, 0x33>>}

  



    

  
    
      
    
    
      get_filter_logs(filter_id, opts \\ [])



        
          
        

    

  


  

      

          @spec get_filter_logs(String.t(), Keyword.t()) ::
  {:ok, [Onchain.Filter.Log.t()]} | {:error, term()}


      


RPC call to fetch the full log backlog for a filter.
Examples
iex> {:ok, [log]} = Onchain.RPC.get_filter_logs("0xf11735")
iex> log.address
<<181, 165, 242, 38, 148, 53, 44, 21, 176, 3, 35, 132, 74, 213, 69, 171, 178, 177, 16, 40>>

  



    

  
    
      
    
    
      get_nonce(account, opts \\ [])



        
          
        

    

  


  

      

          @spec get_nonce(<<_::160>>, Keyword.t()) ::
  {:ok, non_neg_integer()} | {:error, term()}


      


RPC call to get account nonce.
Examples
iex> use Onchain.Hex
iex> Onchain.RPC.get_nonce(~h[0x407d73d8a49eeb85d32cf465507dd71d507100c1])
{:ok, 4}

  



    

  
    
      
    
    
      get_transaction_count(address, opts \\ [])



        
          
        

    

  


  

      

          @spec get_transaction_count(binary(), Keyword.t()) ::
  {:ok, non_neg_integer()} | {:error, term()}


      


RPC to get an account's transaction count (i.e. nonce)
Docs: https://ethereum.org/en/developers/docs/apis/json-rpc/#eth_gettransactioncount
Examples
iex> Onchain.RPC.get_transaction_count(~h[0x0000000000000000000000000000000000000001])
{:ok, 0x4}

  



    

  
    
      
    
    
      get_transaction_count!(address, opts \\ [])



        
          
        

    

  


  

      

          @spec get_transaction_count!(String.t() | binary(), keyword()) :: non_neg_integer()


      


Get the transaction count (nonce) of an address. Raises on error.
Parameters
	address - Account address as 0x hex string or 20-byte binary (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Transaction count (nonce) (non_neg_integer)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    address: %{
      description: "Account address as 0x hex string or 20-byte binary",
      kind: :value
    }
  },
  returns: %{type: :non_neg_integer, description: "Transaction count (nonce)"}
}

  



    

  
    
      
    
    
      get_transaction_receipt(tx_hash, opts \\ [])



        
          
        

    

  


  

      

          @spec get_transaction_receipt(String.t(), keyword()) ::
  {:ok, Onchain.Receipt.t() | nil} | {:error, term()}


      


Get a transaction receipt by hash (eth_getTransactionReceipt).
Parameters
	tx_hash - 0x-prefixed hex transaction hash (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Onchain.Receipt struct, or nil if the transaction is pending/unknown ({:ok, map | nil} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    tx_hash: %{description: "0x-prefixed hex transaction hash", kind: :value}
  },
  returns: %{
    type: "{:ok, map | nil} | {:error, term}",
    description: "Onchain.Receipt struct, or nil if the transaction is pending/unknown"
  }
}

  



    

  
    
      
    
    
      get_transaction_receipt!(tx_hash, opts \\ [])



        
          
        

    

  


  

      

          @spec get_transaction_receipt!(String.t(), keyword()) :: Onchain.Receipt.t() | nil


      


Get a transaction receipt by hash. Raises on error.
Parameters
	tx_hash - 0x-prefixed hex transaction hash (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Onchain.Receipt struct or nil (map | nil)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    tx_hash: %{description: "0x-prefixed hex transaction hash", kind: :value}
  },
  returns: %{type: "map | nil", description: "Onchain.Receipt struct or nil"}
}

  



    

  
    
      
    
    
      get_trx_receipt(trx_id, opts \\ [])



        
          
        

    

  


  

      

          @spec get_trx_receipt(binary() | String.t(), Keyword.t()) ::
  {:ok, Onchain.Receipt.t() | nil} | {:error, term()}


      


RPC call to get a transaction receipt. Note, this will return {:ok, %Onchain.Receipt{}} or {:ok, nil} if the
receipt is not yet available.
Examples
iex> Onchain.RPC.get_trx_receipt(~h[0x85d995eba9763907fdf35cd2034144dd9d53ce32cbec21349d4b12823c6860c5])
{:ok,
  %Onchain.Receipt{
    transaction_hash: ~h[0x85d995eba9763907fdf35cd2034144dd9d53ce32cbec21349d4b12823c6860c5],
    transaction_index: 0x66,
    block_hash: ~h[0xa957d47df264a31badc3ae823e10ac1d444b098d9b73d204c40426e57f47e8c3],
    block_number: 0xeff35f,
    from: ~h[0x6221a9c005f6e47eb398fd867784cacfdcfff4e7],
    to: ~h[0xc02aaa39b223fe8d0a0e5c4f27ead9083c756cc2],
    cumulative_gas_used: 0xa12515,
    effective_gas_price: 0x5a9c688d4,
    gas_used: 0xb4c8,
    contract_address: nil,
    logs: [
      %Onchain.Filter.Log{
        log_index: 1,
        block_number: 0x01b4,
        block_hash: ~h[0xaa8216c5785ac562ff41e2dcfdf5785ac562ff41e2dcfdf829c5a142f1fccd7d],
        transaction_hash: ~h[0xaadf829c5a142f1fccd7d8216c5785ac562ff41e2dcfdf5785ac562ff41e2dcf],
        transaction_index: 0,
        address: ~h[0x16c5785ac562ff41e2dcfdf829c5a142f1fccd7d],
        data: ~h[0x0000000000000000000000000000000000000000000000000000000000000000],
        topics: [
          ~h[0x59ebeb90bc63057b6515673c3ecf9438e5058bca0f92585014eced636878c9a5]
        ]
      }
    ],
    logs_bloom: ~h[0x00000000000000000000000000000000000000000000000000000000000000010000000000000000000000000000000000000000000000000000000000000001000000000000000000000000000000000000000000000000000000000000000100000000000000000000000000000000000000000000000000000000000000010000000000000000000000000000000000000000000000000000000000000001000000000000000000000000000000000000000000000000000000000000000100000000000000000000000000000000000000000000000000000000000000010000000000000000000000000000000000000000000000000000000000000001],
    type: 0x02,
    status: 0x01,
  }
}

iex> Onchain.RPC.get_trx_receipt("0x85d995eba9763907fdf35cd2034144dd9d53ce32cbec21349d4b12823c6860c5")
{:ok,
  %Onchain.Receipt{
    transaction_hash: ~h[0x85d995eba9763907fdf35cd2034144dd9d53ce32cbec21349d4b12823c6860c5],
    transaction_index: 0x66,
    block_hash: ~h[0xa957d47df264a31badc3ae823e10ac1d444b098d9b73d204c40426e57f47e8c3],
    block_number: 0xeff35f,
    from: ~h[0x6221a9c005f6e47eb398fd867784cacfdcfff4e7],
    to: ~h[0xc02aaa39b223fe8d0a0e5c4f27ead9083c756cc2],
    cumulative_gas_used: 0xa12515,
    effective_gas_price: 0x5a9c688d4,
    gas_used: 0xb4c8,
    contract_address: nil,
    logs: [
      %Onchain.Filter.Log{
        log_index: 1,
        block_number: 0x01b4,
        block_hash: ~h[0xaa8216c5785ac562ff41e2dcfdf5785ac562ff41e2dcfdf829c5a142f1fccd7d],
        transaction_hash: ~h[0xaadf829c5a142f1fccd7d8216c5785ac562ff41e2dcfdf5785ac562ff41e2dcf],
        transaction_index: 0,
        address: ~h[0x16c5785ac562ff41e2dcfdf829c5a142f1fccd7d],
        data: ~h[0x0000000000000000000000000000000000000000000000000000000000000000],
        topics: [
          ~h[0x59ebeb90bc63057b6515673c3ecf9438e5058bca0f92585014eced636878c9a5]
        ]
      }
    ],
    logs_bloom: ~h[0x00000000000000000000000000000000000000000000000000000000000000010000000000000000000000000000000000000000000000000000000000000001000000000000000000000000000000000000000000000000000000000000000100000000000000000000000000000000000000000000000000000000000000010000000000000000000000000000000000000000000000000000000000000001000000000000000000000000000000000000000000000000000000000000000100000000000000000000000000000000000000000000000000000000000000010000000000000000000000000000000000000000000000000000000000000001],
    type: 0x02,
    status: 0x01,
  }
}

iex> Onchain.RPC.get_trx_receipt("0xf9e69be4f1ae524854e14dc820c519d8f2b86e52c60e54448abf920d22fb6fe2")
{:ok, %Onchain.Receipt{
  transaction_hash: ~h[0xf9e69be4f1ae524854e14dc820c519d8f2b86e52c60e54448abf920d22fb6fe2],
  transaction_index: 0,
  block_hash: ~h[0x4bc3c26b1a599ced9876d9bf9a17c9bd58ec8b71a68e75335de7f2820e9336ca],
  block_number: 10493428,
  from: ~h[0xb03d1100c68e58aa1895f8c1f230c0851ff41851],
  to: ~h[0x9d8ec03e9ddb71f04da9db1e38837aaac1782a97],
  cumulative_gas_used: 222642,
  effective_gas_price: 1200000010,
  gas_used: 222642,
  contract_address: nil,
  logs: [
    %Onchain.Filter.Log{
      removed: false,
      log_index: 0,
      block_number: 10493428,
      block_hash: ~h[0x4bc3c26b1a599ced9876d9bf9a17c9bd58ec8b71a68e75335de7f2820e9336ca],
      transaction_hash: ~h[0xf9e69be4f1ae524854e14dc820c519d8f2b86e52c60e54448abf920d22fb6fe2],
      transaction_index: 0,
      address: ~h[0x9d8ec03e9ddb71f04da9db1e38837aaac1782a97],
      data: ~h[0x000000000000000000000000cb372382aa9a9e6f926714f4305afac4566f75380000000000000000000000000000000000000000000000000000000000000000],
      topics: [
        ~h[0x3ffe5de331422c5ec98e2d9ced07156f640bb51e235ef956e50263d4b28d3ae4],
        ~h[0x0000000000000000000000002326aba712500ae3114b664aeb51dba2c2fb416d],
        ~h[0x0000000000000000000000002326aba712500ae3114b664aeb51dba2c2fb416d]
      ]
    },
    %Onchain.Filter.Log{
      removed: false,
      log_index: 1,
      block_number: 10493428,
      block_hash: ~h[0x4bc3c26b1a599ced9876d9bf9a17c9bd58ec8b71a68e75335de7f2820e9336ca],
      transaction_hash: ~h[0xf9e69be4f1ae524854e14dc820c519d8f2b86e52c60e54448abf920d22fb6fe2],
      transaction_index: 0,
      address: ~h[0xcb372382aa9a9e6f926714f4305afac4566f7538],
      data: ~h[0x0000000000000000000000000000000000000000000000000000000000000000],
      topics: [
        ~h[0xe0d20d95fbbe7375f6edead77b5ce5c5b096e7dac85848c45c37a95eaf17fe62],
        ~h[0x0000000000000000000000009d8ec03e9ddb71f04da9db1e38837aaac1782a97],
        ~h[0x00000000000000000000000054f0a87eb5c8c8ba70243de1ac19e735b41b10a2],
        ~h[0x0000000000000000000000000000000000000000000000000000000000000000]
      ]
    },
    %Onchain.Filter.Log{
      removed: false,
      log_index: 2,
      block_number: 10493428,
      block_hash: ~h[0x4bc3c26b1a599ced9876d9bf9a17c9bd58ec8b71a68e75335de7f2820e9336ca],
      transaction_hash: ~h[0xf9e69be4f1ae524854e14dc820c519d8f2b86e52c60e54448abf920d22fb6fe2],
      transaction_index: 0,
      address: ~h[0xcb372382aa9a9e6f926714f4305afac4566f7538],
      data: <<>>,
      topics: [
        ~h[0x0000000000000000000000000000000000000000000000000000000000000055]
      ]
    }
  ],
  logs_bloom: ~h[0x00800000000000000000000400000000000000000000000000000000000000000000000000000000000000000000002000200040000000000000000200001000000000000000000000000000000000000000000000000000000000000010000000008000020000004000000200000800000000000000000000220000000000000000000000000800000000000400000000000000000000000000000000000000000000040000000000008000008000000000000000000000000000000004000000800000000000004000000000000000000000000000000004080000000020000000000000000080000000000000000000000000000000000000000000000000],
  type: 0,
  status: 1
}}

iex> Onchain.RPC.get_trx_receipt(<<1::256>>)
{:error, "failed to decode `eth_getTransactionReceipt` response: %FunctionClauseError{module: Onchain.Hex, function: :decode_hex_, arity: 1, kind: nil, args: nil, clauses: nil}"}

iex> Onchain.RPC.get_trx_receipt(<<1::256>>, verbose: true)
{:error, "failed to decode `eth_getTransactionReceipt` response: %FunctionClauseError{module: Onchain.Hex, function: :decode_hex_, arity: 1, kind: nil, args: nil, clauses: nil}"}

iex> Onchain.RPC.get_trx_receipt(<<2::256>>)
{:ok, nil}

  



    

  
    
      
    
    
      max_priority_fee_per_gas(opts \\ [])



        
          
        

    

  


  

      

          @spec max_priority_fee_per_gas(Keyword.t()) ::
  {:ok, non_neg_integer()} | {:error, term()}


      


RPC call to call to get the current max priority fee per gas.
Examples
iex> Onchain.RPC.max_priority_fee_per_gas()
{:ok, 1000000001}

  



    

  
    
      
    
    
      net_listening(opts \\ [])



        
          
        

    

  


  

      

          @spec net_listening(Keyword.t()) :: {:ok, boolean()} | {:error, term()}


      


Returns whether the node is listening for peer connections (net_listening).
net_listening is not in any tagged execution-apis release. It landed on
main after v1.0.0-beta.7 in commit 7c58b32 (#843, 2026-08-24). This
wrapper does not make the method standard.
Observed 2026-10-01 on the hosted lanes from the multi-endpoint seam: Alchemy
(ETHEREUM_ALCHEMY_URL) and Infura (ETHEREUM_INFURA_URL) both answered
HTTP 200 with JSON true. Neither lane refused the method.
A refusing endpoint's JSON-RPC error is classified by send_rpc/3, not by a
per-method probe. -32601, and -32600 whose message says the method is
unsupported or not available, become
{:error, {:method_not_found, map}}. A plan-disabled namespace becomes
{:error, {:namespace_unavailable, map}}. -32001 whose message says the
node is unable to complete the request becomes
{:error, {:unavailable, map}}.
Examples
iex> Onchain.RPC.net_listening()
{:ok, true}

  



    

  
    
      
    
    
      net_peer_count(opts \\ [])



        
          
        

    

  


  

      

          @spec net_peer_count(Keyword.t()) :: {:ok, non_neg_integer()} | {:error, term()}


      


Returns the node's connected peer count (net_peerCount).
net_peerCount is not in any tagged execution-apis release. It landed on
main after v1.0.0-beta.7 in commit 7c58b32 (#843, 2026-08-24). This
wrapper does not make the method standard.
Observed 2026-10-01 on Alchemy mainnet (ETHEREUM_ALCHEMY_URL), HTTP 400:
{"code":-32600,"message":"net_peerCount is not available on the ETH_MAINNET. For more information see our docs: https://docs.alchemy.com/alchemy/documentation/apis/ethereum"}
That refusal surfaces as
{:error, {:method_not_found, %{code: -32600, message: "net_peerCount is not available on the ETH_MAINNET. For more information see our docs: https://docs.alchemy.com/alchemy/documentation/apis/ethereum"}}}.
The same classification is send_rpc/3's shared refusal tag. There is no
separate capability probe. Infura answered a peer-count quantity on the same
day; a hosted success is not evidence the method is standard.
Examples
iex> Onchain.RPC.net_peer_count()
{:ok, 2}

  



    

  
    
      
    
    
      new_block_filter(opts \\ [])



        
          
        

    

  


  

      

          @spec new_block_filter(Keyword.t()) :: {:ok, String.t()} | {:error, term()}


      


RPC call to create a new block filter.
Examples
iex> Onchain.RPC.new_block_filter()
{:ok, "0xb10cf11e"}

  



    

  
    
      
    
    
      new_pending_transaction_filter(opts \\ [])



        
          
        

    

  


  

      

          @spec new_pending_transaction_filter(Keyword.t()) ::
  {:ok, String.t()} | {:error, term()}


      


RPC call to create a new pending-transaction filter.
Examples
iex> Onchain.RPC.new_pending_transaction_filter()
{:ok, "0xpend1ng"}

  



    

  
    
      
    
    
      prepare_trx(contract, call_data, opts \\ [])



        
          
        

    

  


  

      

          @spec prepare_trx(<<_::160>>, binary() | {String.t(), [term()]}, Keyword.t()) ::
  {:ok, Onchain.Transaction.V1.t() | Onchain.Transaction.V2.t()}
  | {:error, term()}


      


Helper function to work with other Cartouche modules to get a nonce, sign a transction, and prepare it to be submitted on-chain.
If you need higher-level functionality, like manual nonce tracking, you may want to use the more granular function calls.
Options:
	gas_price - Set the gas price for a v1 (non-Eip1559) transaction, if nil, comes from eth_gasPrice (default nil) [note: only compatible with V1 transaction]
	base_fee - Set the base price for the transaction, if nil, will use base gas price from eth_feeHistory (default nil) [note: only compatible with V2 transactions]
	base_fee_buffer - Buffer for the gas price or base fee when estimating gas price. Ingored if gas_price (for v1) or base_fee (for v2) is specified directly (default: 1.2 = 120%)
	priority_fee - Additional gas to send as a priority fee. (default: {0, :gwei}) [note: only compatible with V2 transactions]
	gas_limit - Set the gas limit for the transaction (default: calls eth_estimateGas)
	gas_buffer - Buffer if estimating gas limit (default: 1.5 = 150%)
	value - Value to provide with transaction in wei (default: 0)
	nonce - Nonce to send with transaction. (default: lookup via eth_transactionCount)
	verify - Verify the function is likely to succeed (default: true)
	trx_type - :v1 for V1 (pre-EIP-1559 transactions), :v2 for V2 (EIP-1559) transactions, and nil for auto-detect.

  Note: if we don't verify, then estimateGas will likely fail if the transaction were to fail.
    To prevent this, `gas_limit` should always be supplied when `verify` is set to false.
Examples
iex> signer_proc = Onchain.Test.Signer.start_signer()
iex> {:ok, trx} = Onchain.RPC.prepare_trx(<<1::160>>, {"baz(uint,address)", [50, :binary.decode_unsigned(<<1::160>>)]}, gas_price: {50, :gwei}, nonce: 10, value: 0, signer: signer_proc)
iex> %{trx|v: nil, r: nil, s: nil}
%Onchain.Transaction.V1{
  nonce: 10,
  gas_price: 50000000000,
  gas_limit: 20,
  to: <<1::160>>,
  value: 0,
  data: <<162, 145, 173, 214, 0::248, 50, 0::248, 1>>
}

iex> signer_proc = Onchain.Test.Signer.start_signer()
iex> {:ok, trx} = Onchain.RPC.prepare_trx(<<1::160>>, {"baz(uint,address)", [50, <<1::160>> |> :binary.decode_unsigned]}, gas_price: {50, :gwei}, gas_limit: 100_000, value: 0, signer: signer_proc)
iex> %{trx|v: nil, r: nil, s: nil}
%Onchain.Transaction.V1{
  nonce: 4,
  gas_price: 50000000000,
  gas_limit: 100000,
  to: <<1::160>>,
  value: 0,
  data: <<162, 145, 173, 214, 0::248, 50, 0::248, 1>>
}

iex> signer_proc = Onchain.Test.Signer.start_signer()
iex> {:ok, trx} = Onchain.RPC.prepare_trx(<<1::160>>, {"baz(uint,address)", [50, <<1::160>> |> :binary.decode_unsigned]}, gas_price: {50, :gwei}, gas_limit: 100_000, value: 0, nonce: 10, signer: signer_proc)
iex> %{trx|v: nil, r: nil, s: nil}
%Onchain.Transaction.V1{
  nonce: 10,
  gas_price: 50000000000,
  gas_limit: 100000,
  to: <<1::160>>,
  value: 0,
  data: <<162, 145, 173, 214, 0::248, 50, 0::248, 1>>
}

iex> signer_proc = Onchain.Test.Signer.start_signer()
iex> Onchain.RPC.prepare_trx(<<10::160>>, {"baz(uint,address)", [50, <<1::160>> |> :binary.decode_unsigned]}, gas_price: {50, :gwei}, gas_limit: 100_000, value: 0, nonce: 10, signer: signer_proc)
{:error, %{code: 3, message: "execution reverted", revert: <<61, 115, 139, 46>>}}

iex> # Set gas price directly
iex> signer_proc = Onchain.Test.Signer.start_signer()
iex> {:ok, trx} = Onchain.RPC.prepare_trx(<<10::160>>, {"baz(uint,address)", [50, <<1::160>> |> :binary.decode_unsigned]}, gas_price: {50, :gwei}, gas_limit: 100_000, value: 0, nonce: 10, verify: false, signer: signer_proc)
iex> %{trx|v: nil, r: nil, s: nil}
%Onchain.Transaction.V1{
  nonce: 10,
  gas_price: 50000000000,
  gas_limit: 100000,
  to: <<10::160>>,
  value: 0,
  data: <<162, 145, 173, 214, 0::248, 50, 0::248, 1>>
}

iex> # Default gas price v1
iex> signer_proc = Onchain.Test.Signer.start_signer()
iex> {:ok, trx} = Onchain.RPC.prepare_trx(<<10::160>>, {"baz(uint,address)", [50, <<1::160>> |> :binary.decode_unsigned]}, gas_limit: 100_000, trx_type: :v1, value: 0, nonce: 10, verify: false, signer: signer_proc)
iex> %{trx|v: nil, r: nil, s: nil}
%Onchain.Transaction.V1{
  nonce: 10,
  gas_price: 1200000000,
  gas_limit: 100000,
  to: <<10::160>>,
  value: 0,
  data: <<162, 145, 173, 214, 0::248, 50, 0::248, 1>>
}

iex> # Default gas price v2
iex> signer_proc = Onchain.Test.Signer.start_signer()
iex> {:ok, trx} = Onchain.RPC.prepare_trx(<<10::160>>, {"baz(uint,address)", [50, <<1::160>> |> :binary.decode_unsigned]}, gas_limit: 100_000, trx_type: :v2, value: 0, nonce: 10, verify: false, signer: signer_proc)
iex> %{trx|signature_y_parity: nil, signature_r: nil, signature_s: nil}
%Onchain.Transaction.V2{
  chain_id: 5,
  nonce: 10,
  gas_limit: 100000,
  destination: <<10::160>>,
  amount: 0,
  max_fee_per_gas: 25679608965,
  max_priority_fee_per_gas: 1000000001,
  data: <<162, 145, 173, 214, 0::248, 50, 0::248, 1>>,
  access_list: []
}

iex> # Default gas price (trx_type: nil)
iex> signer_proc = Onchain.Test.Signer.start_signer()
iex> {:ok, trx} = Onchain.RPC.prepare_trx(<<10::160>>, {"baz(uint,address)", [50, <<1::160>> |> :binary.decode_unsigned]}, gas_limit: 100_000, value: 0, nonce: 10, verify: false, signer: signer_proc)
iex> %{trx|signature_y_parity: nil, signature_r: nil, signature_s: nil}
%Onchain.Transaction.V2{
  chain_id: 5,
  nonce: 10,
  gas_limit: 100000,
  destination: <<10::160>>,
  amount: 0,
  max_fee_per_gas: 25679608965,
  max_priority_fee_per_gas: 1000000001,
  data: <<162, 145, 173, 214, 0::248, 50, 0::248, 1>>,
  access_list: []
}

iex> # Set priority fee (v2)
iex> signer_proc = Onchain.Test.Signer.start_signer()
iex> {:ok, trx} = Onchain.RPC.prepare_trx(<<10::160>>, {"baz(uint,address)", [50, <<1::160>> |> :binary.decode_unsigned]}, priority_fee: {3, :gwei}, gas_limit: 100_000, value: 0, nonce: 10, verify: false, signer: signer_proc)
iex> %{trx|signature_y_parity: nil, signature_r: nil, signature_s: nil}
%Onchain.Transaction.V2{
  chain_id: 5,
  nonce: 10,
  gas_limit: 100000,
  destination: <<10::160>>,
  amount: 0,
  max_fee_per_gas: 27679608964,
  max_priority_fee_per_gas: 3000000000,
  data: <<162, 145, 173, 214, 0::248, 50, 0::248, 1>>,
  access_list: []
}

iex> # Set base fee and priority fee (v2)
iex> signer_proc = Onchain.Test.Signer.start_signer()
iex> {:ok, trx} = Onchain.RPC.prepare_trx(<<10::160>>, {"baz(uint,address)", [50, <<1::160>> |> :binary.decode_unsigned]}, base_fee: {1, :gwei}, priority_fee: {3, :gwei}, gas_limit: 100_000, value: 0, nonce: 10, verify: false, signer: signer_proc)
iex> %{trx|signature_y_parity: nil, signature_r: nil, signature_s: nil}
%Onchain.Transaction.V2{
  chain_id: 5,
  nonce: 10,
  gas_limit: 100000,
  destination: <<10::160>>,
  amount: 0,
  max_fee_per_gas: 4000000000,
  max_priority_fee_per_gas: 3000000000,
  data: <<162, 145, 173, 214, 0::248, 50, 0::248, 1>>,
  access_list: []
}

iex> # Sets chain id
iex> signer_proc = Onchain.Test.Signer.start_signer()
iex> {:ok, trx} = Onchain.RPC.prepare_trx(<<10::160>>, {"baz(uint,address)", [50, <<1::160>> |> :binary.decode_unsigned]}, base_fee: {1, :gwei}, priority_fee: {3, :gwei}, gas_limit: 100_000, value: 0, nonce: 10, verify: false, signer: signer_proc, chain_id: 99)
iex> %{trx|signature_y_parity: nil, signature_r: nil, signature_s: nil}
%Onchain.Transaction.V2{
  chain_id: 99,
  nonce: 10,
  gas_limit: 100000,
  destination: <<10::160>>,
  amount: 0,
  max_fee_per_gas: 4000000000,
  max_priority_fee_per_gas: 3000000000,
  data: <<162, 145, 173, 214, 0::248, 50, 0::248, 1>>,
  access_list: []
}

  



    

  
    
      
    
    
      send_batch(requests, opts \\ [])



        
          
        

    

  


  

      

          @spec send_batch([{String.t(), [term()]}], keyword()) ::
  {:ok, [term()]} | {:error, term()}


      


Sends a JSON-RPC array batch and returns raw results in request order. Uses the same options as send_rpc/3.
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          @spec send_rpc(binary(), [term()], Keyword.t()) ::
  {:ok, term()} | {:error, send_rpc_error()} | :invalid_hex


      


Simple RPC client for a JSON-RPC Ethereum node.
Examples
iex> Onchain.RPC.send_rpc("net_version", [])
{:ok, "3"}

iex> use Onchain.Hex
iex> Onchain.RPC.send_rpc("get_balance", ["0x407d73d8a49eeb85d32cf465507dd71d507100c1", "latest"], ethereum_node: "http://example.com")
{:ok, "0x0234c8a3397aab58"}

iex> match?({:error, {:invalid_params, %Jason.EncodeError{}}}, Onchain.RPC.send_rpc(<<255>>, []))
true

iex> match?({:error, {:invalid_params, %Protocol.UndefinedError{}}}, Onchain.RPC.send_rpc("net_version", [self()]))
true
Options
Common options (other RPC wrappers forward opts here):
	:rpc_url / :ethereum_node — node URL (:rpc_url takes precedence); falls back to Application.get_env(:cartouche, :ethereum_node)
	:retry — opt-in [max_retries: 2, backoff_ms: 100]; only transport failures
retry, before typed decoding. JSON-RPC application errors are final.
	:timeout — Req receive_timeout in ms
	:headers — extra request headers
	:verbose — when true, decode failures log at :error instead of :info
	:req_options — a keyword list merged into the Req.request/1 options (highest
precedence), exposing Req's whole pipeline (retries, redirects, a custom finch:
pool, telemetry, proxies, plugs). A global default can be set with
config :cartouche, :req_options, [...]. Tests stub the transport by passing
req_options: [plug: ...] (or configuring config :cartouche, Onchain.RPC, plug: ...).


  



    

  
    
      
    
    
      send_transaction(trx, opts \\ [])



        
          
        

    

  


  

      

          @spec send_transaction(
  Onchain.Transaction.V1.t()
  | Onchain.Transaction.V2.t()
  | Onchain.Transaction.Call.t(),
  Keyword.t()
) :: {:ok, binary()} | {:error, term()}


      


RPC call to eth_sendTransaction.
Examples
iex> {:ok, hash} =
...>   Onchain.Transaction.V1.new(1, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>)
...>   |> Onchain.RPC.send_transaction()
iex> Base.encode16(hash, case: :lower)
"abababababababababababababababababababababababababababababababab"

  



    

  
    
      
    
    
      send_trx(trx, opts \\ [])



        
          
        

    

  


  

      

          @spec send_trx(
  Onchain.Transaction.V1.t() | Onchain.Transaction.V2.t() | String.t(),
  Keyword.t()
) ::
  {:ok, binary()} | {:error, term()}


      


RPC call to send a raw transaction.
Examples
iex> signer_proc = Onchain.Test.Signer.start_signer()
iex> {:ok, signed_trx} = Onchain.Transaction.build_signed_trx(<<1::160>>, 5, {"baz(uint,address)", [50, :binary.decode_unsigned(<<1::160>>)]}, {50, :gwei}, 100_000, 0, chain_id: :goerli, signer: signer_proc)
iex> {:ok, trx_id} = Onchain.RPC.send_trx(signed_trx)
iex> <<nonce::integer-size(8), gas_price::integer-size(64), gas_limit::integer-size(24), to::binary>> = trx_id
iex> {nonce, gas_price, gas_limit, to}
{5, 50000000000, 100000, <<1::160>>}

iex> signer_proc = Onchain.Test.Signer.start_signer()
iex> {:ok, signed_trx} = Onchain.Transaction.build_signed_trx_v2(<<1::160>>, 5, {"baz(uint,address)", [50, :binary.decode_unsigned(<<1::160>>)]}, {50, :gwei}, {10, :gwei}, 100_000, 0, [], chain_id: :goerli, signer: signer_proc)
iex> {:ok, trx_id} = Onchain.RPC.send_trx(signed_trx)
iex> <<nonce::integer-size(8), max_priority_fee_per_gas::integer-size(64), max_fee_per_gas::integer-size(64), gas_limit::integer-size(24), to::binary>> = trx_id
iex> {nonce, max_priority_fee_per_gas, max_fee_per_gas, gas_limit, to}
{5, 50000000000, 10000000000, 100000, <<1::160>>}

  



    

  
    
      
    
    
      sign(account, message, opts \\ [])



        
          
        

    

  


  

      

          @spec sign(<<_::160>>, binary(), Keyword.t()) :: {:ok, binary()} | {:error, term()}


      


RPC call to eth_sign.
The node signs message with a managed account and returns an EIP-191
signature over it — message is the data to be signed, not a digest the
node signs verbatim. Most nodes disable this method; when they do, the
node's error is returned unchanged.
Examples
iex> {:ok, signature} = Onchain.RPC.sign(<<1::160>>, "hello")
iex> byte_size(signature)
65

  



    

  
    
      
    
    
      sign_transaction(trx, opts \\ [])



        
          
        

    

  


  

      

          @spec sign_transaction(
  Onchain.Transaction.V1.t()
  | Onchain.Transaction.V2.t()
  | Onchain.Transaction.Call.t(),
  Keyword.t()
) :: {:ok, struct()} | {:error, term()}


      


RPC call to eth_signTransaction.
The node signs with its keystore and returns a raw transaction, which is
decoded through Onchain.Transaction.decode/1.
Examples
iex> {:ok, trx} =
...>   Onchain.Transaction.V1.new(1, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, :kovan)
...>   |> Onchain.RPC.sign_transaction()
iex> trx.nonce
1

  



    

  
    
      
    
    
      trace_call(trx, opts \\ [])



        
          
        

    

  


  

      

          @spec trace_call(
  Onchain.Transaction.V1.t()
  | Onchain.Transaction.V2.t()
  | Onchain.Transaction.Call.t(),
  Keyword.t()
) :: {:ok, Onchain.TraceCall.t()} | {:error, term()}


      


RPC to trace a transaction call speculatively.
Examples
iex> Onchain.Transaction.V1.new(1, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>)
...> |> Onchain.RPC.trace_call()
{:ok,
  %Onchain.TraceCall{
    output: "",
    state_diff: nil,
    trace: [
      %Onchain.RPC.Trace{
        action: %Onchain.RPC.Trace.Action{
          call_type: "call",
          init: nil,
          from: <<0::160>>,
          gas: 499_978_072,
          input: ~h[0xd1692f56000000000000000000000000142da9114e5a98e015aa95afca0585e84832a612000000000000000000000000142da9114e5a98e015aa95afca0585e84832a6120000000000000000000000000000000000000000000000000000000000000000],
          to: ~h[0x13172EE393713FBA9925A9A752341EBD31E8D9A7],
          value: 0
        },
        block_hash: nil,
        block_number: nil,
        gas_used: 492_166_471,
        error: "Reverted",
        output: "",
        result_code: nil,
        result_address: nil,
        subtraces: 1,
        trace_address: [],
        transaction_hash: nil,
        transaction_position: nil,
        type: "call"
      },
      %Onchain.RPC.Trace{
        action: %Onchain.RPC.Trace.Action{
          call_type: nil,
          init: ~h[],
          from: ~h[0x13172EE393713FBA9925A9A752341EBD31E8D9A7],
          gas: 492_133_529,
          input: nil,
          to: nil,
          value: 0
        },
        block_hash: nil,
        block_number: nil,
        gas_used: nil,
        error: "contract address collision",
        output: nil,
        result_code: nil,
        result_address: nil,
        subtraces: 0,
        trace_address: [0],
        transaction_hash: nil,
        transaction_position: nil,
        type: "create"
      }
    ],
    vm_trace: nil
  }
}

iex> Onchain.Transaction.V2.new(1, {1, :gwei}, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, [<<2::160>>, <<3::160>>], :goerli)
...> |> Onchain.RPC.trace_call()
{:ok,
  %Onchain.TraceCall{
    output: "",
    state_diff: nil,
    trace: [
      %Onchain.RPC.Trace{
        action: %Onchain.RPC.Trace.Action{
          call_type: "call",
          init: nil,
          from: <<0::160>>,
          gas: 499_978_072,
          input: ~h[0xd1692f56000000000000000000000000142da9114e5a98e015aa95afca0585e84832a612000000000000000000000000142da9114e5a98e015aa95afca0585e84832a6120000000000000000000000000000000000000000000000000000000000000000],
          to: ~h[0x13172EE393713FBA9925A9A752341EBD31E8D9A7],
          value: 0
        },
        block_hash: nil,
        block_number: nil,
        gas_used: 492_166_471,
        error: "Reverted",
        output: "",
        result_code: nil,
        result_address: nil,
        subtraces: 1,
        trace_address: [],
        transaction_hash: nil,
        transaction_position: nil,
        type: "call"
      },
      %Onchain.RPC.Trace{
        action: %Onchain.RPC.Trace.Action{
          call_type: nil,
          init: ~h[],
          from: ~h[0x13172EE393713FBA9925A9A752341EBD31E8D9A7],
          gas: 492_133_529,
          input: nil,
          to: nil,
          value: 0
        },
        block_hash: nil,
        block_number: nil,
        gas_used: nil,
        error: "contract address collision",
        output: nil,
        result_code: nil,
        result_address: nil,
        subtraces: 0,
        trace_address: [0],
        transaction_hash: nil,
        transaction_position: nil,
        type: "create"
      }
    ],
    vm_trace: nil
  }
}

  



    

  
    
      
    
    
      trace_call_many(trxs, opts \\ [])



        
          
        

    

  


  

      

          @spec trace_call_many(
  [
    Onchain.Transaction.V1.t()
    | Onchain.Transaction.V2.t()
    | Onchain.Transaction.Call.t()
    | {Onchain.Transaction.V1.t()
       | Onchain.Transaction.V2.t()
       | Onchain.Transaction.Call.t(), <<_::160>> | nil}
  ],
  Keyword.t()
) :: {:ok, [Onchain.TraceCall.t()]} | {:error, term()}


      


RPC to trace many transaction calls speculatively.
Examples
iex> t1 = Onchain.Transaction.V1.new(1, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>)
iex> t2 = Onchain.Transaction.V2.new(1, {1, :gwei}, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, [<<2::160>>, <<3::160>>], :goerli)
iex> Onchain.RPC.trace_call_many([t1, t2])
{:ok, [
  %Onchain.TraceCall{
    output: "",
    state_diff: nil,
    trace: [
      %Onchain.RPC.Trace{
        action: %Onchain.RPC.Trace.Action{
          call_type: "call",
          init: nil,
          from: <<0::160>>,
          gas: 499_978_072,
          input: ~h[0xd1692f56000000000000000000000000142da9114e5a98e015aa95afca0585e84832a612000000000000000000000000142da9114e5a98e015aa95afca0585e84832a6120000000000000000000000000000000000000000000000000000000000000000],
          to: ~h[0x13172EE393713FBA9925A9A752341EBD31E8D9A7],
          value: 0
        },
        block_hash: nil,
        block_number: nil,
        gas_used: 492_166_471,
        error: "Reverted",
        output: "",
        result_code: nil,
        result_address: nil,
        subtraces: 1,
        trace_address: [],
        transaction_hash: nil,
        transaction_position: nil,
        type: "call"
      },
      %Onchain.RPC.Trace{
        action: %Onchain.RPC.Trace.Action{
          call_type: nil,
          init: ~h[],
          from: ~h[0x13172EE393713FBA9925A9A752341EBD31E8D9A7],
          gas: 492_133_529,
          input: nil,
          to: nil,
          value: 0
        },
        block_hash: nil,
        block_number: nil,
        gas_used: nil,
        error: "contract address collision",
        output: nil,
        result_code: nil,
        result_address: nil,
        subtraces: 0,
        trace_address: [0],
        transaction_hash: nil,
        transaction_position: nil,
        type: "create"
      }
    ],
    vm_trace: nil
  },
  %Onchain.TraceCall{
    output: ~h[0x00000000000000000000000079EDBC4F3A6AA2266CD469CC544501743BE8B078],
    state_diff: nil,
    trace: [
      %Onchain.RPC.Trace{
        action: %Onchain.RPC.Trace.Action{
          call_type: "call",
          init: nil,
          from: <<0::160>>,
          gas: 499_945_916,
          input: ~h[],
          to: ~h[0x2926631647877E9A84BB7E3A0821D643BF8D63C0],
          value: 0
        },
        block_hash: nil,
        block_number: nil,
        gas_used: 4298,
        error: nil,
        output: ~h[0x00000000000000000000000079EDBC4F3A6AA2266CD469CC544501743BE8B078],
        result_code: nil,
        result_address: nil,
        subtraces: 0,
        trace_address: [],
        transaction_hash: nil,
        transaction_position: nil,
        type: "call"
      }
    ],
    vm_trace: nil
  },
  %Onchain.TraceCall{
    output: <<130, 180, 41, 0>>,
    state_diff: nil,
    trace: [
      %Onchain.RPC.Trace{
        action: %Onchain.RPC.Trace.Action{
          call_type: "call",
          init: nil,
          from: <<0::160>>,
          gas: 499_977_072,
          input: ~h[],
          to: ~h[0x6E995746B61C48C5BDF58FC788B1AEA08DFB7E43],
          value: 0
        },
        block_hash: nil,
        block_number: nil,
        gas_used: 4202,
        error: "Reverted",
        output: ~h[0x82B42900],
        result_code: nil,
        result_address: nil,
        subtraces: 1,
        trace_address: [],
        transaction_hash: nil,
        transaction_position: nil,
        type: "call"
      },
      %Onchain.RPC.Trace{
        action: %Onchain.RPC.Trace.Action{
          call_type: "delegatecall",
          init: nil,
          from: ~h[0x6E995746B61C48C5BDF58FC788B1AEA08DFB7E43],
          gas: 492_162_171,
          input: ~h[],
          to: ~h[0x49E5D261E95F6A02505078BB339FECB210A0B634],
          value: 0
        },
        block_hash: nil,
        block_number: nil,
        gas_used: 1362,
        error: "Reverted",
        output: <<130, 180, 41, 0>>,
        result_code: nil,
        result_address: nil,
        subtraces: 1,
        trace_address: [0],
        transaction_hash: nil,
        transaction_position: nil,
        type: "call"
      },
      %Onchain.RPC.Trace{
        action: %Onchain.RPC.Trace.Action{
          call_type: "staticcall",
          init: nil,
          from: ~h[0x6E995746B61C48C5BDF58FC788B1AEA08DFB7E43],
          gas: 484_471_386,
          input: ~h[0xC34C08E5],
          to: ~h[0x6E995746B61C48C5BDF58FC788B1AEA08DFB7E43],
          value: 0
        },
        block_hash: nil,
        block_number: nil,
        gas_used: 190,
        error: nil,
        output: ~h[0x000000000000000000000000142DA9114E5A98E015AA95AFCA0585E84832A612],
        result_code: nil,
        result_address: nil,
        subtraces: 0,
        trace_address: [0, 0],
        transaction_hash: nil,
        transaction_position: nil,
        type: "call"
      }
    ],
    vm_trace: nil
  }
]}

  



    

  
    
      
    
    
      trace_trx(trx_id, opts \\ [])



        
          
        

    

  


  

      

          @spec trace_trx(binary() | String.t(), Keyword.t()) ::
  {:ok, [Onchain.RPC.Trace.t()]} | {:error, term()}


      


RPC call to get a transaction receipt
Examples
iex> Onchain.RPC.trace_trx("0x85d995eba9763907fdf35cd2034144dd9d53ce32cbec21349d4b12823c6860c5")
{:ok,
  [
  %Onchain.RPC.Trace{
    action: %Onchain.RPC.Trace.Action{
      call_type: "call",
      from: ~h[0x83806d539d4ea1c140489a06660319c9a303f874],
      gas: 0x01a1f8,
      input: <<>>,
      to: ~h[0x1c39ba39e4735cb65978d4db400ddd70a72dc750],
      value: 0x7a16c911b4d00000,
    },
    block_hash: ~h[0x7eb25504e4c202cf3d62fd585d3e238f592c780cca82dacb2ed3cb5b38883add],
    block_number: 3068185,
    gas_used: 0x2982,
    output: <<>>,
    subtraces: 2,
    trace_address: [~h[0x1c39ba39e4735cb65978d4db400ddd70a72dc750]],
    transaction_hash: ~h[0x17104ac9d3312d8c136b7f44d4b8b47852618065ebfa534bd2d3b5ef218ca1f3],
    transaction_position: 2,
    type: "call"
  },
  %Onchain.RPC.Trace{
    action: %Onchain.RPC.Trace.Action{
      call_type: "call",
      from: ~h[0x83806d539d4ea1c140489a06660319c9a303f874],
      gas: 0x01a1f8,
      input: <<>>,
      to: ~h[0x1c39ba39e4735cb65978d4db400ddd70a72dc750],
      value: 0x7a16c911b4d00000,
    },
    block_hash: ~h[0x7eb25504e4c202cf3d62fd585d3e238f592c780cca82dacb2ed3cb5b38883add],
    block_number: 3068186,
    gas_used: 0x2982,
    output: <<>>,
    subtraces: 2,
    trace_address: [~h[0x1c39ba39e4735cb65978d4db400ddd70a72dc750]],
    transaction_hash: ~h[0x17104ac9d3312d8c136b7f44d4b8b47852618065ebfa534bd2d3b5ef218ca1f3],
    transaction_position: 2,
    type: "call"
  }
]}

  



    

  
    
      
    
    
      web3_client_version(opts \\ [])



        
          
        

    

  


  

      

          @spec web3_client_version(Keyword.t()) :: {:ok, String.t()} | {:error, term()}


      


Returns the node client's version string (web3_clientVersion).
web3_clientVersion is not in execution-apis at any tag or on main.
EIP-1474 is the only definition.
Observed 2026-10-01, HTTP 200, no JSON-RPC refusal. Alchemy
(ETHEREUM_ALCHEMY_URL) returned
"reth/v2.5.2-5a6940e/x86_64-unknown-linux-gnu". Infura
(ETHEREUM_INFURA_URL) returned
"Geth/v1.17.6-stable-3d84c6b2/linux-arm64/go1.27.1".
A refusing endpoint's JSON-RPC error is classified by send_rpc/3, not by a
per-method probe: {:error, {:method_not_found, map}},
{:error, {:namespace_unavailable, map}}, or
{:error, {:unavailable, map}}.
Examples
iex> Onchain.RPC.web3_client_version()
{:ok, "TestClient/v1"}

  


        

      


  

    
Onchain.RPC.Capabilities 
    



      
Deserialized eth_capabilities report used to determine which historical
resources a node can serve.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        deserialize(params)

      


        Decodes an eth_capabilities result while ignoring unknown fields.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.RPC.Capabilities{
  blocks: Onchain.RPC.Capabilities.Resource.t() | nil,
  head: Onchain.RPC.Capabilities.Head.t() | nil,
  logs: Onchain.RPC.Capabilities.Resource.t() | nil,
  receipts: Onchain.RPC.Capabilities.Resource.t() | nil,
  state: Onchain.RPC.Capabilities.Resource.t() | nil,
  stateproofs: Onchain.RPC.Capabilities.Resource.t() | nil,
  tx: Onchain.RPC.Capabilities.Resource.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      deserialize(params)



        
          
        

    

  


  

      

          @spec deserialize(map()) :: t()


      


Decodes an eth_capabilities result while ignoring unknown fields.

  


        

      


  

    
Onchain.RPC.Capabilities.DeleteStrategy 
    



      
Resource-retention strategy advertised by the node.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.RPC.Capabilities.DeleteStrategy{
  retention_blocks: non_neg_integer() | nil,
  type: String.t() | nil
}


      



  


        

      


  

    
Onchain.RPC.Capabilities.Head 
    



      
Block at the head of the node's advertised capability range.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.RPC.Capabilities.Head{
  hash: <<_::256>> | nil,
  number: non_neg_integer() | nil
}


      



  


        

      


  

    
Onchain.RPC.Capabilities.Resource 
    



      
Availability and retention details for one node resource.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.RPC.Capabilities.Resource{
  delete_strategy: Onchain.RPC.Capabilities.DeleteStrategy.t() | nil,
  disabled: boolean() | nil,
  oldest_block: non_neg_integer() | nil
}


      



  


        

      


  

    
Onchain.RPC.Codegen 
    



      
Spec-checked JSON-RPC wrapper generation for Onchain.RPC.
defrpc/2 takes a function name and keyword options including :method.
Every declaration is checked against Onchain.RPC.Specs at compile time,
including its vendored extension specs. Declarations with :summary, :doc,
and :returns_desc also generate Descripex metadata and specs; :address_desc
selects the validated address-at-block shape. Otherwise the caller supplies
metadata and selects :arg and :decode explicitly.
defrpc_bang/2 generates name!, with the positional names in :args and
trailing optional opts. It unwraps {:ok, value} (including nil), and
raises RuntimeError with "name failed: ..." on {:error, reason}.

      


      
        Summary


  
    Functions
  


    
      
        defrpc(name, opts)

      


        Defines a wrapper for a method in the vendored RPC specs.



    


    
      
        defrpc_bang(name, opts \\ [])

      


        Defines a bang variant that unwraps success and raises on error.



    





      


      
        Functions


        


  
    
      
    
    
      defrpc(name, opts)


        (macro)


        
          
        

    

  


  

      

          @spec defrpc(atom(), keyword()) :: Macro.t()


      


Defines a wrapper for a method in the vendored RPC specs.

  



    

  
    
      
    
    
      defrpc_bang(name, opts \\ [])


        (macro)


        
          
        

    

  


  

      

          @spec defrpc_bang(atom(), keyword()) :: Macro.t()


      


Defines a bang variant that unwraps success and raises on error.

  


        

      


  

    
Onchain.RPC.Configuration 
    



      
Deserialized eth_config fork configuration report defined by EIP-7910.
Fields are nilable because clients may omit configuration added by newer
revisions of the method.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        deserialize(params)

      


        Decodes an eth_config result while ignoring unknown fields.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.RPC.Configuration{
  current: Onchain.RPC.Configuration.Fork.t() | nil,
  last: Onchain.RPC.Configuration.Fork.t() | nil,
  next: Onchain.RPC.Configuration.Fork.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      deserialize(params)



        
          
        

    

  


  

      

          @spec deserialize(map()) :: t()


      


Decodes an eth_config result while ignoring unknown fields.

  


        

      


  

    
Onchain.RPC.Configuration.BlobSchedule 
    



      
Blob fee schedule active for one fork configuration.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.RPC.Configuration.BlobSchedule{
  base_fee_update_fraction: non_neg_integer() | nil,
  max: non_neg_integer() | nil,
  target: non_neg_integer() | nil
}


      



  


        

      


  

    
Onchain.RPC.Configuration.Fork 
    



      
Chain parameters active at one fork boundary.

      


      
        Summary


  
    Types
  


    
      
        named_addresses()

      


    


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      named_addresses()



        
          
        

    

  


  

      

          @type named_addresses() :: %{optional(String.t()) => <<_::160>>}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.RPC.Configuration.Fork{
  activation_time: non_neg_integer() | nil,
  blob_schedule: Onchain.RPC.Configuration.BlobSchedule.t() | nil,
  chain_id: non_neg_integer() | nil,
  fork_id: <<_::32>> | nil,
  precompiles: named_addresses() | nil,
  system_contracts: named_addresses() | nil
}


      



  


        

      


  

    
Onchain.RPC.Proof 
    



      
EIP-1186 account proof. Quantities are integers; addresses, hashes and RLP
proof nodes are raw bytes. Storage keys are integers, accepting either padded
DATA or QUANTITY encodings from clients. Proofs are not verified locally.

      


      
        Summary


  
    Types
  


    
      
        raw()

      


        An eth_getProof result as the node returns it: hex strings under
"address", "balance", "nonce", "codeHash", "storageHash", a hex list
under "accountProof", and "storageProof" entries.



    


    
      
        raw_storage()

      


        One storageProof entry: hex "key" and "value", hex list "proof".



    


    
      
        t()

      


    





  
    Functions
  


    
      
        deserialize(params)

      


        Decodes all required EIP-1186 fields, raising on missing or malformed data.



    





      


      
        Types


        


  
    
      
    
    
      raw()



        
          
        

    

  


  

      

          @type raw() :: %{required(String.t()) => String.t() | [String.t()] | [raw_storage()]}


      


An eth_getProof result as the node returns it: hex strings under
"address", "balance", "nonce", "codeHash", "storageHash", a hex list
under "accountProof", and "storageProof" entries.

  



  
    
      
    
    
      raw_storage()



        
          
        

    

  


  

      

          @type raw_storage() :: %{required(String.t()) => String.t() | [String.t()]}


      


One storageProof entry: hex "key" and "value", hex list "proof".

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.RPC.Proof{
  account_proof: [binary()],
  address: <<_::160>>,
  balance: non_neg_integer(),
  code_hash: <<_::256>>,
  nonce: non_neg_integer(),
  storage_hash: <<_::256>>,
  storage_proof: [Onchain.RPC.Proof.StorageProof.t()]
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      deserialize(params)



        
          
        

    

  


  

      

          @spec deserialize(raw()) :: t()


      


Decodes all required EIP-1186 fields, raising on missing or malformed data.

  


        

      


  

    
Onchain.RPC.Proof.StorageProof 
    



      
A storage key, value and its RLP-encoded Merkle proof nodes.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.RPC.Proof.StorageProof{
  key: non_neg_integer(),
  proof: [binary()],
  value: non_neg_integer()
}


      



  


        

      


  

    
Onchain.RPC.Specs 
    



      
Compile-time lookup table for the vendored Ethereum OpenRPC method specs.

      


      
        Summary


  
    Types
  


    
      
        method_spec()

      


    





  
    Functions
  


    
      
        all()

      


        Returns all vendored OpenRPC method specs keyed by JSON-RPC method name.



    


    
      
        lookup(method)

      


        Looks up a vendored OpenRPC method spec by JSON-RPC method name.



    





      


      
        Types


        


  
    
      
    
    
      method_spec()



        
          
        

    

  


  

      

          @type method_spec() :: %{params: [map()], returns: map(), description: String.t()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      all()



        
          
        

    

  


  

      

          @spec all() :: %{optional(String.t()) => method_spec()}


      


Returns all vendored OpenRPC method specs keyed by JSON-RPC method name.

  



  
    
      
    
    
      lookup(method)



        
          
        

    

  


  

      

          @spec lookup(String.t()) :: method_spec() | nil


      


Looks up a vendored OpenRPC method spec by JSON-RPC method name.

  


        

      


  

    
Onchain.RPC.SyncStatus 
    



      
Progress object from eth_syncing.
execution-apis v1.0.0-beta.7 defines SyncingStatus as one union:
the boolean false when the node is not syncing, or this object.
false is not a t/0. The three fields are the spec's quantity
properties (startingBlock, currentBlock, highestBlock), decoded
to integers. Fields the schema does not name are ignored, so a client
snap-sync object still yields this struct.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        deserialize(map)

      


        Decodes the sync-progress object from the eth_syncing spec example shape.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.RPC.SyncStatus{
  current_block: non_neg_integer(),
  highest_block: non_neg_integer(),
  starting_block: non_neg_integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      deserialize(map)



        
          
        

    

  


  

      

          @spec deserialize(map()) :: t()


      


Decodes the sync-progress object from the eth_syncing spec example shape.

  


        

      


  

    
Onchain.RPC.Trace 
    



      
Represents an Ethereum transaction trace, which contains information
about the call graph of an executed transaction.
See Onchain.RPC.trace_transaction for getting traces from
an Ethereum JSON-RPC host.
See also:
	Alchemy docs: https://docs.alchemy.com/reference/trace-transaction
	Infura docs: https://docs.infura.io/networks/ethereum/json-rpc-methods/trace-methods/trace_transaction
	Infura trace object: https://docs.infura.io/networks/ethereum/json-rpc-methods/trace-methods/#trace

API Functions
	Function	Arity	Description	Param Kinds
	deserialize_many	1	Decode an array of JSON-RPC trace result objects.	traces: exchange_data
	serialize	1	Encode a Onchain.RPC.Trace struct back into a JSON-RPC trace result map.	trace: value
	deserialize	1	Decode a single JSON-RPC trace result into a Onchain.RPC.Trace struct.	params: exchange_data


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        deserialize(params)

      


        Deserializes a single trace result from trace_transction. Note: a JSON-RPC response will
return an array of such traces.



    


    
      
        deserialize_many(traces)

      


        Deserializes an array of trace results from trace_transction.



    


    
      
        serialize(trace)

      


        Serializes a single trace to a corresponding json map.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.RPC.Trace{
  action: Onchain.RPC.Trace.Action.t(),
  block_hash: <<_::256>> | nil,
  block_number: integer() | nil,
  error: String.t() | nil,
  gas_used: integer() | nil,
  output: binary() | nil,
  result_address: <<_::160>> | nil,
  result_code: binary() | nil,
  subtraces: non_neg_integer(),
  trace_address: [<<_::160>> | integer()],
  transaction_hash: <<_::256>> | nil,
  transaction_position: integer() | nil,
  type: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      deserialize(params)



        
          
        

    

  


  

      

          @spec deserialize(map()) :: t() | no_return()


      


Deserializes a single trace result from trace_transction. Note: a JSON-RPC response will
return an array of such traces.
Examples
iex> use Onchain.Hex
iex> %{
...>   "action" => %{
...>     "callType" => "call",
...>     "from" => "0x83806d539d4ea1c140489a06660319c9a303f874",
...>     "gas" => "0x1a1f8",
...>     "input" => "0x",
...>     "to" => "0x1c39ba39e4735cb65978d4db400ddd70a72dc750",
...>     "value" => "0x7a16c911b4d00000"
...>   },
...>   "blockHash" => "0x7eb25504e4c202cf3d62fd585d3e238f592c780cca82dacb2ed3cb5b38883add",
...>   "blockNumber" => 3068185,
...>   "result" => %{
...>     "gasUsed" => "0x2982",
...>     "output" => "0x"
...>   },
...>   "subtraces" => 2,
...>   "traceAddress" => ["0x1c39ba39e4735cb65978d4db400ddd70a72dc750"],
...>   "transactionHash" => "0x17104ac9d3312d8c136b7f44d4b8b47852618065ebfa534bd2d3b5ef218ca1f3",
...>   "transactionPosition" => 2,
...>   "type" => "call"
...> }
...> |> Onchain.RPC.Trace.deserialize()
%Onchain.RPC.Trace{
  action: %Onchain.RPC.Trace.Action{
    call_type: "call",
    from: ~h[0x83806d539d4ea1c140489a06660319c9a303f874],
    gas: 0x01a1f8,
    input: <<>>,
    to: ~h[0x1c39ba39e4735cb65978d4db400ddd70a72dc750],
    value: 0x7a16c911b4d00000,
  },
  block_hash: ~h[0x7eb25504e4c202cf3d62fd585d3e238f592c780cca82dacb2ed3cb5b38883add],
  block_number: 3068185,
  gas_used: 0x2982,
  output: <<>>,
  subtraces: 2,
  trace_address: [~h[0x1c39ba39e4735cb65978d4db400ddd70a72dc750]],
  transaction_hash: ~h[0x17104ac9d3312d8c136b7f44d4b8b47852618065ebfa534bd2d3b5ef218ca1f3],
  transaction_position: 2,
  type: "call"
}

iex> use Onchain.Hex
iex> %{
...>   "action" => %{
...>     "from" => "0x9d8ec03e9ddb71f04da9db1e38837aaac1782a97",
...>     "gas" => "0x4ad07",
...>     "init" =>
...>       "",
...>     "value" => "0x0"
...>   },
...>   "blockHash" => "0x151ccedeab15a443b3c45719ff00404d9b1d431454e6f63c845b22c46c9d25e2",
...>   "blockNumber" => 10_493_512,
...>   "result" => %{
...>     "address" => "0x107eed62216e0f83218858cef6830d1b17ad6bc3",
...>     "code" =>
...>       "",
...>     "gasUsed" => "0xebe8"
...>   },
...>   "subtraces" => 0,
...>   "traceAddress" => [0],
...>   "transactionHash" => "0xd2cb84e759a8882f8c3de29b673f6a602e0cae7f37a440b957526ef76eb05303",
...>   "transactionPosition" => 0,
...>   "type" => "create"
...> }
...> |> Onchain.RPC.Trace.deserialize()
%Onchain.RPC.Trace{
  action: %Onchain.RPC.Trace.Action{
    call_type: nil,
    init: ~h[],
    from: ~h[0x9d8ec03e9ddb71f04da9db1e38837aaac1782a97],
    gas: 306439,
    input: nil,
    to: nil,
    value: 0
  },
  block_hash: ~h[0x151ccedeab15a443b3c45719ff00404d9b1d431454e6f63c845b22c46c9d25e2],
  block_number: 10493512,
  gas_used: 60392,
  output: nil,
  result_address: ~h[0x107eed62216e0f83218858cef6830d1b17ad6bc3],
  result_code: ~h[],
  subtraces: 0,
  trace_address: [0],
  transaction_hash: ~h[0xd2cb84e759a8882f8c3de29b673f6a602e0cae7f37a440b957526ef76eb05303],
  transaction_position: 0,
  type: "create"
}

iex> use Onchain.Hex
iex> %{
...>   "action" => %{
...>     "callType" => "call",
...>     "from" => "0x9d8ec03e9ddb71f04da9db1e38837aaac1782a97",
...>     "gas" => "0x3b933",
...>     "input" =>
...>       "",
...>     "to" => "0x107eed62216e0f83218858cef6830d1b17ad6bc3",
...>     "value" => "0x0"
...>   },
...>   "blockHash" => "0x151ccedeab15a443b3c45719ff00404d9b1d431454e6f63c845b22c46c9d25e2",
...>   "blockNumber" => 10_493_512,
...>   "error" => "Reverted",
...>   "result" => %{"gasUsed" => "0x1bfa6", "output" => "0x01020304"},
...>   "subtraces" => 1,
...>   "traceAddress" => [1],
...>   "transactionHash" => "0xd2cb84e759a8882f8c3de29b673f6a602e0cae7f37a440b957526ef76eb05303",
...>   "transactionPosition" => 0,
...>   "type" => "call"
...> }
...> |> Onchain.RPC.Trace.deserialize()
%Onchain.RPC.Trace{
  action: %Onchain.RPC.Trace.Action{
    call_type: "call",
    from: ~h[0x9d8ec03e9ddb71f04da9db1e38837aaac1782a97],
    gas: 0x3b933,
    input: ~h[],
    to: ~h[0x107eed62216e0f83218858cef6830d1b17ad6bc3],
    value: 0x0,
  },
  block_hash: ~h[0x151ccedeab15a443b3c45719ff00404d9b1d431454e6f63c845b22c46c9d25e2],
  block_number: 10_493_512,
  gas_used: 0x1bfa6,
  error: "Reverted",
  output: ~h[0x01020304],
  subtraces: 1,
  trace_address: [1],
  transaction_hash: ~h[0xd2cb84e759a8882f8c3de29b673f6a602e0cae7f37a440b957526ef76eb05303],
  transaction_position: 0,
  type: "call"
}

iex> use Onchain.Hex
iex> %{
...>   "action" => %{
...>     "callType" => "call",
...>     "from" => "0x0000000000000000000000000000000000000000",
...>     "gas" => "0x1dcd0f58",
...>     "input" =>
...>       "0xd1692f56000000000000000000000000142da9114e5a98e015aa95afca0585e84832a612000000000000000000000000142da9114e5a98e015aa95afca0585e84832a6120000000000000000000000000000000000000000000000000000000000000000",
...>     "to" => "0x13172ee393713fba9925a9a752341ebd31e8d9a7",
...>     "value" => "0x0"
...>   },
...>   "error" => "Reverted",
...>   "result" => %{"gasUsed" => "0x1d55dd47", "output" => "0x"},
...>   "subtraces" => 1,
...>   "traceAddress" => [],
...>   "type" => "call"
...> }
...> |> Onchain.RPC.Trace.deserialize()
%Onchain.RPC.Trace{
  action: %Onchain.RPC.Trace.Action{
    call_type: "call",
    from: ~h[0x0000000000000000000000000000000000000000],
    gas: 0x1dcd0f58,
    input: ~h[0xd1692f56000000000000000000000000142da9114e5a98e015aa95afca0585e84832a612000000000000000000000000142da9114e5a98e015aa95afca0585e84832a6120000000000000000000000000000000000000000000000000000000000000000],
    to: ~h[0x13172ee393713fba9925a9a752341ebd31e8d9a7],
    value: 0x0,
  },
  block_hash: nil,
  block_number: nil,
  gas_used: 0x1d55dd47,
  error: "Reverted",
  output: <<>>,
  subtraces: 1,
  trace_address: [],
  transaction_hash: nil,
  type: "call"
}

iex> use Onchain.Hex
iex> %{
...>   "action" => %{
...>     "from" => "0x13172ee393713fba9925a9a752341ebd31e8d9a7",
...>     "gas" => "0x1d555c99",
...>     "init" =>
...>       "",
...>     "value" => "0x0"
...>   },
...>   "error" => "contract address collision",
...>   "result" => nil,
...>   "subtraces" => 0,
...>   "traceAddress" => [0],
...>   "type" => "create"
...> }
...> |> Onchain.RPC.Trace.deserialize()
%Onchain.RPC.Trace{
  action: %Onchain.RPC.Trace.Action{
    from: ~h[0x13172ee393713fba9925a9a752341ebd31e8d9a7],
    gas: 0x1d555c99,
    init: ~h[],
    value: 0x0,
  },
  error: "contract address collision",
  subtraces: 0,
  trace_address: [0],
  type: "create"
}

  



  
    
      
    
    
      deserialize_many(traces)



        
          
        

    

  


  

      

          @spec deserialize_many([map()]) :: [t()] | no_return()


      


Deserializes an array of trace results from trace_transction.
Examples
iex> use Onchain.Hex
iex> [%{
...>   "action" => %{
...>     "callType" => "call",
...>     "from" => "0x83806d539d4ea1c140489a06660319c9a303f874",
...>     "gas" => "0x1a1f8",
...>     "input" => "0x",
...>     "to" => "0x1c39ba39e4735cb65978d4db400ddd70a72dc750",
...>     "value" => "0x7a16c911b4d00000"
...>   },
...>   "blockHash" => "0x7eb25504e4c202cf3d62fd585d3e238f592c780cca82dacb2ed3cb5b38883add",
...>   "blockNumber" => 3068185,
...>   "result" => %{
...>     "gasUsed" => "0x2982",
...>     "output" => "0x"
...>   },
...>   "subtraces" => 2,
...>   "traceAddress" => ["0x1c39ba39e4735cb65978d4db400ddd70a72dc750"],
...>   "transactionHash" => "0x17104ac9d3312d8c136b7f44d4b8b47852618065ebfa534bd2d3b5ef218ca1f3",
...>   "transactionPosition" => 2,
...>   "type" => "call"
...> }]
...> |> Onchain.RPC.Trace.deserialize_many()
[
  %Onchain.RPC.Trace{
    action: %Onchain.RPC.Trace.Action{
      call_type: "call",
      from: ~h[0x83806d539d4ea1c140489a06660319c9a303f874],
      gas: 0x01a1f8,
      input: <<>>,
      to: ~h[0x1c39ba39e4735cb65978d4db400ddd70a72dc750],
      value: 0x7a16c911b4d00000,
    },
    block_hash: ~h[0x7eb25504e4c202cf3d62fd585d3e238f592c780cca82dacb2ed3cb5b38883add],
    block_number: 3068185,
    gas_used: 0x2982,
    output: <<>>,
    subtraces: 2,
    trace_address: [~h[0x1c39ba39e4735cb65978d4db400ddd70a72dc750]],
    transaction_hash: ~h[0x17104ac9d3312d8c136b7f44d4b8b47852618065ebfa534bd2d3b5ef218ca1f3],
    transaction_position: 2,
    type: "call"
  }
]

  



  
    
      
    
    
      serialize(trace)



        
          
        

    

  


  

      

          @spec serialize(t()) :: map()


      


Serializes a single trace to a corresponding json map.
Examples
iex> use Onchain.Hex
iex> %Onchain.RPC.Trace{
...>   action: %Onchain.RPC.Trace.Action{
...>     call_type: "call",
...>     from: ~h[0x83806d539d4ea1c140489a06660319c9a303f874],
...>     gas: 0x01a1f8,
...>     input: <<>>,
...>     to: ~h[0x1c39ba39e4735cb65978d4db400ddd70a72dc750],
...>     value: 0x7a16c911b4d00000,
...>   },
...>   block_hash: ~h[0x7eb25504e4c202cf3d62fd585d3e238f592c780cca82dacb2ed3cb5b38883add],
...>   block_number: 3068185,
...>   gas_used: 0x2982,
...>   output: <<>>,
...>   subtraces: 2,
...>   trace_address: [~h[0x1c39ba39e4735cb65978d4db400ddd70a72dc750]],
...>   transaction_hash: ~h[0x17104ac9d3312d8c136b7f44d4b8b47852618065ebfa534bd2d3b5ef218ca1f3],
...>   transaction_position: 2,
...>   type: "call"
...> }
...> |> Onchain.RPC.Trace.serialize()
%{
  action: %{
    callType: "call",
    from: "0x83806d539D4Ea1c140489A06660319C9A303f874",
    gas: "0x1A1F8",
    input: "0x",
    to: "0x1C39BA39e4735CB65978d4Db400dDD70a72DC750",
    value: "0x7A16C911B4D00000",
    init: nil
  },
  blockHash: "0x7eb25504e4c202cf3d62fd585d3e238f592c780cca82dacb2ed3cb5b38883add",
  blockNumber: "0x2ED119",
  error: nil,
  result: %{
    gasUsed: "0x2982",
    code: nil,
    address: nil,
    output: "0x"
  },
  subtraces: 2,
  traceAddress: ["0x1C39BA39e4735CB65978d4Db400dDD70a72DC750"],
  transactionHash: "0x17104ac9d3312d8c136b7f44d4b8b47852618065ebfa534bd2d3b5ef218ca1f3",
  transactionPosition: 2,
  type: "call"
}

  


        

      


  

    
Onchain.RPC.Trace.Action 
    



      
A single sub-action inside a Onchain.RPC.Trace — the call, create,
or suicide operation the traced transaction performed at one frame of
its call graph (from, to, value, gas, input, and call-type metadata).
API Functions
	Function	Arity	Description	Param Kinds
	serialize	1	Encode a Onchain.RPC.Trace.Action struct back into a JSON-RPC trace action map.	action: value
	deserialize	1	Decode a trace action object from a JSON-RPC trace result.	params: exchange_data


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        deserialize(params)

      


        Deserializes a trace sub-action into a struct.



    


    
      
        serialize(action)

      


        Serializes a struct into a json map.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.RPC.Trace.Action{
  balance: integer() | nil,
  call_type: String.t() | nil,
  from: <<_::160>> | nil,
  gas: integer() | nil,
  init: binary() | nil,
  input: binary() | nil,
  refund_address: binary() | nil,
  to: <<_::160>> | nil,
  value: integer() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      deserialize(params)



        
          
        

    

  


  

      

          @spec deserialize(map()) :: t() | no_return()


      


Deserializes a trace sub-action into a struct.
Examples
iex> use Onchain.Hex
iex> %{
...>   "callType" => "call",
...>   "from" => "0x83806d539d4ea1c140489a06660319c9a303f874",
...>   "gas" => "0x1a1f8",
...>   "input" => "0x",
...>   "to" => "0x1c39ba39e4735cb65978d4db400ddd70a72dc750",
...>   "value" => "0x7a16c911b4d00000"
...> }
...> |> Onchain.RPC.Trace.Action.deserialize()
%Onchain.RPC.Trace.Action{
  call_type: "call",
  from: ~h[0x83806d539d4ea1c140489a06660319c9a303f874],
  gas: 0x01a1f8,
  input: <<>>,
  to: ~h[0x1c39ba39e4735cb65978d4db400ddd70a72dc750],
  value: 0x7a16c911b4d00000,
}

iex> use Onchain.Hex
iex> %{
...>   "callType" => "call",
...>   "from" => "0x0000000000000000000000000000000000000000",
...>   "gas" => "0x1dcd0f58",
...>   "input" =>
...>     "0xd1692f56000000000000000000000000142da9114e5a98e015aa95afca0585e84832a612000000000000000000000000142da9114e5a98e015aa95afca0585e84832a6120000000000000000000000000000000000000000000000000000000000000000",
...>   "to" => "0x13172ee393713fba9925a9a752341ebd31e8d9a7",
...>   "value" => "0x0"
...> }
...> |> Onchain.RPC.Trace.Action.deserialize()
%Onchain.RPC.Trace.Action{
  call_type: "call",
  from: ~h[0x0000000000000000000000000000000000000000],
  gas: 0x1dcd0f58,
  input: ~h[0xd1692f56000000000000000000000000142da9114e5a98e015aa95afca0585e84832a612000000000000000000000000142da9114e5a98e015aa95afca0585e84832a6120000000000000000000000000000000000000000000000000000000000000000],
  to: ~h[0x13172ee393713fba9925a9a752341ebd31e8d9a7],
  value: 0x0,
}

iex> use Onchain.Hex
iex> %{
...>   "address" => "0x1a6b1b60d09944d56d39ef53a6b81097615f5ee4",
...>   "balance" => "0x0",
...>   "refundAddress" => "0x0000000000b3f879cb30fe243b4dfee438691c04"
...> }
...> |> Onchain.RPC.Trace.Action.deserialize()
%Onchain.RPC.Trace.Action{
  refund_address: ~h[0x0000000000b3f879cb30fe243b4dfee438691c04],
  balance: 0x0,
}

  



  
    
      
    
    
      serialize(action)



        
          
        

    

  


  

      

          @spec serialize(t()) :: map()


      


Serializes a struct into a json map.
Examples
iex> use Onchain.Hex
iex> %Onchain.RPC.Trace.Action{
...>   call_type: "call",
...>   from: ~h[0x83806d539d4ea1c140489a06660319c9a303f874],
...>   gas: 0x01a1f8,
...>   input: <<>>,
...>   to: ~h[0x1c39ba39e4735cb65978d4db400ddd70a72dc750],
...>   value: 0x7a16c911b4d00000,
...> }
...> |> Onchain.RPC.Trace.Action.serialize()
%{
  from: "0x83806d539D4Ea1c140489A06660319C9A303f874",
  gas: "0x1A1F8",
  input: "0x",
  to: "0x1C39BA39e4735CB65978d4Db400dDD70a72DC750",
  value: "0x7A16C911B4D00000",
  callType: "call",
  init: nil
}

  


        

      


  

    
Onchain.Receipt 
    



      
Represents an Ethereum transaction receipt, which contains information
about the success or failure of an Ethereum transaction after it has
been included in a mined Ethereum block.
See Onchain.RPC.get_transaction_receipt for getting receipts from
an Ethereum JSON-RPC host.
API Functions
	Function	Arity	Description	Param Kinds
	deserialize	1	Deserialize an Ethereum transaction receipt from a JSON-RPC object.	params: exchange_data


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        deserialize(params)

      


        Deserializes a transaction receipt as serialized by an Ethereum JSON-RPC response.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.Receipt{
  blob_gas_price: non_neg_integer() | nil,
  blob_gas_used: non_neg_integer() | nil,
  block_hash: <<_::256>>,
  block_number: integer(),
  contract_address: <<_::160>> | nil,
  cumulative_gas_used: integer(),
  effective_gas_price: integer(),
  from: <<_::160>>,
  gas_used: integer(),
  logs: [Onchain.Filter.Log.t()],
  logs_bloom: <<_::1024>>,
  status: integer(),
  to: <<_::160>> | nil,
  transaction_hash: <<_::256>>,
  transaction_index: integer(),
  type: integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      deserialize(params)



        
          
        

    

  


  

      

          @spec deserialize(map()) :: t() | no_return()


      


Deserializes a transaction receipt as serialized by an Ethereum JSON-RPC response.
See also https://ethereum.org/en/developers/docs/apis/json-rpc#eth_gettransactionreceipt
Examples
iex> use Onchain.Hex
iex> %{
...>   "blockHash" => "0xa957d47df264a31badc3ae823e10ac1d444b098d9b73d204c40426e57f47e8c3",
...>   "blockNumber" => "0xeff35f",
...>   "contractAddress" => nil,
...>   "cumulativeGasUsed" => "0xa12515",
...>   "effectiveGasPrice" => "0x5a9c688d4",
...>   "from" => "0x6221a9c005f6e47eb398fd867784cacfdcfff4e7",
...>   "gasUsed" => "0xb4c8",
...>   "logs" => [%{
...>     "logIndex" => "0x1",
...>     "blockNumber" => "0x1b4",
...>     "blockHash" => "0xaa8216c5785ac562ff41e2dcfdf5785ac562ff41e2dcfdf829c5a142f1fccd7d",
...>     "transactionHash" =>  "0xaadf829c5a142f1fccd7d8216c5785ac562ff41e2dcfdf5785ac562ff41e2dcf",
...>     "transactionIndex" => "0x0",
...>     "address" => "0x16c5785ac562ff41e2dcfdf829c5a142f1fccd7d",
...>     "data" => "0x0000000000000000000000000000000000000000000000000000000000000000",
...>     "topics" => [
...>       "0x59ebeb90bc63057b6515673c3ecf9438e5058bca0f92585014eced636878c9a5"
...>     ]
...>   }],
...>   "logsBloom" => "0x00000000000000000000000000000000000000000000000000000000000000010000000000000000000000000000000000000000000000000000000000000001000000000000000000000000000000000000000000000000000000000000000100000000000000000000000000000000000000000000000000000000000000010000000000000000000000000000000000000000000000000000000000000001000000000000000000000000000000000000000000000000000000000000000100000000000000000000000000000000000000000000000000000000000000010000000000000000000000000000000000000000000000000000000000000001",
...>   "status" => "0x1",
...>   "to" => "0xc02aaa39b223fe8d0a0e5c4f27ead9083c756cc2",
...>   "transactionHash" =>
...>     "0x85d995eba9763907fdf35cd2034144dd9d53ce32cbec21349d4b12823c6860c5",
...>   "transactionIndex" => "0x66",
...>   "type" => "0x2"
...> }
...> |> Onchain.Receipt.deserialize()
%Onchain.Receipt{
  transaction_hash: ~h[0x85d995eba9763907fdf35cd2034144dd9d53ce32cbec21349d4b12823c6860c5],
  transaction_index: 0x66,
  block_hash: ~h[0xa957d47df264a31badc3ae823e10ac1d444b098d9b73d204c40426e57f47e8c3],
  block_number: 0xeff35f,
  from: ~h[0x6221a9c005f6e47eb398fd867784cacfdcfff4e7],
  to: ~h[0xc02aaa39b223fe8d0a0e5c4f27ead9083c756cc2],
  cumulative_gas_used: 0xa12515,
  effective_gas_price: 0x5a9c688d4,
  blob_gas_used: nil,
  blob_gas_price: nil,
  gas_used: 0xb4c8,
  contract_address: nil,
  logs: [
    %Onchain.Filter.Log{
      log_index: 1,
      block_number: 0x01b4,
      block_hash: ~h[0xaa8216c5785ac562ff41e2dcfdf5785ac562ff41e2dcfdf829c5a142f1fccd7d],
      transaction_hash: ~h[0xaadf829c5a142f1fccd7d8216c5785ac562ff41e2dcfdf5785ac562ff41e2dcf],
      transaction_index: 0,
      address: ~h[0x16c5785ac562ff41e2dcfdf829c5a142f1fccd7d],
      data: ~h[0x0000000000000000000000000000000000000000000000000000000000000000],
      topics: [
        ~h[0x59ebeb90bc63057b6515673c3ecf9438e5058bca0f92585014eced636878c9a5]
      ]
    }
  ],
  logs_bloom: ~h[0x00000000000000000000000000000000000000000000000000000000000000010000000000000000000000000000000000000000000000000000000000000001000000000000000000000000000000000000000000000000000000000000000100000000000000000000000000000000000000000000000000000000000000010000000000000000000000000000000000000000000000000000000000000001000000000000000000000000000000000000000000000000000000000000000100000000000000000000000000000000000000000000000000000000000000010000000000000000000000000000000000000000000000000000000000000001],
  type: 0x02,
  status: 0x01,
}

iex> use Onchain.Hex
iex> %{
...>   "transactionHash" => "0xf9e69be4f1ae524854e14dc820c519d8f2b86e52c60e54448abf920d22fb6fe2",
...>   "transactionIndex" => "0x0",
...>   "blockHash" => "0x4bc3c26b1a599ced9876d9bf9a17c9bd58ec8b71a68e75335de7f2820e9336ca",
...>   "blockNumber" => "0xa01df4",
...>   "from" => "0xb03d1100c68e58aa1895f8c1f230c0851ff41851",
...>   "to" => "0x9d8ec03e9ddb71f04da9db1e38837aaac1782a97",
...>   "cumulativeGasUsed" => "0x365b2",
...>   "gasUsed" => "0x365b2",
...>   "contractAddress" => nil,
...>   "logs" => [
...>     %{
...>       "address" => "0x9d8ec03e9ddb71f04da9db1e38837aaac1782a97",
...>       "topics" => [
...>         "0x3ffe5de331422c5ec98e2d9ced07156f640bb51e235ef956e50263d4b28d3ae4",
...>         "0x0000000000000000000000002326aba712500ae3114b664aeb51dba2c2fb416d",
...>         "0x0000000000000000000000002326aba712500ae3114b664aeb51dba2c2fb416d"
...>       ],
...>       "data" =>
...>         "0x000000000000000000000000cb372382aa9a9e6f926714f4305afac4566f75380000000000000000000000000000000000000000000000000000000000000000",
...>       "blockHash" => "0x4bc3c26b1a599ced9876d9bf9a17c9bd58ec8b71a68e75335de7f2820e9336ca",
...>       "blockNumber" => "0xa01df4",
...>       "transactionHash" =>
...>         "0xf9e69be4f1ae524854e14dc820c519d8f2b86e52c60e54448abf920d22fb6fe2",
...>       "transactionIndex" => "0x0",
...>       "logIndex" => "0x0",
...>       "removed" => false
...>     },
...>     %{
...>       "address" => "0xcb372382aa9a9e6f926714f4305afac4566f7538",
...>       "topics" => [
...>         "0xe0d20d95fbbe7375f6edead77b5ce5c5b096e7dac85848c45c37a95eaf17fe62",
...>         "0x0000000000000000000000009d8ec03e9ddb71f04da9db1e38837aaac1782a97",
...>         "0x00000000000000000000000054f0a87eb5c8c8ba70243de1ac19e735b41b10a2",
...>         "0x0000000000000000000000000000000000000000000000000000000000000000"
...>       ],
...>       "data" => "0x0000000000000000000000000000000000000000000000000000000000000000",
...>       "blockHash" => "0x4bc3c26b1a599ced9876d9bf9a17c9bd58ec8b71a68e75335de7f2820e9336ca",
...>       "blockNumber" => "0xa01df4",
...>       "transactionHash" =>
...>         "0xf9e69be4f1ae524854e14dc820c519d8f2b86e52c60e54448abf920d22fb6fe2",
...>       "transactionIndex" => "0x0",
...>       "logIndex" => "0x1",
...>       "removed" => false
...>     },
...>     %{
...>       "address" => "0xcb372382aa9a9e6f926714f4305afac4566f7538",
...>       "topics" => ["0x0000000000000000000000000000000000000000000000000000000000000055"],
...>       "data" => "0x",
...>       "blockHash" => "0x4bc3c26b1a599ced9876d9bf9a17c9bd58ec8b71a68e75335de7f2820e9336ca",
...>       "blockNumber" => "0xa01df4",
...>       "transactionHash" =>
...>         "0xf9e69be4f1ae524854e14dc820c519d8f2b86e52c60e54448abf920d22fb6fe2",
...>       "transactionIndex" => "0x0",
...>       "logIndex" => "0x2",
...>       "removed" => false
...>     }
...>   ],
...>   "status" => "0x1",
...>   "logsBloom" =>
...>     "0x00800000000000000000000400000000000000000000000000000000000000000000000000000000000000000000002000200040000000000000000200001000000000000000000000000000000000000000000000000000000000000010000000008000020000004000000200000800000000000000000000220000000000000000000000000800000000000400000000000000000000000000000000000000000000040000000000008000008000000000000000000000000000000004000000800000000000004000000000000000000000000000000004080000000020000000000000000080000000000000000000000000000000000000000000000000",
...>   "type" => "0x0",
...>   "effectiveGasPrice" => "0x47868c0a",
...>   "deposit_nonce" => nil
...> }
...> |> Onchain.Receipt.deserialize()
%Onchain.Receipt{
  transaction_hash: ~h[0xf9e69be4f1ae524854e14dc820c519d8f2b86e52c60e54448abf920d22fb6fe2],
  transaction_index: 0,
  block_hash: ~h[0x4bc3c26b1a599ced9876d9bf9a17c9bd58ec8b71a68e75335de7f2820e9336ca],
  block_number: 10493428,
  from: ~h[0xb03d1100c68e58aa1895f8c1f230c0851ff41851],
  to: ~h[0x9d8ec03e9ddb71f04da9db1e38837aaac1782a97],
  cumulative_gas_used: 222642,
  effective_gas_price: 1200000010,
  blob_gas_used: nil,
  blob_gas_price: nil,
  gas_used: 222642,
  contract_address: nil,
  logs: [
    %Onchain.Filter.Log{
    removed: false,
      log_index: 0,
      block_number: 10493428,
      block_hash: ~h[0x4bc3c26b1a599ced9876d9bf9a17c9bd58ec8b71a68e75335de7f2820e9336ca],
      transaction_hash: ~h[0xf9e69be4f1ae524854e14dc820c519d8f2b86e52c60e54448abf920d22fb6fe2],
      transaction_index: 0,
      address: ~h[0x9d8ec03e9ddb71f04da9db1e38837aaac1782a97],
      data: ~h[0x000000000000000000000000cb372382aa9a9e6f926714f4305afac4566f75380000000000000000000000000000000000000000000000000000000000000000],
      topics: [
        ~h[0x3ffe5de331422c5ec98e2d9ced07156f640bb51e235ef956e50263d4b28d3ae4],
        ~h[0x0000000000000000000000002326aba712500ae3114b664aeb51dba2c2fb416d],
        ~h[0x0000000000000000000000002326aba712500ae3114b664aeb51dba2c2fb416d]
      ]
    },
    %Onchain.Filter.Log{
    removed: false,
      log_index: 1,
      block_number: 10493428,
      block_hash: ~h[0x4bc3c26b1a599ced9876d9bf9a17c9bd58ec8b71a68e75335de7f2820e9336ca],
      transaction_hash: ~h[0xf9e69be4f1ae524854e14dc820c519d8f2b86e52c60e54448abf920d22fb6fe2],
      transaction_index: 0,
      address: ~h[0xcb372382aa9a9e6f926714f4305afac4566f7538],
      data: ~h[0x0000000000000000000000000000000000000000000000000000000000000000],
      topics: [
        ~h[0xe0d20d95fbbe7375f6edead77b5ce5c5b096e7dac85848c45c37a95eaf17fe62],
        ~h[0x0000000000000000000000009d8ec03e9ddb71f04da9db1e38837aaac1782a97],
        ~h[0x00000000000000000000000054f0a87eb5c8c8ba70243de1ac19e735b41b10a2],
        ~h[0x0000000000000000000000000000000000000000000000000000000000000000]
      ]
    },
    %Onchain.Filter.Log{
    removed: false,
      log_index: 2,
      block_number: 10493428,
      block_hash: ~h[0x4bc3c26b1a599ced9876d9bf9a17c9bd58ec8b71a68e75335de7f2820e9336ca],
      transaction_hash: ~h[0xf9e69be4f1ae524854e14dc820c519d8f2b86e52c60e54448abf920d22fb6fe2],
      transaction_index: 0,
      address: ~h[0xcb372382aa9a9e6f926714f4305afac4566f7538],
      data: <<>>,
      topics: [
        ~h[0x0000000000000000000000000000000000000000000000000000000000000055]
      ]
    }
  ],
  logs_bloom: ~h[0x00800000000000000000000400000000000000000000000000000000000000000000000000000000000000000000002000200040000000000000000200001000000000000000000000000000000000000000000000000000000000000010000000008000020000004000000200000800000000000000000000220000000000000000000000000800000000000400000000000000000000000000000000000000000000040000000000008000008000000000000000000000000000000004000000800000000000004000000000000000000000000000000004080000000020000000000000000080000000000000000000000000000000000000000000000000],
  type: 0,
  status: 1
}

  


        

      


  

    
Onchain.Recover 
    



      
EIP-191 (personal_sign) signature recovery primitives.
Given a message and a packed secp256k1 signature, recover the signer's
public key (recover_public_key/2) or Ethereum address (recover_eth/2).
recover_personal_sign/2 is the MetaMask / WalletConnect path: it wraps the
message in the EIP-191 envelope before recovering. When the signature arrived
without a recovery bit (e.g. some HSM / KMS backends return only (r, s)),
find_recid/3 brute-forces the two valid recids against an expected address.
Signatures may be supplied either as a Onchain.Signature struct (when the
recovery bit lives in :recid) or as packed r <> s <> v bytes. v is one
or more bytes (65 bytes total when it fits in a single byte; longer when
EIP-155 v exceeds 255). It is interpreted as recid 0/1 (raw form),
27/28 (personal_sign), or 35 + 2 * chain_id + recid (EIP-155).
Used internally by Onchain.Signer for the recover-and-verify sanity check
after each sign call, and exposed as the public surface for consumers
verifying user-supplied signatures (e.g. personal_sign payloads from
MetaMask, WalletConnect, or any wallet implementing EIP-191).

      


      
        Summary


  
    Functions
  


    
      
        find_recid(message, signature, address)

      


        Finds the given recid which recovers the given signature for the message to the given
Ethereum address. This is a very simple guess-check-revise since there are only four
possible values, and we only accept two of those.



    


    
      
        find_recid_from_digest(digest, signature, address)

      


        Finds the recid recovering signature (over an already-computed 32-byte
digest) to address, performing no hashing of its own.



    


    
      
        normalize_low_s(signature)

      


        Canonicalizes a secp256k1 signature to its low-s form (EIP-2).



    


    
      
        prefix_eth(msg)

      


        Wraps a message in the EIP-191 personal_sign envelope.



    


    
      
        recover_eth(message, signature)

      


        Recovers a signer's Ethereum address from a signed message. The message will
be digested by keccak first. Note: the rec_id can be embeded in the signature
or passed separately.



    


    
      
        recover_eth_from_digest(digest, signature)

      


        Recovers a signer's Ethereum address from a signature over an already-computed
32-byte digest, performing no hashing of its own.



    


    
      
        recover_personal_sign(message, signature)

      


        Recovers the signer of an EIP-191 personal_sign payload (MetaMask,
WalletConnect, and any wallet that hashes the 
  
    
    Onchain.RecoveryBit - onchain v0.16.0
    
    

    


  
  

    
Onchain.RecoveryBit 
    



      
There are a number of ways to look at recovery bits. Either:
	:base: In the range {0,1}, which are the outputs of a signer library
	:ethereum: In the range {27,28}, as defined in the yellow paper
	:eip155: In the range {35+chain_id*2,35+chain_id*2+1}, as defined in EIP-155

This module provides tools between switching through these choices.
EIP-155 conversion takes an explicit chain_id. Omitting it falls back to
config :cartouche, :chain_id (via Onchain.Chain.chain_id_value/1). A
signature from a different chain than the one supplied (or configured)
raises Invalid EIP-155 Signature naming both recovery_bit and chain_id.
API Functions
	Function	Arity	Description	Param Kinds
	recover_base	2	Convert a recovery bit from any supported convention into base form.	v: value, chain_id: value
	normalize_signature	3	Normalize the recovery bytes of a packed r <> s <> v Ethereum signature.	signature: value, rec_type: value, chain_id: value
	normalize	3	Convert a recovery bit into the requested recovery-bit convention.	recovery_bit: value, rec_type: value, chain_id: value


      


      
        Summary


  
    Types
  


    
      
        rec_type()

      


    





  
    Functions
  


    
      
        normalize(recovery_bit, rec_type \\ :eip155, chain_id \\ nil)

      


        Normalizes a binary-encoded signature to the given requested type,
i.e. :base, :ethereum, or :eip155.



    


    
      
        normalize_signature(arg, rec_type \\ :eip155, chain_id \\ nil)

      


        Normalizes a binary-encoded signature to the given requested type,
i.e. :base, :ethereum, or :eip155.



    


    
      
        recover_base(v, chain_id \\ nil)

      


        Normalizes a recovery bit to be either 0 or 1.



    





      


      
        Types


        


  
    
      
    
    
      rec_type()



        
          
        

    

  


  

      

          @type rec_type() :: :base | :ethereum | :eip155


      



  


        

      

      
        Functions


        


    

    

  
    
      
    
    
      normalize(recovery_bit, rec_type \\ :eip155, chain_id \\ nil)



        
          
        

    

  


  

      

          @spec normalize(non_neg_integer(), rec_type(), integer() | atom() | nil) ::
  non_neg_integer() | no_return()


      


Normalizes a binary-encoded signature to the given requested type,
i.e. :base, :ethereum, or :eip155.
Examples
iex> Onchain.RecoveryBit.normalize(28, :ethereum)
28

iex> Onchain.RecoveryBit.normalize(1, :ethereum)
28

iex> Onchain.RecoveryBit.normalize(27, :base)
0

  



    

    

  
    
      
    
    
      normalize_signature(arg, rec_type \\ :eip155, chain_id \\ nil)



        
          
        

    

  


  

      

          @spec normalize_signature(
  Onchain.Configuration.signature(),
  rec_type(),
  integer() | atom() | nil
) ::
  Onchain.Configuration.signature() | no_return()


      


Normalizes a binary-encoded signature to the given requested type,
i.e. :base, :ethereum, or :eip155.
Examples
iex> Onchain.RecoveryBit.normalize_signature(<<1::256, 2::256, 28>>, :ethereum)
<<1::256, 2::256, 28>>

iex> Onchain.RecoveryBit.normalize_signature(<<1::256, 2::256, 1>>, :ethereum)
<<1::256, 2::256, 28>>

iex> Onchain.RecoveryBit.normalize_signature(<<1::256, 2::256, 27>>, :base)
<<1::256, 2::256, 0>>

  



    

  
    
      
    
    
      recover_base(v, chain_id \\ nil)



        
          
        

    

  


  

      

          @spec recover_base(non_neg_integer(), integer() | atom() | nil) :: 0 | 1 | no_return()


      


Normalizes a recovery bit to be either 0 or 1.
EIP-155 values are reduced against chain_id. Omitting it falls back to
config :cartouche, :chain_id. A v from a different chain raises
Invalid EIP-155 Signature naming both recovery_bit and chain_id.
Examples
iex> Onchain.RecoveryBit.recover_base(0)
0

iex> Onchain.RecoveryBit.recover_base(1)
1

iex> Onchain.RecoveryBit.recover_base(27)
0

iex> Onchain.RecoveryBit.recover_base(28)
1

iex> Onchain.RecoveryBit.recover_base(2)
** (FunctionClauseError) no function clause matching in Onchain.RecoveryBit.recover_base/2
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Onchain.Signature 
    



      
A secp256k1 signature with integer scalars and an optional recovery ID.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_der(arg1)

      


        Parses a canonical DER ECDSA signature, rejecting invalid scalars and encodings.



    


    
      
        normalize(signature)

      


        Normalizes s while preserving recovery by flipping the parity bit.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.Signature{r: pos_integer(), recid: 0..3 | nil, s: pos_integer()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_der(arg1)



        
          
        

    

  


  

      

          @spec from_der(binary()) :: {:ok, t()} | {:error, :invalid_signature}


      


Parses a canonical DER ECDSA signature, rejecting invalid scalars and encodings.

  



  
    
      
    
    
      normalize(signature)



        
          
        

    

  


  

      

          @spec normalize(t()) :: t()


      


Normalizes s while preserving recovery by flipping the parity bit.
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Onchain.Signer 
    



      
Onchain.Signer is a GenServer which can sign messages. The runtime carrier
is a {backend_module, config} pair implementing Onchain.Signer.Backend
(for instance Onchain.Signer.Secp256k1 with a local key, or
Onchain.Signer.CloudKMS with GCP Cloud KMS coordinates). A legacy
{module, function, args} MFA is also accepted so existing call sites
(Onchain.Signer.sign_direct/4, and start_link/1 handed a 3-tuple)
keep working. In either case, start the GenServer and call
Onchain.Signer.sign(MySigner, "message") to get a packed
r || s || v Ethereum signature (Onchain.Configuration.signature()).
The packed form is 65 bytes when EIP-155 v fits in one byte and longer
otherwise. At chain id 110, v is 255 or 256 depending on recovery parity,
producing 65 or 66 bytes respectively. Chain binding for legacy transactions
lives in that trailing v because Transaction.V1.add_signature/2 copies
it into the RLP v field; emitting a parity-only byte here would silently
drop EIP-155 replay protection. Typed transactions already take y-parity
from whatever width they receive.
This library never emits a packed Ethereum signature with s > n/2
(EIP-2). Low-s canonicalization is applied at the emission funnel, not by
the configured backend: both the {backend, config} path and the legacy
MFA path pass through Onchain.Recover.normalize_low_s/1 before the
recovery-bit search and EIP-155 packing. The MFA carrier remains available
for existing callers and cannot bypass the invariant.
Note: we also enforce that a given signer process knows its public key,
such that we can verify signatures recovery bits. That is, since CloudKMS
and other signing tools don't return a recovery bit, necessary for Ethereum,
we test all 4 possible bits to make sure a signature recovers to the correct
signer address, but we need to know what that address should be to accomplish
this task.
Additionally, chain_id is used to return EIP-155 compliant signatures.
For stateless EIP-1559 writes, build_transaction/3, sign_transaction/3,
and encode_transaction/1 build and sign with an explicitly supplied private
key through the same backend carrier. send_transaction/3 also estimates gas
when omitted and broadcasts the encoded transaction. Signing returns the
complete signed %Onchain.Transaction.V2{}; encoding is a separate step.
API Functions
	Function	Arity	Description	Param Kinds
	send_transaction!	3	Build, sign, encode, and broadcast a transaction in one call. Raises on error.	to: value, calldata: value, opts: value
	send_transaction	3	Build, sign, encode, and broadcast a transaction in one call.	to: value, calldata: value, opts: value
	encode_transaction!	1	Encode a signed transaction to 0x-prefixed hex for broadcast. Raises on error.	signed_trx: value
	encode_transaction	1	Encode a signed transaction to 0x-prefixed hex for broadcast.	signed_trx: value
	sign_transaction!	3	Sign a transaction with a private key. Raises on error.	unsigned_trx: value, private_key: value, chain_id: value
	sign_transaction	3	Sign a transaction with a private key.	unsigned_trx: value, private_key: value, chain_id: value
	build_transaction!	3	Build an unsigned EIP-1559 transaction. Raises on error.	to: value, calldata: value, opts: value
	build_transaction	3	Build an unsigned EIP-1559 transaction.	to: value, calldata: value, opts: value
	address_from_key!	1	Derive checksummed Ethereum address from a private key. Raises on error.	private_key: value
	address_from_key	1	Derive checksummed Ethereum address from a private key.	private_key: value
	sign_direct	4	Sign a message directly with a backend carrier or MFA and known signer address.	message: value, address: value, signer_mfa: value, chain_id_or_name: value
	chain_id	1	Get the chain id configured for a signer process.	name: value
	address	1	Get the Ethereum address controlled by a signer process.	name: value
	sign_typed_data	3	Sign EIP-712 typed data the way eth_signTypedData_v4 / ethers signTypedData does.	typed: value, name: value, opts: value
	sign_message	3	Sign a message the way a wallet's personal_sign / ethers signMessage does.	message: value, name: value, opts: value
	sign	3	Sign a message with a running signer process.	message: value, name: value, opts: value
	start_link	1	Start a signer process backed by the provided signer backend carrier.	signer_options: value
	child_spec	1	Build the supervisor child specification for a signer process.	init_arg: value


      


      
        Summary


  
    Functions
  


    
      
        address(name \\ Default)

      


        Gets the address for this signer.



    


    
      
        address_from_key(private_key)

      


        Derive checksummed Ethereum address from a private key.



    


    
      
        address_from_key!(private_key)

      


        Derive checksummed Ethereum address from a private key. Raises on error.



    


    
      
        build_transaction(to, calldata, opts)

      


        Build an unsigned EIP-1559 transaction.



    


    
      
        build_transaction!(to, calldata, opts)

      


        Build an unsigned EIP-1559 transaction. Raises on error.



    


    
      
        chain_id(name \\ Default)

      


        Gets the chain id for this signer.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        encode_transaction(signed_trx)

      


        Encode a signed transaction to 0x-prefixed hex for broadcast.



    


    
      
        encode_transaction!(trx)

      


        Encode a signed transaction to 0x-prefixed hex for broadcast. Raises on error.



    


    
      
        send_transaction(to, calldata, opts)

      


        Build, sign, encode, and broadcast a transaction in one call.



    


    
      
        send_transaction!(to, calldata, opts)

      


        Build, sign, encode, and broadcast a transaction in one call. Raises on error.



    


    
      
        sign(message, name \\ Default, opts \\ [])

      


        Signs a message using this signing key.



    


    
      
        sign_direct(message, address, carrier, chain_id_or_name)

      


        Directly sign a message, not using a signer process.



    


    
      
        sign_message(message, name \\ Default, opts \\ [])

      


        Signs a message as personal_sign / ethers signMessage / viem signMessage do.



    


    
      
        sign_transaction(unsigned_trx, private_key, chain_id)

      


        Sign a transaction with a private key.



    


    
      
        sign_transaction!(unsigned_trx, private_key, chain_id)

      


        Sign a transaction with a private key. Raises on error.



    


    
      
        sign_typed_data(typed, name \\ Default, opts \\ [])

      


        Signs EIP-712 typed data as eth_signTypedData_v4 / ethers signTypedData /
viem signTypedData do.



    


    
      
        start_link(list)

      


        Starts a new Onchain.Signer process.



    





      


      
        Functions


        


    

  
    
      
    
    
      address(name \\ Default)



        
          
        

    

  


  

      

          @spec address(GenServer.server()) :: Onchain.Configuration.address()


      


Gets the address for this signer.
Examples
iex> signer_proc = Onchain.Test.Signer.start_signer()
iex> Onchain.Signer.address(signer_proc) |> Onchain.Hex.to_address()
"0x63Cc7c25e0cdb121aBb0fE477a6b9901889F99A7"

  



  
    
      
    
    
      address_from_key(private_key)



        
          
        

    

  


  

      

          @spec address_from_key(binary()) ::
  {:ok, String.t()} | {:error, {:invalid_private_key, term()}}


      


Derive checksummed Ethereum address from a private key.
Parameters
	private_key - 32-byte binary or hex string (with or without 0x) (value)

Returns
EIP-55 checksummed address ({:ok, String.t()} | {:error, {:invalid_private_key, term()}})
# descripex:contract
%{
  params: %{
    private_key: %{
      description: "32-byte binary or hex string (with or without 0x)",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, {:invalid_private_key, term()}}",
    description: "EIP-55 checksummed address",
    example: "0x63Cc7c25e0cdb121aBb0fE477a6b9901889F99A7"
  }
}

  



  
    
      
    
    
      address_from_key!(private_key)



        
          
        

    

  


  

      

          @spec address_from_key!(binary()) :: String.t()


      


Derive checksummed Ethereum address from a private key. Raises on error.
Parameters
	private_key - 32-byte binary or hex string (with or without 0x) (value)

Returns
EIP-55 checksummed address (string)
# descripex:contract
%{
  params: %{
    private_key: %{
      description: "32-byte binary or hex string (with or without 0x)",
      kind: :value
    }
  },
  returns: %{type: :string, description: "EIP-55 checksummed address"}
}

  



  
    
      
    
    
      build_transaction(to, calldata, opts)



        
          
        

    

  


  

      

          @spec build_transaction(binary(), binary() | {:raw, binary()}, keyword()) ::
  {:ok, Onchain.Transaction.V2.t()} | {:error, term()}


      


Build an unsigned EIP-1559 transaction.
Parameters
	to - Destination address (hex string or 20-byte binary) (value)
	calldata - Raw binary calldata (use Hex.decode!/1 on Onchain.ABI.encode_call output), {:raw, binary} for literal bytes that start with 0x, or <<>> for plain ETH transfer (value)
	opts - Required: :nonce, :chain_id. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas, :value, :access_list. Gas params accept integers (wei) or {n, :gwei} tuples. (value)

Returns
Unsigned EIP-1559 transaction struct ({:ok, %Onchain.Transaction.V2{}} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      description: "Required: :nonce, :chain_id. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas, :value, :access_list. Gas params accept integers (wei) or {n, :gwei} tuples.",
      kind: :value
    },
    to: %{
      description: "Destination address (hex string or 20-byte binary)",
      kind: :value
    },
    calldata: %{
      description: "Raw binary calldata (use Hex.decode!/1 on Onchain.ABI.encode_call output), {:raw, binary} for literal bytes that start with 0x, or <<>> for plain ETH transfer",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, %Onchain.Transaction.V2{}} | {:error, term()}",
    description: "Unsigned EIP-1559 transaction struct"
  }
}

  



  
    
      
    
    
      build_transaction!(to, calldata, opts)



        
          
        

    

  


  

      

          @spec build_transaction!(binary(), binary() | {:raw, binary()}, keyword()) ::
  Onchain.Transaction.V2.t()


      


Build an unsigned EIP-1559 transaction. Raises on error.
Parameters
	to - Destination address (hex string or 20-byte binary) (value)
	calldata - Raw binary calldata (use Hex.decode!/1 on Onchain.ABI.encode_call output), {:raw, binary} for literal bytes that start with 0x, or <<>> for plain ETH transfer (value)
	opts - Required: :nonce, :chain_id. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas, :value, :access_list. Gas params accept integers (wei) or {n, :gwei} tuples. (value)

Returns
Unsigned EIP-1559 transaction struct (%Onchain.Transaction.V2{})
# descripex:contract
%{
  params: %{
    opts: %{
      description: "Required: :nonce, :chain_id. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas, :value, :access_list. Gas params accept integers (wei) or {n, :gwei} tuples.",
      kind: :value
    },
    to: %{
      description: "Destination address (hex string or 20-byte binary)",
      kind: :value
    },
    calldata: %{
      description: "Raw binary calldata (use Hex.decode!/1 on Onchain.ABI.encode_call output), {:raw, binary} for literal bytes that start with 0x, or <<>> for plain ETH transfer",
      kind: :value
    }
  },
  returns: %{
    type: "%Onchain.Transaction.V2{}",
    description: "Unsigned EIP-1559 transaction struct"
  }
}

  



    

  
    
      
    
    
      chain_id(name \\ Default)



        
          
        

    

  


  

      

          @spec chain_id(GenServer.server()) :: integer()


      


Gets the chain id for this signer.
Examples
iex> signer_proc = Onchain.Test.Signer.start_signer()
iex> Onchain.Signer.chain_id(signer_proc)
5

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      encode_transaction(signed_trx)



        
          
        

    

  


  

      

          @spec encode_transaction(Onchain.Transaction.V2.t()) ::
  {:ok, String.t()} | {:error, {:encode_error, :unsigned_transaction}}


      


Encode a signed transaction to 0x-prefixed hex for broadcast.
Parameters
	signed_trx - Signed %Onchain.Transaction.V2{} struct (value)

Returns
0x-prefixed hex string ready for eth_sendRawTransaction ({:ok, String.t()} | {:error, {:encode_error, :unsigned_transaction}})
# descripex:contract
%{
  params: %{
    signed_trx: %{
      description: "Signed %Onchain.Transaction.V2{} struct",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, {:encode_error, :unsigned_transaction}}",
    description: "0x-prefixed hex string ready for eth_sendRawTransaction",
    example: "0x02f8..."
  }
}

  



  
    
      
    
    
      encode_transaction!(trx)



        
          
        

    

  


  

      

          @spec encode_transaction!(Onchain.Transaction.V2.t()) :: String.t()


      


Encode a signed transaction to 0x-prefixed hex for broadcast. Raises on error.
Parameters
	signed_trx - Signed %Onchain.Transaction.V2{} struct (value)

Returns
0x-prefixed hex string ready for broadcast (string)
# descripex:contract
%{
  params: %{
    signed_trx: %{
      description: "Signed %Onchain.Transaction.V2{} struct",
      kind: :value
    }
  },
  returns: %{
    type: :string,
    description: "0x-prefixed hex string ready for broadcast"
  }
}

  



  
    
      
    
    
      send_transaction(to, calldata, opts)



        
          
        

    

  


  

      

          @spec send_transaction(binary(), binary() | {:raw, binary()}, keyword()) ::
  {:ok, String.t()} | {:error, term()}


      


Build, sign, encode, and broadcast a transaction in one call.
Parameters
	to - Destination address (hex string or 20-byte binary) (value)
	calldata - Raw binary calldata (use Hex.decode!/1 on Onchain.ABI.encode_call output), {:raw, binary} for literal bytes that start with 0x, or <<>> for plain ETH transfer (value)
	opts - Required: :privatekey, :nonce, :chain_id, :rpc_url. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas, :value, :access_list. When :gas_limit is omitted it is auto-estimated via eth_estimateGas (1.25× headroom) from the signer's address; a failed estimate returns {:error, } rather than falling back to a default. (value)

Returns
Transaction hash hex string ({:ok, String.t()} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      description: "Required: :private_key, :nonce, :chain_id, :rpc_url. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas, :value, :access_list. When :gas_limit is omitted it is auto-estimated via eth_estimateGas (1.25× headroom) from the signer's address; a failed estimate returns {:error, _} rather than falling back to a default.",
      kind: :value
    },
    to: %{
      description: "Destination address (hex string or 20-byte binary)",
      kind: :value
    },
    calldata: %{
      description: "Raw binary calldata (use Hex.decode!/1 on Onchain.ABI.encode_call output), {:raw, binary} for literal bytes that start with 0x, or <<>> for plain ETH transfer",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, String.t()} | {:error, term()}",
    description: "Transaction hash hex string"
  }
}

  



  
    
      
    
    
      send_transaction!(to, calldata, opts)



        
          
        

    

  


  

      

          @spec send_transaction!(binary(), binary() | {:raw, binary()}, keyword()) ::
  String.t()


      


Build, sign, encode, and broadcast a transaction in one call. Raises on error.
Parameters
	to - Destination address (hex string or 20-byte binary) (value)
	calldata - Raw binary calldata (use Hex.decode!/1 on Onchain.ABI.encode_call output), {:raw, binary} for literal bytes that start with 0x, or <<>> for plain ETH transfer (value)
	opts - Required: :privatekey, :nonce, :chain_id, :rpc_url. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas, :value, :access_list. When :gas_limit is omitted it is auto-estimated via eth_estimateGas (1.25× headroom) from the signer's address; a failed estimate returns {:error, } rather than falling back to a default. (value)

Returns
Transaction hash hex string (string)
# descripex:contract
%{
  params: %{
    opts: %{
      description: "Required: :private_key, :nonce, :chain_id, :rpc_url. Optional: :gas_limit, :max_fee_per_gas, :max_priority_fee_per_gas, :value, :access_list. When :gas_limit is omitted it is auto-estimated via eth_estimateGas (1.25× headroom) from the signer's address; a failed estimate returns {:error, _} rather than falling back to a default.",
      kind: :value
    },
    to: %{
      description: "Destination address (hex string or 20-byte binary)",
      kind: :value
    },
    calldata: %{
      description: "Raw binary calldata (use Hex.decode!/1 on Onchain.ABI.encode_call output), {:raw, binary} for literal bytes that start with 0x, or <<>> for plain ETH transfer",
      kind: :value
    }
  },
  returns: %{type: :string, description: "Transaction hash hex string"}
}

  



    

    

  
    
      
    
    
      sign(message, name \\ Default, opts \\ [])



        
          
        

    

  


  

      

          @spec sign(String.t(), GenServer.server(), Keyword.t()) ::
  {:ok, Onchain.Configuration.signature()} | {:error, term()}


      


Signs a message using this signing key.
Examples
iex> signer_proc = Onchain.Test.Signer.start_signer()
iex> {:ok, sig} = Onchain.Signer.sign("test", signer_proc)
iex> Onchain.Recover.recover_eth("test", sig)
...> |> Onchain.Hex.to_address()
"0x63Cc7c25e0cdb121aBb0fE477a6b9901889F99A7"

iex> signer_proc = Onchain.Test.Signer.start_signer()
iex> {:ok, <<_r::256, _s::256, v::binary>>} = Onchain.Signer.sign("test", signer_proc, chain_id: 0x05f5e0ff)
iex> :binary.decode_unsigned(v)
0x05f5e0ff * 2 + 35 + 1

  



  
    
      
    
    
      sign_direct(message, address, carrier, chain_id_or_name)



        
          
        

    

  


  

      

          @spec sign_direct(
  binary(),
  binary(),
  Onchain.Signer.Backend.t() | {module(), atom(), [any()]},
  integer() | atom() | nil
) :: {:ok, Onchain.Configuration.signature()} | {:error, term()}


      


Directly sign a message, not using a signer process.
This is mostly used internally, but can be used safely externally as well.
The returned packed r || s || v signature is always low-s (EIP-2), regardless of
whether the backend normalized. Width follows Onchain.Configuration.signature():
65 bytes when EIP-155 v fits in one byte, longer when it does not.
Backend carriers must use :secp256k1 and receive the message's keccak digest
through sign_payload/2. Legacy MFAs receive the original message.

  



    

    

  
    
      
    
    
      sign_message(message, name \\ Default, opts \\ [])



        
          
        

    

  


  

      

          @spec sign_message(binary(), GenServer.server(), Keyword.t()) ::
  {:ok, Onchain.Configuration.signature()} | {:error, term()}


      


Signs a message as personal_sign / ethers signMessage / viem signMessage do.
Two differences from sign/3, both of which trip callers coming from
JavaScript libraries: the EIP-191 "\x19Ethereum Signed Message:\n" prefix is
applied before hashing, and v is 27/28 rather than the EIP-155 form.
sign/3 remains the primitive for transaction and EIP-712 digests, which
must not carry the prefix.
Examples
iex> signer_proc = Onchain.Test.Signer.start_signer()
iex> {:ok, sig} = Onchain.Signer.sign_message("hello", signer_proc)
iex> Onchain.Recover.recover_personal_sign("hello", sig) |> Onchain.Hex.to_address()
"0x63Cc7c25e0cdb121aBb0fE477a6b9901889F99A7"

iex> signer_proc = Onchain.Test.Signer.start_signer()
iex> {:ok, <<_r::256, _s::256, v>>} = Onchain.Signer.sign_message("hello", signer_proc)
iex> v in [27, 28]
true

  



  
    
      
    
    
      sign_transaction(unsigned_trx, private_key, chain_id)



        
          
        

    

  


  

      

          @spec sign_transaction(Onchain.Transaction.V2.t(), binary(), pos_integer()) ::
  {:ok, Onchain.Transaction.V2.t()}
  | {:error, {:sign_error, term()} | {:invalid_private_key, term()}}


      


Sign a transaction with a private key.
Parameters
	unsigned_trx - Unsigned %Onchain.Transaction.V2{} struct (value)
	private_key - 32-byte binary or hex string (with or without 0x) (value)
	chain_id - Chain ID integer (1 = mainnet, 11155111 = Sepolia) (value)

Returns
Signed transaction with signature fields populated ({:ok, %Onchain.Transaction.V2{}} | {:error, {:sign_error, term()}})
# descripex:contract
%{
  params: %{
    private_key: %{
      description: "32-byte binary or hex string (with or without 0x)",
      kind: :value
    },
    chain_id: %{
      description: "Chain ID integer (1 = mainnet, 11155111 = Sepolia)",
      kind: :value
    },
    unsigned_trx: %{
      description: "Unsigned %Onchain.Transaction.V2{} struct",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, %Onchain.Transaction.V2{}} | {:error, {:sign_error, term()}}",
    description: "Signed transaction with signature fields populated"
  }
}

  



  
    
      
    
    
      sign_transaction!(unsigned_trx, private_key, chain_id)



        
          
        

    

  


  

      

          @spec sign_transaction!(Onchain.Transaction.V2.t(), binary(), pos_integer()) ::
  Onchain.Transaction.V2.t()


      


Sign a transaction with a private key. Raises on error.
Parameters
	unsigned_trx - Unsigned %Onchain.Transaction.V2{} struct (value)
	private_key - 32-byte binary or hex string (with or without 0x) (value)
	chain_id - Chain ID integer (1 = mainnet, 11155111 = Sepolia) (value)

Returns
Signed transaction with signature fields populated (%Onchain.Transaction.V2{})
# descripex:contract
%{
  params: %{
    private_key: %{
      description: "32-byte binary or hex string (with or without 0x)",
      kind: :value
    },
    chain_id: %{
      description: "Chain ID integer (1 = mainnet, 11155111 = Sepolia)",
      kind: :value
    },
    unsigned_trx: %{
      description: "Unsigned %Onchain.Transaction.V2{} struct",
      kind: :value
    }
  },
  returns: %{
    type: "%Onchain.Transaction.V2{}",
    description: "Signed transaction with signature fields populated"
  }
}

  



    

    

  
    
      
    
    
      sign_typed_data(typed, name \\ Default, opts \\ [])



        
          
        

    

  


  

      

          @spec sign_typed_data(Onchain.Typed.t(), GenServer.server(), Keyword.t()) ::
  {:ok, Onchain.Configuration.signature()} | {:error, term()}


      


Signs EIP-712 typed data as eth_signTypedData_v4 / ethers signTypedData /
viem signTypedData do.
Encodes the 0x1901 || domainSeparator || hashStruct payload with
Onchain.Typed.encode/1 and signs it with v in 27/28. No EIP-191
prefix is involved — that is sign_message/3. sign/3 with the encoded
payload gives the same digest with an EIP-155 v instead.
Examples
iex> signer_proc = Onchain.Test.Signer.start_signer()
iex> typed = %Onchain.Typed{
...>   domain: %Onchain.Typed.Domain{name: "Complex Array", version: "1"},
...>   types: %{"Array" => %Onchain.Typed.Type{fields: [{"a", {:uint, 256}}, {"b", {:uint, 256}}, {"c", :string}, {"d", :bool}]}},
...>   value: %{"a" => 55, "b" => 66, "c" => "Hello", "d" => true}
...> }
iex> {:ok, sig} = Onchain.Signer.sign_typed_data(typed, signer_proc)
iex> Onchain.Recover.recover_eth(Onchain.Typed.encode(typed), sig) |> Onchain.Hex.to_address()
"0x63Cc7c25e0cdb121aBb0fE477a6b9901889F99A7"
iex> <<_r::256, _s::256, v>> = sig
iex> v in [27, 28]
true

  



  
    
      
    
    
      start_link(list)



        
          
        

    

  


  

      

          @spec start_link(
  mfa: Onchain.Signer.Backend.t() | {module(), atom(), [any()]},
  name: GenServer.name() | nil
) :: GenServer.on_start()


      


Starts a new Onchain.Signer process.

  


        

      


  

  
    
    Onchain.Signer.Backend - onchain v0.16.0
    
    

    


  
  

    
Onchain.Signer.Backend behaviour
    



      
Behaviour for key-custody signer backends — where the key lives and who
computes the raw signature.
This is the custody axis only (local key, GCP/AWS/Azure KMS, Vault, MPC).
It is deliberately decoupled from the message axis (Ethereum tx, EIP-712
typed data, Hyperliquid action hash, raw Ed25519 message). Message hashing/serialization
lives in the caller (Onchain.Signer / an Ed25519 caller), never
in a backend, so one backend set serves every message format.
The pure-payload contract
sign_payload/2 signs exactly the bytes it is handed — it performs no
hashing of its own:
	:secp256k1 backends receive a 32-byte digest (e.g. the keccak of an
Ethereum tx, or a pre-computed EIP-712 / Hyperliquid typed-data hash) and
return a Onchain.Signature struct (r/s, optional recid — recovery is the
caller's job).
	:ed25519 backends receive the raw message bytes (Ed25519 hashes
internally, SHA-512) and return a 64-byte signature.

Because the backend never hashes, plain Eth-tx signing, EIP-712, Hyperliquid,
and Ed25519 all reuse the same backend with no per-venue backend change — the
caller computes the digest/payload and hands it over.
Signature normalization & recovery — caller-side, not here
Two concerns that vary by transport, not by custody, stay out of the
backend so each new secp256k1 backend inherits them for free:
	Low-s canonicalization (EIP-2 malleability). Local k256 already emits
low-s; DER-decoded KMS output (AWS/Azure) does not. The caller normalizes
with Onchain.Recover.normalize_low_s/1 after sign_payload/2
returns, so the invariant is explicit and backend-agnostic.
	Recovery-bit search (find_recid). secp256k1 backends may return
recid: nil; the caller verifies the recid against the known address
over the same digest the backend signed
(Onchain.Recover.find_recid_from_digest/3).

config
An opaque, backend-specific term carrying everything the backend needs to
authenticate and address a key — a raw private-key binary for
Onchain.Signer.Secp256k1, a Cloud-KMS key-coordinate tuple for
Onchain.Signer.CloudKMS, an Ed25519 seed for
an Ed25519 backend. The runtime carries a backend as a
{module, config} pair.

      


      
        Summary


  
    Types
  


    
      
        config()

      


        Opaque, backend-specific configuration (private key, KMS coordinates, seed, …).



    


    
      
        t()

      


        {backend_module, config} — the runtime carrier for a signer backend.



    





  
    Callbacks
  


    
      
        algorithm(config)

      


        The elliptic curve this backend signs on.



    


    
      
        public_key(config)

      


        The curve-native public key for the backend's key.



    


    
      
        sign_payload(payload, config)

      


        Sign the exact payload bytes handed in — no internal hashing.



    





  
    Functions
  


    
      
        expect_algorithm(backend, config, expected)

      


        Reject a backend whose algorithm/1 is not expected.



    





      


      
        Types


        


  
    
      
    
    
      config()



        
          
        

    

  


  

      

          @type config() :: term()


      


Opaque, backend-specific configuration (private key, KMS coordinates, seed, …).

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: {module(), config()}


      


{backend_module, config} — the runtime carrier for a signer backend.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      algorithm(config)



        
          
        

    

  


  

      

          @callback algorithm(config()) :: :secp256k1 | :ed25519


      


The elliptic curve this backend signs on.
Determines how the caller prepares the payload: :secp256k1 ⇒ hand a 32-byte
digest; :ed25519 ⇒ hand the raw message bytes.
Callers must check this before dispatching: Onchain.Signer requires
:secp256k1 and an Ed25519 caller requires :ed25519. Use
expect_algorithm/3.

  



  
    
      
    
    
      public_key(config)



        
          
        

    

  


  

      

          @callback public_key(config()) :: {:ok, binary()} | {:error, term()}


      


The curve-native public key for the backend's key.
Returns the public key, not a chain address — the caller derives the address
(e.g. secp256k1 ⇒ Onchain.Address.from_public_key/1). Returns the uncompressed SEC1 secp256k1 point (65
bytes including the leading 0x04 prefix, which Onchain.Address.from_public_key/1
strips) or the 32-byte Ed25519 public key.

  



  
    
      
    
    
      sign_payload(payload, config)



        
          
        

    

  


  

      

          @callback sign_payload(payload :: binary(), config()) ::
  {:ok, Onchain.Signature.t() | <<_::512>>} | {:error, term()}


      


Sign the exact payload bytes handed in — no internal hashing.
:secp256k1 ⇒ payload is a 32-byte digest; returns {:ok, %Onchain.Signature{}}
with an optional recovery ID. :ed25519 ⇒ payload is the raw message; returns
{:ok, <<_::512>>}.

  


        

      

      
        Functions


        


  
    
      
    
    
      expect_algorithm(backend, config, expected)



        
          
        

    

  


  

      

          @spec expect_algorithm(module(), config(), :secp256k1 | :ed25519) ::
  :ok | {:error, {:algorithm_mismatch, :secp256k1 | :ed25519, atom()}}


      


Reject a backend whose algorithm/1 is not expected.
Returns :ok on match, or
{:error, {:algorithm_mismatch, expected, got}} so a crossed-curve
{module, config} fails instead of mis-signing.

  


        

      


  

  
    
    Onchain.Signer.CloudKMS - onchain v0.16.0
    
    

    


  
  

    
Onchain.Signer.CloudKMS 
    



      
Signer backend that signs with a Google Cloud KMS secp256k1 key.
Implements Onchain.Signer.Backend — its config is the
{credentials, project, location, keychain, key, version} key-coordinate
tuple. Onchain.Signer.Backend.sign_payload/2 sends the 32-byte digest
to KMS directly (no internal keccak) and returns the DER-parsed signature
as KMS produced it. sign/7 is a back-compat MFA wrapper: it keccaks a
raw message first and canonicalizes low-s before returning, so plugging
it into Onchain.Signer.sign_direct/4 cannot emit a high-s signature.

      


      
        Summary


  
    Types
  


    
      
        config()

      


        Cloud KMS key coordinates: {credentials, project, location, keychain, key, version}.



    





  
    Functions
  


    
      
        get_address(cred, project, location, keychain, key, version)

      


        Get the Ethereum address associated with the given KMS key version.



    


    
      
        public_key(arg)

      


        Get the uncompressed secp256k1 public key for the given KMS key version.



    


    
      
        sign(message, cred, project, location, keychain, key, version)

      


        Signs a raw message via KMS, keccak-digesting it first.



    


    
      
        sign_payload(arg1, arg2)

      


        Signs the 32-byte digest it is handed directly via KMS — the pure-payload
contract. Performs no hashing; the caller owns digest computation.



    





      


      
        Types


        


  
    
      
    
    
      config()



        
          
        

    

  


  

      

          @type config() :: {term(), String.t(), String.t(), String.t(), String.t(), String.t()}


      


Cloud KMS key coordinates: {credentials, project, location, keychain, key, version}.

  


        

      

      
        Functions


        


  
    
      
    
    
      get_address(cred, project, location, keychain, key, version)



        
          
        

    

  


  

      

          @spec get_address(term(), String.t(), String.t(), String.t(), String.t(), String.t()) ::
  {:ok, binary()} | {:error, term()}


      


Get the Ethereum address associated with the given KMS key version.
Examples
iex> {:ok, address} = Onchain.Signer.CloudKMS.get_address("token", "project", "location", "keychain", "key", "version")
iex> Onchain.Hex.to_hex(address)
"0xdda641b2a76a4a7c3617815bb13281dd207b74d5"

  



  
    
      
    
    
      public_key(arg)



        
          
        

    

  


  

      

          @spec public_key(config()) :: {:ok, binary()} | {:error, term()}


      


Get the uncompressed secp256k1 public key for the given KMS key version.

  



  
    
      
    
    
      sign(message, cred, project, location, keychain, key, version)



        
          
        

    

  


  

      

          @spec sign(
  String.t(),
  term(),
  String.t(),
  String.t(),
  String.t(),
  String.t(),
  String.t()
) ::
  {:ok, Onchain.Signature.t()} | {:error, term()}


      


Signs a raw message via KMS, keccak-digesting it first.
Back-compat convenience over sign_payload/2. Canonicalizes the
returned signature to low-s (EIP-2) so this MFA-shaped wrapper is not
an unnormalized signing entry point; sign_payload/2 stays raw per
the backend contract.
Examples
iex> use Onchain.Hex
iex> {:ok, sig} = Onchain.Signer.CloudKMS.sign("test", "token", "project", "location", "keychain", "key", "version")
iex> {:ok, recid} = Onchain.Recover.find_recid("test", sig, ~h[0xDDA641B2A76A4A7C3617815BB13281DD207B74D5])
iex> Onchain.Recover.recover_eth("test", %{sig|recid: recid}) |> Hex.to_address()
"0xDDa641B2A76a4A7c3617815bb13281DD207b74d5"

  



  
    
      
    
    
      sign_payload(arg1, arg2)



        
          
        

    

  


  

      

          @spec sign_payload(<<_::256>>, config()) ::
  {:ok, Onchain.Signature.t()} | {:error, term()}


      


Signs the 32-byte digest it is handed directly via KMS — the pure-payload
contract. Performs no hashing; the caller owns digest computation.

  


        

      


  

  
    
    Onchain.Signer.Secp256k1 - onchain v0.16.0
    
    

    


  
  

    
Onchain.Signer.Secp256k1 
    



      
Signer backend that signs with a local secp256k1 private key.
Implements Onchain.Signer.Backend — its config is the raw private-key
binary. The behaviour's Onchain.Signer.Backend.sign_payload/2 signs the
32-byte digest it is handed directly; sign/2 is a convenience wrapper that
keccaks a raw message first.
Uses the precompiled RustCrypto k256 backend. Private keys remain in BEAM memory;
use Onchain.Signer.CloudKMS when keys must stay in an HSM.

      


      
        Summary


  
    Functions
  


    
      
        get_address(private_key)

      


        Get the Ethereum address associated with the given private key.



    


    
      
        public_key(private_key)

      


        Get the uncompressed secp256k1 public key for the given private key.



    


    
      
        sign(message, private_key)

      


        Signs a raw message, keccak-digesting it first.



    


    
      
        sign_digest(message_hash, private_key)

      


        Deprecated alias for sign_payload/2; signs an already-digested message.



    


    
      
        sign_payload(arg, private_key)

      


        Signs the 32-byte digest it is handed directly — the pure-payload contract.



    





      


      
        Functions


        


  
    
      
    
    
      get_address(private_key)



        
          
        

    

  


  

      

          @spec get_address(binary()) :: {:ok, binary()} | {:error, atom()}


      


Get the Ethereum address associated with the given private key.
Examples
iex> priv_key = "800509fa3e80882ad0be77c27505bdc91380f800d51ed80897d22f9fcc75f4bf" |> Base.decode16!(case: :mixed)
iex> {:ok, address} = Onchain.Signer.Secp256k1.get_address(priv_key)
iex> Onchain.Hex.to_address(address)
"0x63Cc7c25e0cdb121aBb0fE477a6b9901889F99A7"

  



  
    
      
    
    
      public_key(private_key)



        
          
        

    

  


  

      

          @spec public_key(binary()) :: {:ok, binary()} | {:error, atom()}


      


Get the uncompressed secp256k1 public key for the given private key.
Examples
iex> priv_key = "800509fa3e80882ad0be77c27505bdc91380f800d51ed80897d22f9fcc75f4bf" |> Base.decode16!(case: :mixed)
iex> {:ok, pub} = Onchain.Signer.Secp256k1.public_key(priv_key)
iex> Onchain.Hex.to_address(Onchain.Address.from_public_key(pub))
"0x63Cc7c25e0cdb121aBb0fE477a6b9901889F99A7"

  



  
    
      
    
    
      sign(message, private_key)



        
          
        

    

  


  

      

          @spec sign(String.t(), binary()) :: {:ok, Onchain.Signature.t()} | {:error, atom()}


      


Signs a raw message, keccak-digesting it first.
Back-compat convenience over sign_payload/2 for EIP-191-style raw-message
signing; for typed data (EIP-712, Hyperliquid) the caller should compute the
digest and call sign_payload/2 directly.
Examples
iex> use Onchain.Hex
iex> priv_key = ~h[0x800509fa3e80882ad0be77c27505bdc91380f800d51ed80897d22f9fcc75f4bf]
iex> {:ok, sig} = Onchain.Signer.Secp256k1.sign("test", priv_key)
iex> {:ok, recid} = Onchain.Recover.find_recid("test", sig, ~h[0x63Cc7c25e0cdb121aBb0fE477a6b9901889F99A7])
iex> Onchain.Recover.recover_eth("test", %{sig|recid: recid}) |> Onchain.Hex.to_address()
"0x63Cc7c25e0cdb121aBb0fE477a6b9901889F99A7"

  



  
    
      
    
    
      sign_digest(message_hash, private_key)



        
          
        

    

  


  

      

          @spec sign_digest(String.t(), binary()) ::
  {:ok, Onchain.Signature.t()} | {:error, atom()}


      


Deprecated alias for sign_payload/2; signs an already-digested message.

  



  
    
      
    
    
      sign_payload(arg, private_key)



        
          
        

    

  


  

      

          @spec sign_payload(<<_::256>>, binary()) ::
  {:ok, Onchain.Signature.t()} | {:error, atom()}


      


Signs the 32-byte digest it is handed directly — the pure-payload contract.
This performs no hashing: the caller (Onchain.Signer) owns digest
computation, so the same backend serves plain Eth tx, EIP-712, and Hyperliquid.
Examples
iex> use Onchain.Hex
iex> priv_key = ~h[0x800509fa3e80882ad0be77c27505bdc91380f800d51ed80897d22f9fcc75f4bf]
iex> message_hash = ~h[0x9c22ff5f21f0b81b113e63f7db6da94fedef11b2119b4088b89664fb9a3cb658]
iex> {:ok, sig} = Onchain.Signer.Secp256k1.sign_payload(message_hash, priv_key)
iex> {:ok, recid} = Onchain.Recover.find_recid("test", sig, ~h[0x63Cc7c25e0cdb121aBb0fE477a6b9901889F99A7])
iex> Onchain.Recover.recover_eth("test", %{sig|recid: recid}) |> Onchain.Hex.to_address()
"0x63Cc7c25e0cdb121aBb0fE477a6b9901889F99A7"

  


        

      


  

  
    
    Onchain.Sleuth - onchain v0.16.0
    
    

    


  
  

    
Onchain.Sleuth 
    



      
Sleuth allows you to run a contract call as a single
eth_call call.
The helper binding is generated from priv/Sleuth.json by Onchain.Contract.Generator.
deploy_query/5 also supports constructor-only deploy-as-call without a helper contract.
API Functions
	Function	Arity	Description	Param Kinds
	deploy_query!	5	Execute a Sleuth deploy-as-call. Raises on error.	bytecode: value, constructor_types: value, constructor_args: value, return_type: value, opts: value
	deploy_query	5	Execute a Sleuth deploy-as-call: encode ctor args, append to bytecode, eth_call, decode.	bytecode: value, constructor_types: value, constructor_args: value, return_type: value, opts: value
	query_v2	4	Run a Sleuth query with the full decode option set exposed.	bytecode: value, query: value, selector: value, opts: value
	query_by	3	Run a Sleuth query using a generated contract module's bytecode, calldata encoder, and selector.	mod: value, fun: value, opts: value
	query_annotated	4	Run a Sleuth query and tag each decoded return value with its ABI type.	bytecode: value, query: value, selector: value, opts: value
	query	4	Run a Sleuth contract query and return decoded values without ABI type annotations.	bytecode: value, query: value, selector: value, opts: value


      


      
        Summary


  
    Functions
  


    
      
        deploy_query(bytecode, constructor_types, constructor_args, return_type, opts \\ [])

      


        Execute a Sleuth deploy-as-call: encode ctor args, append to bytecode, eth_call, decode.



    


    
      
        deploy_query!(bytecode, constructor_types, constructor_args, return_type, opts \\ [])

      


        Execute a Sleuth deploy-as-call. Raises on error.



    


    
      
        query(bytecode, query, selector, opts \\ [])

      


        Runs a Sleuth contract query: deploys bytecode on-chain via eth_call
with query calldata and decodes the result against selector. Returns
the decoded values without struct annotations.



    


    
      
        query_annotated(bytecode, query, selector, opts \\ [])

      


        Same as query/4, but tags each decoded value with its ABI type for
callers that need both type and value (e.g. when re-encoding).



    


    
      
        query_by(mod)

      


        Single-argument form of query_by/2: defaults fun to :query and
opts to [].



    


    
      
        query_by(mod, fun)

      


        Convenience wrapper that derives bytecode, query calldata, and selector
from a use Onchain.Contract.Generator module compiled with :bytecode.
Resolves mod.bytecode/0, mod.encode_<fun>/0, and mod.<fun>_selector/0
and forwards the rest to query/4.



    


    
      
        query_by(mod, fun, opts)

      


        Three-argument form of query_by/2: explicit fun and opts.



    


    
      
        query_v2(bytecode, query, selector, opts \\ [])

      


        Variant of query/4 that exposes the full set of decode options
(:annotated, :decode_binaries, :decode_structs, :named_returns,
:sleuth_address) as keyword opts. Returns results with named-return
annotations when configured.



    





      


      
        Functions


        


    

  
    
      
    
    
      deploy_query(bytecode, constructor_types, constructor_args, return_type, opts \\ [])



        
          
        

    

  


  

      

          @spec deploy_query(String.t(), String.t(), tuple(), String.t(), keyword()) ::
  {:ok, list()} | {:error, term()}


      


Execute a Sleuth deploy-as-call: encode ctor args, append to bytecode, eth_call, decode.
Parameters
	bytecode - Creation bytecode as 0x-prefixed hex string (output of solc --bin or OnchainJs.Solc.compile/2) (value)
	constructor_types - Tuple type signature for constructor args, e.g. "(uint256,address)" or "()" for none (value)
	constructor_args - Tuple of constructor argument values matching constructor_types, e.g. {42, addr_bin} or {} (value)
	return_type - Tuple type signature for decoding the returned bytes, e.g. "(uint256)" or "(uint256[])" (value)
	opts - Options: :rpc_url, :timeout, :block (integer, "latest", "finalized", ...) (default: [], value)

Returns
List of decoded return values from the constructor's returned bytes ({:ok, [decoded]} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block (integer, \"latest\", \"finalized\", ...)",
      kind: :value
    },
    return_type: %{
      description: "Tuple type signature for decoding the returned bytes, e.g. \"(uint256)\" or \"(uint256[])\"",
      kind: :value
    },
    bytecode: %{
      description: "Creation bytecode as 0x-prefixed hex string (output of `solc --bin` or `OnchainJs.Solc.compile/2`)",
      kind: :value
    },
    constructor_types: %{
      description: "Tuple type signature for constructor args, e.g. \"(uint256,address)\" or \"()\" for none",
      kind: :value
    },
    constructor_args: %{
      description: "Tuple of constructor argument values matching constructor_types, e.g. {42, addr_bin} or {}",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, [decoded]} | {:error, term()}",
    description: "List of decoded return values from the constructor's returned bytes"
  }
}

  



    

  
    
      
    
    
      deploy_query!(bytecode, constructor_types, constructor_args, return_type, opts \\ [])



        
          
        

    

  


  

      

          @spec deploy_query!(String.t(), String.t(), tuple(), String.t(), keyword()) :: list()


      


Execute a Sleuth deploy-as-call. Raises on error.
Parameters
	bytecode - Creation bytecode as 0x-prefixed hex (value)
	constructor_types - Tuple type signature, e.g. "(uint256,address)" or "()" (value)
	constructor_args - Tuple of ctor values, e.g. {42, addr_bin} or {} (value)
	return_type - Return tuple type, e.g. "(uint256[])" (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
List of decoded return values ([decoded])
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    return_type: %{
      description: "Return tuple type, e.g. \"(uint256[])\"",
      kind: :value
    },
    bytecode: %{
      description: "Creation bytecode as 0x-prefixed hex",
      kind: :value
    },
    constructor_types: %{
      description: "Tuple type signature, e.g. \"(uint256,address)\" or \"()\"",
      kind: :value
    },
    constructor_args: %{
      description: "Tuple of ctor values, e.g. {42, addr_bin} or {}",
      kind: :value
    }
  },
  returns: %{type: "[decoded]", description: "List of decoded return values"}
}

  



    

  
    
      
    
    
      query(bytecode, query, selector, opts \\ [])



        
          
        

    

  


  

      

          @spec query(binary(), binary(), Onchain.ABI.FunctionSelector.t(), Keyword.t()) ::
  {:ok, term()} | {:error, term()}


      


Runs a Sleuth contract query: deploys bytecode on-chain via eth_call
with query calldata and decodes the result against selector. Returns
the decoded values without struct annotations.

  



    

  
    
      
    
    
      query_annotated(bytecode, query, selector, opts \\ [])



        
          
        

    

  


  

      

          @spec query_annotated(
  binary(),
  binary(),
  Onchain.ABI.FunctionSelector.t(),
  Keyword.t()
) ::
  {:ok, term()} | {:error, term()}


      


Same as query/4, but tags each decoded value with its ABI type for
callers that need both type and value (e.g. when re-encoding).

  



  
    
      
    
    
      query_by(mod)



        
          
        

    

  


  

      

          @spec query_by(module()) :: {:ok, term()} | {:error, term()}


      


Single-argument form of query_by/2: defaults fun to :query and
opts to [].

  



  
    
      
    
    
      query_by(mod, fun)



        
          
        

    

  


  

      

          @spec query_by(module(), atom() | Keyword.t()) :: {:ok, term()} | {:error, term()}


      


Convenience wrapper that derives bytecode, query calldata, and selector
from a use Onchain.Contract.Generator module compiled with :bytecode.
Resolves mod.bytecode/0, mod.encode_<fun>/0, and mod.<fun>_selector/0
and forwards the rest to query/4.

  



  
    
      
    
    
      query_by(mod, fun, opts)



        
          
        

    

  


  

      

          @spec query_by(module(), atom(), Keyword.t()) :: {:ok, term()} | {:error, term()}


      


Three-argument form of query_by/2: explicit fun and opts.

  



    

  
    
      
    
    
      query_v2(bytecode, query, selector, opts \\ [])



        
          
        

    

  


  

      

          @spec query_v2(binary(), binary(), Onchain.ABI.FunctionSelector.t(), Keyword.t()) ::
  {:ok, term()} | {:error, term()}


      


Variant of query/4 that exposes the full set of decode options
(:annotated, :decode_binaries, :decode_structs, :named_returns,
:sleuth_address) as keyword opts. Returns results with named-return
annotations when configured.
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Onchain.Subscription 
    



      
Real-time Ethereum subscriptions via eth_subscribe over WebSocket.
Wraps zen_websocket with Ethereum-specific
subscription management. Supports three subscription types: new block headers,
pending transactions, and filtered event logs.
Does
	Connect to a WebSocket-capable Ethereum endpoint (connect/2)
	Subscribe to newHeads, newPendingTransactions, and logs (subscribe/3)
	Parse subscription notifications into normalized Elixir maps
	Deliver parsed events via handler function or process messages
	Unsubscribe and clean up resources (unsubscribe/2, close/1)

Does Not
	Persist or index events (see rexex for durable indexing)
	Convert HTTP RPC URLs to WebSocket URLs (consumer provides wss:// directly)
	Manage reconnection subscriptions (delegates reconnection to zen_websocket)

Event Delivery
Events are delivered via a handler function passed to connect/2. The default
handler sends {:subscription, event} messages to the calling process.
Event shapes:
	{:new_heads, subscription_id, head_map}
	{:pending_transactions, subscription_id, tx_hash}
	{:logs, subscription_id, %Onchain.Filter.Log{}}
	{:parse_error, subscription_id, reason} — malformed notification; reason is a
tagged tuple from the internal parser
({:invalid_head, _} | {:invalid_tx_hash, _} | {:invalid_log, _})

Subscribe Race Buffering
The race between eth_subscribe's RPC reply (which returns the subscription_id)
and the Agent registration of that id is closed by buffering: notifications that
arrive for an unregistered subscription_id are queued only while an
eth_subscribe is in flight; unsolicited sub_ids are dropped. Per-id cap is
100 entries (oldest dropped on overflow with a Logger.warning); distinct
sub_id keys are capped at 16 (oldest key evicted on overflow). On registration,
buffered notifications are flushed FIFO through the same handler path before
subscribe/3 returns.
Cross-buffer / post-registration ordering is best-effort: a notification that
arrives between the atomic register-and-drain step and the synchronous flush is
dispatched immediately and may interleave with buffered events. Acceptable for
self-contained, independent notifications (heads, hashes, logs).
Handler exceptions during flush propagate (consistent with fire-and-forget
dispatch_event/4 semantics). Remaining buffered events for that flush are lost;
Agent state remains consistent.
Error Format
	Connection failures: {:error, {:connection_error, reason}}
	RPC errors: {:error, {:rpc_error, %{code: integer, message: string}}}
	Invalid subscription type: {:error, {:invalid_subscription_type, type}}

Functions
	Function	Purpose
	connect/2	Open WebSocket connection to Ethereum node
	connect!/2	Same, raises on error
	subscribe/3	Subscribe to a notification type
	subscribe!/3	Same, raises on error
	unsubscribe/2	Cancel a subscription by ID
	unsubscribe!/2	Same, raises on error
	close/1	Close connection and free resources

API Functions
	Function	Arity	Description	Param Kinds
	close	1	Close the WebSocket connection and free resources.	sub: value
	unsubscribe!	2	Cancel a subscription by ID. Raises on error.	sub: value, subscription_id: value
	unsubscribe	2	Cancel a subscription by ID.	sub: value, subscription_id: value
	subscribe!	3	Subscribe to an Ethereum notification type. Raises on error.	sub: value, type: value, opts: value
	subscribe	3	Subscribe to an Ethereum notification type.	sub: value, type: value, opts: value
	connect!	2	Open a WebSocket connection. Raises on error.	ws_url: value, opts: value
	connect	2	Open a WebSocket connection to an Ethereum node.	ws_url: value, opts: value
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        close(subscription)

      


        Close the WebSocket connection and free resources.



    


    
      
        connect(ws_url, opts \\ [])

      


        Open a WebSocket connection to an Ethereum node.



    


    
      
        connect!(ws_url, opts \\ [])

      


        Open a WebSocket connection. Raises on error.



    


    
      
        subscribe(sub, type, opts \\ [])

      


        Subscribe to an Ethereum notification type.



    


    
      
        subscribe!(sub, type, opts \\ [])

      


        Subscribe to an Ethereum notification type. Raises on error.



    


    
      
        unsubscribe(subscription, subscription_id)

      


        Cancel a subscription by ID.



    


    
      
        unsubscribe!(sub, subscription_id)

      


        Cancel a subscription by ID. Raises on error.
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          @type event() ::
  {:new_heads, String.t(), head()}
  | {:pending_transactions, String.t(), String.t()}
  | {:logs, String.t(), log()}
  | {:parse_error, String.t(), term()}


      



  



  
    
      
    
    
      handler()



        
          
        

    

  


  

      

          @type handler() :: (event() -> any())


      



  



  
    
      
    
    
      head()



        
          
        

    

  


  

      

          @type head() :: %{
  number: non_neg_integer(),
  hash: String.t(),
  parent_hash: String.t(),
  timestamp: non_neg_integer(),
  miner: String.t(),
  gas_limit: non_neg_integer(),
  gas_used: non_neg_integer(),
  base_fee_per_gas: non_neg_integer() | nil,
  logs_bloom: String.t(),
  transactions_root: String.t(),
  state_root: String.t(),
  receipts_root: String.t()
}


      



  



  
    
      
    
    
      log()



        
          
        

    

  


  

      

          @type log() :: Onchain.Filter.Log.t()
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          @type subscription_type() :: :new_heads | :pending_transactions | {:logs, map()}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.Subscription{
  agent: pid(),
  client: ZenWebsocket.Client.t(),
  handler: handler()
}
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          @spec close(t()) :: :ok


      


Close the WebSocket connection and free resources.
Parameters
	sub - Subscription handle (value)

Returns
Always returns :ok (:ok)
# descripex:contract
%{
  params: %{sub: %{description: "Subscription handle", kind: :value}},
  returns: %{type: ":ok", description: "Always returns :ok"}
}
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          @spec connect(String.t(), keyword()) :: {:ok, t()} | {:error, term()}


      


Open a WebSocket connection to an Ethereum node.
Parameters
	ws_url - WebSocket URL (wss:// or ws://) (value)
	opts - Options: :handler (event callback fn), plus zen_websocket options (:retry_count, :retry_delay, :max_backoff) (default: [], value)

Returns
Subscription handle for subscribe/unsubscribe/close calls ({:ok, %Onchain.Subscription{}} | {:error, term()})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :handler (event callback fn), plus zen_websocket options (:retry_count, :retry_delay, :max_backoff)",
      kind: :value
    },
    ws_url: %{description: "WebSocket URL (wss:// or ws://)", kind: :value}
  },
  returns: %{
    type: "{:ok, %Onchain.Subscription{}} | {:error, term()}",
    description: "Subscription handle for subscribe/unsubscribe/close calls"
  }
}

  



    

  
    
      
    
    
      connect!(ws_url, opts \\ [])



        
          
        

    

  


  

      

          @spec connect!(String.t(), keyword()) :: t()


      


Open a WebSocket connection. Raises on error.
Parameters
	ws_url - WebSocket URL (wss:// or ws://) (value)
	opts - Same options as connect/2 (default: [], value)

Returns
Subscription handle (%Onchain.Subscription{})
# descripex:contract
%{
  params: %{
    opts: %{default: [], description: "Same options as connect/2", kind: :value},
    ws_url: %{description: "WebSocket URL (wss:// or ws://)", kind: :value}
  },
  returns: %{
    type: "%Onchain.Subscription{}",
    description: "Subscription handle"
  }
}

  



    

  
    
      
    
    
      subscribe(sub, type, opts \\ [])



        
          
        

    

  


  

      

          @spec subscribe(t(), subscription_type(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      


Subscribe to an Ethereum notification type.
Parameters
	sub - Subscription handle from connect/2 (value)
	type - Subscription type: :new_heads, :pending_transactions, or {:logs, filter_map} (value)
	opts - Reserved for future options (default: [], value)

Returns
Subscription ID for unsubscribe ({:ok, subscription_id} | {:error, term()})
# descripex:contract
%{
  params: %{
    type: %{
      description: "Subscription type: :new_heads, :pending_transactions, or {:logs, filter_map}",
      kind: :value
    },
    opts: %{
      default: [],
      description: "Reserved for future options",
      kind: :value
    },
    sub: %{description: "Subscription handle from connect/2", kind: :value}
  },
  returns: %{
    type: "{:ok, subscription_id} | {:error, term()}",
    description: "Subscription ID for unsubscribe"
  }
}

  



    

  
    
      
    
    
      subscribe!(sub, type, opts \\ [])



        
          
        

    

  


  

      

          @spec subscribe!(t(), subscription_type(), keyword()) :: String.t()


      


Subscribe to an Ethereum notification type. Raises on error.
Parameters
	sub - Subscription handle from connect/2 (value)
	type - Same types as subscribe/3 (value)
	opts - Reserved for future options (default: [], value)

Returns
Subscription ID (String.t())
# descripex:contract
%{
  params: %{
    type: %{description: "Same types as subscribe/3", kind: :value},
    opts: %{
      default: [],
      description: "Reserved for future options",
      kind: :value
    },
    sub: %{description: "Subscription handle from connect/2", kind: :value}
  },
  returns: %{type: "String.t()", description: "Subscription ID"}
}
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          @spec unsubscribe(t(), String.t()) :: {:ok, boolean()} | {:error, term()}


      


Cancel a subscription by ID.
Parameters
	sub - Subscription handle (value)
	subscription_id - Subscription ID from subscribe/3 (value)

Returns
true if unsubscribed successfully ({:ok, boolean()} | {:error, term()})
# descripex:contract
%{
  params: %{
    sub: %{description: "Subscription handle", kind: :value},
    subscription_id: %{
      description: "Subscription ID from subscribe/3",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, boolean()} | {:error, term()}",
    description: "true if unsubscribed successfully"
  }
}

  



  
    
      
    
    
      unsubscribe!(sub, subscription_id)



        
          
        

    

  


  

      

          @spec unsubscribe!(t(), String.t()) :: boolean()


      


Cancel a subscription by ID. Raises on error.
Parameters
	sub - Subscription handle (value)
	subscription_id - Subscription ID (value)

Returns
true if unsubscribed (boolean())
# descripex:contract
%{
  params: %{
    sub: %{description: "Subscription handle", kind: :value},
    subscription_id: %{description: "Subscription ID", kind: :value}
  },
  returns: %{type: "boolean()", description: "true if unsubscribed"}
}
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Onchain.TraceCall 
    



      
Represents an Ethereum eth_callMany trace, which contains information
about the call graph of the speculative execution of several transactions.
See Onchain.RPC.trace_call_many for getting traces from
an Ethereum JSON-RPC host.
Note: state_diff and vm_trace are currently not supported and left nil
See also:
	Infura docs: https://docs.infura.io/api/networks/ethereum/json-rpc-methods/trace-methods/trace_callmany

API Functions
	Function	Arity	Description	Param Kinds
	deserialize_many	1	Decode an array of trace_callMany JSON-RPC results.	trace_calls: exchange_data
	serialize	1	Encode a Onchain.TraceCall struct back to a JSON-RPC-style map.	trace_call: value
	deserialize	1	Decode one trace_call or trace_callMany JSON-RPC result.	params: exchange_data


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        deserialize(map)

      


        Deserializes a single trace result from trace_callMany.



    


    
      
        deserialize_many(trace_calls)

      


        Deserializes an array of trace results from trace_callMany.



    


    
      
        serialize(trace_call)

      


        Serializes a single trace result for trace_callMany.
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          @type t() :: %Onchain.TraceCall{
  output: binary(),
  state_diff: nil,
  trace: [Onchain.RPC.Trace.t()],
  vm_trace: nil
}
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          @spec deserialize(map()) :: t() | no_return()


      


Deserializes a single trace result from trace_callMany.
Examples
iex> use Onchain.Hex
iex> %{
...>   "output" => "0x",
...>   "stateDiff" => nil,
...>   "trace" => [
...>     %{
...>       "action" => %{
...>         "callType" => "call",
...>         "from" => "0x0000000000000000000000000000000000000000",
...>         "gas" => "0x1dcd0f58",
...>         "input" =>
...>           "0xd1692f56000000000000000000000000142da9114e5a98e015aa95afca0585e84832a612000000000000000000000000142da9114e5a98e015aa95afca0585e84832a6120000000000000000000000000000000000000000000000000000000000000000",
...>         "to" => "0x13172ee393713fba9925a9a752341ebd31e8d9a7",
...>         "value" => "0x0"
...>       },
...>       "error" => "Reverted",
...>       "result" => %{"gasUsed" => "0x1d55dd47", "output" => "0x"},
...>       "subtraces" => 1,
...>       "traceAddress" => [],
...>       "type" => "call"
...>     },
...>     %{
...>       "action" => %{
...>         "from" => "0x13172ee393713fba9925a9a752341ebd31e8d9a7",
...>         "gas" => "0x1d555c99",
...>         "init" =>
...>           "",
...>         "value" => "0x0"
...>       },
...>       "error" => "contract address collision",
...>       "result" => nil,
...>       "subtraces" => 0,
...>       "traceAddress" => [0],
...>       "type" => "create"
...>     }
...>   ],
...>   "vmTrace" => nil
...> }
...> |> Onchain.TraceCall.deserialize()
%Onchain.TraceCall{
  output: "",
  state_diff: nil,
  trace: [
    %Onchain.RPC.Trace{
      action: %Onchain.RPC.Trace.Action{
        call_type: "call",
        init: nil,
        from: ~h[0x0000000000000000000000000000000000000000],
        gas: 499_978_072,
        input: ~h[0xd1692f56000000000000000000000000142da9114e5a98e015aa95afca0585e84832a612000000000000000000000000142da9114e5a98e015aa95afca0585e84832a6120000000000000000000000000000000000000000000000000000000000000000],
        to: ~h[0x13172ee393713fba9925a9a752341ebd31e8d9a7],
        value: 0
      },
      block_hash: nil,
      block_number: nil,
      gas_used: 492_166_471,
      error: "Reverted",
      output: "",
      result_code: nil,
      result_address: nil,
      subtraces: 1,
      trace_address: [],
      transaction_hash: nil,
      transaction_position: nil,
      type: "call"
    },
    %Onchain.RPC.Trace{
      action: %Onchain.RPC.Trace.Action{
        call_type: nil,
        init: ~h[],
        from: ~h[0x13172ee393713fba9925a9a752341ebd31e8d9a7],
        gas: 492_133_529,
        input: nil,
        to: nil,
        value: 0
      },
      block_hash: nil,
      block_number: nil,
      gas_used: nil,
      error: "contract address collision",
      output: nil,
      result_code: nil,
      result_address: nil,
      subtraces: 0,
      trace_address: [0],
      transaction_hash: nil,
      transaction_position: nil,
      type: "create"
    }
  ],
  vm_trace: nil
}

  



  
    
      
    
    
      deserialize_many(trace_calls)



        
          
        

    

  


  

      

          @spec deserialize_many([map()]) :: [t()] | no_return()


      


Deserializes an array of trace results from trace_callMany.
Examples
iex> use Onchain.Hex
iex> [
...>   %{
...>     "output" => "0x",
...>     "stateDiff" => nil,
...>     "trace" => [
...>       %{
...>         "action" => %{
...>           "callType" => "call",
...>           "from" => "0x0000000000000000000000000000000000000000",
...>           "gas" => "0x1dcd0f58",
...>           "input" =>
...>             "0xd1692f56000000000000000000000000142da9114e5a98e015aa95afca0585e84832a612000000000000000000000000142da9114e5a98e015aa95afca0585e84832a6120000000000000000000000000000000000000000000000000000000000000000",
...>           "to" => "0x13172ee393713fba9925a9a752341ebd31e8d9a7",
...>           "value" => "0x0"
...>         },
...>         "error" => "Reverted",
...>         "result" => %{"gasUsed" => "0x1d55dd47", "output" => "0x"},
...>         "subtraces" => 1,
...>         "traceAddress" => [],
...>         "type" => "call"
...>       },
...>       %{
...>         "action" => %{
...>           "from" => "0x13172ee393713fba9925a9a752341ebd31e8d9a7",
...>           "gas" => "0x1d555c99",
...>           "init" =>
...>             "",
...>           "value" => "0x0"
...>         },
...>         "error" => "contract address collision",
...>         "result" => nil,
...>         "subtraces" => 0,
...>         "traceAddress" => [0],
...>         "type" => "create"
...>       }
...>     ],
...>     "vmTrace" => nil
...>   },
...>   %{
...>     "output" => "0x00000000000000000000000079edbc4f3a6aa2266cd469cc544501743be8b078",
...>     "stateDiff" => nil,
...>     "trace" => [
...>       %{
...>         "action" => %{
...>           "callType" => "call",
...>           "from" => "0x0000000000000000000000000000000000000000",
...>           "gas" => "0x1dcc91bc",
...>           "input" =>
...>             "",
...>           "to" => "0x2926631647877e9a84bb7e3a0821d643bf8d63c0",
...>           "value" => "0x0"
...>         },
...>         "result" => %{
...>           "gasUsed" => "0x10ca",
...>           "output" => "0x00000000000000000000000079edbc4f3a6aa2266cd469cc544501743be8b078"
...>         },
...>         "subtraces" => 0,
...>         "traceAddress" => [],
...>         "type" => "call"
...>       }
...>     ],
...>     "vmTrace" => nil
...>   },
...>   %{
...>     "output" => "0x82b42900",
...>     "stateDiff" => nil,
...>     "trace" => [
...>       %{
...>         "action" => %{
...>           "callType" => "call",
...>           "from" => "0x0000000000000000000000000000000000000000",
...>           "gas" => "0x1dcd0b70",
...>           "input" =>
...>             "",
...>           "to" => "0x6e995746b61c48c5bdf58fc788b1aea08dfb7e43",
...>           "value" => "0x0"
...>         },
...>         "error" => "Reverted",
...>         "result" => %{"gasUsed" => "0x106a", "output" => "0x82b42900"},
...>         "subtraces" => 1,
...>         "traceAddress" => [],
...>         "type" => "call"
...>       },
...>       %{
...>         "action" => %{
...>           "callType" => "delegatecall",
...>           "from" => "0x6e995746b61c48c5bdf58fc788b1aea08dfb7e43",
...>           "gas" => "0x1d55cc7b",
...>           "input" =>
...>             "",
...>           "to" => "0x49e5d261e95f6a02505078bb339fecb210a0b634",
...>           "value" => "0x0"
...>         },
...>         "error" => "Reverted",
...>         "result" => %{"gasUsed" => "0x552", "output" => "0x82b42900"},
...>         "subtraces" => 1,
...>         "traceAddress" => [0],
...>         "type" => "call"
...>       },
...>       %{
...>         "action" => %{
...>           "callType" => "staticcall",
...>           "from" => "0x6e995746b61c48c5bdf58fc788b1aea08dfb7e43",
...>           "gas" => "0x1ce0725a",
...>           "input" => "0xc34c08e5",
...>           "to" => "0x6e995746b61c48c5bdf58fc788b1aea08dfb7e43",
...>           "value" => "0x0"
...>         },
...>         "result" => %{
...>           "gasUsed" => "0xbe",
...>           "output" => "0x000000000000000000000000142da9114e5a98e015aa95afca0585e84832a612"
...>         },
...>         "subtraces" => 0,
...>         "traceAddress" => [0, 0],
...>         "type" => "call"
...>       }
...>     ],
...>     "vmTrace" => nil
...>   }
...> ]
...> |> Onchain.TraceCall.deserialize_many()
[
  %Onchain.TraceCall{
    output: "",
    state_diff: nil,
    trace: [
      %Onchain.RPC.Trace{
        action: %Onchain.RPC.Trace.Action{
          call_type: "call",
          init: nil,
          from: ~h[0x0000000000000000000000000000000000000000],
          gas: 499_978_072,
          input: ~h[0xd1692f56000000000000000000000000142da9114e5a98e015aa95afca0585e84832a612000000000000000000000000142da9114e5a98e015aa95afca0585e84832a6120000000000000000000000000000000000000000000000000000000000000000],
          to: ~h[0x13172EE393713FBA9925A9A752341EBD31E8D9A7],
          value: 0
        },
        block_hash: nil,
        block_number: nil,
        gas_used: 492_166_471,
        error: "Reverted",
        output: "",
        result_code: nil,
        result_address: nil,
        subtraces: 1,
        trace_address: [],
        transaction_hash: nil,
        transaction_position: nil,
        type: "call"
      },
      %Onchain.RPC.Trace{
        action: %Onchain.RPC.Trace.Action{
          call_type: nil,
          init: ~h[],
          from: ~h[0x13172EE393713FBA9925A9A752341EBD31E8D9A7],
          gas: 492_133_529,
          input: nil,
          to: nil,
          value: 0
        },
        block_hash: nil,
        block_number: nil,
        gas_used: nil,
        error: "contract address collision",
        output: nil,
        result_code: nil,
        result_address: nil,
        subtraces: 0,
        trace_address: [0],
        transaction_hash: nil,
        transaction_position: nil,
        type: "create"
      }
    ],
    vm_trace: nil
  },
  %Onchain.TraceCall{
    output: ~h[0x00000000000000000000000079EDBC4F3A6AA2266CD469CC544501743BE8B078],
    state_diff: nil,
    trace: [
      %Onchain.RPC.Trace{
        action: %Onchain.RPC.Trace.Action{
          call_type: "call",
          init: nil,
          from: ~h[0x0000000000000000000000000000000000000000],
          gas: 499_945_916,
          input: ~h[],
          to: ~h[0x2926631647877E9A84BB7E3A0821D643BF8D63C0],
          value: 0
        },
        block_hash: nil,
        block_number: nil,
        gas_used: 4298,
        error: nil,
        output: ~h[0x00000000000000000000000079EDBC4F3A6AA2266CD469CC544501743BE8B078],
        result_code: nil,
        result_address: nil,
        subtraces: 0,
        trace_address: [],
        transaction_hash: nil,
        transaction_position: nil,
        type: "call"
      }
    ],
    vm_trace: nil
  },
  %Onchain.TraceCall{
    output: <<130, 180, 41, 0>>,
    state_diff: nil,
    trace: [
      %Onchain.RPC.Trace{
        action: %Onchain.RPC.Trace.Action{
          call_type: "call",
          init: nil,
          from: ~h[0x0000000000000000000000000000000000000000],
          gas: 499_977_072,
          input: ~h[],
          to: ~h[0x6E995746B61C48C5BDF58FC788B1AEA08DFB7E43],
          value: 0
        },
        block_hash: nil,
        block_number: nil,
        gas_used: 4202,
        error: "Reverted",
        output: <<130, 180, 41, 0>>,
        result_code: nil,
        result_address: nil,
        subtraces: 1,
        trace_address: [],
        transaction_hash: nil,
        transaction_position: nil,
        type: "call"
      },
      %Onchain.RPC.Trace{
        action: %Onchain.RPC.Trace.Action{
          call_type: "delegatecall",
          init: nil,
          from: ~h[0x6E995746B61C48C5BDF58FC788B1AEA08DFB7E43],
          gas: 492_162_171,
          input: ~h[],
          to: ~h[0x49E5D261E95F6A02505078BB339FECB210A0B634],
          value: 0
        },
        block_hash: nil,
        block_number: nil,
        gas_used: 1362,
        error: "Reverted",
        output: <<130, 180, 41, 0>>,
        result_code: nil,
        result_address: nil,
        subtraces: 1,
        trace_address: [0],
        transaction_hash: nil,
        transaction_position: nil,
        type: "call"
      },
      %Onchain.RPC.Trace{
        action: %Onchain.RPC.Trace.Action{
          call_type: "staticcall",
          init: nil,
          from: ~h[0x6E995746B61C48C5BDF58FC788B1AEA08DFB7E43],
          gas: 484_471_386,
          input: <<195, 76, 8, 229>>,
          to: ~h[0x6E995746B61C48C5BDF58FC788B1AEA08DFB7E43],
          value: 0
        },
        block_hash: nil,
        block_number: nil,
        gas_used: 190,
        error: nil,
        output: ~h[0x000000000000000000000000142DA9114E5A98E015AA95AFCA0585E84832A612],
        result_code: nil,
        result_address: nil,
        subtraces: 0,
        trace_address: [0, 0],
        transaction_hash: nil,
        transaction_position: nil,
        type: "call"
      }
    ],
    vm_trace: nil
  }
]

  



  
    
      
    
    
      serialize(trace_call)



        
          
        

    

  


  

      

          @spec serialize(t()) :: map()


      


Serializes a single trace result for trace_callMany.
Examples
iex> use Onchain.Hex
iex> %Onchain.TraceCall{
...>   output: "",
...>   state_diff: nil,
...>   trace: [
...>     %Onchain.RPC.Trace{
...>       action: %Onchain.RPC.Trace.Action{
...>         call_type: "call",
...>         init: nil,
...>         from: ~h[0x0000000000000000000000000000000000000000],
...>         gas: 499_978_072,
...>         input: ~h[0xd1692f56000000000000000000000000142da9114e5a98e015aa95afca0585e84832a612000000000000000000000000142da9114e5a98e015aa95afca0585e84832a6120000000000000000000000000000000000000000000000000000000000000000],
...>         to: ~h[0x13172ee393713fba9925a9a752341ebd31e8d9a7],
...>         value: 0
...>       },
...>       block_hash: nil,
...>       block_number: nil,
...>       gas_used: 492_166_471,
...>       error: "Reverted",
...>       output: "",
...>       result_code: nil,
...>       result_address: nil,
...>       subtraces: 1,
...>       trace_address: [],
...>       transaction_hash: nil,
...>       transaction_position: nil,
...>       type: "call"
...>     },
...>     %Onchain.RPC.Trace{
...>       action: %Onchain.RPC.Trace.Action{
...>         call_type: nil,
...>         init: ~h[],
...>         from: ~h[0x13172ee393713fba9925a9a752341ebd31e8d9a7],
...>         gas: 492_133_529,
...>         input: nil,
...>         to: nil,
...>         value: 0
...>       },
...>       block_hash: nil,
...>       block_number: nil,
...>       gas_used: nil,
...>       error: "contract address collision",
...>       output: nil,
...>       result_code: nil,
...>       result_address: nil,
...>       subtraces: 0,
...>       trace_address: [0],
...>       transaction_hash: nil,
...>       transaction_position: nil,
...>       type: "create"
...>     }
...>   ],
...>   vm_trace: nil
...> }
...> |> Onchain.TraceCall.serialize()
%{
  output: "0x",
  stateDiff: nil,
  trace: [
    %{
      action: %{
        callType: "call",
        from: "0x0000000000000000000000000000000000000000",
        gas: "0x1DCD0F58",
        input:
          "0xd1692f56000000000000000000000000142da9114e5a98e015aa95afca0585e84832a612000000000000000000000000142da9114e5a98e015aa95afca0585e84832a6120000000000000000000000000000000000000000000000000000000000000000",
        to: "0x13172EE393713fbA9925A9A752341Ebd31e8D9a7",
        value: "0x0",
        init: nil
      },
      error: "Reverted",
      result: %{gasUsed: "0x1D55DD47", output: "0x", address: nil, code: nil},
      subtraces: 1,
      traceAddress: [],
      type: "call",
      blockHash: nil,
      blockNumber: nil,
      transactionHash: nil,
      transactionPosition: nil
    },
    %{
      action: %{
        from: "0x13172EE393713fbA9925A9A752341Ebd31e8D9a7",
        gas: "0x1D555C99",
        init:
          "",
        value: "0x0",
        callType: nil,
        input: nil,
        to: nil
      },
      error: "contract address collision",
      result: %{code: nil, output: nil, address: nil, gasUsed: nil},
      subtraces: 0,
      traceAddress: [0],
      type: "create",
      blockHash: nil,
      blockNumber: nil,
      transactionHash: nil,
      transactionPosition: nil
    }
  ],
  vmTrace: nil
}
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Onchain.Transaction 
    



      
Build, sign, and encode Ethereum transactions.
Encode/decode invariant for every envelope (V1, V_2930, V2, V3,
V4): anything encode/1 accepts must round-trip through that envelope's
decode/1 to an equal struct and match the EIP wire shape. EIP-2930
access-list items are [address, storage_keys]; EIP-4844 requires a
non-empty blob_versioned_hashes whose entries begin with
VERSIONED_HASH_VERSION_KZG 0x01; EIP-7702 forbids an empty
authorization_list.
API Functions
	Function	Arity	Description	Param Kinds
	build_signed_trx_v2	9	Build and sign an EIP-1559 transaction.	address: value, nonce: exchange_data, call_data: value, max_priority_fee_per_gas: exchange_data, max_fee_per_gas: exchange_data, gas_limit: exchange_data, amount: value, access_list: value, opts: value
	build_signed_trx	7	Build and sign a legacy transaction.	address: value, nonce: exchange_data, call_data: value, gas_price: exchange_data, gas_limit: exchange_data, value: value, opts: value
	build_trx_v2	9	Build an EIP-1559 transaction for a contract call or raw calldata.	address: value, nonce: exchange_data, call_data: value, max_priority_fee_per_gas: exchange_data, max_fee_per_gas: exchange_data, gas_limit: exchange_data, amount: value, access_list: value, chain_id: exchange_data
	build_trx	7	Build a legacy transaction for a contract call or raw calldata.	address: value, nonce: exchange_data, call_data: value, gas_price: exchange_data, gas_limit: exchange_data, value: value, chain_id: exchange_data
	decode	1	Decode raw Ethereum transaction bytes into the matching transaction struct (V1/V_2930/V2/V3/V4 by envelope byte).	encoded: value
	encode	1	Encode a concrete transaction struct (V1/V_2930/V2/V3/V4) into raw RLP/typed-RLP transaction bytes by dispatching on struct.	transaction: value
	from_json_module	1	Select the envelope module for a JSON-RPC transaction type.	type: value


      


      
        Summary


  
    Functions
  


    
      
        build_signed_trx(address, nonce, call_data, gas_price, gas_limit, value, opts \\ [])

      


        Builds and signs a transaction, to be ready to be passed to JSON-RPC.



    


    
      
        build_signed_trx_v2(address, nonce, call_data, max_priority_fee_per_gas, max_fee_per_gas, gas_limit, amount, access_list, opts \\ [])

      


        Builds and signs a V2 transaction, to be ready to be passed to JSON-RPC.



    


    
      
        build_trx(address, nonce, call_data, gas_price, gas_limit, value, chain_id \\ nil)

      


        Builds a v1-style call to a given contract



    


    
      
        build_trx_v2(address, nonce, call_data, max_priority_fee_per_gas, max_fee_per_gas, gas_limit, amount, access_list, chain_id \\ nil)

      


        Builds a v2 (eip-1559)-style call to a given contract



    


    
      
        decode(encoded)

      


        Decodes raw Ethereum transaction bytes into the matching transaction struct.



    


    
      
        encode(transaction)

      


        Encodes a concrete transaction struct into raw transaction bytes, mirroring decode/1.



    


    
      
        from_json_module(other)

      


        Returns the envelope module for a JSON-RPC transaction type.



    





      


      
        Functions


        


    

  
    
      
    
    
      build_signed_trx(address, nonce, call_data, gas_price, gas_limit, value, opts \\ [])



        
          
        

    

  


  

      

          @spec build_signed_trx(
  <<_::160>>,
  integer(),
  binary() | {String.t(), [term()]},
  integer() | {integer(), :wei | :gwei} | nil,
  integer(),
  integer() | {integer(), :wei | :gwei},
  Keyword.t()
) :: {:ok, Onchain.Transaction.V1.t()} | {:error, String.t()}


      


Builds and signs a transaction, to be ready to be passed to JSON-RPC.
Optionally takes a callback to modify the transaction before it is signed.
Examples
iex> signer_proc = Onchain.Test.Signer.start_signer()
iex> {:ok, signed_trx} = Onchain.Transaction.build_signed_trx(<<1::160>>, 5, {"baz(uint,address)", [50, :binary.decode_unsigned(<<1::160>>)]}, {50, :gwei}, 100_000, 0, signer: signer_proc, chain_id: :goerli)
iex> {:ok, signer} = Onchain.Transaction.V1.recover_signer(signed_trx, 5)
iex> Onchain.Hex.to_address(signer)
"0x63Cc7c25e0cdb121aBb0fE477a6b9901889F99A7"

  



    

  
    
      
    
    
      build_signed_trx_v2(address, nonce, call_data, max_priority_fee_per_gas, max_fee_per_gas, gas_limit, amount, access_list, opts \\ [])



        
          
        

    

  


  

      

          @spec build_signed_trx_v2(
  <<_::160>>,
  integer(),
  binary() | {String.t(), [term()]},
  integer() | {integer(), :wei | :gwei} | nil,
  integer() | {integer(), :wei | :gwei} | nil,
  integer(),
  integer() | {integer(), :wei | :gwei},
  Onchain.Transaction.V2.access_list_input(),
  Keyword.t()
) :: {:ok, Onchain.Transaction.V2.t()} | {:error, String.t()}


      


Builds and signs a V2 transaction, to be ready to be passed to JSON-RPC.
Optionally takes a callback to modify the transaction before it is signed.
Examples
iex> signer_proc = Onchain.Test.Signer.start_signer()
iex> {:ok, signed_trx} = Onchain.Transaction.build_signed_trx_v2(<<1::160>>, 5, {"baz(uint,address)", [50, :binary.decode_unsigned(<<1::160>>)]}, {50, :gwei}, {10, :gwei}, 100_000, 0, [], signer: signer_proc, chain_id: :goerli)
iex> {:ok, signer} = Onchain.Transaction.V2.recover_signer(signed_trx)
iex> Onchain.Hex.to_address(signer)
"0x63Cc7c25e0cdb121aBb0fE477a6b9901889F99A7"

  



    

  
    
      
    
    
      build_trx(address, nonce, call_data, gas_price, gas_limit, value, chain_id \\ nil)



        
          
        

    

  


  

      

          @spec build_trx(
  <<_::160>>,
  integer(),
  binary() | {String.t(), [term()]},
  integer() | {integer(), :wei | :gwei} | nil,
  integer(),
  integer() | {integer(), :wei | :gwei},
  atom() | integer() | nil
) :: Onchain.Transaction.V1.t()


      


Builds a v1-style call to a given contract
Examples
iex> use Onchain.Hex
iex> Onchain.Transaction.build_trx(<<1::160>>, 5, {"baz(uint,address)", [50, :binary.decode_unsigned(<<1::160>>)]}, {50, :gwei}, 100_000, 0, 5)
%Onchain.Transaction.V1{
  nonce: 5,
  gas_price: 50000000000,
  gas_limit: 100000,
  to: <<1::160>>,
  value: 0,
  data: ~h[0xA291ADD600000000000000000000000000000000000000000000000000000000000000320000000000000000000000000000000000000000000000000000000000000001],
  v: 5,
  r: 0,
  s: 0
}

iex> use Onchain.Hex
iex> call_data = ~h[0xA291ADD600000000000000000000000000000000000000000000000000000000000000320000000000000000000000000000000000000000000000000000000000000001]
...> Onchain.Transaction.build_trx(<<1::160>>, 5, call_data, {50, :gwei}, 100_000, 0, 5)
%Onchain.Transaction.V1{
  nonce: 5,
  gas_price: 50000000000,
  gas_limit: 100000,
  to: <<1::160>>,
  value: 0,
  data: ~h[0xA291ADD600000000000000000000000000000000000000000000000000000000000000320000000000000000000000000000000000000000000000000000000000000001],
  v: 5,
  r: 0,
  s: 0
}

  



    

  
    
      
    
    
      build_trx_v2(address, nonce, call_data, max_priority_fee_per_gas, max_fee_per_gas, gas_limit, amount, access_list, chain_id \\ nil)



        
          
        

    

  


  

      

          @spec build_trx_v2(
  <<_::160>>,
  integer(),
  binary() | {String.t(), [term()]},
  integer() | {integer(), :wei | :gwei} | nil,
  integer() | {integer(), :wei | :gwei} | nil,
  integer(),
  integer() | {integer(), :wei | :gwei},
  Onchain.Transaction.V2.access_list_input(),
  atom() | integer() | nil
) :: Onchain.Transaction.V2.t()


      


Builds a v2 (eip-1559)-style call to a given contract
Examples
iex> use Onchain.Hex
iex> Onchain.Transaction.build_trx_v2(<<1::160>>, 6, {"baz(uint,address)", [50, :binary.decode_unsigned(<<1::160>>)]}, {50, :gwei}, {10, :gwei}, 100_000, 0, [<<1::160>>], :goerli)
%Onchain.Transaction.V2{
  chain_id: 5,
  nonce: 6,
  max_priority_fee_per_gas: 50000000000,
  max_fee_per_gas: 10000000000,
  gas_limit: 100000,
  destination: <<1::160>>,
  amount: 0,
  data: ~h[0xA291ADD600000000000000000000000000000000000000000000000000000000000000320000000000000000000000000000000000000000000000000000000000000001],
  access_list: [{<<1::160>>, []}],
  signature_y_parity: nil,
  signature_r: nil,
  signature_s: nil
}

iex> use Onchain.Hex
iex> call_data = ~h[0xA291ADD600000000000000000000000000000000000000000000000000000000000000320000000000000000000000000000000000000000000000000000000000000001]
...> Onchain.Transaction.build_trx_v2(<<1::160>>, 5, call_data, {50, :gwei}, {10, :gwei}, 100_000, 0, [<<1::160>>], :goerli)
%Onchain.Transaction.V2{
  chain_id: 5,
  nonce: 5,
  max_priority_fee_per_gas: 50000000000,
  max_fee_per_gas: 10000000000,
  gas_limit: 100000,
  destination: <<1::160>>,
  amount: 0,
  data: ~h[0xA291ADD600000000000000000000000000000000000000000000000000000000000000320000000000000000000000000000000000000000000000000000000000000001],
  access_list: [{<<1::160>>, []}],
  signature_y_parity: nil,
  signature_r: nil,
  signature_s: nil
}

  



  
    
      
    
    
      decode(encoded)



        
          
        

    

  


  

      

          @spec decode(binary()) ::
  {:ok,
   Onchain.Transaction.V1.t()
   | Onchain.Transaction.V_2930.t()
   | Onchain.Transaction.V2.t()
   | Onchain.Transaction.V3.t()
   | Onchain.Transaction.V4.t()}
  | {:error, String.t() | :empty_transaction | :unknown_envelope_type}


      


Decodes raw Ethereum transaction bytes into the matching transaction struct.
Dispatches typed envelopes by their first byte:
	0x01 - Onchain.Transaction.V_2930
	0x02 - Onchain.Transaction.V2
	0x03 - Onchain.Transaction.V3
	0x04 - Onchain.Transaction.V4

Legacy transactions are untyped RLP and are decoded as
Onchain.Transaction.V1 when the first byte is an RLP prefix (>= 0x80).
Empty input returns {:error, :empty_transaction}. Unknown typed envelopes
(< 0x80 except supported typed envelopes) return {:error, :unknown_envelope_type}.
Examples
iex> tx = Onchain.Transaction.V1.new(1, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, :kovan)
iex> {:ok, decoded} = Onchain.Transaction.decode(Onchain.Transaction.V1.encode(tx))
iex> decoded == tx
true

iex> Onchain.Transaction.decode(<<>>)
{:error, :empty_transaction}

  



  
    
      
    
    
      encode(transaction)



        
          
        

    

  


  

      

          @spec encode(
  Onchain.Transaction.V1.t()
  | Onchain.Transaction.V_2930.t()
  | Onchain.Transaction.V2.t()
  | Onchain.Transaction.V3.t()
  | Onchain.Transaction.V4.t()
) :: binary()


      


Encodes a concrete transaction struct into raw transaction bytes, mirroring decode/1.
Dispatches by struct so callers don't need to know which versioned encoder to
invoke. The output is the same shape decode/1 accepts:
	%Onchain.Transaction.V1{} - untyped RLP-encoded legacy/EIP-155 bytes
(leading byte >= 0x80).
	%Onchain.Transaction.V_2930{} - 0x01-prefixed EIP-2718 typed RLP
(EIP-2930 access-list transaction).
	%Onchain.Transaction.V2{} - 0x02-prefixed EIP-2718 typed RLP.
	%Onchain.Transaction.V3{} - 0x03-prefixed EIP-2718 typed RLP
(EIP-4844 blob transaction envelope).
	%Onchain.Transaction.V4{} - 0x04-prefixed EIP-2718 typed RLP
(EIP-7702 authorization-list transaction envelope).

Each leaf encoder already emits the EIP-2718 envelope byte where applicable;
this function is a pure pattern-match-and-delegate.
Examples
iex> tx = Onchain.Transaction.V1.new(1, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, :kovan)
iex> {:ok, ^tx} = tx |> Onchain.Transaction.encode() |> Onchain.Transaction.decode()
iex> Onchain.Transaction.encode(tx) == Onchain.Transaction.V1.encode(tx)
true

iex> tx = Onchain.Transaction.V2.new(1, {1, :gwei}, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, [], :goerli)
iex> <<0x02, _::binary>> = Onchain.Transaction.encode(tx)
iex> {:ok, ^tx} = tx |> Onchain.Transaction.encode() |> Onchain.Transaction.decode()

  



  
    
      
    
    
      from_json_module(other)



        
          
        

    

  


  

      

          @spec from_json_module(term()) ::
  {:ok, Onchain.Transaction.V1}
  | {:ok, Onchain.Transaction.V_2930}
  | {:ok, Onchain.Transaction.V2}
  | {:ok, Onchain.Transaction.V3}
  | {:ok, Onchain.Transaction.V4}
  | {:error, {:unknown_transaction_type, term()}}


      


Returns the envelope module for a JSON-RPC transaction type.
nil and "0x0" are legacy (V1). "0x1" through "0x4" select
V_2930, V2, V3, and V4.

  


        

      


  

  
    
    Onchain.Transaction.Call - onchain v0.16.0
    
    

    


  
  

    
Onchain.Transaction.Call 
    



      
Represents Ethereum eth_call parameters, not a signable or broadcastable transaction.
destination is required because generated contract calls always target a deployed contract.
data is required because generated contract calls execute ABI-encoded calldata.
from is optional because eth_call accepts a caller address but existing RPC callers pass it through options.
gas is optional because eth_call can cap execution gas without creating a transaction gas limit.
value is optional because eth_call can simulate payable execution without transferring funds.
Fee, nonce, chain-id, access-list, and signature fields are excluded because calls are never signed or broadcast.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(destination, data, opts \\ [])

      


        Builds an eth_call parameter struct.
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      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.Transaction.Call{
  data: binary(),
  destination: <<_::160>>,
  from: <<_::160>> | nil,
  gas: non_neg_integer() | nil,
  value: non_neg_integer() | nil
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      new(destination, data, opts \\ [])



        
          
        

    

  


  

      

          @spec new(<<_::160>>, binary(), Keyword.t()) :: t()


      


Builds an eth_call parameter struct.

  


        

      


  

  
    
    Onchain.Transaction.Info - onchain v0.16.0
    
    

    


  
  

    
Onchain.Transaction.Info 
    



      
Inclusion metadata for an execution-apis transaction object, plus the typed
transaction.
from_json/1 on each envelope drops blockHash, blockNumber,
blockTimestamp, from, hash, and transactionIndex (TransactionInfo in
execution-apis v1.0.0-beta.7, src/schemas/transaction.yaml). Those fields
live here. Block fields are nil when the transaction is pending.
block_timestamp is also nil when the node omits blockTimestamp.
Alchemy mainnet sometimes does that for mined transactions (observed
2026-10-01), even though the beta.7 schema lists the field as required.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    


    
      
        transaction()

      


    





  
    Functions
  


    
      
        decode(params)

      


        Decodes a JSON-RPC transaction object into an envelope.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.Transaction.Info{
  block_hash: <<_::256>> | nil,
  block_number: non_neg_integer() | nil,
  block_timestamp: non_neg_integer() | nil,
  from: <<_::160>>,
  hash: <<_::256>>,
  transaction: transaction(),
  transaction_index: non_neg_integer() | nil
}


      



  



  
    
      
    
    
      transaction()



        
          
        

    

  


  

      

          @type transaction() ::
  Onchain.Transaction.V1.t()
  | Onchain.Transaction.V_2930.t()
  | Onchain.Transaction.V2.t()
  | Onchain.Transaction.V3.t()
  | Onchain.Transaction.V4.t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode(params)



        
          
        

    

  


  

      

          @spec decode(term()) :: {:ok, t()} | {:error, term()}


      


Decodes a JSON-RPC transaction object into an envelope.
Returns {:error, reason} for a missing required field, an unknown type,
or a field the envelope decoder cannot read. Does not raise.

  


        

      


  

  
    
    Onchain.Transaction.JsonField - onchain v0.16.0
    
    

    


  
  

    
Onchain.Transaction.JsonField 
    



      
Shared JSON-field decoders used by from_json/1 on V1/V2/V3/V4.
Tightly mirrors the eth_getBlockBy* wire shape — these helpers are
cross-module callable from each envelope's from_json/1 and apply
consistent decode rules (padding signature words, handling pre-Berlin
v vs post-Berlin yParity, defensive nil → [] for optional-on-wire
list fields).

      


      
        Summary


  
    Functions
  


    
      
        decode_access_list(entries)

      


        Decode an EIP-2930 access list ([{address, storage_keys}]).



    


    
      
        decode_authorization_list(entries)

      


        Decode an EIP-7702 authorization list into a tuple of
{chain_id, address, nonce, y_parity, r, s} per entry.



    


    
      
        decode_blob_versioned_hashes(hashes)

      


        Decode an EIP-4844 blob-versioned-hashes list into 32-byte words.



    


    
      
        decode_destination(addr)

      


        Decode a to address from JSON.



    


    
      
        decode_signature_word(hex)

      


        Decode a 256-bit signature word (r or s) from hex.



    


    
      
        decode_y_parity(map)

      


        Decode yParity (post-Berlin) or fall back to v (pre-Berlin) into a
boolean parity bit.



    





      


      
        Functions


        


  
    
      
    
    
      decode_access_list(entries)



        
          
        

    

  


  

      

          @spec decode_access_list(list() | nil) :: [{<<_::160>>, [<<_::256>>]}]


      


Decode an EIP-2930 access list ([{address, storage_keys}]).
Defensive nil → []: although accessList is required on the wire
for type 2/3/4 transactions, from_json/1 is publicly callable and
tolerates omission to stay symmetric with other optional-on-wire
fields. Pass the parsed JSON value directly.

  



  
    
      
    
    
      decode_authorization_list(entries)



        
          
        

    

  


  

      

          @spec decode_authorization_list(list() | nil) :: [
  {non_neg_integer(), <<_::160>>, non_neg_integer(), boolean(), <<_::256>>,
   <<_::256>>}
]


      


Decode an EIP-7702 authorization list into a tuple of
{chain_id, address, nonce, y_parity, r, s} per entry.
Defensive nil → [] for the same reason as decode_access_list/1.

  



  
    
      
    
    
      decode_blob_versioned_hashes(hashes)



        
          
        

    

  


  

      

          @spec decode_blob_versioned_hashes(list() | nil) :: [<<_::256>>]


      


Decode an EIP-4844 blob-versioned-hashes list into 32-byte words.
Defensive nil → [] for the same reason as decode_access_list/1.

  



  
    
      
    
    
      decode_destination(addr)



        
          
        

    

  


  

      

          @spec decode_destination(String.t() | nil) :: <<_::160>> | nil


      


Decode a to address from JSON.
Returns nil for contract-creation transactions (where to is omitted
or null on the wire) and a 20-byte binary otherwise.

  



  
    
      
    
    
      decode_signature_word(hex)



        
          
        

    

  


  

      

          @spec decode_signature_word(String.t()) :: <<_::256>>


      


Decode a 256-bit signature word (r or s) from hex.
Pads short hex values to a full 32 bytes — Geth and some other nodes
strip leading zeros from signature components, so "0x1" is a valid
on-wire representation of a word.

  



  
    
      
    
    
      decode_y_parity(map)



        
          
        

    

  


  

      

          @spec decode_y_parity(map()) :: boolean()


      


Decode yParity (post-Berlin) or fall back to v (pre-Berlin) into a
boolean parity bit.
Raises Onchain.Hex.InvalidHex if the value decodes to anything
other than 0 or 1.

  


        

      


  

  
    
    Onchain.Transaction.Signature - onchain v0.16.0
    
    

    


  
  

    
Onchain.Transaction.Signature 
    



      
Shared signature-field helpers for typed-transaction structs that carry the
signature_y_parity / signature_r / signature_s triple
(EIP-2930 V_2930, EIP-1559 V2, EIP-4844 V3, EIP-7702 V4).
pack/3 is the shared primitive behind both struct recovery (get/1) and
EIP-7702 authorization 6-tuples, which do not carry those map keys.
These functions operate on the struct as a plain map, so they work uniformly
across the typed-transaction modules without coupling them to one another.

      


      
        Summary


  
    Functions
  


    
      
        add(transaction, v, r, s)

      


        Attaches explicit signature fields (y_parity, r, s) to a transaction
struct. r and s must be exactly 32 bytes and v a boolean y-parity.



    


    
      
        add_packed(transaction, arg)

      


        Attaches a packed r <> s <> v signature to a transaction struct.



    


    
      
        get(map)

      


        Recovers the packed r <> s <> y_parity signature from a signed transaction,
or {:error, "transaction missing signature"} when any signature field is nil.



    


    
      
        pack(v, r, s)

      


        Packs y_parity, r, and s into the r <> s <> y_parity binary used by
typed-transaction recovery. r and s must be exactly 32 bytes.



    


    
      
        sign(transaction, signer)

      


        Signs a typed transaction after clearing its existing signature fields.



    


    
      
        y_parity_from_v(v_bin)

      


        Derives EIP-155-style y-parity from a packed recovery v byte sequence.



    





      


      
        Functions


        


  
    
      
    
    
      add(transaction, v, r, s)



        
          
        

    

  


  

      

          @spec add(map(), boolean(), <<_::256>>, <<_::256>>) :: map()


      


Attaches explicit signature fields (y_parity, r, s) to a transaction
struct. r and s must be exactly 32 bytes and v a boolean y-parity.

  



  
    
      
    
    
      add_packed(transaction, arg)



        
          
        

    

  


  

      

          @spec add_packed(map(), <<_::512, _::_*8>>) :: map()


      


Attaches a packed r <> s <> v signature to a transaction struct.

  



  
    
      
    
    
      get(map)



        
          
        

    

  


  

      

          @spec get(map()) :: {:ok, binary()} | {:error, String.t()}


      


Recovers the packed r <> s <> y_parity signature from a signed transaction,
or {:error, "transaction missing signature"} when any signature field is nil.

  



  
    
      
    
    
      pack(v, r, s)



        
          
        

    

  


  

      

          @spec pack(boolean() | nil, binary() | nil, binary() | nil) ::
  {:ok, binary()} | {:error, :missing}


      


Packs y_parity, r, and s into the r <> s <> y_parity binary used by
typed-transaction recovery. r and s must be exactly 32 bytes.
Returns {:error, :missing} when any field is nil. Callers map that atom to
a domain string ("transaction missing signature", "authorization missing signature"). A short r or s raises ArgumentError rather than emitting
a malformed packed signature.

  



  
    
      
    
    
      sign(transaction, signer)



        
          
        

    

  


  

      

          @spec sign(struct(), GenServer.server()) :: {:ok, struct()} | {:error, term()}


      


Signs a typed transaction after clearing its existing signature fields.

  



  
    
      
    
    
      y_parity_from_v(v_bin)



        
          
        

    

  


  

      

          @spec y_parity_from_v(binary()) :: boolean()


      


Derives EIP-155-style y-parity from a packed recovery v byte sequence.

  


        

      


  

  
    
    Onchain.Transaction.TypedDecode - onchain v0.16.0
    
    

    


  
  

    
Onchain.Transaction.TypedDecode 
    



      
Access-list shape validation shared by transaction adapters.

      


      
        Summary


  
    Types
  


    
      
        access_list()

      


        EIP-2930 access list: {address, [storage_key]} pairs.



    


    
      
        access_list_entry()

      


    





  
    Functions
  


    
      
        decode_access_list(access_list, invalid)

      


        Decodes an RLP-decoded access list into {address, [storage_key]} tuples.



    


    
      
        decode_word(word, invalid)

      


        Left-pads a signature/word binary to a full 32-byte word.



    


    
      
        decode_y_parity(y_parity, invalid)

      


        Decodes an RLP y_parity field (0/1) into a boolean.



    


    
      
        encode_access_list(access_list)

      


        Encodes an access list as EIP-2930 RLP items ([address, storage_keys]).



    


    
      
        validate_access_list_entry!(entry)

      


        Accepts a canonical {address, storage_keys} access-list entry.



    





      


      
        Types


        


  
    
      
    
    
      access_list()



        
          
        

    

  


  

      

          @type access_list() :: [{<<_::160>>, [<<_::256>>]}]


      


EIP-2930 access list: {address, [storage_key]} pairs.

  



  
    
      
    
    
      access_list_entry()



        
          
        

    

  


  

      

          @type access_list_entry() :: {<<_::160>>, [<<_::256>>]}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode_access_list(access_list, invalid)



        
          
        

    

  


  

      

          @spec decode_access_list(term(), String.t()) ::
  {:ok, access_list()} | {:error, String.t()}


      


Decodes an RLP-decoded access list into {address, [storage_key]} tuples.
Each entry must be a [20-byte address, [32-byte storage_key, ...]] list;
anything else yields {:error, invalid}. Shared by every typed transaction
that carries an EIP-2930 access list (V_2930, V3, …).

  



  
    
      
    
    
      decode_word(word, invalid)



        
          
        

    

  


  

      

          @spec decode_word(binary(), String.t()) :: {:ok, <<_::256>>} | {:error, String.t()}


      


Left-pads a signature/word binary to a full 32-byte word.
Words longer than 32 bytes are rejected with {:error, invalid}.

  



  
    
      
    
    
      decode_y_parity(y_parity, invalid)



        
          
        

    

  


  

      

          @spec decode_y_parity(binary(), String.t()) :: {:ok, boolean()} | {:error, String.t()}


      


Decodes an RLP y_parity field (0/1) into a boolean.
Any other value — or a non-binary that :binary.decode_unsigned/1 rejects —
yields {:error, invalid}.

  



  
    
      
    
    
      encode_access_list(access_list)



        
          
        

    

  


  

      

          @spec encode_access_list(term()) :: [[<<_::160>> | [<<_::256>>]]]


      


Encodes an access list as EIP-2930 RLP items ([address, storage_keys]).
Constructors that document a bare-address shorthand must canonicalize to
{address, []} before calling this. Malformed entries raise ArgumentError.

  



  
    
      
    
    
      validate_access_list_entry!(entry)



        
          
        

    

  


  

      

          @spec validate_access_list_entry!(term()) :: access_list_entry()


      


Accepts a canonical {address, storage_keys} access-list entry.
Used by constructors that lift documented shorthand before encoding.

  


        

      


  

  
    
    Onchain.Transaction.V1 - onchain v0.16.0
    
    

    


  
  

    
Onchain.Transaction.V1 
    



      
Represents a V1 or "Legacy" (that is, pre-EIP-1559) transaction.
API Functions
	Function	Arity	Description	Param Kinds
	from_json	1	Decode a legacy transaction JSON object from eth_getBlockBy* into a V1 struct.	params: exchange_data
	recover_signer	2	Recover the signer address from a signed legacy transaction.	transaction: value, chain_id: exchange_data
	get_signature	1	Extract the packed signature from a signed legacy transaction.	transaction: value
	add_signature	2	Attach an Ethereum signature to a legacy transaction.	transaction: value, signature: value
	decode	1	Decode RLP bytes into a legacy transaction struct.	trx_enc: value
	encode	1	Encode a legacy transaction as RLP bytes for signing or broadcast.	transaction: value
	new	7	Construct a legacy/EIP-155-style transaction struct.	nonce: exchange_data, gas_price: exchange_data, gas_limit: exchange_data, to: value, value: value, data: value, chain_id: exchange_data


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        add_signature(transaction, arg)

      


        Adds a signature to a transaction. This overwrites the [chain_id, 0, 0] fields, as per EIP-155.



    


    
      
        decode(trx_enc)

      


        Decode an RLP-encoded transaction.



    


    
      
        encode(transaction)

      


        Build an RLP-encoded transaction. Note: transactions can be encoded before they are signed, which
uses [chain_id, 0, 0] in the signature fields, otherwise those fields are [v, r, s].



    


    
      
        from_json(params)

      


        Decodes a legacy (type 0) transaction object as returned in the
transactions array of eth_getBlockByNumber / eth_getBlockByHash
when include_transaction_details: true is requested.



    


    
      
        get_signature(v1)

      


        Recovers a signature from a transaction, if it's been signed. Otherwise returns an error.



    


    
      
        new(nonce, gas_price, gas_limit, to, value, data, chain_id \\ nil)

      


        Constructs a new V1 (Legacy) Ethereum transaction.



    


    
      
        recover_signer(transaction, chain_id)

      


        Recovers the signer from a given transaction, if it's been signed.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.Transaction.V1{
  data: binary(),
  gas_limit: integer(),
  gas_price: integer(),
  nonce: integer(),
  r: integer(),
  s: integer(),
  to: <<_::160>> | nil,
  v: integer(),
  value: integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      add_signature(transaction, arg)



        
          
        

    

  


  

      

          @spec add_signature(t(), <<_::512, _::_*8>>) :: t()


      


Adds a signature to a transaction. This overwrites the [chain_id, 0, 0] fields, as per EIP-155.
Examples
iex> Onchain.Transaction.V1.new(1, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, :kovan)
...> |> Onchain.Transaction.V1.add_signature(<<1::256, 2::256, 3::8>>)
%Onchain.Transaction.V1{
  nonce: 1,
  gas_price: 100000000000,
  gas_limit: 100000,
  to: <<1::160>>,
  value: 2,
  data: <<1, 2, 3>>,
  v: 3,
  r: 1,
  s: 2
}

  



  
    
      
    
    
      decode(trx_enc)



        
          
        

    

  


  

      

          @spec decode(binary()) :: {:ok, t()} | {:error, String.t()}


      


Decode an RLP-encoded transaction.
Examples
iex> use Onchain.Hex
iex> ~h[0xE80185174876E800830186A094000000000000000000000000000000000000000102830102032A8080]
...> |> Onchain.Transaction.V1.decode()
{:ok, %Onchain.Transaction.V1{
  nonce: 1,
  gas_price: 100000000000,
  gas_limit: 100000,
  to: <<1::160>>,
  value: 2,
  data: <<1, 2, 3>>,
  v: 42,
  r: 0,
  s: 0
}}

  



  
    
      
    
    
      encode(transaction)



        
          
        

    

  


  

      

          @spec encode(t()) :: binary()


      


Build an RLP-encoded transaction. Note: transactions can be encoded before they are signed, which
uses [chain_id, 0, 0] in the signature fields, otherwise those fields are [v, r, s].
Examples
iex> Onchain.Transaction.V1.new(1, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, :kovan)
...> |> Onchain.Transaction.V1.encode()
...> |> Base.encode16()
"E80185174876E800830186A094000000000000000000000000000000000000000102830102032A8080"

  



  
    
      
    
    
      from_json(params)



        
          
        

    

  


  

      

          @spec from_json(map()) :: t() | no_return()


      


Decodes a legacy (type 0) transaction object as returned in the
transactions array of eth_getBlockByNumber / eth_getBlockByHash
when include_transaction_details: true is requested.
to is preserved as nil for contract-creation transactions per the
wire shape (the strict RLP decode/1 path requires an explicit 20-byte
address; this JSON path does not).
Examples
iex> use Onchain.Hex
iex> %{
...>   "type" => "0x0",
...>   "nonce" => "0x1",
...>   "gasPrice" => "0x174876e800",
...>   "gas" => "0x186a0",
...>   "to" => "0x0000000000000000000000000000000000000001",
...>   "value" => "0x2",
...>   "input" => "0x010203",
...>   "v" => "0x2a",
...>   "r" => "0x0",
...>   "s" => "0x0"
...> }
...> |> Onchain.Transaction.V1.from_json()
%Onchain.Transaction.V1{
  nonce: 1,
  gas_price: 100_000_000_000,
  gas_limit: 100_000,
  to: ~h[0x0000000000000000000000000000000000000001],
  value: 2,
  data: <<1, 2, 3>>,
  v: 0x2a,
  r: 0,
  s: 0
}
Contract creation: "to": null is preserved as to: nil.
iex> %{
...>   "type" => "0x0",
...>   "nonce" => "0x0",
...>   "gasPrice" => "0x1",
...>   "gas" => "0x186a0",
...>   "to" => nil,
...>   "value" => "0x0",
...>   "input" => "0x60606040",
...>   "v" => "0x1c",
...>   "r" => "0x0",
...>   "s" => "0x0"
...> }
...> |> Onchain.Transaction.V1.from_json()
...> |> Map.fetch!(:to)
nil

  



  
    
      
    
    
      get_signature(v1)



        
          
        

    

  


  

      

          @spec get_signature(t()) :: {:ok, binary()} | {:error, String.t()}


      


Recovers a signature from a transaction, if it's been signed. Otherwise returns an error.
Examples
iex> Onchain.Transaction.V1.new(1, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, :kovan)
...> |> Onchain.Transaction.V1.add_signature(<<1::256, 2::256, 3::8>>)
...> |> Onchain.Transaction.V1.get_signature()
{:ok, <<1::256, 2::256, 3::8>>}

iex> Onchain.Transaction.V1.new(1, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, :kovan)
...> |> Onchain.Transaction.V1.add_signature(<<1::256, 2::256, 0x05f5e0ff::32>>)
...> |> Onchain.Transaction.V1.get_signature()
{:ok, <<1::256, 2::256, 0x05f5e0ff::32>>}

iex> Onchain.Transaction.V1.new(1, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, :kovan)
...> |> Onchain.Transaction.V1.get_signature()
{:error, "transaction missing signature"}

  



    

  
    
      
    
    
      new(nonce, gas_price, gas_limit, to, value, data, chain_id \\ nil)



        
          
        

    

  


  

      

          @spec new(
  integer(),
  integer() | {integer(), :wei | :gwei} | nil,
  integer(),
  <<_::160>>,
  integer() | {integer(), :wei | :gwei},
  binary(),
  atom() | integer() | nil
) :: t()


      


Constructs a new V1 (Legacy) Ethereum transaction.
Examples
iex> Onchain.Transaction.V1.new(1, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, :kovan)
%Onchain.Transaction.V1{
  nonce: 1,
  gas_price: 100000000000,
  gas_limit: 100000,
  to: <<1::160>>,
  value: 2,
  data: <<1, 2, 3>>,
  v: 42,
  r: 0,
  s: 0
}

  



  
    
      
    
    
      recover_signer(transaction, chain_id)



        
          
        

    

  


  

      

          @spec recover_signer(t(), atom() | integer()) ::
  {:ok, <<_::160>>} | {:error, String.t()}


      


Recovers the signer from a given transaction, if it's been signed.
Examples
iex> {:ok, address} =
...> Onchain.Transaction.V1.new(1, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, :kovan)
...> |> Onchain.Transaction.V1.add_signature(<<1::256, 2::256, 3::8>>)
...> |> Onchain.Transaction.V1.recover_signer(:kovan)
...> Onchain.Hex.to_address(address)
"0x47643AC1194d7e8C6d04dD631D456137028bBc1F"

iex> Onchain.Transaction.V1.new(1, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, :kovan)
...> |> Onchain.Transaction.V1.recover_signer(:kovan)
{:error, "transaction missing signature"}

  


        

      


  

  
    
    Onchain.Transaction.V2 - onchain v0.16.0
    
    

    


  
  

    
Onchain.Transaction.V2 
    



      
Represents a V2 or EIP-1559 transaction.
API Functions
	Function	Arity	Description	Param Kinds
	from_json	1	Decode an EIP-1559 transaction JSON object from eth_getBlockBy* into a V2 struct.	params: exchange_data
	recover_signer	1	Recover the signer address from a signed EIP-1559 transaction.	transaction: value
	get_signature	1	Extract the packed signature from a signed EIP-1559 transaction.	transaction: value
	add_signature	4	Attach a packed Ethereum signature to an EIP-1559 transaction.	transaction: value, signature: value
	add_signature	4	Attach an Ethereum signature to an EIP-1559 transaction.	transaction: value, v: value, r: value, s: value
	decode	1	Decode typed RLP bytes into an EIP-1559 transaction struct.	trx_enc: value
	encode	1	Encode an EIP-1559 transaction as typed RLP bytes for signing or broadcast.	transaction: value
	new	12	Construct an EIP-1559 transaction struct with explicit signature fields.	nonce: exchange_data, max_priority_fee_per_gas: exchange_data, max_fee_per_gas: exchange_data, gas_limit: exchange_data, destination: value, amount: value, data: value, access_list: value, signature_y_parity: value, signature_r: value, signature_s: value, chain_id: exchange_data
	new	12	Construct an EIP-1559 transaction struct.	nonce: exchange_data, max_priority_fee_per_gas: exchange_data, max_fee_per_gas: exchange_data, gas_limit: exchange_data, destination: value, amount: value, data: value, access_list: value, chain_id: exchange_data


      


      
        Summary


  
    Types
  


    
      
        access_list()

      


    


    
      
        access_list_entry()

      


    


    
      
        access_list_input()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        add_signature(transaction, arg)

      


        Adds a signature to a transaction from a packed binary (r <> s <> v), deriving signature_y_parity from v.



    


    
      
        add_signature(transaction, v, r, s)

      


        Adds a signature to a transaction. This overwrites the signature_y_parity, signature_r and signature_s fields.



    


    
      
        decode(trx_enc)

      


        Decode an RLP-encoded transaction.



    


    
      
        encode(transaction)

      


        Build an RLP-encoded transaction. Note: if the transaction does not have a signature
set (that is, signature_y_parity, signature_r or signature_s are nil), then
we will encode a partial transaction (which can be used for signing).



    


    
      
        from_json(params)

      


        Decodes an EIP-1559 (type 2) transaction object as returned in the
transactions array of eth_getBlockByNumber / eth_getBlockByHash
when include_transaction_details: true is requested.



    


    
      
        get_signature(transaction)

      


        Recovers a signature from a transaction, if it's been signed. Otherwise returns an error.



    


    
      
        new(nonce, max_priority_fee_per_gas, max_fee_per_gas, gas_limit, destination, amount, data, access_list, chain_id \\ nil)

      


        Constructs a new V2 (EIP-1559) Ethereum transaction.



    


    
      
        new(nonce, max_priority_fee_per_gas, max_fee_per_gas, gas_limit, destination, amount, data, access_list, signature_y_parity, signature_r, signature_s, chain_id \\ nil)

      


        Like new/9 but also accepts explicit signature fields (signature_y_parity, signature_r, signature_s).



    


    
      
        recover_signer(transaction)

      


        Recovers the signer from a given transaction, if it's been signed.



    





      


      
        Types


        


  
    
      
    
    
      access_list()



        
          
        

    

  


  

      

          @type access_list() :: [access_list_entry()]


      



  



  
    
      
    
    
      access_list_entry()



        
          
        

    

  


  

      

          @type access_list_entry() :: {<<_::160>>, [<<_::256>>]}


      



  



  
    
      
    
    
      access_list_input()



        
          
        

    

  


  

      

          @type access_list_input() :: [access_list_entry() | <<_::160>>]


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.Transaction.V2{
  access_list: access_list(),
  amount: integer(),
  chain_id: integer(),
  data: binary(),
  destination: <<_::160>> | nil,
  gas_limit: integer(),
  max_fee_per_gas: integer(),
  max_priority_fee_per_gas: integer(),
  nonce: integer(),
  signature_r: <<_::256>> | nil,
  signature_s: <<_::256>> | nil,
  signature_y_parity: boolean() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      add_signature(transaction, arg)



        
          
        

    

  


  

      

          @spec add_signature(t(), <<_::512, _::_*8>>) :: t()


      


Adds a signature to a transaction from a packed binary (r <> s <> v), deriving signature_y_parity from v.

  



  
    
      
    
    
      add_signature(transaction, v, r, s)



        
          
        

    

  


  

      

          @spec add_signature(t(), boolean(), <<_::256>>, <<_::256>>) :: t()


      


Adds a signature to a transaction. This overwrites the signature_y_parity, signature_r and signature_s fields.
Examples
iex> Onchain.Transaction.V2.new(1, {1, :gwei}, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, [<<2::160>>, <<3::160>>], 1, 0x01, 0x02, :goerli)
...> |> Onchain.Transaction.V2.add_signature(true, <<1::256>>, <<2::256>>)
%Onchain.Transaction.V2{
  chain_id: 5,
  nonce: 1,
  max_priority_fee_per_gas: 1000000000,
  max_fee_per_gas: 100000000000,
  gas_limit: 100000,
  destination: <<1::160>>,
  amount: 2,
  data: <<1, 2, 3>>,
  access_list: [{<<2::160>>, []}, {<<3::160>>, []}],
  signature_y_parity: true,
  signature_r: <<0x01::256>>,
  signature_s: <<0x02::256>>
}

iex> Onchain.Transaction.V2.new(1, {1, :gwei}, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, [<<2::160>>, <<3::160>>], 1, 0x01, 0x02, :goerli)
...> |> Onchain.Transaction.V2.add_signature(<<1::256, 2::256, 1::8>>)
%Onchain.Transaction.V2{
  chain_id: 5,
  nonce: 1,
  max_priority_fee_per_gas: 1000000000,
  max_fee_per_gas: 100000000000,
  gas_limit: 100000,
  destination: <<1::160>>,
  amount: 2,
  data: <<1, 2, 3>>,
  access_list: [{<<2::160>>, []}, {<<3::160>>, []}],
  signature_y_parity: true,
  signature_r: <<0x01::256>>,
  signature_s: <<0x02::256>>
}

iex> Onchain.Transaction.V2.new(1, {1, :gwei}, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, [<<2::160>>, <<3::160>>], 1, 0x01, 0x02, :goerli)
...> |> Onchain.Transaction.V2.add_signature(<<1::256, 2::256, 27::8>>)
%Onchain.Transaction.V2{
  chain_id: 5,
  nonce: 1,
  max_priority_fee_per_gas: 1000000000,
  max_fee_per_gas: 100000000000,
  gas_limit: 100000,
  destination: <<1::160>>,
  amount: 2,
  data: <<1, 2, 3>>,
  access_list: [{<<2::160>>, []}, {<<3::160>>, []}],
  signature_y_parity: false,
  signature_r: <<0x01::256>>,
  signature_s: <<0x02::256>>
}

iex> Onchain.Transaction.V2.new(1, {1, :gwei}, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, [<<2::160>>, <<3::160>>], 1, 0x01, 0x02, :goerli)
...> |> Onchain.Transaction.V2.add_signature(<<1::256, 2::256, 38::8>>)
%Onchain.Transaction.V2{
  chain_id: 5,
  nonce: 1,
  max_priority_fee_per_gas: 1000000000,
  max_fee_per_gas: 100000000000,
  gas_limit: 100000,
  destination: <<1::160>>,
  amount: 2,
  data: <<1, 2, 3>>,
  access_list: [{<<2::160>>, []}, {<<3::160>>, []}],
  signature_y_parity: true,
  signature_r: <<0x01::256>>,
  signature_s: <<0x02::256>>
}

iex> Onchain.Transaction.V2.new(1, {1, :gwei}, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, [<<2::160>>, <<3::160>>], 1, 0x01, 0x02, :goerli)
...> |> Onchain.Transaction.V2.add_signature(<<1::256, 2::256, 3838::16>>)
%Onchain.Transaction.V2{
  chain_id: 5,
  nonce: 1,
  max_priority_fee_per_gas: 1000000000,
  max_fee_per_gas: 100000000000,
  gas_limit: 100000,
  destination: <<1::160>>,
  amount: 2,
  data: <<1, 2, 3>>,
  access_list: [{<<2::160>>, []}, {<<3::160>>, []}],
  signature_y_parity: true,
  signature_r: <<0x01::256>>,
  signature_s: <<0x02::256>>
}

  



  
    
      
    
    
      decode(trx_enc)



        
          
        

    

  


  

      

          @spec decode(binary()) :: {:ok, t()} | {:error, String.t()}


      


Decode an RLP-encoded transaction.
Accepts both signed payloads and unsigned signing payloads. Unsigned
payloads omit signature_y_parity, signature_r, and signature_s; those
fields decode as nil.
Examples
iex> use Onchain.Hex
iex> Onchain.Transaction.V2.decode(~h[0x02EF0501843B9ACA0085174876E800830186A09400000000000000000000000000000000000000010283010203C0010102])
{:ok, %Onchain.Transaction.V2{
  chain_id: 5,
  nonce: 1,
  max_priority_fee_per_gas: 1000000000,
  max_fee_per_gas: 100000000000,
  gas_limit: 100000,
  destination: <<1::160>>,
  amount: 2,
  data: <<1, 2, 3>>,
  access_list: [],
  signature_y_parity: true,
  signature_r: <<0x01::256>>,
  signature_s: <<0x02::256>>
}}

iex> use Onchain.Hex
iex> Onchain.Transaction.V2.decode(~h[0x02F87F0501843B9ACA0085174876E800830186A09400000000000000000000000000000000000000010283010203F84FF7940000000000000000000000000000000000000002E1A00000000000000000000000000000000000000000000000000000000000000016D6940000000000000000000000000000000000000003C0010102])
{:ok, %Onchain.Transaction.V2{
  chain_id: 5,
  nonce: 1,
  max_priority_fee_per_gas: 1000000000,
  max_fee_per_gas: 100000000000,
  gas_limit: 100000,
  destination: <<1::160>>,
  amount: 2,
  data: <<1, 2, 3>>,
  access_list: [{<<2::160>>, [<<22::256>>]}, {<<3::160>>, []}],
  signature_y_parity: true,
  signature_r: <<0x01::256>>,
  signature_s: <<0x02::256>>
}}

iex> use Onchain.Hex
iex> Onchain.Transaction.V2.decode(~h[
{:ok, %Onchain.Transaction.V2{
  chain_id: 8453,
  nonce: 1,
  max_priority_fee_per_gas: 1000000000,
  max_fee_per_gas: 1008963825,
  gas_limit: 300000,
  destination: ~h[0x00aea4b2242abc8bb4bb78d537a67a245a7bec64],
  amount: 0,
  data: ~h[],
  access_list: [],
  signature_y_parity: false,
  signature_r: ~h[0x019c8102cb582c309b0d2ababb6aeb683a8fbc7e2044665f84669f0a73865b9a],
  signature_s: ~h[0x3732eb6644fc11e850a0fed8ebe403b4c2f5d1f1aec961eaccf1f7baa55615a6]
}}

  



  
    
      
    
    
      encode(transaction)



        
          
        

    

  


  

      

          @spec encode(
  t()
  | %Onchain.Transaction.V2{
      access_list: list() | nil,
      amount: integer() | nil,
      chain_id: integer() | nil,
      data: binary() | nil,
      destination: <<_::160>> | nil,
      gas_limit: integer() | nil,
      max_fee_per_gas: integer() | nil,
      max_priority_fee_per_gas: integer() | nil,
      nonce: integer() | nil,
      signature_r: nil,
      signature_s: nil,
      signature_y_parity: nil
    }
) :: binary()


      


Build an RLP-encoded transaction. Note: if the transaction does not have a signature
set (that is, signature_y_parity, signature_r or signature_s are nil), then
we will encode a partial transaction (which can be used for signing).
Examples
iex> Onchain.Transaction.V2.new(1, {1, :gwei}, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, [], :goerli)
...> |> Onchain.Transaction.V2.encode()
...> |> Onchain.Hex.encode_big_hex()
"0x02EC0501843B9ACA0085174876E800830186A09400000000000000000000000000000000000000010283010203C0"

iex> Onchain.Transaction.V2.new(1, {1, :gwei}, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, [<<2::160>>, <<3::160>>], :goerli)
...> |> Onchain.Transaction.V2.encode()
...> |> Onchain.Hex.encode_big_hex()
"0x02F85A0501843B9ACA0085174876E800830186A09400000000000000000000000000000000000000010283010203EED6940000000000000000000000000000000000000002C0D6940000000000000000000000000000000000000003C0"

iex> Onchain.Transaction.V2.new(1, {1, :gwei}, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, [], true, <<0x01::256>>, <<0x02::256>>, :goerli)
...> |> Onchain.Transaction.V2.encode()
...> |> Onchain.Hex.encode_big_hex()
"0x02EF0501843B9ACA0085174876E800830186A09400000000000000000000000000000000000000010283010203C0010102"

iex> Onchain.Transaction.V2.new(1, {1, :gwei}, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, [<<2::160>>, <<3::160>>], true, <<0x01::256>>, <<0x02::256>>, :goerli)
...> |> Onchain.Transaction.V2.encode()
...> |> Onchain.Hex.encode_big_hex()
"0x02F85D0501843B9ACA0085174876E800830186A09400000000000000000000000000000000000000010283010203EED6940000000000000000000000000000000000000002C0D6940000000000000000000000000000000000000003C0010102"

iex> Onchain.Transaction.V2.new(1, {1, :gwei}, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, [{<<2::160>>, [<<22::256>>]}, {<<3::160>>, []}], true, <<0x01::256>>, <<0x00, 0x02::248>>, :goerli)
...> |> Onchain.Transaction.V2.encode()
...> |> Onchain.Hex.encode_big_hex()
"0x02F87F0501843B9ACA0085174876E800830186A09400000000000000000000000000000000000000010283010203F84FF7940000000000000000000000000000000000000002E1A00000000000000000000000000000000000000000000000000000000000000016D6940000000000000000000000000000000000000003C0010102"

iex> use Onchain.Hex
iex> %Onchain.Transaction.V2{
...>   chain_id: 8453,
...>   nonce: 1,
...>   max_priority_fee_per_gas: 1000000000,
...>   max_fee_per_gas: 1008963825,
...>   gas_limit: 300000,
...>   destination: ~h[0x00aea4b2242abc8bb4bb78d537a67a245a7bec64],
...>   amount: 0,
...>   data: ~h[],
...>   access_list: [],
...>   signature_y_parity: false,
...>   signature_r: ~h[0x019c8102cb582c309b0d2ababb6aeb683a8fbc7e2044665f84669f0a73865b9a],
...>   signature_s: ~h[0x3732eb6644fc11e850a0fed8ebe403b4c2f5d1f1aec961eaccf1f7baa55615a6]
...> }
...> |> Onchain.Transaction.V2.encode()
...> |> Onchain.Hex.encode_big_hex()
"

  



  
    
      
    
    
      from_json(params)



        
          
        

    

  


  

      

          @spec from_json(map()) :: t() | no_return()


      


Decodes an EIP-1559 (type 2) transaction object as returned in the
transactions array of eth_getBlockByNumber / eth_getBlockByHash
when include_transaction_details: true is requested.
signature_y_parity is taken from the "yParity" field (typed-tx
canonical) or, when absent, derived from "v" (legacy backwards-compat
field, which on typed transactions always holds the y-parity bit
directly). signature_r and signature_s are normalised to 32-byte
binaries even when the wire encoding strips leading zeros.
Examples
iex> use Onchain.Hex
iex> %{
...>   "type" => "0x2",
...>   "chainId" => "0x1",
...>   "nonce" => "0x1",
...>   "maxPriorityFeePerGas" => "0x3b9aca00",
...>   "maxFeePerGas" => "0x174876e800",
...>   "gas" => "0x186a0",
...>   "to" => "0x0000000000000000000000000000000000000001",
...>   "value" => "0x2",
...>   "input" => "0x010203",
...>   "accessList" => [],
...>   "yParity" => "0x1",
...>   "r" => "0x1",
...>   "s" => "0x2"
...> }
...> |> Onchain.Transaction.V2.from_json()
%Onchain.Transaction.V2{
  chain_id: 1,
  nonce: 1,
  max_priority_fee_per_gas: 1_000_000_000,
  max_fee_per_gas: 100_000_000_000,
  gas_limit: 100_000,
  destination: ~h[0x0000000000000000000000000000000000000001],
  amount: 2,
  data: <<1, 2, 3>>,
  access_list: [],
  signature_y_parity: true,
  signature_r: <<1::256>>,
  signature_s: <<2::256>>
}

  



  
    
      
    
    
      get_signature(transaction)



        
          
        

    

  


  

      

          @spec get_signature(t()) :: {:ok, binary()} | {:error, String.t()}


      


Recovers a signature from a transaction, if it's been signed. Otherwise returns an error.
Examples
iex> Onchain.Transaction.V2.new(1, {1, :gwei}, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, [<<2::160>>, <<3::160>>], true, <<0x01::256>>, <<0x02::256>>, :goerli)
...> |> Onchain.Transaction.V2.get_signature()
{:ok, <<1::256, 2::256, 1::8>>}

iex> Onchain.Transaction.V2.new(1, {1, :gwei}, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, [<<2::160>>, <<3::160>>], :goerli)
...> |> Onchain.Transaction.V2.get_signature()
{:error, "transaction missing signature"}

  



    

  
    
      
    
    
      new(nonce, max_priority_fee_per_gas, max_fee_per_gas, gas_limit, destination, amount, data, access_list, chain_id \\ nil)



        
          
        

    

  


  

      

          @spec new(
  integer(),
  integer() | {integer(), :wei | :gwei} | nil,
  integer() | {integer(), :wei | :gwei} | nil,
  integer(),
  <<_::160>>,
  integer() | {integer(), :wei | :gwei},
  binary(),
  access_list_input(),
  atom() | integer() | nil
) :: t()


      


Constructs a new V2 (EIP-1559) Ethereum transaction.
Examples
iex> Onchain.Transaction.V2.new(1, {1, :gwei}, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, [{<<2::160>>, [<<22::256>>]}, {<<3::160>>, []}], :goerli)
%Onchain.Transaction.V2{
  chain_id: 5,
  nonce: 1,
  max_priority_fee_per_gas: 1000000000,
  max_fee_per_gas: 100000000000,
  gas_limit: 100000,
  destination: <<1::160>>,
  amount: 2,
  data: <<1, 2, 3>>,
  access_list: [{<<2::160>>, [<<22::256>>]}, {<<3::160>>, []}],
  signature_y_parity: nil,
  signature_r: nil,
  signature_s: nil
}

iex> Onchain.Transaction.V2.new(1, {1, :gwei}, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, [{<<2::160>>, [<<22::256>>]}, {<<3::160>>, []}], true, <<0x01::256>>, <<0x02::256>>, :goerli)
%Onchain.Transaction.V2{
  chain_id: 5,
  nonce: 1,
  max_priority_fee_per_gas: 1000000000,
  max_fee_per_gas: 100000000000,
  gas_limit: 100000,
  destination: <<1::160>>,
  amount: 2,
  data: <<1, 2, 3>>,
  access_list: [{<<2::160>>, [<<22::256>>]}, {<<3::160>>, []}],
  signature_y_parity: true,
  signature_r: <<0x01::256>>,
  signature_s: <<0x02::256>>
}

  



    

  
    
      
    
    
      new(nonce, max_priority_fee_per_gas, max_fee_per_gas, gas_limit, destination, amount, data, access_list, signature_y_parity, signature_r, signature_s, chain_id \\ nil)



        
          
        

    

  


  

      

          @spec new(
  integer(),
  integer() | {integer(), :wei | :gwei} | nil,
  integer() | {integer(), :wei | :gwei} | nil,
  integer(),
  <<_::160>>,
  integer() | {integer(), :wei | :gwei},
  binary(),
  access_list_input(),
  boolean() | nil,
  <<_::256>> | nil,
  <<_::256>> | nil,
  atom() | integer() | nil
) :: t()


      


Like new/9 but also accepts explicit signature fields (signature_y_parity, signature_r, signature_s).

  



  
    
      
    
    
      recover_signer(transaction)



        
          
        

    

  


  

      

          @spec recover_signer(t()) :: {:ok, <<_::160>>} | {:error, String.t()}


      


Recovers the signer from a given transaction, if it's been signed.
Examples
iex> {:ok, address} =
...>   Onchain.Transaction.V2.new(1, {1, :gwei}, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, [<<2::160>>, <<3::160>>], true, <<0x01::256>>, <<0x02::256>>, :goerli)
...>   |> Onchain.Transaction.V2.recover_signer()
...> Onchain.Hex.to_address(address)
"0xCaF1CF8ea0EBE79552A8cCFca5519ED7Db6a0F99"

iex> Onchain.Transaction.V2.new(1, {1, :gwei}, {100, :gwei}, 100_000, <<1::160>>, {2, :wei}, <<1, 2, 3>>, [<<2::160>>, <<3::160>>], :goerli)
...> |> Onchain.Transaction.V2.recover_signer()
{:error, "transaction missing signature"}

  


        

      


  

  
    
    Onchain.Transaction.V3 - onchain v0.16.0
    
    

    


  
  

    
Onchain.Transaction.V3 
    



      
Represents a V3 or EIP-4844 blob transaction.
This module encodes the execution-layer transaction envelope only. Blob
sidecars (blobs, KZG commitments, and KZG proofs) are propagated separately
and are not part of the canonical signed transaction bytes.
Examples
iex> tx =
...>   Onchain.Transaction.V3.new(
...>     1,
...>     {1, :gwei},
...>     {100, :gwei},
...>     100_000,
...>     <<1::160>>,
...>     {2, :wei},
...>     <<1, 2, 3>>,
...>     [],
...>     {1, :wei},
...>     [<<1, 0::248>>],
...>     :goerli
...>   )
...> tx = Onchain.Transaction.V3.add_signature(tx, true, <<0x01::256>>, <<0x02::256>>)
iex> {:ok, decoded} = tx |> Onchain.Transaction.V3.encode() |> Onchain.Transaction.V3.decode()
iex> decoded == tx
true

      


      
        Summary
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        access_list()

      


    


    
      
        blob_versioned_hashes()

      


    


    
      
        encodable_blob_versioned_hashes()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        add_signature(transaction, signature)

      


        Adds a signature to a transaction from a packed binary (r <> s <> v).



    


    
      
        add_signature(transaction, v, r, s)

      


        Adds explicit signature fields to a transaction.



    


    
      
        decode(input)

      


        Decode an EIP-4844 blob transaction envelope.



    


    
      
        encode(transaction)

      


        Build an EIP-2718 typed RLP-encoded blob transaction.



    


    
      
        from_json(params)

      


        Decodes an EIP-4844 (type 3) blob transaction object as returned in the
transactions array of eth_getBlockByNumber / eth_getBlockByHash
when include_transaction_details: true is requested.



    


    
      
        get_signature(transaction)

      


        Recovers a signature from a transaction, if it has been signed.



    


    
      
        hash(transaction)

      


        Hashes the typed transaction bytes.



    


    
      
        new(nonce, max_priority_fee_per_gas, max_fee_per_gas, gas_limit, destination, amount, data, access_list, max_fee_per_blob_gas, blob_versioned_hashes, chain_id \\ nil)

      


        Constructs a new V3 (EIP-4844) Ethereum transaction.



    


    
      
        recover_signer(transaction)

      


        Recovers the signer from a signed V3 transaction.



    


    
      
        sign(transaction, signer \\ Default)

      


        Signs a V3 transaction with the given signer process.



    





      


      
        Types


        


  
    
      
    
    
      access_list()



        
          
        

    

  


  

      

          @type access_list() :: [{<<_::160>>, [<<_::256>>]}]


      



  



  
    
      
    
    
      blob_versioned_hashes()



        
          
        

    

  


  

      

          @type blob_versioned_hashes() :: [<<_::256>>]


      



  



  
    
      
    
    
      encodable_blob_versioned_hashes()



        
          
        

    

  


  

      

          @type encodable_blob_versioned_hashes() :: [<<_::256>>, ...]


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.Transaction.V3{
  access_list: access_list(),
  amount: integer(),
  blob_versioned_hashes: blob_versioned_hashes(),
  chain_id: integer(),
  data: binary(),
  destination: <<_::160>> | nil,
  gas_limit: integer(),
  max_fee_per_blob_gas: integer(),
  max_fee_per_gas: integer(),
  max_priority_fee_per_gas: integer(),
  nonce: integer(),
  signature_r: <<_::256>> | nil,
  signature_s: <<_::256>> | nil,
  signature_y_parity: boolean() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      add_signature(transaction, signature)



        
          
        

    

  


  

      

          @spec add_signature(t(), <<_::512, _::_*8>>) :: t()


      


Adds a signature to a transaction from a packed binary (r <> s <> v).

  



  
    
      
    
    
      add_signature(transaction, v, r, s)



        
          
        

    

  


  

      

          @spec add_signature(t(), boolean(), <<_::256>>, <<_::256>>) :: t()


      


Adds explicit signature fields to a transaction.

  



  
    
      
    
    
      decode(input)



        
          
        

    

  


  

      

          @spec decode(binary()) :: {:ok, t()} | {:error, String.t()}


      


Decode an EIP-4844 blob transaction envelope.
Accepts both signed transaction bytes and unsigned signing preimages. Unsigned
payloads omit signature_y_parity, signature_r, and signature_s; the
decoded struct sets those fields to nil.

  



  
    
      
    
    
      encode(transaction)



        
          
        

    

  


  

      

          @spec encode(t()) :: binary()


      


Build an EIP-2718 typed RLP-encoded blob transaction.
If any signature field is nil, the encoded payload omits
signature_y_parity, signature_r, and signature_s and can be used as the
signing preimage.

  



  
    
      
    
    
      from_json(params)



        
          
        

    

  


  

      

          @spec from_json(map()) :: t() | no_return()


      


Decodes an EIP-4844 (type 3) blob transaction object as returned in the
transactions array of eth_getBlockByNumber / eth_getBlockByHash
when include_transaction_details: true is requested.
Mirrors Onchain.Transaction.V2.from_json/1 plus maxFeePerBlobGas
and blobVersionedHashes (the blob sidecar — blobs/commitments/proofs —
is propagated separately and is not part of the block JSON).
Examples
iex> use Onchain.Hex
iex> %{
...>   "type" => "0x3",
...>   "chainId" => "0x1",
...>   "nonce" => "0x1",
...>   "maxPriorityFeePerGas" => "0x3b9aca00",
...>   "maxFeePerGas" => "0x174876e800",
...>   "gas" => "0x186a0",
...>   "to" => "0x0000000000000000000000000000000000000001",
...>   "value" => "0x2",
...>   "input" => "0x010203",
...>   "accessList" => [],
...>   "maxFeePerBlobGas" => "0x1",
...>   "blobVersionedHashes" => [
...>     "0x0100000000000000000000000000000000000000000000000000000000000000"
...>   ],
...>   "yParity" => "0x1",
...>   "r" => "0x1",
...>   "s" => "0x2"
...> }
...> |> Onchain.Transaction.V3.from_json()
...> |> Map.take([:chain_id, :destination, :max_fee_per_blob_gas, :blob_versioned_hashes, :signature_y_parity])
%{
  chain_id: 1,
  destination: ~h[0x0000000000000000000000000000000000000001],
  max_fee_per_blob_gas: 1,
  blob_versioned_hashes: [
    ~h[0x0100000000000000000000000000000000000000000000000000000000000000]
  ],
  signature_y_parity: true
}

  



  
    
      
    
    
      get_signature(transaction)



        
          
        

    

  


  

      

          @spec get_signature(t()) :: {:ok, binary()} | {:error, String.t()}


      


Recovers a signature from a transaction, if it has been signed.

  



  
    
      
    
    
      hash(transaction)



        
          
        

    

  


  

      

          @spec hash(t()) :: <<_::256>>


      


Hashes the typed transaction bytes.

  



    

  
    
      
    
    
      new(nonce, max_priority_fee_per_gas, max_fee_per_gas, gas_limit, destination, amount, data, access_list, max_fee_per_blob_gas, blob_versioned_hashes, chain_id \\ nil)



        
          
        

    

  


  

      

          @spec new(
  integer(),
  integer() | {integer(), :wei | :gwei} | nil,
  integer() | {integer(), :wei | :gwei} | nil,
  integer(),
  <<_::160>>,
  integer() | {integer(), :wei | :gwei},
  binary(),
  access_list(),
  integer() | {integer(), :wei | :gwei} | nil,
  blob_versioned_hashes(),
  atom() | integer() | nil
) :: t()


      


Constructs a new V3 (EIP-4844) Ethereum transaction.

  



  
    
      
    
    
      recover_signer(transaction)



        
          
        

    

  


  

      

          @spec recover_signer(t()) :: {:ok, <<_::160>>} | {:error, String.t()}


      


Recovers the signer from a signed V3 transaction.

  



    

  
    
      
    
    
      sign(transaction, signer \\ Default)



        
          
        

    

  


  

      

          @spec sign(t(), GenServer.server()) :: {:ok, t()} | {:error, String.t()}


      


Signs a V3 transaction with the given signer process.

  


        

      


  

  
    
    Onchain.Transaction.V4 - onchain v0.16.0
    
    

    


  
  

    
Onchain.Transaction.V4 
    



      
Represents a V4 or EIP-7702 set-code transaction.
EIP-7702 transactions use transaction type 0x04 and extend the EIP-1559
field set with an authorization list. Each authorization entry is a
{chain_id, address, nonce, y_parity, r, s} tuple signed over
0x05 || rlp([chain_id, address, nonce]).
Examples
iex> use Onchain.Hex
iex> authorization = {
...>   1,
...>   ~h[0x0000000000000000000000000000000000000002],
...>   7,
...>   false,
...>   <<1::256>>,
...>   <<2::256>>
...> }
iex> transaction =
...>   Onchain.Transaction.V4.new(
...>     1,
...>     {1, :gwei},
...>     {100, :gwei},
...>     100_000,
...>     ~h[0x0000000000000000000000000000000000000001],
...>     {2, :wei},
...>     <<1, 2, 3>>,
...>     [],
...>     [authorization],
...>     :mainnet
...>   )
...>   |> Onchain.Transaction.V4.add_signature(<<3::256, 4::256, 0>>)
iex> {:ok, decoded} = transaction |> Onchain.Transaction.V4.encode() |> Onchain.Transaction.V4.decode()
iex> decoded == transaction
true

      


      
        Summary


  
    Types
  


    
      
        authorization()

      


    


    
      
        authorization_input()

      


    


    
      
        authorization_list()

      


    


    
      
        t()

      


    


    
      
        tx_input()

      


    


    
      
        unsigned_authorization()

      


    





  
    Functions
  


    
      
        add_authorization_signature(arg1, arg2)

      


        Adds an authorization signature from a packed binary (r <> s <> v).



    


    
      
        add_signature(transaction, signature)

      


        Adds an outer transaction signature from a packed binary (r <> s <> v).



    


    
      
        authorization_hash(authorization)

      


        Returns the EIP-7702 authorization signing hash.



    


    
      
        authorization_signing_payload(authorization)

      


        Returns the EIP-7702 authorization signing payload.



    


    
      
        decode(input)

      


        Decode an RLP-encoded EIP-7702 transaction.



    


    
      
        encode(transaction)

      


        Build an RLP-encoded EIP-7702 transaction.



    


    
      
        from_json(params)

      


        Decodes an EIP-7702 (type 4) set-code transaction object as returned in
the transactions array of eth_getBlockByNumber /
eth_getBlockByHash when include_transaction_details: true is
requested.



    


    
      
        get_authorization_signature(arg)

      


        Returns a packed authorization signature (r <> s <> y_parity).



    


    
      
        get_signature(transaction)

      


        Recovers a packed outer transaction signature (r <> s <> y_parity).



    


    
      
        hash(transaction)

      


        Returns the transaction hash for signed or unsigned encoded bytes.



    


    
      
        new(nonce, max_priority_fee_per_gas, max_fee_per_gas, gas_limit, destination, amount, data, access_list, authorization_list, chain_id \\ nil)

      


        Constructs an unsigned EIP-7702 transaction.



    


    
      
        recover_authority(authorization)

      


        Recovers the EOA that signed an authorization tuple.



    


    
      
        recover_signer(transaction)

      


        Recovers the signer from a signed EIP-7702 transaction.



    


    
      
        sign(transaction, signer \\ Default)

      


        Signs the outer EIP-7702 transaction.



    


    
      
        sign_authorization(authorization, signer \\ Default)

      


        Signs an EIP-7702 authorization tuple.



    


    
      
        signing_payload(transaction)

      


        Returns the outer transaction signing payload.



    





      


      
        Types


        


  
    
      
    
    
      authorization()



        
          
        

    

  


  

      

          @type authorization() ::
  {non_neg_integer(), <<_::160>>, non_neg_integer(), boolean(), <<_::256>>,
   <<_::256>>}


      



  



  
    
      
    
    
      authorization_input()



        
          
        

    

  


  

      

          @type authorization_input() ::
  authorization()
  | {non_neg_integer(), <<_::160>>, non_neg_integer(), nil, nil, nil}


      



  



  
    
      
    
    
      authorization_list()



        
          
        

    

  


  

      

          @type authorization_list() :: [authorization(), ...]


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.Transaction.V4{
  access_list: [{<<_::160>>, [<<_::256>>]}],
  amount: non_neg_integer(),
  authorization_list: authorization_list(),
  chain_id: non_neg_integer(),
  data: binary(),
  destination: <<_::160>> | nil,
  gas_limit: non_neg_integer(),
  max_fee_per_gas: non_neg_integer() | nil,
  max_priority_fee_per_gas: non_neg_integer() | nil,
  nonce: non_neg_integer(),
  signature_r: <<_::256>> | nil,
  signature_s: <<_::256>> | nil,
  signature_y_parity: boolean() | nil
}


      



  



  
    
      
    
    
      tx_input()



        
          
        

    

  


  

      

          @type tx_input() ::
  t()
  | %Onchain.Transaction.V4{
      access_list: list() | nil,
      amount: non_neg_integer() | nil,
      authorization_list: list() | nil,
      chain_id: non_neg_integer() | nil,
      data: binary() | nil,
      destination: <<_::160>> | nil,
      gas_limit: non_neg_integer() | nil,
      max_fee_per_gas: non_neg_integer() | nil,
      max_priority_fee_per_gas: non_neg_integer() | nil,
      nonce: non_neg_integer() | nil,
      signature_r: nil,
      signature_s: nil,
      signature_y_parity: nil
    }


      



  



  
    
      
    
    
      unsigned_authorization()



        
          
        

    

  


  

      

          @type unsigned_authorization() :: {non_neg_integer(), <<_::160>>, non_neg_integer()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      add_authorization_signature(arg1, arg2)



        
          
        

    

  


  

      

          @spec add_authorization_signature(authorization_input(), <<_::520, _::_*8>>) ::
  authorization()


      


Adds an authorization signature from a packed binary (r <> s <> v).

  



  
    
      
    
    
      add_signature(transaction, signature)



        
          
        

    

  


  

      

          @spec add_signature(t(), <<_::520, _::_*8>>) :: t()


      


Adds an outer transaction signature from a packed binary (r <> s <> v).

  



  
    
      
    
    
      authorization_hash(authorization)



        
          
        

    

  


  

      

          @spec authorization_hash(unsigned_authorization() | authorization()) :: <<_::256>>


      


Returns the EIP-7702 authorization signing hash.

  



  
    
      
    
    
      authorization_signing_payload(authorization)



        
          
        

    

  


  

      

          @spec authorization_signing_payload(unsigned_authorization() | authorization()) ::
  binary()


      


Returns the EIP-7702 authorization signing payload.

  



  
    
      
    
    
      decode(input)



        
          
        

    

  


  

      

          @spec decode(binary()) :: {:ok, t()} | {:error, String.t()}


      


Decode an RLP-encoded EIP-7702 transaction.

  



  
    
      
    
    
      encode(transaction)



        
          
        

    

  


  

      

          @spec encode(tx_input()) :: binary()


      


Build an RLP-encoded EIP-7702 transaction.

  



  
    
      
    
    
      from_json(params)



        
          
        

    

  


  

      

          @spec from_json(map()) :: t() | no_return()


      


Decodes an EIP-7702 (type 4) set-code transaction object as returned in
the transactions array of eth_getBlockByNumber /
eth_getBlockByHash when include_transaction_details: true is
requested.
Mirrors Onchain.Transaction.V2.from_json/1 plus the
authorizationList — each entry decoded into the
{chain_id, address, nonce, y_parity, r, s} tuple shape used by
Onchain.Transaction.V4.
Examples
iex> use Onchain.Hex
iex> %{
...>   "type" => "0x4",
...>   "chainId" => "0x1",
...>   "nonce" => "0x1",
...>   "maxPriorityFeePerGas" => "0x3b9aca00",
...>   "maxFeePerGas" => "0x174876e800",
...>   "gas" => "0x186a0",
...>   "to" => "0x0000000000000000000000000000000000000001",
...>   "value" => "0x2",
...>   "input" => "0x010203",
...>   "accessList" => [],
...>   "authorizationList" => [
...>     %{
...>       "chainId" => "0x1",
...>       "address" => "0x0000000000000000000000000000000000000002",
...>       "nonce" => "0x7",
...>       "yParity" => "0x0",
...>       "r" => "0x1",
...>       "s" => "0x2"
...>     }
...>   ],
...>   "yParity" => "0x1",
...>   "r" => "0x1",
...>   "s" => "0x2"
...> }
...> |> Onchain.Transaction.V4.from_json()
...> |> Map.take([:chain_id, :destination, :authorization_list, :signature_y_parity])
%{
  chain_id: 1,
  destination: ~h[0x0000000000000000000000000000000000000001],
  authorization_list: [
    {1, ~h[0x0000000000000000000000000000000000000002], 7, false, <<1::256>>, <<2::256>>}
  ],
  signature_y_parity: true
}

  



  
    
      
    
    
      get_authorization_signature(arg)



        
          
        

    

  


  

      

          @spec get_authorization_signature(authorization()) ::
  {:ok, binary()} | {:error, String.t()}


      


Returns a packed authorization signature (r <> s <> y_parity).

  



  
    
      
    
    
      get_signature(transaction)



        
          
        

    

  


  

      

          @spec get_signature(t()) :: {:ok, binary()} | {:error, String.t()}


      


Recovers a packed outer transaction signature (r <> s <> y_parity).

  



  
    
      
    
    
      hash(transaction)



        
          
        

    

  


  

      

          @spec hash(t() | binary()) :: <<_::256>>


      


Returns the transaction hash for signed or unsigned encoded bytes.

  



    

  
    
      
    
    
      new(nonce, max_priority_fee_per_gas, max_fee_per_gas, gas_limit, destination, amount, data, access_list, authorization_list, chain_id \\ nil)



        
          
        

    

  


  

      

          @spec new(
  non_neg_integer(),
  non_neg_integer() | {non_neg_integer(), :wei | :gwei} | nil,
  non_neg_integer() | {non_neg_integer(), :wei | :gwei} | nil,
  non_neg_integer(),
  <<_::160>>,
  non_neg_integer() | {non_neg_integer(), :wei | :gwei},
  binary(),
  list(),
  authorization_list(),
  atom() | integer() | nil
) :: t()


      


Constructs an unsigned EIP-7702 transaction.

  



  
    
      
    
    
      recover_authority(authorization)



        
          
        

    

  


  

      

          @spec recover_authority(authorization()) :: {:ok, <<_::160>>} | {:error, String.t()}


      


Recovers the EOA that signed an authorization tuple.

  



  
    
      
    
    
      recover_signer(transaction)



        
          
        

    

  


  

      

          @spec recover_signer(t()) :: {:ok, <<_::160>>} | {:error, String.t()}


      


Recovers the signer from a signed EIP-7702 transaction.

  



    

  
    
      
    
    
      sign(transaction, signer \\ Default)



        
          
        

    

  


  

      

          @spec sign(t(), GenServer.server()) :: {:ok, t()} | {:error, String.t()}


      


Signs the outer EIP-7702 transaction.

  



    

  
    
      
    
    
      sign_authorization(authorization, signer \\ Default)



        
          
        

    

  


  

      

          @spec sign_authorization(unsigned_authorization(), GenServer.server()) ::
  {:ok, authorization()} | {:error, String.t()}


      


Signs an EIP-7702 authorization tuple.

  



  
    
      
    
    
      signing_payload(transaction)



        
          
        

    

  


  

      

          @spec signing_payload(t()) :: binary()


      


Returns the outer transaction signing payload.

  


        

      


  

  
    
    Onchain.Transaction.V_2930 - onchain v0.16.0
    
    

    


  
  

    
Onchain.Transaction.V_2930 
    



      
Represents a type-1 EIP-2930 access-list transaction.
Examples
iex> tx =
...>   Onchain.Transaction.V_2930.new(
...>     1,
...>     {1, :gwei},
...>     100_000,
...>     <<1::160>>,
...>     {2, :wei},
...>     <<1, 2, 3>>,
...>     [],
...>     :goerli
...>   )
...> tx = Onchain.Transaction.V_2930.add_signature(tx, true, <<0x01::256>>, <<0x02::256>>)
iex> {:ok, decoded} = tx |> Onchain.Transaction.V_2930.encode() |> Onchain.Transaction.V_2930.decode()
iex> decoded == tx
true

      


      
        Summary


  
    Types
  


    
      
        access_list()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        add_signature(transaction, signature)

      


        Adds a signature to a transaction from a packed binary (r <> s <> v).



    


    
      
        add_signature(transaction, v, r, s)

      


        Adds explicit signature fields to a transaction.



    


    
      
        decode(input)

      


        Decodes an EIP-2930 typed RLP transaction.



    


    
      
        encode(transaction)

      


        Build an EIP-2718 typed RLP-encoded access-list transaction.



    


    
      
        from_json(params)

      


        Decodes an EIP-2930 (type 1) transaction object from block JSON-RPC.



    


    
      
        get_signature(transaction)

      


        Recovers a signature from a transaction, if it has been signed.



    


    
      
        hash(transaction)

      


        Hashes the typed transaction bytes.



    


    
      
        new(nonce, gas_price, gas_limit, destination, amount, data, access_list, chain_id \\ nil)

      


        Constructs an unsigned EIP-2930 access-list transaction.



    


    
      
        recover_signer(transaction)

      


        Recovers the signer from a signed type-1 transaction.



    


    
      
        sign(transaction, signer \\ Default)

      


        Signs a type-1 transaction with the given signer process.



    





      


      
        Types


        


  
    
      
    
    
      access_list()



        
          
        

    

  


  

      

          @type access_list() :: [{<<_::160>>, [<<_::256>>]}]


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.Transaction.V_2930{
  access_list: access_list(),
  amount: non_neg_integer(),
  chain_id: non_neg_integer(),
  data: binary(),
  destination: <<_::160>> | nil,
  gas_limit: non_neg_integer(),
  gas_price: non_neg_integer(),
  nonce: non_neg_integer(),
  signature_r: <<_::256>> | nil,
  signature_s: <<_::256>> | nil,
  signature_y_parity: boolean() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      add_signature(transaction, signature)



        
          
        

    

  


  

      

          @spec add_signature(t(), <<_::512, _::_*8>>) :: t()


      


Adds a signature to a transaction from a packed binary (r <> s <> v).

  



  
    
      
    
    
      add_signature(transaction, v, r, s)



        
          
        

    

  


  

      

          @spec add_signature(t(), boolean(), <<_::256>>, <<_::256>>) :: t()


      


Adds explicit signature fields to a transaction.

  



  
    
      
    
    
      decode(input)



        
          
        

    

  


  

      

          @spec decode(binary()) :: {:ok, t()} | {:error, String.t()}


      


Decodes an EIP-2930 typed RLP transaction.

  



  
    
      
    
    
      encode(transaction)



        
          
        

    

  


  

      

          @spec encode(t()) :: binary()


      


Build an EIP-2718 typed RLP-encoded access-list transaction.
Signed payloads are 0x01 || rlp([chainId, nonce, gasPrice, gasLimit, to, value, data, accessList, yParity, r, s]) per EIP-2930. If any signature
field is nil, the encoded payload omits yParity, r, and s and is the
signing preimage 0x01 || rlp([chainId, nonce, gasPrice, gasLimit, to, value, data, accessList]).

  



  
    
      
    
    
      from_json(params)



        
          
        

    

  


  

      

          @spec from_json(map()) :: t() | no_return()


      


Decodes an EIP-2930 (type 1) transaction object from block JSON-RPC.

  



  
    
      
    
    
      get_signature(transaction)



        
          
        

    

  


  

      

          @spec get_signature(t()) :: {:ok, binary()} | {:error, String.t()}


      


Recovers a signature from a transaction, if it has been signed.

  



  
    
      
    
    
      hash(transaction)



        
          
        

    

  


  

      

          @spec hash(t()) :: <<_::256>>


      


Hashes the typed transaction bytes.

  



    

  
    
      
    
    
      new(nonce, gas_price, gas_limit, destination, amount, data, access_list, chain_id \\ nil)



        
          
        

    

  


  

      

          @spec new(
  non_neg_integer(),
  non_neg_integer() | {non_neg_integer(), :wei | :gwei},
  non_neg_integer(),
  <<_::160>>,
  non_neg_integer() | {non_neg_integer(), :wei | :gwei},
  binary(),
  access_list(),
  atom() | integer() | nil
) :: t()


      


Constructs an unsigned EIP-2930 access-list transaction.

  



  
    
      
    
    
      recover_signer(transaction)



        
          
        

    

  


  

      

          @spec recover_signer(t()) :: {:ok, <<_::160>>} | {:error, String.t()}


      


Recovers the signer from a signed type-1 transaction.

  



    

  
    
      
    
    
      sign(transaction, signer \\ Default)



        
          
        

    

  


  

      

          @spec sign(t(), GenServer.server()) :: {:ok, t()} | {:error, String.t()}


      


Signs a type-1 transaction with the given signer process.

  


        

      


  

  
    
    Onchain.Transfer - onchain v0.16.0
    
    

    


  
  

    
Onchain.Transfer 
    



      
Transfer event parser for ERC-20, ERC-721, and ERC-1155 token standards.
Parses raw Ethereum logs into normalized %Transfer{} structs — the "follow
the money" primitive for wallet analytics. Every token movement on Ethereum
emits a Transfer event; this module decodes all three standards.
Does
	Parse raw log maps and %Onchain.Filter.Log{} into %Transfer{} structs (parse_log/1, parse_logs/1)
	Fetch and parse transfer logs in one call (fetch/2)
	Expose topic hashes for filter building (transfer_topics/0)

Does Not
	Index or store transfers (see rexex for durable indexing)
	Track balances over time (compose with Onchain.ERC20 for snapshots)
	Handle non-standard transfer events (custom names, non-indexed params)

Token Standard Detection
ERC-20 and ERC-721 share the same Transfer(address,address,uint256) topic hash.
Distinguished by topic count:
	3 topics [topic0, from, to] + value in data → ERC-20
	4 topics [topic0, from, to, tokenId] + empty/no data → ERC-721

ERC-1155 uses separate TransferSingle and TransferBatch signatures.
Error Format
	Non-transfer log: {:error, {:unknown_event, :not_a_transfer}}
	Decode errors: propagated from Onchain.ABI.decode_event/3

Functions
	Function	Purpose
	parse_log/1	Single raw log → Transfer struct(s)
	parse_log!/1	Same, raises on error
	parse_logs/1	List of raw logs → Transfer structs (skips non-Transfer)
	parse_logs!/1	Same, raises on error
	fetch/2	Onchain.RPC.eth_get_logs/2 + parse_logs convenience
	fetch!/2	Same, raises on error
	transfer_topics/0	The 3 topic0 hashes for filter building

API Functions
	Function	Arity	Description	Param Kinds
	fetch!	2	Fetch transfer logs from chain and parse into structs. Raises on error.	filter: value, opts: value
	fetch	2	Fetch transfer logs from chain and parse into structs.	filter: value, opts: value
	parse_logs!	1	Parse a list of raw logs, skipping non-Transfer events. Raises on error.	logs: value
	parse_logs	1	Parse a list of raw logs, skipping non-Transfer events.	logs: value
	parse_log!	1	Parse a single raw log into Transfer struct(s). Raises on error.	log: value
	parse_log	1	Parse a single raw log into Transfer struct(s).	log: value
	transfer_topics	0	Returns the 3 topic0 hashes for ERC-20/721/1155 Transfer events.	-


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        fetch(filter, opts \\ [])

      


        Fetch transfer logs from chain and parse into structs.



    


    
      
        fetch!(filter, opts \\ [])

      


        Fetch transfer logs from chain and parse into structs. Raises on error.



    


    
      
        parse_log(log)

      


        Parse a single raw log into Transfer struct(s).



    


    
      
        parse_log!(log)

      


        Parse a single raw log into Transfer struct(s). Raises on error.



    


    
      
        parse_logs(logs)

      


        Parse a list of raw logs, skipping non-Transfer events.



    


    
      
        parse_logs!(logs)

      


        Parse a list of raw logs, skipping non-Transfer events. Raises on error.



    


    
      
        transfer_topics()

      


        Returns the 3 topic0 hashes for ERC-20/721/1155 Transfer events.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.Transfer{
  amount: non_neg_integer() | nil,
  block_number: non_neg_integer(),
  from: String.t(),
  log_index: non_neg_integer(),
  operator: String.t() | nil,
  to: String.t(),
  token: String.t(),
  token_id: non_neg_integer() | nil,
  token_standard: :erc20 | :erc721 | :erc1155,
  transaction_hash: String.t()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      fetch(filter, opts \\ [])



        
          
        

    

  


  

      

          @spec fetch(map(), keyword()) :: {:ok, [t()]} | {:error, term()}


      


Fetch transfer logs from chain and parse into structs.
Parameters
	filter - Filter map for Onchain.RPC.eth_get_logs/2 (e.g. %{from_block: 18_000_000, to_block: 18_000_100, address: "0x..."}) (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Parsed transfer structs from matching logs ({:ok, [t()]} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    filter: %{
      description: "Filter map for Onchain.RPC.eth_get_logs/2 (e.g. %{from_block: 18_000_000, to_block: 18_000_100, address: \"0x...\"})",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, [t()]} | {:error, term}",
    description: "Parsed transfer structs from matching logs"
  }
}

  



    

  
    
      
    
    
      fetch!(filter, opts \\ [])



        
          
        

    

  


  

      

          @spec fetch!(map(), keyword()) :: [t()]


      


Fetch transfer logs from chain and parse into structs. Raises on error.
Parameters
	filter - Filter map (see fetch/2) (value)
	opts - Options: :rpc_url, :timeout (default: [], value)

Returns
Parsed transfer structs ([t()])
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout",
      kind: :value
    },
    filter: %{description: "Filter map (see fetch/2)", kind: :value}
  },
  returns: %{type: "[t()]", description: "Parsed transfer structs"}
}

  



  
    
      
    
    
      parse_log(log)



        
          
        

    

  


  

      

          @spec parse_log(map()) :: {:ok, t()} | {:ok, [t()]} | {:error, term()}


      


Parse a single raw log into Transfer struct(s).
Parameters
	log - Hex-string log map (:topics, :data, :address, :block_number, :transaction_hash, :log_index) or a %Onchain.Filter.Log{} (value)

Returns
Single struct for ERC-20/721/1155-Single, list for 1155-Batch ({:ok, t()} | {:ok, [t()]} | {:error, term})
# descripex:contract
%{
  params: %{
    log: %{
      description: "Hex-string log map (`:topics`, `:data`, `:address`, `:block_number`, `:transaction_hash`, `:log_index`) or a `%Onchain.Filter.Log{}`",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, t()} | {:ok, [t()]} | {:error, term}",
    description: "Single struct for ERC-20/721/1155-Single, list for 1155-Batch"
  }
}

  



  
    
      
    
    
      parse_log!(log)



        
          
        

    

  


  

      

          @spec parse_log!(map()) :: t() | [t()]


      


Parse a single raw log into Transfer struct(s). Raises on error.
Parameters
	log - Hex-string log map or %Onchain.Filter.Log{} (see parse_log/1) (value)

Returns
Transfer struct(s) (t() | [t()])
# descripex:contract
%{
  params: %{
    log: %{
      description: "Hex-string log map or `%Onchain.Filter.Log{}` (see parse_log/1)",
      kind: :value
    }
  },
  returns: %{type: "t() | [t()]", description: "Transfer struct(s)"}
}

  



  
    
      
    
    
      parse_logs(logs)



        
          
        

    

  


  

      

          @spec parse_logs([map()]) :: {:ok, [t()]}


      


Parse a list of raw logs, skipping non-Transfer events.
Parameters
	logs - Raw log maps or %Onchain.Filter.Log{} values from eth_getLogs (value)

Returns
Flat list of Transfer structs (batches expanded, non-transfers skipped) ({:ok, [t()]})
# descripex:contract
%{
  params: %{
    logs: %{
      description: "Raw log maps or `%Onchain.Filter.Log{}` values from eth_getLogs",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, [t()]}",
    description: "Flat list of Transfer structs (batches expanded, non-transfers skipped)"
  }
}

  



  
    
      
    
    
      parse_logs!(logs)



        
          
        

    

  


  

      

          @spec parse_logs!([map()]) :: [t()]


      


Parse a list of raw logs, skipping non-Transfer events. Raises on error.
Parameters
	logs - List of raw log maps (value)

Returns
Flat list of Transfer structs ([t()])
# descripex:contract
%{
  params: %{logs: %{description: "List of raw log maps", kind: :value}},
  returns: %{type: "[t()]", description: "Flat list of Transfer structs"}
}

  



  
    
      
    
    
      transfer_topics()



        
          
        

    

  


  

      

          @spec transfer_topics() :: [String.t()]


      


Returns the 3 topic0 hashes for ERC-20/721/1155 Transfer events.
Returns
List of 0x-prefixed keccak256 hashes: [Transfer, TransferSingle, TransferBatch] ([String.t()])
# descripex:contract
%{
  returns: %{
    type: "[String.t()]",
    description: "List of 0x-prefixed keccak256 hashes: [Transfer, TransferSingle, TransferBatch]"
  }
}

  


        

      


  

  
    
    Onchain.Typed - onchain v0.16.0
    
    

    


  
  

    
Onchain.Typed 
    



      
Module to build EIP-712 typed data, which can then be signed or recovered from.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    


    
      
        type_map()

      


    


    
      
        value_map()

      


    





  
    Functions
  


    
      
        deserialize(map)

      


        Deserializes a Typed value from JSON or a map into a struct.



    


    
      
        domain_seperator(typed)

      


        Builds a domain struct for a given type, per the EIP-712 spec.



    


    
      
        encode(typed)

      


        Encodes a given typed value such that it can be signed or recovered.



    


    
      
        encode_type(name, types)

      


        Encodes the struct type per EIP-712. The primary type is encoded first as
Name(type1 field1,type2 field2,...). Referenced struct types are then
collected transitively, sorted by name, and appended, e.g.



    


    
      
        hash_struct(name, value, types)

      


        Hashes a struct value, per the EIP-712 spec.



    


    
      
        serialize(typed)

      


        Serializes a Typed value, such that it can be passed to JSON or JavaScript.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.Typed{
  domain: Onchain.Typed.Domain.t(),
  types: type_map(),
  value: value_map()
}


      



  



  
    
      
    
    
      type_map()



        
          
        

    

  


  

      

          @type type_map() :: %{required(String.t()) => Onchain.Typed.Type.t()}


      



  



  
    
      
    
    
      value_map()



        
          
        

    

  


  

      

          @type value_map() :: %{required(String.t()) => term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      deserialize(map)



        
          
        

    

  


  

      

          @spec deserialize(%{}) :: t()


      


Deserializes a Typed value from JSON or a map into a struct.
Examples
iex> %{
...>   "domain" => %{
...>     "name" => "Ether Mail",
...>     "version" => "1",
...>     "chainId" => 1,
...>     "verifyingContract" => "0xCcCCccccCCCCcCCCCCCcCcCccCcCCCcCcccccccC"
...>   },
...>   "types" => %{
...>     "Person" => [
...>       %{
...>         "name" => "name",
...>         "type" => "string"
...>       },
...>       %{
...>         "name" => "wallet",
...>         "type" => "address"
...>       },
...>     ],
...>     "Mail" => [
...>       %{
...>         "name" => "from",
...>         "type" => "Person"
...>       },
...>       %{
...>         "name" => "to",
...>         "type" => "Person"
...>       },
...>       %{
...>         "name" => "contents",
...>         "type" => "string"
...>       },
...>     ]
...>   },
...>   "value" => %{
...>     "from" => %{ "name" => "Cow", "wallet" => "0xCD2a3d9F938E13CD947Ec05AbC7FE734Df8DD826" },
...>     "to" => %{ "name" => "Bob", "wallet" => "0xbBbBBBBbbBBBbbbBbbBbbbbBBbBbbbbBbBbbBBbB" },
...>     "contents" => "Hello, Bob!"
...>   }
...> }
...> |> Onchain.Typed.deserialize()
%Onchain.Typed{
  domain: %Onchain.Typed.Domain{
    chain_id: 1,
    name: "Ether Mail",
    verifying_contract: ~h[CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC],
    version: "1"
  },
  types: %{
    "Mail" => %Onchain.Typed.Type{fields: [{"from", "Person"}, {"to", "Person"}, {"contents", :string}]},
    "Person" => %Onchain.Typed.Type{fields: [{"name", :string}, {"wallet", :address}]}
  },
  value: %{
    "contents" => "Hello, Bob!",
    "from" => %{
      "name" => "Cow",
      "wallet" => ~h[CD2A3D9F938E13CD947EC05ABC7FE734DF8DD826]
    },
    "to" => %{
      "name" => "Bob",
      "wallet" => ~h[BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB]
    }
  }
}

  



  
    
      
    
    
      domain_seperator(typed)



        
          
        

    

  


  

      

          @spec domain_seperator(t()) :: binary()


      


Builds a domain struct for a given type, per the EIP-712 spec.
Examples
iex> %Onchain.Typed{
...>   domain: %Onchain.Typed.Domain{
...>     chain_id: 1,
...>     name: "Ether Mail",
...>     verifying_contract: ~h[0xCcCCccccCCCCcCCCCCCcCcCccCcCCCcCcccccccC],
...>     version: "1"
...>   },
...>   types: %{
...>     "Mail" => %Onchain.Typed.Type{fields: [{"from", "Person"}, {"to", "Person"}, {"contents", :string}]},
...>     "Person" => %Onchain.Typed.Type{fields: [{"name", :string}, {"wallet", :address}]}
...>   },
...>   value: %{
...>     "contents" => "Hello, Bob!",
...>     "from" => %{
...>       "name" => "Cow",
...>       "wallet" => ~h[0xCD2a3d9F938E13CD947Ec05AbC7FE734Df8DD826]
...>     },
...>     "to" => %{
...>       "name" => "Bob",
...>       "wallet" => ~h[0xbBbBBBBbbBBBbbbBbbBbbbbBBbBbbbbBbBbbBBbB]
...>     }
...>   }
...> }
...> |> Onchain.Typed.domain_seperator()
...> |> to_hex()
"0xf2cee375fa42b42143804025fc449deafd50cc031ca257e0b194a650a912090f"

  



  
    
      
    
    
      encode(typed)



        
          
        

    

  


  

      

          @spec encode(t()) :: binary()


      


Encodes a given typed value such that it can be signed or recovered.
Examples
iex> %Onchain.Typed{
...>   domain: %Onchain.Typed.Domain{
...>     chain_id: 1,
...>     name: "Ether Mail",
...>     verifying_contract: ~h[0xCcCCccccCCCCcCCCCCCcCcCccCcCCCcCcccccccC],
...>     version: "1"
...>   },
...>   types: %{
...>     "Mail" => %Onchain.Typed.Type{fields: [{"from", "Person"}, {"to", "Person"}, {"contents", :string}]},
...>     "Person" => %Onchain.Typed.Type{fields: [{"name", :string}, {"wallet", :address}]}
...>   },
...>   value: %{
...>     "contents" => "Hello, Bob!",
...>     "from" => %{
...>       "name" => "Cow",
...>       "wallet" => ~h[0xCD2a3d9F938E13CD947Ec05AbC7FE734Df8DD826]
...>     },
...>     "to" => %{
...>       "name" => "Bob",
...>       "wallet" => ~h[0xbBbBBBBbbBBBbbbBbbBbbbbBBbBbbbbBbBbbBBbB]
...>     }
...>   }
...> }
...> |> Onchain.Typed.encode()
...> |> to_hex()
"0x1901f2cee375fa42b42143804025fc449deafd50cc031ca257e0b194a650a912090fc52c0ee5d84264471806290a3f2c4cecfc5490626bf912d01f240d7a274b371e"

iex> %Onchain.Typed{
...>   domain: %Onchain.Typed.Domain{
...>     chain_id: 1,
...>     name: "Complex Array",
...>     verifying_contract: ~h[0xCcCCccccCCCCcCCCCCCcCcCccCcCCCcCcccccccC],
...>     version: "1"
...>   },
...>   types: %{
...>     "Array" => %Onchain.Typed.Type{fields: [{"a", {:uint, 256}}, {"b", {:uint, 256}}, {"c", :string}, {"d", {:array, :bytes}}]}
...>   },
...>   value: %{
...>     "a" => 55,
...>     "b" => 66,
...>     "c" => "Hello",
...>     "d" => [<<0x11, 0x22>>, <<0x33, 0x44>>]
...>   }
...> }
...> |> Onchain.Typed.encode()
...> |> to_hex()
"0x190103bd1627b4c5f7540c63d7ee347524dcef247eed29c833dd3b1455b8dec4009fcc95538bfc3f979ca59d9ef7de5ed402a4e403857b3de87d1fc8ed4a2a7cddd9"

iex> %Onchain.Typed{
...>   domain: %Onchain.Typed.Domain{
...>     name: "Complex Array",
...>     version: "1"
...>   },
...>   types: %{
...>     "Array" => %Onchain.Typed.Type{fields: [{"a", {:uint, 256}}, {"b", {:uint, 256}}, {"c", :string}, {"d", {:array, :bytes}}]}
...>   },
...>   value: %{
...>     "a" => 55,
...>     "b" => 66,
...>     "c" => "Hello",
...>     "d" => [<<0x11, 0x22>>, <<0x33, 0x44>>]
...>   }
...> }
...> |> Onchain.Typed.encode()
...> |> to_hex()
"0x1901f4806c1a9dae718712eca4906bfca239a3a4a6dea2e9b9a1284fee5ff4df4b1ccc95538bfc3f979ca59d9ef7de5ed402a4e403857b3de87d1fc8ed4a2a7cddd9"

iex> %Onchain.Typed{
...>   domain: %Onchain.Typed.Domain{
...>     name: "Complex Array",
...>     version: "1"
...>   },
...>   types: %{
...>     "Array" => %Onchain.Typed.Type{fields: [{"a", {:uint, 256}}, {"b", {:uint, 256}}, {"c", :string}, {"d", :bool}]}
...>   },
...>   value: %{
...>     "a" => 55,
...>     "b" => 66,
...>     "c" => "Hello",
...>     "d" => true
...>   }
...> }
...> |> Onchain.Typed.encode()
...> |> to_hex()
"0x1901f4806c1a9dae718712eca4906bfca239a3a4a6dea2e9b9a1284fee5ff4df4b1c8c56315a01fe3937526fe8c2b472b7e9e1c21728f6c14d5ffb0e0c156f74aca0"

  



  
    
      
    
    
      encode_type(name, types)



        
          
        

    

  


  

      

          @spec encode_type(String.t(), type_map()) :: String.t()


      


Encodes the struct type per EIP-712. The primary type is encoded first as
Name(type1 field1,type2 field2,...). Referenced struct types are then
collected transitively, sorted by name, and appended, e.g.
Mail(Person from,Person to,string contents)Person(string name,address wallet).
Examples
iex> Onchain.Typed.encode_type("Mail", %{
...>   "Mail" => %Onchain.Typed.Type{fields: [{"from", "Person"}, {"to", "Person"}, {"contents", :string}]},
...>   "Person" => %Onchain.Typed.Type{fields: [{"name", :string}, {"wallet", :address}]}
...> })
"Mail(Person from,Person to,string contents)Person(string name,address wallet)"

  



  
    
      
    
    
      hash_struct(name, value, types)



        
          
        

    

  


  

      

          @spec hash_struct(String.t(), value_map(), type_map()) :: binary()


      


Hashes a struct value, per the EIP-712 spec.
Examples
iex> types = %{
...>   "Mail" => %Onchain.Typed.Type{fields: [{"from", "Person"}, {"to", "Person"}, {"contents", :string}]},
...>   "Person" => %Onchain.Typed.Type{fields: [{"name", :string}, {"wallet", :address}]}
...> }
...> value = %{
...>   "contents" => "Hello, Bob!",
...>   "from" => %{
...>     "name" => "Cow",
...>     "wallet" => ~h[0xCD2a3d9F938E13CD947Ec05AbC7FE734Df8DD826]
...>   },
...>   "to" => %{
...>     "name" => "Bob",
...>     "wallet" => ~h[0xbBbBBBBbbBBBbbbBbbBbbbbBBbBbbbbBbBbbBBbB]
...>   }
...> }
iex> to_hex(Onchain.Typed.hash_struct("Mail", value, types))
"0xc52c0ee5d84264471806290a3f2c4cecfc5490626bf912d01f240d7a274b371e"

  



  
    
      
    
    
      serialize(typed)



        
          
        

    

  


  

      

          @spec serialize(t()) :: %{}


      


Serializes a Typed value, such that it can be passed to JSON or JavaScript.
Examples
iex> %Onchain.Typed{
...>   domain: %Onchain.Typed.Domain{
...>     chain_id: 1,
...>     name: "Ether Mail",
...>     verifying_contract: ~h[CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC],
...>     version: "1"
...>   },
...>   types: %{
...>     "Mail" => %Onchain.Typed.Type{fields: [{"from", "Person"}, {"to", "Person"}, {"contents", :string}]},
...>     "Person" => %Onchain.Typed.Type{fields: [{"name", :string}, {"wallet", :address}]}
...>   },
...>   value: %{
...>     "contents" => "Hello, Bob!",
...>     "from" => %{
...>       "name" => "Cow",
...>       "wallet" => ~h[CD2A3D9F938E13CD947EC05ABC7FE734DF8DD826]
...>     },
...>     "to" => %{
...>       "name" => "Bob",
...>       "wallet" => ~h[BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB]
...>     }
...>   }
...> }
...> |> Onchain.Typed.serialize()
%{
  "domain" => %{
    "name" => "Ether Mail",
    "version" => "1",
    "chainId" => 1,
    "verifyingContract" => "0xcccccccccccccccccccccccccccccccccccccccc"
  },
  "types" => %{
    "Person" => [
      %{
        "name" => "name",
        "type" => "string"
      },
      %{
        "name" => "wallet",
        "type" => "address"
      },
    ],
    "Mail" => [
      %{
        "name" => "from",
        "type" => "Person"
      },
      %{
        "name" => "to",
        "type" => "Person"
      },
      %{
        "name" => "contents",
        "type" => "string"
      },
    ]
  },
  "value" => %{
    "from" => %{ "name" => "Cow", "wallet" => "0xcd2a3d9f938e13cd947ec05abc7fe734df8dd826" },
    "to" => %{ "name" => "Bob", "wallet" => "0xbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb" },
    "contents" => "Hello, Bob!"
  }
}
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Onchain.Typed.Domain 
    



      
EIP-712 domain separator — the standard EIP712Domain struct
(name, version, chainId, verifyingContract, salt). Each field is
optional; only the populated fields contribute to the encoded domain type.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        deserialize(params)

      


        Deserializes a domain from JSON or JavaScript encoding to a struct.



    


    
      
        domain_type(domain)

      


        Builds the EIP-712 domain type based on a given domain.



    


    
      
        serialize(domain)

      


        Serializes a domain, such that it can be JSON-encoded or passed to JavaScript.



    


    
      
        serialize_keys(domain)

      


        Serializes a domain's keys to be JSON-compatible. This is so that it can be used
as a value for hashStruct, per the EIP-712 spec to build a domain specifier.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.Typed.Domain{
  chain_id: nil | number(),
  name: nil | String.t(),
  salt: nil | <<_::256>>,
  verifying_contract: nil | <<_::160>>,
  version: nil | String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      deserialize(params)



        
          
        

    

  


  

      

          @spec deserialize(map()) :: t()


      


Deserializes a domain from JSON or JavaScript encoding to a struct.
Examples
iex> %{
...>   "name" => "Ether Mail",
...>   "version" => "1",
...>   "chainId" => 1,
...>   "verifyingContract" => "0xCcCCccccCCCCcCCCCCCcCcCccCcCCCcCcccccccC",
...> }
...> |> Onchain.Typed.Domain.deserialize()
%Onchain.Typed.Domain{
  name: "Ether Mail",
  version: "1",
  chain_id: 1,
  verifying_contract: ~h[CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC]
}

iex> %{
...>   "name" => "Ether Mail",
...>   "version" => "1"
...> }
...> |> Onchain.Typed.Domain.deserialize()
%Onchain.Typed.Domain{
  name: "Ether Mail",
  version: "1"
}

  



  
    
      
    
    
      domain_type(domain)



        
          
        

    

  


  

      

          @spec domain_type(t()) :: %{required(String.t()) => Onchain.Typed.Type.t()}


      


Builds the EIP-712 domain type based on a given domain.
Examples
iex> %Onchain.Typed.Domain{
...>   name: "Ether Mail",
...>   version: "1",
...>   chain_id: 1,
...>   verifying_contract: ~h[CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC]
...> }
...> |> Onchain.Typed.Domain.domain_type()
%{"EIP712Domain" => %Onchain.Typed.Type{fields: [{"name", :string}, {"version", :string}, {"chainId", {:uint, 256}}, {"verifyingContract", :address}]}}

iex> %Onchain.Typed.Domain{
...>   name: "Ether Mail",
...>   version: "1",
...> }
...> |> Onchain.Typed.Domain.domain_type()
%{"EIP712Domain" => %Onchain.Typed.Type{fields: [{"name", :string}, {"version", :string}]}}

  



  
    
      
    
    
      serialize(domain)



        
          
        

    

  


  

      

          @spec serialize(t()) :: %{required(String.t()) => term()}


      


Serializes a domain, such that it can be JSON-encoded or passed to JavaScript.
Examples
iex> %Onchain.Typed.Domain{
...>   name: "Ether Mail",
...>   version: "1",
...>   chain_id: 1,
...>   verifying_contract: ~h[CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC]
...> }
...> |> Onchain.Typed.Domain.serialize()
%{
  "name" => "Ether Mail",
  "version" => "1",
  "chainId" => 1,
  "verifyingContract" => "0xcccccccccccccccccccccccccccccccccccccccc",
}

iex> %Onchain.Typed.Domain{
...>   name: "Ether Mail",
...>   version: "1"
...> }
...> |> Onchain.Typed.Domain.serialize()
%{
  "name" => "Ether Mail",
  "version" => "1"
}

  



  
    
      
    
    
      serialize_keys(domain)



        
          
        

    

  


  

      

          @spec serialize_keys(t()) :: %{required(String.t()) => term()}


      


Serializes a domain's keys to be JSON-compatible. This is so that it can be used
as a value for hashStruct, per the EIP-712 spec to build a domain specifier.
Examples
iex> use Onchain.Hex
iex> %Onchain.Typed.Domain{
...>   name: "Ether Mail",
...>   version: "1",
...>   chain_id: 1,
...>   verifying_contract: ~h[CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC]
...> }
...> |> Onchain.Typed.Domain.serialize_keys()
%{
  "name" => "Ether Mail",
  "version" => "1",
  "chainId" => 1,
  "verifyingContract" => ~h[CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC]
}

iex> use Onchain.Hex
iex> %Onchain.Typed.Domain{
...>   name: "Ether Mail",
...>   version: "1",
...> }
...> |> Onchain.Typed.Domain.serialize_keys()
%{
  "name" => "Ether Mail",
  "version" => "1"
}

  


        

      


  

  
    
    Onchain.Typed.Type - onchain v0.16.0
    
    

    


  
  

    
Onchain.Typed.Type 
    



      
EIP-712 type definition — an ordered list of {name, field_type} field
entries. Field types are either primitives (:address, {:uint, 256},
:bool, …) or string references to other named types.

      


      
        Summary


  
    Types
  


    
      
        field_type()

      


    


    
      
        primitive()

      


    


    
      
        t()

      


    


    
      
        type_list()

      


    





  
    Functions
  


    
      
        deserialize(types)

      


        Deserializes a Type from JSON or a map into a struct.



    


    
      
        deserialize_type(ty)

      


        Deserializes a primitive or custom type. We differentiate
custom types by not being a primitive type.



    


    
      
        deserialize_value!(value, arg2)

      


        Deserializes a value of a given type for being stored in this struct.



    


    
      
        encode_data_value(value, type, types \\ %{})

      


        Encodes a value for encodeData, as per the EIP-712 spec. Specifically, raw values are
expanded to 32-bytes, and dynamic types are hashed. Pass the type map as the
third argument when encoding structs or arrays containing structs.



    


    
      
        serialize(type)

      


        Serializes a Type, such that it can be used with JSON or JavaScript.



    


    
      
        serialize_type(custom_type)

      


        Serializes a primitive or custom type.



    


    
      
        serialize_value(value, arg2)

      


        Serializes a value of a given type to pass to JSON or JavaScript.



    





      


      
        Types


        


  
    
      
    
    
      field_type()



        
          
        

    

  


  

      

          @type field_type() :: primitive() | String.t()


      



  



  
    
      
    
    
      primitive()



        
          
        

    

  


  

      

          @type primitive() ::
  :address
  | {:uint, pos_integer()}
  | {:int, pos_integer()}
  | {:bytes, pos_integer()}
  | :string
  | :bytes
  | {:array, field_type()}
  | :bool


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Onchain.Typed.Type{fields: type_list()}


      



  



  
    
      
    
    
      type_list()



        
          
        

    

  


  

      

          @type type_list() :: [{String.t(), field_type()}]


      



  


        

      

      
        Functions


        


  
    
      
    
    
      deserialize(types)



        
          
        

    

  


  

      

          @spec deserialize([%{name: String.t(), type: String.t()}]) :: t()


      


Deserializes a Type from JSON or a map into a struct.
Examples
iex> [%{
...>   "name" => "from",
...>   "type" => "Person",
...> }, %{
...>   "name" => "to",
...>   "type" => "Person",
...> }, %{
...>   "name" => "contents",
...>   "type" => "string",
...> }]
...> |> Onchain.Typed.Type.deserialize()
%Onchain.Typed.Type{fields: [{"from", "Person"}, {"to", "Person"}, {"contents", :string}]}

  



  
    
      
    
    
      deserialize_type(ty)



        
          
        

    

  


  

      

          @spec deserialize_type(String.t()) :: field_type()


      


Deserializes a primitive or custom type. We differentiate
custom types by not being a primitive type.
Examples
iex> Onchain.Typed.Type.deserialize_type("address")
:address

iex> Onchain.Typed.Type.deserialize_type("bytes")
:bytes

iex> Onchain.Typed.Type.deserialize_type("uint256")
{:uint, 256}

iex> Onchain.Typed.Type.deserialize_type("bytes32")
{:bytes, 32}

iex> Onchain.Typed.Type.deserialize_type("bool")
:bool

iex> Onchain.Typed.Type.deserialize_type("bytes32[]")
{:array, {:bytes, 32}}

iex> Onchain.Typed.Type.deserialize_type("Person")
"Person"

iex> Onchain.Typed.Type.deserialize_type("bag")
** (RuntimeError) unknown type: bag

  



  
    
      
    
    
      deserialize_value!(value, arg2)



        
          
        

    

  


  

      

          @spec deserialize_value!(term(), primitive()) :: term()


      


Deserializes a value of a given type for being stored in this struct.
Examples
iex> Onchain.Typed.Type.deserialize_value!("0x0000000000000000000000000000000000000001", :address)
<<1::160>>

iex> Onchain.Typed.Type.deserialize_value!(55, {:uint, 256})
55

iex> Onchain.Typed.Type.deserialize_value!(true, :bool)
true

iex> Onchain.Typed.Type.deserialize_value!("0x00000000000000000000000000000000000000000000000000000000000000CC", {:bytes, 32})
<<0xCC::256>>

iex> Onchain.Typed.Type.deserialize_value!("0xCC", {:bytes, 32})
<<0xCC, 0::248>>

iex> Onchain.Typed.Type.deserialize_value!("Cow", :string)
"Cow"

iex> Onchain.Typed.Type.deserialize_value!("0xCCDD", :bytes)
<<0xCC, 0xDD>>

iex> Onchain.Typed.Type.deserialize_value!(["0xCCDD", "0xEE"], {:array, :bytes})
[<<0xCC, 0xDD>>, <<0xEE>>]

  



    

  
    
      
    
    
      encode_data_value(value, type, types \\ %{})



        
          
        

    

  


  

      

          @spec encode_data_value(term(), field_type(), Onchain.Typed.type_map()) :: binary()


      


Encodes a value for encodeData, as per the EIP-712 spec. Specifically, raw values are
expanded to 32-bytes, and dynamic types are hashed. Pass the type map as the
third argument when encoding structs or arrays containing structs.
Fixed-width types are constrained to their declared width. uintN and intN
raise ArgumentError for a value outside the width's range; bytesN accepts
a short value and right-pads it, but raises FunctionClauseError for a value
longer than N bytes.
Examples
iex> Onchain.Typed.Type.encode_data_value(<<1::160>>, :address)
<<1::256>>

iex> Onchain.Typed.Type.encode_data_value(55, {:uint, 256})
<<0::248, 55>>

iex> Onchain.Typed.Type.encode_data_value(<<0xCC>>, {:bytes, 32})
<<0xCC, 0::248>>

iex> Onchain.Typed.Type.encode_data_value(<<0xCC, 0xDD>>, :bytes)
~h[9014B850703629D30F5C8C6C86A6AD981AB9319997490629D7DA37E8CAE985A1]

iex> Onchain.Typed.Type.encode_data_value("Cow", :string)
~h[8C1D2BD5348394761719DA11EC67EEDAE9502D137E8940FEE8ECD6F641EE1648]

iex> Onchain.Typed.Type.encode_data_value([<<0xCC, 0xDD>>, <<0xEE>>], {:array, :bytes})
~h[134619415A3C9FE841D99F7CFD5C0BCCFC7CF0DAE90743A3D717C748A3961CF5]

iex> Onchain.Typed.Type.encode_data_value(256, {:uint, 8})
** (ArgumentError) value out of range for uint8

iex> Onchain.Typed.Type.encode_data_value(<<0xCC, 0xDD, 0xEE>>, {:bytes, 2})
** (FunctionClauseError) no function clause matching in Onchain.Hex.pad_right/2

  



  
    
      
    
    
      serialize(type)



        
          
        

    

  


  

      

          @spec serialize(t()) :: [%{name: String.t(), type: String.t()}]


      


Serializes a Type, such that it can be used with JSON or JavaScript.
Examples
iex> %Onchain.Typed.Type{fields: [{"from", "Person"}, {"to", "Person"}, {"contents", :string}]}
...> |> Onchain.Typed.Type.serialize()
[%{
  "name" => "from",
  "type" => "Person",
}, %{
  "name" => "to",
  "type" => "Person",
}, %{
  "name" => "contents",
  "type" => "string",
}]

  



  
    
      
    
    
      serialize_type(custom_type)



        
          
        

    

  


  

      

          @spec serialize_type(field_type()) :: String.t()


      


Serializes a primitive or custom type.
Examples
iex> Onchain.Typed.Type.serialize_type(:address)
"address"

iex> Onchain.Typed.Type.serialize_type({:uint, 256})
"uint256"

iex> Onchain.Typed.Type.serialize_type({:bytes, 32})
"bytes32"

iex> Onchain.Typed.Type.serialize_type(:bytes)
"bytes"

iex> Onchain.Typed.Type.serialize_type(:bool)
"bool"

iex> Onchain.Typed.Type.serialize_type({:array, :bytes})
"bytes[]"

iex> Onchain.Typed.Type.serialize_type("Person")
"Person"

  



  
    
      
    
    
      serialize_value(value, arg2)



        
          
        

    

  


  

      

          @spec serialize_value(term(), primitive()) :: term()


      


Serializes a value of a given type to pass to JSON or JavaScript.
Examples
iex> Onchain.Typed.Type.serialize_value(<<1::160>>, :address)
"0x0000000000000000000000000000000000000001"

iex> Onchain.Typed.Type.serialize_value(55, {:uint, 256})
55

iex> Onchain.Typed.Type.serialize_value(true, :bool)
true

iex> Onchain.Typed.Type.serialize_value(<<0xCC::256>>, {:bytes, 32})
"0x00000000000000000000000000000000000000000000000000000000000000cc"

iex> Onchain.Typed.Type.serialize_value(<<0xCC>>, {:bytes, 32})
"0xcc00000000000000000000000000000000000000000000000000000000000000"

iex> Onchain.Typed.Type.serialize_value("Cow", :string)
"Cow"

iex> Onchain.Typed.Type.serialize_value(<<0xCC, 0xDD>>, :bytes)
"0xccdd"

iex> Onchain.Typed.Type.serialize_value([<<0xCC, 0xDD>>, <<0xEE>>], {:array, :bytes})
["0xccdd", "0xee"]
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Onchain.Wallet 
    



      
Thin convenience layer for wallet-level queries.
Does
	Classify addresses as EOA or contract (classify/2)
	Fetch native ETH balance (balance/2)

Does Not
	Track token balances (see Onchain.ERC20)
	Manage keys or signing (see Onchain.Signer)
	Parse transactions or receipts (see Onchain.RPC)

Functions
	Function	Purpose
	classify/2	Determine if address is :eoa or :contract
	classify!/2	Same, raises on error
	balance/2	Native ETH balance in wei
	balance!/2	Same, raises on error

API Functions
	Function	Arity	Description	Param Kinds
	balance!	2	Get the native ETH balance of an address in wei. Raises on error.	address: value, opts: value
	balance	2	Get the native ETH balance of an address in wei.	address: value, opts: value
	classify!	2	Classify an address as EOA or contract. Raises on error.	address: value, opts: value
	classify	2	Classify an address as EOA or contract.	address: value, opts: value


      


      
        Summary


  
    Functions
  


    
      
        balance(address, opts \\ [])

      


        Get the native ETH balance of an address in wei.



    


    
      
        balance!(address, opts \\ [])

      


        Get the native ETH balance of an address in wei. Raises on error.



    


    
      
        classify(address, opts \\ [])

      


        Classify an address as EOA or contract.



    


    
      
        classify!(address, opts \\ [])

      


        Classify an address as EOA or contract. Raises on error.



    





      


      
        Functions


        


    

  
    
      
    
    
      balance(address, opts \\ [])



        
          
        

    

  


  

      

          @spec balance(String.t() | binary(), keyword()) ::
  {:ok, non_neg_integer()} | {:error, term()}


      


Get the native ETH balance of an address in wei.
Parameters
	address - Account address as 0x hex string or 20-byte binary (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Balance in wei ({:ok, non_neg_integer} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    address: %{
      description: "Account address as 0x hex string or 20-byte binary",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, non_neg_integer} | {:error, term}",
    description: "Balance in wei"
  }
}

  



    

  
    
      
    
    
      balance!(address, opts \\ [])



        
          
        

    

  


  

      

          @spec balance!(String.t() | binary(), keyword()) :: non_neg_integer()


      


Get the native ETH balance of an address in wei. Raises on error.
Parameters
	address - Account address as 0x hex string or 20-byte binary (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Balance in wei (non_neg_integer)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    address: %{
      description: "Account address as 0x hex string or 20-byte binary",
      kind: :value
    }
  },
  returns: %{type: :non_neg_integer, description: "Balance in wei"}
}

  



    

  
    
      
    
    
      classify(address, opts \\ [])



        
          
        

    

  


  

      

          @spec classify(String.t() | binary(), keyword()) ::
  {:ok, :eoa | :contract} | {:error, term()}


      


Classify an address as EOA or contract.
Parameters
	address - Account address as 0x hex string or 20-byte binary (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
:eoa if no bytecode, :contract if bytecode exists ({:ok, :eoa | :contract} | {:error, term})
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    address: %{
      description: "Account address as 0x hex string or 20-byte binary",
      kind: :value
    }
  },
  returns: %{
    type: "{:ok, :eoa | :contract} | {:error, term}",
    description: ":eoa if no bytecode, :contract if bytecode exists"
  }
}

  



    

  
    
      
    
    
      classify!(address, opts \\ [])



        
          
        

    

  


  

      

          @spec classify!(String.t() | binary(), keyword()) :: :eoa | :contract


      


Classify an address as EOA or contract. Raises on error.
Parameters
	address - Account address as 0x hex string or 20-byte binary (value)
	opts - Options: :rpc_url, :timeout, :block (default: [], value)

Returns
Address type atom (:eoa | :contract)
# descripex:contract
%{
  params: %{
    opts: %{
      default: [],
      description: "Options: :rpc_url, :timeout, :block",
      kind: :value
    },
    address: %{
      description: "Account address as 0x hex string or 20-byte binary",
      kind: :value
    }
  },
  returns: %{type: ":eoa | :contract", description: "Address type atom"}
}
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Onchain.Wei 
    



      
Conversions between Ethereum denominations and wei.
Supports bare non-negative integer inputs (treated as wei), integer :wei,
integer :gwei, and integer or Decimal :eth inputs. :eth is the only
ETH-denomination atom accepted; :ether is not supported so callers use the
same short form as :wei and :gwei.
API Functions
	Function	Arity	Description	Param Kinds
	maybe_to_wei	1	Convert an optional fee amount to wei, passing through nil.	amount: value
	to_wei	1	Convert an Ethereum-denominated amount into wei.	amount: value


      


      
        Summary


  
    Functions
  


    
      
        maybe_to_wei(value)

      


        Converts an optional fee amount to wei, passing through nil.



    


    
      
        to_wei(amount)

      


        Converts a number to wei, possibly from gwei or eth.



    





      


      
        Functions


        


  
    
      
    
    
      maybe_to_wei(value)



        
          
        

    

  


  

      

          @spec maybe_to_wei(non_neg_integer() | {non_neg_integer(), :wei | :gwei} | nil) ::
  non_neg_integer() | nil


      


Converts an optional fee amount to wei, passing through nil.
Examples
iex> Onchain.Wei.maybe_to_wei(nil)
nil

iex> Onchain.Wei.maybe_to_wei({1, :gwei})
1000000000

  



  
    
      
    
    
      to_wei(amount)



        
          
        

    

  


  

      

          @spec to_wei(
  non_neg_integer()
  | {non_neg_integer(), :wei | :gwei | :eth}
  | {Decimal.t(), :eth}
) ::
  non_neg_integer()


      


Converts a number to wei, possibly from gwei or eth.
Examples
iex> Onchain.Wei.to_wei(100)
100

iex> Onchain.Wei.to_wei({100, :gwei})
100000000000

iex> Onchain.Wei.to_wei({1, :eth})
1000000000000000000
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Onchain.Hex.InvalidHex exception
    



      
Raised by Onchain.Hex decode/encode bang functions when input is not
valid hex (wrong length, non-hex characters, missing/extra 0x prefix, etc.).
Public callers can rescue Onchain.Hex.InvalidHex to handle these.
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mix onchain.coverage 
    



      
Coverage gates for the three libraries consolidated into onchain.

      


      
        Summary


  
    Functions
  


    
      
        check!(modules)

      


        Enforce separate library floors and the critical signer floor.



    





      


      
        Functions


        


  
    
      
    
    
      check!(modules)



        
          
        
